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in the movement to improve government 
using  technology — technology that’s 
inclusive and transformative. 

One fi nal note on this year’s list: A 
few months pass between when the Top 
25 are chosen and when their stories are 
published in the magazine, so there’s 
often a few people who leave their 

positions where their 
work caught our atten-
tion. This year, that list 
is longer than usual. 

We honor Michael 
Mattmiller, who left his 
post as Seattle’s chief tech-
nology offi  cer in early Feb-
ruary. As we went to press, 
he hadn’t yet announced 

his next gig. Read about his accomplish-
ments with the city on p. 28. Montana CIO 
Ron Baldwin (see p. 18) also made a big 
impact during his nearly 10-year run with 
the state but departed in January for a posi-
tion with Deloitte. Alisha Griffi  n (profi le on 
p. 25) retired as director of the California 
Department of Child Support Services ear-
lier this year, after redesigning the state’s 
child support system as she did in New 
Jersey. Finally, former FirstNet President 
TJ Kennedy (p. 24) earned a spot on our 
list for his stewardship of the nationwide 
network for fi rst responders, which hit 
a remarkable milestone at the end of last 
year — unanimous opt-ins from every state 
in the country. We celebrate their achieve-
ments inside and outside of government.   

RAISE YOUR 

VOICE
Your opinions matter to us. Send 

comments about this issue to the 

editors at editorial@govtech.com. 

Publication is solely at the discretion 

of the editors. Government Technology 

reserves the right to edit submissions 

for length.

Nobody gets into government IT 
for the money or the glory. Many 
share a desire to leverage their 

technology expertise for the public good: 
maximizing taxpayer resources by help-
ing government to operate as effi  ciently 
as possible and, increasingly, making sure 
government is truly serving its people. 

This month, we honor 25 people and 
teams with the distinction of a Govern-
ment Technology Top 25 Doer, Dreamer 
and Driver award — a program started in 
2002 to recognize those technology lead-
ers putting their knowledge to work to 
solve problems and serve their communi-
ties. Their commitment to public service 
is admirable. It’s often not an easy road. 

Many of this year’s honorees hold the 
title of chief information (or technology) 
offi  cer, as you might expect. There are 
four local CIOs, seven state CIOs, and four 
others hold the top technology spot at the 

By Noelle Knell /  Editor

Honoring the Innovation Ecosystem

POINT OF VIEW

agency level. Luke Stowe of Evanston, Ill., 
and Jeff  Stovall of Charlotte, N.C., share 
another distinction — they’re the fi rst 
CIOs in their jurisdictions. 

But over the years, the number and 
diversity of roles represented on this list 
has grown. A handful of others we are 
recognizing for 2018 hold some of the 

newer titles that are growing in frequency 
on government payrolls. Two chief innova-
tion offi  cers — Shireen Santosham of San 
Jose, Calif., and Bob Bennett of Kansas 
City, Mo. — represent a position that’s 
becoming more common in state and lo-
cal government. But their work, much like 
that of Chicago Chief Data Offi  cer Tom 
Schenk and Gilbert, Ariz., Chief Digi-
tal Offi  cer Dana Berchman, has a pretty 
signifi cant technology component to it. 

The breadth of this year’s list is a sign 
that the world of tech in government is 
growing. Some of the 2018 Top 25 hold 
titles that don’t alone reveal much of a 
connection to tech. I hope you’ll read their 
stories to see why these Doers, Dreamers 
and Drivers deserve accolades as leaders 

6         April/May 2018  //  www.govtech.com

 Government Technology’s Doers, 
Dreamers and Drivers program 
started in 2002 to recognize those 
technology leaders putting their 
knowledge to work to solve problems 
and serve their communities.
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We always let a good idea go to waste.
Since 1962, we’ve been designing, manufacturing and refining receptacles for waste and recycling. Now, our Victor Stanley Relay™ Sensor and Service, 

which continuously monitors fill level, is boosting time and cost efficiencies for municipalities across the country. Relay also conveys system temperature, weight, 
location via GPS and collection status, in real-time and historically, allowing for planning, scheduling, and routing collections much more efficiently – an estimated 

20-40% reduction in collection expenses. Whether you retrofit or make it part of new orders, Relay says a lot about how your community handles waste.
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Reporting for Duty

In Berkeley, Calif., Mayor 
Jesse Arreguin and 
Councilmember Ben 
Bartlett are putting a 
trendy twist on the old 
municipal bond: blockchain. 
In a partnership with the 
startup Neighborly and 
the Blockchain Lab at the 
University of California, 
Berkeley, Arreguin and 
Bartlett want to attempt 
the fi rst-ever tokenized 
municipal bond in the hopes 
of making the process faster, 
cheaper, more accessible 
and more transparent to 
community members. They 
want to sell city debt the 
same way cities always 
have — to fund projects that 
the regular budget can’t or 
won’t cover — and record it 
digitally in a public ledger. 
While the idea is still in 
its early stages, the people 
behind the initiative want to 
open the bond to investors 
using both U.S. dollars and 
cryptocurrency, and to 
direct the 
funds 
toward 
programs 
to help the 
homeless.

WHO SAYS?
“The value of data and digital services can be really obvious for people 

working in that space, but totally un-obvious for people in an 

un-technical audience.”

Govtech.com/quoteApril2018

govtech.com/extra: 
Updates from Government Technology’s daily online news service.

Los Angeles’ chatbot, Chip
(short for City Hall Internet 

Personality), has a new beat: 

He’s been deputized to help 

fi eld questions from potential 

police department recruits. The 

city has around 7,000 police 

applicants in its system at any 

given time, which makes the 

process time-intensive both for those interested in joining 

the force and the City Hall staff ers who fi eld their questions. 

Now, in addition to tasks such as helping businesses fi nd 

contacts, register for notifi cations and generally interact with 

the city, Chip will improve access to applicant resources, 

reduce the thousands of monthly calls on basic process 

questions that law enforcement candidates make and give 

the city insight into what candidates want to know.

Can You Hear Me Now?
The OpenGov Foundation, a nonprofi t that develops open 

source software for government, is using human-centric 

research and design to improve communication between 

elected offi  cials and constituents. Developers of the From 

Voicemails to Votes project spent four months studying 20 

congressional offi  ces to determine how better tech could 

help staff ers address communication from constituents. 

OpenGov started by targeting the phone-based engagement 

process and developed a tool that uses Google’s voice 

transcription technology to automate voicemails and make 

them easier to store and process. The tool is being tested in 

seven politicians’ offi  ces, and OpenGov hopes to expand to 

about 365 offi  ces this year.

Biz Beat

MOST READ STORIES ONLINE:
Ohio State University, Partners Develop 

‘Smart Paint’ to Help the Visually Impaired 

Navigate Cities 3,364 VIEWS

Louisville Plans to Become First U.S. City 

to Use Drones to Respond to Gunshots 

2,685 VIEWS

‘Cryptojackers’ Hit Government Websites: 

A New Flavor of Hacking, Courtesy of

Third-Party Code 2,616 VIEWS

Columbus Issues RFP for the Operating 

System to Run Its Smart City Systems

2,485 VIEWS

Sex, Money Laundering and Blockchain: 

11 States Look at FinTech  

2,235 VIEWS

L.A. Mayor Eric Garcetti on Award-Winning 

Data-Driven Governance 

2,075 VIEWS
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The Georgia Smart Communities 
Challenge will award grants of 
up to $50,000 to four city or 
county governments willing 

to explore smart city projects 
around themes like equity.

The estimated number of tweets 
from bots during the 2016 

presidential election. California 
has proposed legislation to 

regulate bots on social media.

tech/bytes 

states introduced legislation 
in January that would regulate 

or encourage the growth of 
fi nancial tech.

11

50K

3.8M

$

18
states and Washington, D.C., 

have created a chief data offi  cer 
position, according to a report 

from Pew Charitable Trusts.
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By Stephen GoldsmithBECOMING DATA SMART

Stephen Goldsmith 
is a professor at 

Harvard Kennedy 

School and director 

of the Innovations in 

Government Program 

and Data-Smart City 

Solutions. The former 

mayor of Indianapolis, 

his latest book is 

The Responsive City: 

Engaging Communi-

ties through Data-

Smart Governance.

Walking the showroom fl oor 
at the Consumer Electronics 
Show (CES) in Las Vegas 

earlier this year, it was hard not to get 
excited about the future of consumer 
technology. From robots that can beat 
you in ping pong to phones with built-
in projectors to a self-driving store on 
wheels, exhibitors showed off  the manifold 
possibilities off ered by emerging tech. 

Throughout the event, however, my 
mind wandered back to one question: 
How can cities take advantage of these 
advances? Many of these technologies 
could have a massive infl uence on the 
way government operates, and it would 
be a waste if they were relegated only 
to the homes of the wealthy and tech-
savvy. With this in mind, here are a few 
trendy consumer technologies that 
could prove transformative in cities. 

Augmented and Virtual Reality. Digital 
tools that either superimpose images on 
the real world (augmented reality or AR) or 
bring users into an artifi cial digital experi-
ence (virtual reality or VR) have allowed for 

immersive experiences like 
Pokemon Go, Snapchat lenses 
and headset gaming. And, 
with the ability to provide 
data in real time, engage users 
and simulate real-life experi-
ences in extreme detail, AR 
and VR have massive poten-
tial to transform government 
operations. Equipped with 
AR systems that provide 

relevant details on their environment, po-
lice offi  cers and emergency responders will 
be better prepared to navigate dangerous 
situations. By creating AR and VR models 
of new construction projects, cities can 
get a better sense of how new work will fi t 
within the existing urban landscape and 
increase interest from potential investors. 
And by allowing city employees to simulate 
workplace tasks, VR can greatly enhance 
the realistic feel of city training programs. 

Chatbots. When they think of chatbots, 
most people likely picture Amazon’s Alexa 
or Apple’s Siri — voice recognition soft-
ware that can respond to user questions 
about local restaurants or the weather. 
However, governments have also begun to 
use text-based chatbots to guide citizens 
through services and handle simpler resi-
dent requests. Los Angeles’ chatbot Chip 
(short for “City Hall Internet Personality”)  
can respond to queries from city 
businesses about how to fi nd 
contracts and register for 
notifi cations, as well as 
answer more than 1,000 
questions from potential 
police recruits. Cities 
like Kansas City, Mo., and 
Chattanooga, Tenn., have 
used chatbots to help 
users navigate their open 
data portals — allowing 
them to ask for specifi c 
data sets or themes to 
explore. And North 
Charleston, S.C., and 

Atlanta have deployed chatbots to respond 
to 311 requests from residents, answer citi-
zen complaints and provide information 
like how to apply for a business license. 

Blockchain. As the technology supporting 
bitcoin, blockchain has held a fi ckle 
place in the public imagination, both as 
a source of fantastical predictions and 
an object of cynical scorn. However, as 
a distributed ledger that tracks every 
transaction within a network, blockchain 
off ers a potential cybersecurity safeguard 
for the troves of data cities now gather. 
Whether used to secure data gathered 
by Internet of Things (IoT) devices or to 
create unique identifi ers that help cities 
serve homeless residents, blockchain could 
allow cities to build their data-driven 
capacity with fewer security concerns. 

At the moment, all of these technologies 
are in the early stages of government 

adoption. However, by showing their 
interest in leveraging these tools and 

actively working with the private 
sector to tailor consumer 

technologies for 
government use, cities 

can ensure that the 
fl ashy tech displayed at 
CES translates to better 

results for residents. 
Chris Bousquet, a 

research assistant/writer 
at the Ash Center for 

Democratic Governance and 
Innovation at the Harvard Kennedy 
School, co-authored this column.

Staying on Trend
Three consumer technologies that will make a diff erence in cities.
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BETTER 
BUYING
  How cooperative purchasing 
  can bolster state & local IT

A
s fl eet manager for the city of Stamford, Conn., Mike Scacco 

  needed to get a better handle on who was using the city’s 

    cars, where they went and how often. Manual tracking of 

fl eet usage wasn’t giving a deep enough read into the needs of 

city employees. GPS technology would give him the answers, but 

obtaining that technology was problematic.

“Our bidding process is very complicated,” says Scacco. “We have 

to write a bid, and then get it approved by a number of diff erent 

departments. Then we have to review all the bids, which also 

takes time. This whole process can take up to six months.” 

Scacco didn’t want to wait that long for an urgently needed 

capability. Instead of going the conventional procurement route, 

he bought the IT solution he needed in about half an hour, using 

the cooperative buying power of the National Joint Powers 

Alliance (NJPA).

Cooperative purchasing allows state and local government 

agencies to speed IT procurement. Pre-approved contracts give 

them faster access to the latest technologies while simultaneously 

leveraging their combined buying power for more competitive pricing.

Challenges to IT Procurement
State and local governments may face a range of hurdles in the 

procurement of technology resources.

Many agencies struggle with a lack of in-house IT expertise. The 

Brookings Institution cites “government employees that lack the 

necessary skills to procure what is needed” as a stumbling block to 

IT buying.1 Code for America complains of “a lack of experience and 

understanding in government of what’s needed to deliver a modern, 

user-centered digital service.”2 

Others fi nd the bidding process too restrictive. Conventional 

bidding processes may force procurement offi  cials to take the 

lowest bid, even if the product isn’t exactly what’s needed. While 

a competitive process helps ensure taxpayer dollars are used 

responsibly, an overly restrictive process can impede eff ective 

purchasing by locking buyers in to sub-optimal solutions. This 

can be especially true in IT where agencies may need to 

leverage the capabilities of specifi c vendors, or may have fi nely 

detailed technical requirements that cannot be fulfi lled in an 

open bid environment.

Overly complex, ineffi  cient solicitation processes also stymie 

IT purchasing. The White House recognized this problem in its 

budget blueprint, which described “acquisition approaches that 

are too cumbersome” and which result in “IT that is outdated by 

the time it is deployed.”3 Others say the use of massive, multi-year 

contracts prevents government from staying current in its IT buys. 

As the Washington Post describes it, “The public sector buys 

software and systems the same way it orders battleships.”4

Many state and local offi  cials recognize the hurdles and are 

seeking a better way to buy IT quickly, eff ectively and responsibly. 

Cooperative purchasing can be the answer.

How Cooperative Purchasing Helps
Cooperative purchasing organizations such as NJPA can help 

states overcome the various obstacles that stand in the way 

of eff ective IT procurement.

Take for instance the lack of in-house expertise, which may hinder 

state and local agencies from eff ectively analyzing competitive 

off erings or vetting prospective vendors. In a cooperative 

purchasing arrangement, companies have been pre-vetted by 

the cooperative to ensure they are not only qualifi ed but cutting-

edge. The in-house expertise of the cooperative thus helps fi ll 

any gaps in local IT knowledge by the state or local purchaser.

Cooperative purchasing contracts likewise set purchasing 

professionals loose from overly prescriptive bidding processes 

ADVERTISEMENT
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by giving them direct access to more relevant solutions. An added 

benefi t is that agencies can save time previously spent on the 

bidding process and instead fi nd cooperative vehicles for the exact 

products they desire. They often have time left over to collect 

spending data.

Finally, cooperative buying cuts through the complexity of 

government procurement processes. By consolidating the eff orts 

of numerous individually prepared solicitations into one national, 

cooperatively shared process, cooperative contract opportunities 

off er both time and money savings for users. This process 

leverages the aggregation of volume from members nationwide.

At the same time, cooperative buying ensures the responsible 

use of resources by mirroring members’ own safeguards. Contracts 

are crafted using commonly embraced contracting methodologies, 

thus ensuring integrity in the use of public funds.

Getting Started
For those considering a cooperative approach to IT procurement, 

the National Cooperative Procurement Partners, a professional 

association, off ers a roadmap for getting started. It lays out a three-

phased approach to establishing a cooperative buying strategy.5

• Prep your agency. Before entering into a cooperative 

buying arrangement, government entities should consider 

their buying needs and evaluate the legal and regulatory 

landscape. Do you have legal authority to do this? Is counsel 

familiar with cooperative purchasing? Board or council buy-

in early on can help ensure seamless adoption of a new 

procurement approach.

• Evaluate the cooperative. Diff erent cooperatives will off er 

diff erent levels of customer service. Their fees may vary and 

their procurement processes will also show subtle variations. 

Some can boast third-party audits to attest to their capabilities. 

The depth of research into competing vendors may vary. As 

with any new business relationship, entering into a cooperative 

purchasing group requires due diligence: Know your partner 

before signing on.

• Vet potential contracts. When partnering through a cooperative 

purchasing organization, it makes sense to take a close look at 

the contracts used to execute IT purchases. Can the proposed 

vendor fulfi ll all your stated needs? Is pricing based on a 

discount from a stated list, or built on some other model? Can 

the terms and conditions be amended should the need arise? Is 

contract use monitored and are usage reports available?

These basic steps should lay the groundwork for a 

successful engagement with a cooperative purchasing 

organization. The outcomes of such an engagement can have 

a signifi cant quantitative impact on government operations.

Th e Promise of Cooperative Purchasing
In Stamford, Conn., Fleet Manager Scacco put his GPS 

technology to use and saw immediate, measurable improvements. 

Starting with a fl eet of 60 vehicles, he was able to leverage 

tracking data to justify two reductions over the course of a year, 

paring back to an inventory of just 29 vehicles. 

“It’s been a tremendous savings in terms of capital spending 

— not having to buy new cars — as well as in maintenance and 

liability,” he says.

He credits cooperative purchasing with getting him to that 

end result far faster and more cost-eff ectively than a conventional 

procurement. At the same time, he’s confi dent the procurement 

was done in a responsible manner through a process that 

ensures public trust.

“They are extremely high-end vendors, so you know you 

are getting a quality product,” he says. “They [NJPA] also have 

a very defi ned, detailed bid requirement. It’s an extremely 

thoughtful vetting process, and the cost savings is excellent.”

That is the promise of cooperative buying. By sharing 

the burden of pre-qualifying specifi c vendors and products, 

state and local governments can establish a faster route 

to IT acquisition while realizing signifi cant cost reductions. 

This is especially signifi cant when it comes to technology 

acquisitions. Given the rapid pace of change in IT, many are 

looking to cooperative buying as a means to avoid the delays 

inherent in conventional purchasing, a way to stay ahead of the 

technology curve and provide better service to constituents.

This piece was developed and written by the Government 

Technology Content Studio, with information and input from NJPA.

NJPA is a self-supporting government organization that partners with education, government, and nonprofi ts to boost 
student and community success. Throughout North America NJPA off ers a cooperative purchasing program to help 
public agencies as they strive for effi  cient public service. Membership is free and open to any government, education, 
or nonprofi t entity. Learn more: njpa.co/join
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1
What sort of strategic vision do you 
want to bring to the Chief Information 
Offi  ce and the agencies you work 

with? What we have from an IT strategic 

plan, from an enterprise perspective, is 

very outdated, is not really measured. So 

it needs to be refreshed. We would build a 

countywide project management meth-

odology. We would build a knowledge 

center for best practices and templates, 

and have a learning center, if you will, 

where we could collaborate and bring the 

project managers from around the county 

together and, ultimately, what we want to 

see is the project management skill set 

and capacity increase in the county.

2
What other ideas would you like 
to see introduced in L.A. County? 

We’re expanding our information 

management team program. And data, 

data analytics, data integration, more of 

Bill Kehoe
CIO, Los Angeles County

FOUR QUESTIONS

ln his first few months as CIO of Los Angeles County, Bill Kehoe has been spending his time 

listening and learning as he gets a firmer sense of what’s needed to lead an organization 

spread across more than 4,000 square miles and serving more than 10.1 million residents. 

He previously spent seven years as CIO in King County, Wash., home to Seattle. 

“What I’ve been doing, initially, is just trying to learn where the county has been, where the 

county wants to go, from an overall strategic perspective,” Kehoe said. “And then I’ve been 

visiting with the departments, trying to understand where they want to go, and some of their 

business goals, and then how technology can help them achieve those.”

initiative, but we make it a countywide 

initiative, whether it’s building the strategic 

plan, developing these common platforms 

and architectures, building out this project 

management center of excellence, and 

getting the buy-in to that, and the value 

out of that.

4
How does Los Angeles diff er from 
King County? When I fi rst came 

into King County in 2010, it was 

very much like L.A. County, where it was 

federated. You had IT departments in 

each of the executive branches. And in 

the seven years I was there, we were 

able to — and expected to — consolidate 

IT and the executive branch, build out a 

service organization with rates, move to 

a chargeback model, and really mature 

that consolidated organization over time.

L.A. County will not consolidate in that 

fashion. It’s fi ne — we just need to work 

the relationships. And the communication 

has to be solid. And so it’s about build-

ing consensus and relationships across 

the county, with the IT leadership and 

the business leadership, and really being 

focused on some things that we want to 

accomplish without taking on too much, 

which could then cause paralysis. 

— Skip Descant, Staff  Writer

this predictive outcome modeling is really 

in demand in the county. Our information 

management program has built a platform 

of data, and they’re starting to do things 

like linking data from various departments. 

… We’re looking at this coordinated care 

model; we ultimately want to get a 360-

degree view of the client and the services 

they receive, and also measure the 

eff ectiveness of the services. There’s a 

great opportunity to do more with data for 

the Offi  ce of the CIO, and the information 

management program.

3
What challenges do you foresee as 
some of this is introduced? I see this 

county being very open to some of 

these concepts … I think the challenge is 

going to be that shift from how things are 

done today to how they could be done 

in the future, and bringing people along 

so that it’s not just an Offi  ce of the CIO 
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FOSTERING 
DISCOURSE  
✓ Thinking beyond 
    (departmental) borders  
✓ Telling the story of innovation  
✓ Bridging tech and business  
✓ Advancing the mission  

Pioneering 
technology 
leaders in government 
are often working on things like 
modernizing legacy systems, 
updating old processes and 
evolving an outdated culture 
that no longer serves today’s 
needs. But along the way, 
they’re building legacies of their 
own: dynamic teams, creative 
approaches, streamlined systems 
and customer-focused operations 
that are helping to deliver on 
the promise of modern, digital 
government. This year, we honor 
a group of 25 individuals and 
teams doing transformative work 
inside of and alongside the public 
sector. Here are a few hints as to 
why their work has our attention.  

Mohammed Al Rawi 
CIO, County of Los 
Angeles Department of 
Parks and Recreation 

Peter Ambs 
CIO, Albuquerque, N.M. 

Ron Baldwin 
Former CIO, Montana 

Bob Bennett 
Chief Innovation Offi  cer, 
Kansas City, Mo. 

Dana Berchman 
Chief Digital Offi  cer, Gilbert, Ariz. 

Mark Campbell 
CIO, Atlanta Housing Authority

James Collins 
CIO, Delaware 

Rod Davenport
CTO, Michigan

Stephanie Dedmon 
Deputy CIO, Tennessee

Stanton Gatewood 
Chief Information Security 
Offi  cer, Georgia 

Alisha Griffi  n 
Former Director, California 
Department of Child Support Services 

Scott Howland 
CIO, California Highway Patrol

Mike Hussey 
CIO, Utah 

TJ Kennedy 
Former President, FirstNet 

2018 Winners  

BREAKING 
NEW GROUND  
✓ Aiming high  
✓ Pioneering new roles  
✓ Tackling big projects  
✓ Defi ning the future 

 BUILDING 
A LEGACY
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BUILDING 
THE BENCH  
✓ Articulating a vision  
✓ Growing the cyberpipeline  
✓ Inspiring creativity  
✓ Evolving the culture  

NAILING 
THE BASICS  
✓ Modernizing infrastructure  
✓ Consolidating duplicative 
    systems  
✓ Digitizing processes  
✓ Creating value  

✓ o g t e cu tu e

Todd Kimbriel 
Deputy Executive Director 
and State CIO, Texas 

Michael Mattmiller
Former CTO, Seattle

Seth Miller Gabriel 
Director, Offi  ce of Public-Private 
Partnerships, Washington, D.C. 

Richard Ray 
ADA Technology Access 
Coordinator, Department on 
Disability, City of Los Angeles 

Shireen Santosham 
Chief Innovation Offi  cer, 
San Jose, Calif. 

Cordell Schachter 
CTO, New York City Department 
of Transportation 

Tom Schenk 
Chief Data Offi  cer, Chicago 

Jeff  Stovall 
CIO, Charlotte, N.C. 

Luke Stowe 
CIO, Evanston, Ill. 

TEAM EKISTIC VENTURES 

Brett Goldstein 
Managing Partner 

David Spielfogel 
Managing Partner 

TEAM PENNSYLVANIA 

John MacMillan 
CIO 

Sharon Minnich 
Secretary of the Offi  ce 
of Administration 

TOP

DOERS   
DREAMERS
&DRIVERS

2018

,

FOCUSING 
ON CITIZENS  
✓ Personalizing government  
✓ Satisfying customers  
✓ Protecting privacy  
✓ Prioritizing equity  
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This marks the 17th year that Government Technology has recognized Doers, 

Dreamers and Drivers in our annual Top 25 issue. The idea is to celebrate the 

oft en unsung work of tech leaders in state and local government, whose work is 

fundamentally transforming how services are delivered to citizens. Many serve in 

traditional technology roles — most oft en, the chief information off icer — while 

a growing number are making tech-fueled changes from other vantage points 

within and outside of government. No matter what their specific role, they’re 

injecting needed vision and leadership into public-sector IT, and for that, we honor 

them. We hope you enjoy their stories. 

TOP

DOERS   
DREAMERS
&DRIVERS

2018

,
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James Collins walks the walk when 

it comes to growing the IT workforce. In 

the top tech spot in Delaware since 2014, 

he uses his position to help encourage 

more diversity in IT. Working with several 

nonprofits, Collins gets in front of kids to 

talk about the vast opportunity in tech-

nology — much more so, for example, 

than in professional sports, where so 

many young people set their sights. 

And he understands the importance of 

the messenger in appealing to the next 

generation of IT leaders: “I want to get 

around to as many places as I can so 

kids can see somebody that looks like 

them and think, ‘I can do that too.’”

A customer of the central IT agency for 

several years before he was CIO, Collins 

saw the need to position central IT as a 

strong business partner to the agencies 

on the front lines of service delivery. 

“If we’re doing something in 

government, it’s critical, and every single 

agency is dependent upon technology.” 

In the past 10 years, the state’s workforce 

has been reduced by more than 1,000 

positions. Simultaneously, demand 

for services has grown considerably. 

“There’s a big gap in between those 

two trend lines, and technology 

usually fills that gap,” he said.

Also among his key accomplish-

ments is helping make the state more 

transparent. An open data portal went 

live in October 2016 and he continues 

to work toward adding analytics 

capabilities, like with an integrated 

data system. A cross-sector cybersecu-

rity council shares threat information 

and collaborates on supporting small 

businesses. Rural broadband pilots 

are testing wireless service delivery, 

made possible by the 700 miles of 

fiber that’s been laid in recent years. 

But Collins points to the foundational 

work done by state IT as a crowning 

achievement. He doesn’t blame people 

who take that “invisible” work for 

granted, but as state CIO, he knows how 

important it is: “Keeping our network 

going, keeping our email going, running 

cybersecurity, running our elections 

system, our financial systems, our HR 

systems and many others,” he said. 

“I’m super proud of the work that the 

team does to keep our state running.”

— NOELLE KNELL

James 
Collins
CIO,  DELAWARE
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Ron
Baldwin
FORMER CIO,  MONTANA

 Shireen 
Santosham
CHIEF INNOVATION OFFICER,  SAN JOSE,  CALIF.

A passion to help people is what 

drove former Montana chief infor-

mation off icer Ron Baldwin to help 

his state push to the forefront in 

enterprise technology. For the first 

five years of his almost 10 years with 

the state, he served as CIO for the 

Department of Public Health and 

Human Services, which gave him 

an appreciation for what govern-

ment could do for people in need. 

“It was apparent within this large 

department that many people 

who came in had a constella-

tion of needs that transcended a 

particular program.” For example, 

A graduate of Harvard Business 

School and Kennedy School of 

Government, Shireen Santosham 

came to the public sector in 2016 

as senior policy advisor and chief 

innovation off icer in the off ice of 

San Jose Mayor Sam Liccardo.

She previously directed the 

Connected Society program and 

was a senior manager of the 

Connected Women program, 

both for GSMA, the London-

based mobile phone industry 

organization. And Santosham, 

who decided to attend boarding 

school in India as a high school 

junior, has made closing the 

digital divide a continued 

focus in the public sector.

“I just really thought the world 

was a big place and I wanted to 

explore it and contribute,” said 

Santosham, who spent part of 

her earlier childhood living on 

the White Mountain Apache 

Reservation in Arizona where 

her father was a doctor.

Santosham, who leads Liccar- 

do’s innovation team — helping 

shape the mayor’s smart city vision 

to become the most innova-

tive U.S. municipality by 2020 — 

worked with Stanford University to 

commission a study of low-income 

families that would better inform 

the city’s broadband moves.

Subsequently, City Hall 

conducted a citywide broad-

band assessment; and in April 

2016, announced Terragraph, 

a partnership with Facebook 

Connectivity Lab to bring free Wi-Fi 

throughout downtown. Currently 

250 downtown Terragraph nodes 

are in the internal testing phase.

“I think the digital divide is a 

social justice issue, especially as 

we look to the future, because kids 

D
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who don’t have access to the 

Internet don’t have an onramp 

to future opportunities,” she 

said. With that goal in mind, 

San Jose also worked with 

Sprint to get devices for 10,000 

low-income students, along 

with Internet access throughout 

their high school careers.

Autonomous vehicles have 

also been a key focus for the 

city, and Santosham helped 

spearhead a series of round-

tables with the mayor and 

industry representatives that 

shaped a framework for AV 

deployments around safe, envi-

ronmentally friendly vehicles 

and shared transportation. 

Later in 2018, the city plans 

to launch AV pilots, with the 

goal of having four projects 

underway in the next two years.

— THEO DOUGLAS
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he said, some would come in for 

health-care coverage, but they 

also needed assistance with food, 

shelter and unemployment. “My 

dream was to be able to solve 

all these problems with citizen-

facing technology,” he said.

In the time that he served 

as the head of the Montana 

State Information Technology 

Services Division, he and his 

team consolidated enterprise-

level infrastructure, saving more 

than $1.6 million annually.  

“Agencies won’t own their own 

equipment, but they will be using 

and sharing the most advanced 

platforms that we have, which will 

have security, full disaster recovery 

capabilities, and a sharing model 

that allows for a true private 

cloud approach,” he said.

And while he was consoli-

dating and securing computing 

power in Montana, he was still 

acting to empower citizens. “We 

were able to create enterprise-

level services for citizens that 

crossed boundaries, broke 

through silos, and delivered 

help irrespective of an agency 

or its programs or systems.” 

Examples include the one-stop 

business navigator portal, as well 

as Montana’s transparency and 

open data websites, all projects in 

which Baldwin played a guiding 

role. He acknowledged that security 

concerns grew during his tenure in 

the CIO’s off ice, and those were met 

head on. The state now uses multi-

factor authentication, coupled 

with advanced tools to prevent 

data loss and secure employee 

devices in light of the state’s 

bring-your-own-device policy. 

As was typical of Baldwin’s 

approach, the strategy extended 

to all corners of the state work-

force. “Whether an employee is 

fire-fighting or providing social 

services, we were able to secure 

our mobile workforce,” he said. 

In January, Baldwin announced 

his departure for a position as a 

consultant with Deloitte, leaving 

a strong technology founda-

tion in place for his eventual 

successor as Montana CIO. 

— ELIZABETH ZIMA 
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And he sees opportunity for 

those eff iciencies not only for state 

agencies, but also for citizens — 

for himself and his neighbors. It 

all comes back to how to make 

government more accessible 

for Utahans. As an example, he 

described going to the Division  of 

Motor Vehicles to transfer a title 

when his son purchased a new 

car, and then asking, “Why are we 

having to set foot in a building 

to see themselves as a unified 

enterprise system. From there, 

Hussey can get DTS to do more 

with less. The department has 

already met Gov. Gary Herbert’s 

statewide challenge to become 

25 percent more eff icient, but, 

said Hussey, “we’re continually 

looking at ways that we might 

find those eff iciencies in state 

government, utilizing tech-

nology to help us get there.”

Aft er more than a decade 

with Utah’s Department of 

Technology Services (DTS) and 

two at its helm, CIO Mike Hussey 

takes a personal view of his 

work, in a state where leading-

edge IT has become the norm. 

While he knows well the value 

of initiatives like Utah’s tech 

consolidation, or the $200 million 

in savings they saw in central-

izing state data centers from 

35 down to just two, for Hussey, 

the highlights are in the details.

Hussey is proud of his agency, 

yet humble about his own accom-

plishments. “I’ve been riding the 

coattails of some very successful 

CIOs,” he said, yet that does little to 

account for the nuance he brings 

to his role. Aft er seeing that IT 

consolidation through to fruition, 

he said, what’s left  is the culture 

change, getting everyone involved 

Mike
Hussey
CIO,  UTAH
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“I had jet-black hair when I started 

in cybersecurity,” Stanton Gatewood 

joked at the 2017 annual conference 

of the National Association of State 

Chief Information Off icers. And while 

it’s true that he’s spent more than 30 

years in the field, and the past two with 

the state, Georgia’s chief information 

security off icer is focused on the future.

Gatewood is of course working 

to protect his state from the attacks 

that lurk around every corner in our 

connected world. While they are good 

at recovery, he said, at the Georgia 

Technology Authority (GTA) they’re 

trying to improve situational aware-

ness, spotting incoming attacks before 

they happen. “There is no such thing 

as 100 percent security,” Gatewood 

said. “We have to take that posture.”

The solution? Building the next-

generation cyberworkforce, and that’s a 

major driver behind the Hull McKnight 

Cyber and Innovation Lab, which 

broke ground in Augusta last year. 

Gatewood currently teaches an online 

Workforce Academy that will move to 

the lab when it’s complete, as part of 

an eff ort to get that next generation 

Stanton 
Gatewood
CHIEF INFORMATION SECURITY OFFICER,  GEORGIA

into the field. One of the hurdles he 

points to is that “not everybody’s 

interested in cybersecurity as far as 

making it their future or their career.”

While the first class at the Workforce 

Academy targeted training information 

security off icers, in 2018 they’re opening 

it up to mid-career professionals looking 

for a change, and also seeing interest 

from students coming out of the K-12 

system. One of Gatewood’s goals is that 

he’ll be able to introduce them to career 

pathways and show them “what it takes 

to get from cybersecurity entry-level 

specialist all the way through to CISO.”

Like many in his position, Gatewood is 

quick to credit many of his accomplish-

ments to working with supportive state 

leadership. They know “what right looks 

like, and they’re fully behind it with poli-

cies and processes and technology and 

awareness and people,” he said. “It’s just a 

wonderful time to be in the career field.”

Gatewood’s enthusiasm for his work 

is contagious, and pairing it with the 

support of his colleagues seems like the 

right recipe to make cybersecurity attrac-

tive. Because for Gatewood, it’s just cool. 

—LAUREN HARRISON

when we can do everything else 

online?” He then began looking into 

solutions such as electronic titles 

built on blockchain technology.

His ability to look at tech from 

the perspective of both CIO and 

resident is clear in his focus on 

simplifying government processes, 

bringing state services to people 

where they are. Customer service, 

as Hussey said, is “just in my DNA.” 

--LAUREN HARRISON
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Rod Davenport got his first 

glimpse of technology in sixth 

grade, when he saw an Apple 

II computer. He’s been hooked 

ever since. Today, he’s the chief 

technology off icer for the state of 

Michigan, but the excitement and 

appreciation for what technology 

can do has remained since that 

eventful moment. “Technology 

is the amplifier of the human 

spirit,” he said, philosophically. 

“It’s always had this potential 

for transformation in society.”

While Davenport spent much 

of his career in the private sector, 

helping firms use technology to 

improve their bottom line, he 

has, for nearly six years, been 

overseeing IT for Michigan. While 

the process can be the same in 

both sectors, the outcome is very 

diff erent. “When you work for a 

big, multi-national firm, it’s rare for 

you to have 10 million consumers,” 

he said. “In government, even 

small changes to IT systems can 

impact a large number of people.”

Like every state CTO, 

Davenport faces the ongoing 

challenge of modernizing an 

IT infrastructure that is laced 

Cordell Schachter has been 

the New York City Department 

of Transportation’s  chief 

technology off icer since 2008, 

a feat he attributes to being 

“professionally ambidextrous.”

“I’m very focused on our 

team, our customer service, 

our technical support organiza-

tion, which scores well over 95 

percent customer satisfaction,” 

Schachter said. “We also have an 

eye on the future for innovation 

for what we need to do tomorrow 

to be relevant, to be helpful and 

add value for our taxpayers.”

One of those projects is a GIS-

oriented sign management system, 

in collaboration with a business 

partner. DOT manages more than 

a million signs in New York City, 

many of them historical. “The new 

system allows our staff  to interact on 

any kind of device, ideally a tablet, 

where they can touch the map 

where they need to inquire what 

current regulations for signs are and 

get a work order at that location.”

As CTO, Cordell leads DOT’s 

IT and telecom wing and 

department projects that 

seek to innovate safety, 

mobility, smart and accessible 

infrastructure, soft ware 

development, mapping, 

communications, public data, 

and customer support. IT and 

telecom also support New York 

City’s Vision Zero program, 

a model for reducing traff ic 

fatalities and serious injuries. 

In the wake of Hurricane 

Sandy, Schachter and staff  

built an app that allowed 

field staff  to visually record an 

estimated $500 million worth 

of damage to transportation 

infrastructure like streets, 

bridges and sidewalks. Maps 

and pictures were a crucial 

element in planning for repairs 

and documenting eligibility for 

federal, state and local disaster 

funds. Schachter didn’t have 

to make any purchases for that 

deployment and credits the 

diverse, professional staff  he’s 

assembled for mobilizing an 

eff ective, creative response.

— JIM MCKAY

with legacy technology. When it 

comes to accomplishments, what 

stands out is not what Davenport 

completed, which is impressive, 

but the insight and learning he 

passes on to his workers. Take his 

virtual data center: A “data center 

within a data center,” he called 

it. “The technology piece isn’t 

revolutionary; it’s private cloud 

stuff , but what makes it significant 

was the culture change,” said 

Davenport. “It became an 

opportunity for the technology 

people to get back to their roots, 

learn new things.”

While CTO, Davenport also wore 

the hat of chief information security 

off icer for a time, and came away 

with a better appreciation of IT’s 

complexity in state government. 

“As CTO, you are trying to push 

the envelope in terms of new and 

emerging technologies,” he said. 

But as CISO, it’s about reducing 

risk, so the two positions are 

naturally at odds. “I gained a better 

perspective on how to balance the 

need for innovative technology 

with the complexities of securing 

a large IT environment,” he said. 

— TOD NEWCOMBE

Cordell 
Schachter
CTO,  NEW YORK CITY DEPARTMENT OF TRANSPORTATION  

Rod 
Davenport
CTO,  MICHIGAN
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As anyone in government — or the 

private sector — will tell you, no one 

accomplishes anything alone. Seth Miller 

Gabriel, the first director of the Off ice of 

Public-Private Partnerships (OP3) for the 

District of Columbia, knows this well. 

While public-private partnerships (P3s) 

are common in Europe and Canada, the 

arrangements are used less frequently in the 

United States. Washington, D.C., Mayor Muriel 

Bowser established the OP3 in November 

2015, and named Miller Gabriel, the former 

chief operations off icer  with the Institute for 

Public-Private Partnerships, to lead it. The 

idea is to drive the city forward and build out 

infrastructure without breaking the budget.

To that end, he has helped lead eff orts 

like updating historic buildings, broad-

ening public Wi-Fi access via smart street-

lights and other projects by striking the 

right balance with private-sector partners 

to reach these goals. His work at OP3 has 

been to find “a private partner who is best 

able to identify and mitigate those chal-

lenges, and deliver this public good — which 

will still be owned by the public,” he said. 

And partnerships are not only formed 

with the private sector — Miller Gabriel 

understands that the public is a partner as 

well. For the streetlight project, he helped 

organize countless stakeholder meetings, 

where residents expressed a surprising 

amount of expertise. “Engaging the public is 

critical,” he said. “And sometimes you learn 

that, hey, the public knows a lot about these 

things, something like streetlights. Maybe we 

should listen. And that’s what we’ve done.”

That eff ort to listen to all parties involved 

paid off  for everyone. “We really moved the 

position over to lights that I believe will make 

people feel comfortable, safe,” he added. “But 

provide the lighting we need at a more aff ord-

able cost, and deliver some of those envi-

ronmental benefits that we’re looking for.” 

— SKIP DESCANT

Seth 
Miller 
Gabriel
DIRECTOR,  OFFICE OF PUBLIC-PRIVATE
PARTNERSHIPS,  WASHINGTON,  D.C .
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TJ Kennedy had already had 

a distinguished career in public 

safety when he was first hired as 

the deputy general manager of 

FirstNet in 2013. He was a captain 

in the Park City Fire District in 

Utah for a decade, followed by 

11 years as a flight paramedic in 

Salt Lake City. Immediately prior 

to joining FirstNet, Kennedy was 

the director of the public safety 

and security area for Raytheon.  

When he left  FirstNet at the 

beginning of 2018 as its presi-

dent, he did so having helped 

build a team that overcame many 

roadblocks. His steady leadership 

helped guide FirstNet to the point 

where all 50 states, two U.S. territo-

ries and Washington, D.C., opted in. 

Kennedy helped assemble a team 

of technology and public safety off i-

cials from both the public and private 

sector, helping lay the groundwork 

for the success of the network. 

“I’m most proud of the incred-

ible team we built at FirstNet 

with talent from the public safety, 

wireless technology community 

and all levels of government, 

who were absolutely committed 

to providing the most advanced 

mission-critical broadband 

network to police off icers, fire-

fighters and paramedics across 

the country,” Kennedy said. 

“The team executed every day 

on our strategic road map to deliver 

the largest public-private partner-

ship our country has ever seen 

and it has resulted in an unprec-

edented partnership with AT&T that 

is already delivering a nationwide 

public safety 4G LTE network today 

with priority and pre-emption to 

our nation’s first responders.”

Kennedy is widely recognized for 

his steady leadership and guidance 

of FirstNet, which four to five years 

ago was viewed by some through 

concerned, even skeptical eyes. In 

good part, because of Kennedy, the 

network is now on solid ground. 

— JIM MCKAY

TJ 
Kennedy
FORMER PRESIDENT,  F IRSTNET

Luke Stowe
CIO,  EVANSTON,  ILL .

In discussing his work, 

Evanston, Ill., CIO Luke Stowe 

recently said something 

surprising: “I’m not trying 

to re-invent the wheel.”

This may seem counterintuitive 

for a public servant, yet as Stowe 

explains it, it makes perfect sense. 

Stowe’s approach to gov tech 

is to thoroughly and eff ectively 

do the unsung work of IT before 

executing on flashier projects. 

“One of the challenges is 

that some of the most impor-

tant stuff  we do is not always 

exciting, but it’s still critical 

to the daily functions of the 

city,” Stowe said. “A network 

switch isn’t exciting, but it’s still 

critical and has to get done.”

It’s a sentiment that has served 

his city well. Evanston, a Chicago 

suburb home to roughly 75,000 

residents as well as to North-

western University, has made 

much progress through tech 

since Stowe became its first CIO 

in 2016. This progress has been 

wide-ranging, including getting 

a new camera system for police, 

launching a customer-focused 

cashiering program, moving 

departments off  paper-based 

systems, creating apps, building a 

new city website, overhauling 

the city’s open data portal and 

so on. Also, the city now works 

more closely with North-

western on a range of projects, 

from fiber to data science. 

Stowe has also steadfastly 

approached typical chal-

lenges — silos, legacy systems, 

budget constraints — without 

re-inventing the wheel, as 

advertised. His IT team meets 

monthly with department 

heads, he carefully vets tech to 

ensure it will remain relevant, 

and he uses national bench-

marks like Bloomberg Philan-

thropies’ What Works Cities 

as a guide. This has posi-

tioned Evanston to continue 

evolving, although Stowe 

is reluctant to take credit.

“The talent on this team is 

the other folks, not me,” Stowe 

said, “but I think being able to 

bridge the gap between the 

technology processes and the 

business processes, I’ve been 

able to do a decent job of 

translating those two worlds.”

— ZACK QUAINTANCE
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Alisha
Griffi  n
FORMER DIRECTOR,  CALIFORNIA DEPARTMENT 
OF CHILD SUPPORT SERVICES

Beginning her career as a 

child protection worker, Alisha 

Griff in went on to earn a master’s 

degree in community and clinical 

psychology. Aft er spending several 

years in the New Jersey Division of 

Youth and Family Services, eventu-

ally as director of the Off ice of Case 

Practice, Emergency Response and 

Critical Incidents, she was then 

tapped to work a year in the state’s 

Child Support Services Depart-

ment to help meet the mandates 

of 1996 Welfare Reform legislation.

She fell in love with the work 

and stayed on.

“It’s really a front-focused, 

family program. To me, it’s 

always been primarily a preven-

tion program. You just know that 

if you can solve the diff erences 

between families and get them 

to support their children … it’s a 

great cost avoidance,” she said.

All told, she spent more than 16 

years at the Department of Child 

Support Services in New Jersey, 

deeply invested in its mission to 

help families. But when the 1980s-

era child support system needed 

replacement, Griff in’s role took a 

distinct turn toward the technical.  

“We expected to get new staff  

positions to man it, but we didn’t,” 

Griff in said, adding that she found 

herself heavily involved in the 

technical aspects of the new 

system. The pioneering eff ort 

comprised the design, procure-

ment, implementation and 

management of the country’s first 

attempt at a redesigned system 

for child support. Along the way, 

Griff in was able to shore up collec-

tions and disbursement processes, 

improve customer service and 

institute performance measure-

ments to maximize eff iciency.  

It became a national model, 

and in 2014, California Gov. Jerry 

Brown lured Griff in to the West 

Coast for a similar overhaul, 

albeit for a much larger popula-

tion. Along with more people 

came additional complexities, 

like working with California’s 

58 counties, compared with 

New Jersey’s 21, getting them 

on board with new tools that 

sometimes turn old processes 

on their heads. She’s been at 

the forefront of new thinking 

on modernization that favors 

modular, or agile approaches, 

over traditional processes.  

“Let’s not build antiquated 

systems,” Griff in said. “We all 

live our lives with smartphones 

or tablets and we hang apps 

together. And I think that that’s 

the new methodology.”

— KAYLA NICK-KEARNY
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When a fire caused part of 

Interstate 85 to collapse north of 

downtown Atlanta in March 2017, 

leading to major traff ic issues 

as crews worked for a month to 

re-open the road, the city’s mayor 

asked government employees 

to work remotely if they could.

The Atlanta Housing 

Authority was uniquely well-

suited to that request.

For that, the agency can thank 

its CIO, Mark Campbell. Under 

Campbell, the Atlanta Housing 

Authority had already put in 

place a remote work program, 

enabling its employees to keep 

working even when disasters like 

the I-85 bridge collapse happen.

The initiative first required 

Campbell to lead a server 

virtualization eff ort, which he 

said was central to completing 

the project on time.

“We virtualized over 100 

servers, and that allowed us to 

then move to the virtualization of 

our desktop environment, which 

was key because virtualizing our 

desktop environment, we have 

control over who can access what 

information over the network 

internally and remotely,” he said.

Campbell has plenty of experi-

ence with agency-level IT leader-

ship, having served as CIO of 

Pittsburgh Public Schools and the 

Boston Public Health Commis-

sion in the past, as well as deputy 

CIO of Atlanta. In his work, he’s 

keen to make the business case 

for projects he’s pursuing: Not 

only does remote work help the 

city keep running in the face of 

disasters, it also allows it to use its 

off ice space more eff iciently and 

cut down on operational costs. 

When it comes to digital literacy 

initiatives for senior citizens — also 

part of Campbell’s work — it not 

only helps people who the Housing 

Authority serves, but it also helps 

them access other city services.

He’s taking that message 

with him as he pursues innova-

tive new projects for his agency. 

Campbell is looking at ways to 

use mobile phones to change 

the way the Housing Authority 

does its work, including by digi-

tizing the application process.

— BEN MILLER

Mark  
Campbell
CIO,  ATLANTA HOUSING AUTHORITY
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Todd 
Kimbriel
DEPUTY EXECUTIVE DIRECTOR 
AND STATE CIO,  TEXAS

As someone who made their 

way to government through 

the competitive gauntlet that 

is the private sector, Texas CIO 

Todd Kimbriel sees the value in 

sharing collective experiences 

for public good. He makes a 

point of sharing wins as well as 

hard-learned lessons with his 

counterparts in other states.

“It’s actually really liberating 

in the public sector that pretty 

much all of the states are so freely 

sharing our experiences,” he said.

Kimbriel’s charge, like so many 

in government, is to adapt a more 

business-like mindset, where results 

are linked to customer buy-in and 

satisfaction. The sheer size and 

scope of Texas adds another facet 

to the job’s complexity — the state 

is home to some 170 government 

organizations, a dozen or more 

courts, more than 60 institutions 

of higher education and what 

Kimbriel refers to as 100-plus 

“department of’s.” They all repre-

sent potential customers for DIR.

“Our focus is shift ing … we 

really defined ourselves and recast 

ourselves as a private-sector orga-

nization,” he explained. “If we fail to 

deliver services and the customers 

don’t use those services, we don’t get 

paid and we can’t make our budget. 

We’re very incented to make sure 

that we have happy customers.”

And he has some big ideas for 

digital transformation poised to 

deliver big benefits to customers, 

both internal and external. Kimbriel 

envisions My Government, My Way 

as a one-stop shop for all things 

Texas government. As he describes 

it, Texans will be able to customize 

their digital experience based on 

their individual needs, ranging from 

car insurance to hunting licenses 

to unemployment benefits. Data 

will be shared between agen-

cies to dramatically simplify 

the government-citizen experi-

ence. A few years in the making, 

the first iteration of this project 

is set to drop later this year.

“One paramount for us is 

that the citizen experience is 

outstanding,” he said. “We are not 

going to sacrifice trying to rush 

anything, jam in feature func-

tionality without making sure 

that we adhere to the highest 

standards of excellence.”

—-EYRAGON EIDAM
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Peter Ambs brought an MBA 

and a private-sector background 

to Albuquerque when he became 

its CIO seven years ago.

And they have served both him 

and the city well. In his time as CIO, 

Ambs has led the digitization of 

business processes and internal 

workflows, the creation of apps 

for city departments, mobile 311 

functionality for citizen requests, and 

a range of smart city projects that 

have positioned Albuquerque as a 

nationwide leader in everything from 

collecting data about soil moisture 

in parks to preparing the city for 5G 

connectivity to laying the ground-

work for autonomous vehicles. 

Ambs focuses on ensuring the 

tech the city deploys is worth-

while, either monetarily or in 

the value provided by making 

services more relevant and 

eff ective for constituents. 

“The work has always 

been about creating value,” 

Ambs said, “not so much just 

implementing technology.”

Peter Ambs
CIO,  ALBUQUERQUE,  N .M.

Stephanie 
Dedmon
DEPUTY CIO,  TENNESSEE

On his watch, though, Albu-

querque has implemented quite 

a bit of tech. When Ambs arrived 

in 2011, digital infrastructure was 

lacking. He and his team consoli-

dated duplicative systems to create 

a shared system environment, a 

process that resulted in fewer data 

centers, which saved money. 

In government, the budget 

is always a limiting factor, but 

Albuquerque circumvented 

many funding challenges 

through remedying ineff icien-

cies and redirecting funds to 

innovation. This is, perhaps, 

where Ambs’ background 

in business is most evident, 

although he downplays that.

“Having that background has 

certainly helped me,” Ambs said. 

“Also, I can’t do this on my own. It 

requires a strong team and you’ve 

got to be a connoisseur of talent. 

You’ve got to build a team. None 

of this work gets done without 

people, without project managers.” 

— ZACK QUAINTANCE

Stephanie Dedmon likes to solve 

big problems. In moving from 

her work with a major systems 

integrator to the state of Tennessee 

more than 13 years ago, she 

was drawn to the opportunity 

to work on large-scale projects. 

She got her wish in the form of 

an ERP  overhaul spanning the 

entire state executive branch. 

“I had the chance to work 

with fiscal directors, HR direc-

tors, procurement directors ... 

it was just a chance to learn a 

lot about state government in a 

short amount of time and build 

relationships that I’ve kept and 

continue to build,” Dedmon said. 

Dedmon now holds the title of 

deputy chief information off icer, 

working with CIO Mark Bengel and 

amassing an ever-increasing list 

of responsibilities on her journey 

to this point. She now leads many 

operational areas, including 

teams in HR, development, shared 

solutions and the data center.  

Tennessee is in the final stages 

of a massive consolidation, 

which followed a job reclassifica-

tion eff ort that had all state IT 

employees reapplying for their 

jobs. In the waning months of 

Gov. Bill Haslam’s second term, 

Dedmon is now planning the 

third phase of the consolida-

tion, with an end goal of finishing 

it this year. All told, 23 agencies 

will have been consolidated. 

To call the scale of these 

endeavors massive would not 

be overstating the point. Her 

thoughtful, methodical approach 

in carrying out the consolidation 

and modernizing the workforce 

in the process is attracting notice. 

Dedmon and her team knew the 

change management component 

of an initiative this broad would 

be a challenge, and they planned 

for it, taking the time to under-

stand individual agency priori-

ties throughout each phase. 

Not all were on board with the 

change, but in the end, most came 

around and are seeing results — a 

credit in large part to Dedmon 

and the team that she’s built. 

“We’re continuing to try to 

evolve our culture to be more 

customer-focused,” she said. 

“We’re really trying to build and 

grow that type of mentality.”  

— NOELLE KNELL
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Four years can be an eternity 

in the C-suite but Seattle’s 

former Chief Technology Off icer 

Michael Mattmiller led a series 

of modernizations, initiatives 

and protections that seem hard 

to compress into that interval.

Mattmiller came to govern-

ment from Microsoft , where 

he was a senior strategist in 

enterprise cloud privacy. He 

resigned in February, but 

at press time had not yet 

announced his next move.

But in about three years, eight 

months, Mattmiller guided the 

city to a new content manage-

ment solution that drives 

its redesigned website and 

spearheaded the redesign of 

department Web pages, some 

of which were still hard-coded 

HTML sites from the early 2000s. 

He also oversaw the migra-

tion of its tech infrastructure 

to modern data centers.

With his guidance, Seattle 

has met its famously progres-

sive community on limitations, 

creating a privacy program that 

defines how off icials will request 

residents’ information and hiring a 

chief privacy off icer for oversight.

Dana 
Berchman
CHIEF DIGITAL OFFICER,  G ILBERT,  ARIZ .

And Mattmiller has been a force 

in the city’s Digital Equity Action 

Plan, expanding access to devices 

and ensuring 70 percent of Seattle 

now has fiber-to-the-home, and 98 

percent has access to at least one 

gigabit broadband service provider. 

Simultaneously, he’s been a 

national advocate for net neutrality.

Underpinning the city’s IT 

modernization is a consolida-

tion joining 15 IT teams, creating 

common budget structures, and 

integrating project manage-

ment and application eff orts.

Tooling investments are ongoing, 

but for the first time City Hall knows 

and can track its IT spend. Also on 

Mattmiller’s watch, the number of 

IT projects rated as high risk has 

fallen from 25 percent to 2 percent; 

95 percent of help desk calls are 

answered in 60 seconds; and 

internal mistrust is being replaced 

by a culture of collaboration.

“If I had to think about the 

impact I’ve had, in all these 

programs, first and foremost, it’s 

how do we make things better? 

How do we make things better 

for our city and for our public in 

technology?” Mattmiller said.

— THEO DOUGLAS

Michael 
Mattmiller
FORMER CTO,  SEATTLE
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There is a growing need in gov tech for 

skilled marketers who can engage the 

public, navigate the media and eff ectively 

tell stories about innovative work and 

those who do it. Many technologists 

are taking this upon themselves, oft en 

trying to learn a new skill set. Dana 

Berchman, however, is an exception. 

Berchman is chief digital off icer in 

Gilbert, Ariz., a growing city of roughly 

240,000 residents in the Phoenix 

metropolitan area, and Berchman is 

the rare municipal tech leader who 

already has a background in media and 

marketing. This has served her well as 

she’s grown Gilbert’s tech engagement 

and social media footprint to remarkable 

proportions, all without hiring significant 

staff  or increasing the budget. 

Her resume includes stints as a 

producer/director on MTV’s True Life  

documentary series and as a producer/

writer for MSNBC. Berchman, who 

grew up in Gilbert, had no government 

experience before coming home 

to take on the CDO position. 

Berchman put the outreach skills 

she learned working for media giants 

to use fostering increased discourse, 

public engagement and marketing 

aimed at new residents and businesses. 

Her accomplishments in this capacity 

are many. Gilbert’s Twitter feed, 

for example, now has 16,800-plus 

followers, and a four-minute video 

Berchman and her team made to 

showcase Gilbert residents around 

town dancing to Justin Timberlake’s 

Can’t Stop the Feeling got re-tweeted 

by the singer himself, basically giving 

the city a free national advertisement. 

To put it simply, Berchman brings a 

special flare and an eff ective practicality 

to gov tech, and other cities have taken 

notice. She regularly talks to larger 

municipalities wanting to know how 

she’s given Gilbert such a popular and 

eff ective brand (and she points them to 

her podcast, Government Gone Digital ). 

This interest has caused city 

leadership to jokingly worry that a 

larger city will lure Berchman away. 

That, however, is not a concern.

“I’m from Gilbert and I’m passionate 

about it,” Berchman said. “I’m not going 

anywhere, because I love it here.”

— ZACK QUAINTANCE
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Becoming a world-class digital 

city has been several years in 

the making in Charlotte, N.C. 

Chief Information Off icer 

Jeff  Stovall has helped make 

the city’s IT eff orts more opera-

tionally eff icient, instituted a 

technology master planning 

process, and altered the culture 

of the organization to reduce 

outages and prevent the kinds of 

cyberattacks that have aff ected 

other municipal IT systems. 

“We’re down, outages, by 90 

percent from what we were in 

2015,” said Stovall in a recent 

interview. He joined Charlotte as 

its first CIO in 2008, and heads the 

city’s Innovation and Technology 

Department.  In recognition of 

his eff orts over the past decade, 

the North Carolina Technology 

Association named Stovall its 2017 

Public Sector CIO of the Year. 

Charlotte now has a dedicated 

innovation fund, which Stovall 

aspires to grow and formalize 

going forward. But evidence of 

leading eff orts are also visible 

in infrastructure in use today, 

like solar-powered trash bins 

and benches in public spaces 

equipped with sensors to gather 

environmental data. The city will 

add self-supporting interactive 

kiosks in the near future, complete 

with Wi-Fi and lighting capabilities. 

But in the last year, the biggest 

initiative by Charlotte has been 

in information security, an area 

that has become more high-

profile in light of cyberattacks 

against other communities.   

“Information security has always 

been something that we’re strong 

at. But it has taken a real focus over 

the past several months, as people 

have come to really appreciate 

the work that we’ve done over 

the past several years, in order to 

build up a very strong information 

security environment,” he added.  

Among the tools now in place 

are a dedicated solution to thwart 

distributed denial of service 

attacks, an artificial intelligence-

based method of fending off  

malware and two-factor authen-

tication for VPN  users. These are 

hard-fought victories, he notes, 

when the aim is prevention. 

“I’ve never spent as much time 

explaining something that didn’t 

happen to us as I have over the 

past six months,” said Stovall. 

— SKIP DESCANT
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It’s been a busy couple of years 

for Brett Goldstein (pictured left ) 

and David Spielfogel.

It started when Goldstein, 

former Chicago chief data off icer 

who had worked with the Chicago 

Police Department on predictive 

policing, and Spielfogel, who had 

served as an adviser to Chicago 

Mayor Rahm Emanuel, decided 

to start their own investment 

firm called Ekistic Ventures.

In short order, they brought 

on board former Philadelphia 

Mayor Michael Nutter, venture 

capitalist and technology guide 

publisher Tim O’Reilly, former 

New Jersey Attorney General 

Anne Milgram and Michael Sacks, 

CEO of the asset management 

company GCM/Grosvenor.

“We’re the only VC in the country 

that brings together regulatory, 

strategic and data science 

Jeff  Stovall
CIO,  CHARLOTTE,  N .C .

Team Ekistic 
Ventures
Brett Goldstein 
David Spielfogel
MANAGING PARTNERS
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experience to help very early stage 

tech companies,” Spielfogel said.

The group’s experience leans 

toward government, and its invest-

ments skew that way too. Since 

Ekistic launched in September 2016, 

it’s made seven outside invest-

ments ranging from companies 

that use AI to detect problems 

in roadways to startups using 

algorithms to find ways building 

managers can save energy.

Basically they’re turning data-

focused technology toward addressing 

the problems of the modern city.

They’ve also started one company 

in-house, CivicScape: The only 

predictive policing firm to publish its 

code online. The move has earned 

praise from civil rights advocates 

concerned about the secrecy of algo-

rithms that can send people to jail.

“I think the dialog nationally is 

moving toward greater transparency 

in algorithms across the board,” 

said Spielfogel.

The idea of spinning up compa-

nies within an investment firm is 

unique, and so is the mix of people 

involved. But there’s another way 

Ekistic distinguishes itself from 

other investors: It is very hands-

on. Goldstein in particular has 

spent quite a bit of time in the 

weeds of technology — he was 

an early employee at OpenTable 

— and Ekistic spends a lot of time 

working closely with compa-

nies to develop their products.

“What is important to me is I 

wanted to be very hands-on in 

the technology. I didn’t just want 

to be on the investment side, 

I wanted to focus on creating 

[intellectual property],” Goldstein 

said. “So I have the great job of 

being able to work in the field.”

—  BEN MILLER
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The concept of shared IT services 

in state government triggers a lot 

of conversations for the benefits it 

can deliver. But the reality of what 

needs to take place and the risks 

involved makes it a hard concept to 

bring to fruition. That’s why everyone 

has their eye on Pennsylvania as it 

becomes the latest state to trans-

form to a shared services model. 

Making it happen are two unique 

individuals who have years of 

experience working with IT, but also 

an innate understanding of what 

makes shared services a reality. John 

MacMillan, chief information off icer, 

and his boss, Sharon Minnich, secre-

tary of the Off ice of Administration, 

have their work cut out for them. But 

they also have a partnership that has 

resulted in a laudable plan to reduce 

disparities across the enterprise, from 

project development to delivering 

services, while driving down costs.

“One of the things that has 

made this initiative successful is 

the working relationship that John 

and I have,” said Minnich. “John’s 

background in both the public 

and private sector has helped us 

understand strategically where we 

want to go. It’s a partnership that has 

really allowed us to collaborate in 

terms of strategies and execution.”

For MacMillan, working with 

Secretary Minnich, who had years of 

experience working in the IT sector 

before entering government, gives 

him a partner who understands 

the challenges and opportunities 

that come with technology and can 

convey that message to decision-

makers. “Her philosophy is conta-

gious,” he said. “It’s about identifying 

what can be done and making 

things better where it’s possible. 

She can sort through the impor-

tant things and keep us focused.”

When it comes to shared services, 

knowledge about technology is 

just a piece of what is needed for 

success. Talk to the experts and they 

will tell you that ultimately it requires 

top-notch communication skills, as 

well as organizational and manage-

ment acumen. Minnich praises 

32            April/May 2018 //  www.govtech.com

Team 
Pennsylvania
Sharon Minnich
SECRETARY OF THE OFFICE OF ADMINISTRATION 

John MacMillan
CIO
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Richard Ray
ADA TECHNOLOGY ACCESS COORDINATOR, 
DEPARTMENT ON DISABIL ITY,  C ITY OF LOS ANGELES

Richard Ray started working for 

the city of Los Angeles under Mayor 

Tom Bradley about 26 years ago. 

As the Americans with Disabili-

ties Act (ADA) Technology Access 

Coordinator, his focus is to facilitate 

access for people with disabilities 

to all city services and activities. 

He’s worked long and hard 

to bring city services into the 

21st century for those who are 

deaf and hard of hearing. Ray’s 

passion is personal: He is deaf 

himself. He points to helping 

individuals with disabilities gain 

access to 911 emergency services 

via text message rather than via 

teletypewriter (TTY) as one of his 

proudest accomplishments. 

In December 2017, Los Angeles 

announced that mobile users in 

L.A. County could text 911 in an 

emergency. The service is avail-

able throughout the county and 

is slated for use only by those 

who are deaf, hard of hearing 

or have speech disabilities. 

Before this system went live, 

Ray said, it could take third-party 

relay service users more than three 

minutes for an interpreter to come 

on the line, putting deaf people 

at risk when seconds count. “The 

national standard for answering E
Y
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M
911 calls is 10 seconds,” he said. 

“This is not equal access; that is 

why 911 texting is so important.” 

He says this is a stepping 

stone into the next generation 

for 911 access. “TTY is 60 years 

old,” he said. “Deaf people have 

been using mobile devices 

for quite a while,” he said. As 

a next step, Ray hopes to see 

video-enabled 911 access for 

individuals with disabilities.

Ray is also focused on 

making national emergency 

broadcasts accessible to those 

who cannot hear well. And as 

co-chair of the FCC’s Disability 

Advisory Committee since 2015, 

he’s in a good position to move 

this issue forward too. Currently 

mass notification systems 

don’t function consistently 

throughout the country — a 

particular challenge for people 

who need an interpreter or 

video relay, he said. Frequently 

people with disabilities are 

kicked off  the message system 

or the “system simply breaks 

down,” he said. “My focus this 

year is to heighten awareness 

nationally so that everyone 

receives the same information.”

— ELIZABETH ZIMA

MacMillan for his skills at communicating 

and managing at both the strategic and 

operational level to keep the eff ort on 

track. MacMillan is just as grateful for 

Minnich’s ability to use the support of the 

governor to keep the initiative moving 

in the right direction, to manage the 

naysayers and to keep everyone focused 

on what’s good for the enterprise.

“Team eff ort” might sound like a 

cliché, but in the case of Pennsylva-

nia’s most transformative IT project 

to date, it is very real and it works.

—  TOD NEWCOMBE
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He was the kid who ran the AV 

equipment in middle school, 

tinkered with computers in high 

school, then went on to get a degree 

in TV/radio with an eye toward 

a career in broadcasting. Then 

came the master’s degree in busi-

ness and an education doctorate 

in organizational leadership. 

But what you might know Scott 

Howland for is his distinguished 

career in law enforcement.

Now Chief Scott Howland, the 

CIO and chief of the Informa-

tion Management Division for the 

California Highway Patrol, over-

sees, among other things, IT policy 

and procurement for one of the 

nation’s largest law enforcement 

agencies. About 75 percent of its 

11,000 employees wear a badge. 

His previous assignments have 

included overseeing statewide 

community outreach and media 

relations, CHP legislative liaison, 

and multiple field assignments. 

During his tenure, Howland has 

led many high-profile projects, 

including the statewide California 

Accident Reporting System that 

automated collision reporting, the 

modernization of the system for 

tracking commercial vehicle terminal 

inspections and the redesign of 

the CHP’s public-facing website.

“I work to view my role not from an 

IT perspective, but rather a mission 

perspective,” Howland said last fall. 

“With that in mind, there is one factor 

that is critical to defining success: Does 

the project move the CHP forward 

in our mission? ... I want to ensure 

our projects equip our employees to 

save more lives and provide a higher 

level of service, whether it is better 

information for decision-making or 

eff iciency that provides more time.”

One part of his job that might 

surprise civilians is his role in fighting 

cybercrime. He’s in charge of the 

CHP’s Computer Crimes Investiga-

tions Unit, made up of criminal 

investigators who work closely with 

the FBI Cyber Crimes Task Force. 

Beyond cross-agency coordination, 

a growing trend in the public safety 

community, it gives him a broader 

view that strengthens his expertise. 

“This helps extend our reach 

outside California and increases our 

collaboration with the law enforce-

ment community. Seeing firsthand 

the attacks that are occurring 

across state government assists us 

in securing our own network.”

— DENNIS NOONE
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Supervisors, the county virtual-

ized 98 percent of its IT footprint 

in two years, paving the way to 

better data sharing and modern-

izing obsolete applications.

Then, at the end of 2016, he 

became CIO of the county’s 

Department of Parks and Recre-

ation and had to start demon-

strating IT’s value all over again.

It hasn’t taken long. He’s 

in the midst of two major 

Mohammed Al Rawi is always 

telling people the same thing: IT 

isn’t just a service. It’s a vital part of 

the way people get things done.

“It’s not that when your 

computer is broken you need IT. 

No — IT should be at the table for 

all business decisions,” he said.

And Al Rawi has dedicated his 

government career to demon-

strating why. When he was working 

for the Los Angeles County Board of 

Mohammed 
Al Rawi
CIO,  COUNTY OF LOS ANGELES DEPARTMENT 
OF PARKS AND RECREATION

Scott 
Howland
CIO,  CALIFORNIA HIGHWAY PATROL
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modernization projects — new 

systems for content management 

and enterprise asset manage-

ment — and is digitizing 7 million 

paper records in the process.

He’s also brought innova-

tion to the department. Under 

his leadership, they have set up 

augmented reality games to draw 

more young people to parks. A 

Wi-Fi network gives the depart-

ment insights into who’s using 

the parks, as well as where and 

when, which helps them deter-

mine where to deploy resources.

“It’s becoming a tool that’s 

used daily,” Al Rawi said.

He also set up video analytics 

at public pools to help lifeguards 

identify drowning swimmers that 

might otherwise be hard to spot.

The CIO is experimenting with 

the Internet of Things. Sensors 

can deliver information about 

the health of trees to arbor-

ists and GPS trackers can help 

emergency responders find 

missing hikers. And as the county 

struggles to deal with massive 

fires, he’s evaluating sensors as 

a way to spot blazes faster.

The key to continual innova-

tion? Paying attention to more 

than just his niche. The idea of 

tracking park users came from 

retail stores tracking customers, 

while the swimming pool cameras 

were already in use in Europe 

but unheard of in the U.S.

“You would miss a lot of 

innovation if you just look at 

the parks ecosystem in terms 

of technology,” he said.

— BEN MILLER
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Kansas City, Mo.’s second-ever 

chief innovation off icer was a 

24-year U.S. Army veteran when 

he came to the municipal sector 

in early 2016. But in just more 

than two years, Bob Bennett — an 

off icer with Army deployments 

from Africa to Iraq — has quickly 

made a name for himself as not 

just a smart cities pioneer, but 

also a member of the vanguard.

Bennett first tipped plans for 

public digital kiosks in December 

2015 when his appointment 

was announced. Since then, he’s 

worked to make Kansas City’s 

downtown the “54 smartest 

blocks in the United States,” where 

its smart streetcar line dodges 

obstacles while it collects data; 

where traff ic lights time them-

selves to keep vehicles moving; 

where 178 intelligent streetlights 

adjust automatically; and where 

those kiosks enable hyperlocal 

searchability while avoiding the 

Internet’s darkest corners.

An RFP issued in March 2018 asks 

respondents to explain how they’d 

scale the technology in this roughly 

two-mile area to the rest of the city.

In March, the city had its first test 

case, around the Big 12 Tourna-

ment, for 5,000 connected Avis 

rental vehicles that are part of its 

Mobility Lab. The data they ingest 

as they educate motorists with GPS, 

traff ic and parking information, was 

due to be shared at the Smart Cities 

Connect conference — moved to 

Kansas City for the first time this year.

Bennett is quick to praise Mayor 

Sly James, City Manager Troy 

Schulte and the City Council for their 

vision, but a comment he made 

in early 2017 exemplifies his own 

optimism and unwavering commit-

ment to the task at hand.

“We will be the smartest city on 

Earth within five years,” Bennett 

said then, as the city unveiled its 

online data portal during a work-

shop for high-tech planners.

“The beauty of being able to 

articulate that as a goal is, it gets 

my local business leaders fired up. 

It generates excitement among 

the startup community to want to 

contribute, to want to be a part of 

the solution and to do something 

that’s never been done before. We 

are not interested in being the next 

Seattle,” Bennett said in an interview 

— meaning no off ense to Seattle.

“I want to be Kansas City,” 

he added. “And I want Kansas 

City to just flippin’ rock.” 

— THEO DOUGLAS  

Bob 
Bennett
CHIEF INNOVATION OFFICER,  KANSAS CITY,  MO.

Tom 
Schenk
CHIEF DATA OFFICER,  CHICAGO

Cities have always had data, 

but its value was either misun-

derstood or ignored. Today, 

data is considered one of the 

key assets of any local govern-

ment, and if there’s one person 

who has demonstrated just 

how important it has become, 

it’s Tom Schenk, chief data 

off icer for the city of Chicago.

Since becoming CDO in 

September 2014, Schenk has 

built what was once a fledg-

ling operation consisting of 

discrete programs into one of 

the best data analytics opera-

tions in local government. 

Relying primarily on open source 

soft ware, Schenk and his team 

have established a rigorous 

and highly eff ective predictive 

analytics eff ort, including work 

on food inspection, predicting 

E. coli in Lake Michigan, 

forecasting West Nile virus 

outbreaks and an upcoming 

project that will predict lead 

poisoning in Chicago homes.

Schenk credits his skilled 

advanced analytics team with 

making predictive analytics 

both easier and more eff ec-

tive. “They have optimized 

the use of the city’s workforce, 

helping the city get ahead of 

problems and just improving 

the overall eff iciency of the city. 

This is a skill set we had not 

really had before,” he said.

Next up will be the creation of 

a municipal ID for city residents. 

The key will be to make the card 

flexible and easy to use, but ensure 

that it doesn’t capture private 

information about the holder. 

Schenk admits the project is chal-

lenging because it goes against 

his inclination to piece together 

and combine data. Instead, “I’m 

having to reverse engineer and 

create a solution that doesn’t 

exactly do that,” he explained.

But it’s all part of what makes 

being a chief data off icer in public 

service so fascinating for Schenk, 

who has long believed in the ability 

to combine data and analytics 

to improve decision-making 

and policies. Now he’s seeing his 

early vision spread as more cities, 

including mid-sized ones, add 

the role of chief data off icer or the 

equivalent. “It’s been really exciting 

to see cities change dramatically 

with respect to analytics,” he said. 

“I do think we’re going to see 

more cities go in this direction.”

— TOD NEWCOMBE
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What does the current mobility landscape look like for fi rst responders?
Wood: Mobile devices are pretty much ubiquitous today. Though public safety agencies may not 
issue devices to all fi rst responders, many individuals most likely have their own smartphone or tablet 
they can use to collaborate, even if only temporarily. Despite this, public safety agencies often have 
trouble collaborating reliably and in near-real time, particularly across jurisdictions. Cybersecurity is 
also an ongoing issue: It takes constant vigilance to keep one step ahead of the ongoing threat of 
cyber-attacks that may result in denial of service or information theft.

How do VMware’s multi-tenancy capabilities help promote collaboration 
among fi rst responders? 
Liderman: In the aftermath of a disaster or major crime, contractors, volunteers and responders 
from neighboring jurisdictions — or from local, state and federal government agencies — all 
need to be deployed with their devices relatively quickly. In the past, to achieve that kind of 
compartmentalization, each jurisdiction or department had to implement its own instance of an 
enterprise mobility management (EMM) system. But with VMware’s EMM system, AirWatch, you 
can use its multi-tenancy features to stand up a single instance of the software for everyone. Each 
agency can control its devices for its own people, all from a single management system. In addition, 
oftentimes multiple shift workers might share a device. In this case, AirWatch allows users to check 
in and out on these devices quickly. AirWatch also ensures each user can access only the information 
and applications he or she is authorized to receive.

What are some additional benefi ts public safety agencies receive from 
these capabilities? 

Wood: One quickly realized benefi t is the enhanced security provided through policy-based 
management. Security policies can be created once and reused as many times as necessary. In 
the instance of fi rst responders using their personal devices, a security policy can be created that 
allows responders to collaborate electronically and maintain the necessary protections to prevent 
data loss. When personal devices are unenrolled from the system, any sensitive data is removed. 
Another benefi t is the ability to easily scale these capabilities to multiple agencies. For instance, if a 
state public safety agency implemented AirWatch, there could be 30 or 40 small municipal police 
departments and county sheriff ’s departments that also want to take advantage of this technology 
but don’t have the resources to manage an EMM solution. Instead, the state can host AirWatch for 
everyone. The local departments just need to acquire licenses for the devices they will manage. As 
a tenant, each agency will register its own devices on the state system. Those are the only devices 
its administrators will see as they confi gure applications for end users. Through multi-tenancy, small 
agencies can enjoy the full range of benefi ts AirWatch provides.

What role do VMware’s derived credentials capabilities play in public safety?
Liderman: As they work to save lives and property, fi rst responders must make every minute 
count. At the same time, they have to follow stringent regulatory requirements around security and  
authentication procedures. For example, all federal agencies require personnel to use smart cards 
for authentication. When using a smartphone or tablet, this means pulling out your smart card, 
connecting a reader to your phone and completing a series of steps to connect to an application. In 
an emergency, those processes are complex, cumbersome and eat up precious time. And if you lose 
your smart card or the reader breaks, you may have no way to authenticate. Derived credentials solve 
that problem. A fi rst responder needs to use a smart card only once, on a computer, to enroll. Then 
the system authorizes the individual to generate a derived credential — a certifi cate — on his or her 
mobile device. From then on, that certifi cate provides access to all the data and applications the fi rst 
responder is authorized to use. VMware’s AirWatch interfaces with all the major derived credentials 
systems on the market. Whichever system an agency uses to produce a derived credential, AirWatch 
can consume that certifi cate and use it across almost any app or service on an iOS or Android device. 
AirWatch is the only EMM system that can do that.
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Q&A
Better Mobile 
Tools for First 
Responders 
on the Move

To learn more about VMware’s AirWatch EMM and 
other solutions, visit: www.vmware.com/go/heroes

First responders use smartphones 
and tablets to access mission-critical 
information in the fi eld. But using these 
devices can also create challenges around 
information sharing, authentication and 
cybersecurity, among other factors. In 
this Q&A, VMware’s James Wood, staff  
systems engineer, and Eugene Liderman, 
director of Product Management for 
end-user computing, discuss solutions that 
allow fi rst responders to complete their 
work more effi  ciently while maintaining a 
high level of security.

James Wood
Staff  Systems 
Engineer

Eugene
Liderman
Director of Product 
Management
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By Elizabeth Zima  /  Staff  Writer

Most 911 call centers are capable 
of locating landline callers, but 
they struggle to fi nd cellphone 

users when they need emergency help. 
“The 911 system was designed long 
ago for home phones,” said Fiona Lee, 
Google’s global evangelist for Android 
Emergency Location Service (ELS).  

There’s a reason why 911 call centers 
have trouble locating cellphone users. If 
the caller is outdoors, the phone’s GPS 
chip can connect with satellites or with 
a cell tower; the 911 operator will know 
the latitude and longitude of the caller 
— within 164 feet or so — most of the 
time. However, a call made from inside 
a building has a harder time connecting 
with a satellite, which can throw off  the 
caller’s location by several hundred feet.

Google recently concluded a pilot 
study of its Android ELS, a supplemental 
service that sends location directly from 
Android handsets to emergency services 
when a person calls 911. The test involved 
fi fty 911 call centers covering 2.4 million 
people in Texas, Tennessee and Florida. 
Google collaborated with West Corp., a 
provider of communication and network 
infrastructure services, and RapidSOS, 
which works with public safety call centers 
by making 911 services more responsive. 

Android’s ELS helps mobile network 
operators, emergency infrastructure 
providers and governments provide 
more accurate location information to 
fi rst responders during an emergency. 
“It is not an app; the user does not need 
hardware or software,” said Lee.

When a user calls 911, the ELS is activated 
and enables fi rst responders to more quickly 
fi nd and help the user. ELS is a part of the 
Android operating system. According to Lee, 
if the cell user has the location application 
closed, the phone will activate this feature 
during a 911 call. 

Google successfully deployed ELS 
in Austria, Belgium, Estonia, Finland, 
Iceland, Ireland, Lithuania, the United 
Kingdom and New Zealand in 2017, with 
more countries planning deployment 
in 2018, according to the European 
Emergency Number Association.

Christy Williams, 911 director for 
the North Central Texas Council of 
Governments, which includes several 
dozen call centers that participated in 
the Google ELS pilot, said her group was 
pleased with the results. “I went out to 
see the [public safety answering point] 
in action; the calls would come in on our 
native screens with a bull’s-eye around it.”

For example, she said, side by side, a 
satellite showed that an emergency 
was several miles away, while Google 
ELS indicated that the crisis was across 
the street from the call center. “It told 
us what entrance to use and what 
building at the school to go into.”

Before the trial took place, it was tough 
to fi nd emergency cellphone callers. “Our 
ability to see the location is often not what 
it should be,” said Williams. “The public 

is often frustrated with us because they 
expect that if Uber knows where they are, 
emergency services should know too.”

At the initiation of a call, ELS was 
“swift” and under 30 seconds, according 
to Williams. “If you have a heart attack, 30 
seconds is a long time.” During the pilot, 
the call center immediately knew the 
location of more than 70 percent of the 
calls. “This is just the beginning,” she said. 
“This was an amazing demonstration of 
what is ahead for emergency services.”

Google is actively looking for partners 
to deploy ELS across the United States, 
according to Lee. The cost of implementing 
the service is minimal and involves 
little capital expenditure. ELS relies on 
centralized infrastructure — an endpoint 
— that can receive emergency location 
(either over HTTPS or data SMS) and 
relays that information to call centers, 
which then incorporate this information 
into their call/dispatch workfl ows. 

The typical process to deploy ELS 
ranges from two to 15 weeks depending 
on resourcing and technical profi ciency. 
Google works with its partners to 
verify performance benchmarks, and 
progress but the ELS partner decides 
when it is ready to move from one 
deployment phase to the next. Google 
will also begin to off er 911 texting. 

ezima@govtech.com

Hitting 
the Target
Google pilots its 911 cellphone 
service to pinpoint user locations 
in emergency situations.
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W ith a wave of guberna-
torial elections on the 
horizon this fall, many 
states’ top elected leaders 

were nearing the end of their terms as 
they delivered their most important policy 
speech of the year, the State of the State 
address. So understandably, many seized 
the opportunity to refl ect on their accom-
plishments while in offi  ce. Governors across 
the map cited positive economic news, like 
low unemployment rates, number of jobs 
created and a better fi scal picture than 
they inherited from their predecessors. 

We took a look at the speeches, 
however, to see whether technology is 
on the minds of the nation’s governors. 

40           April/May 2018 //  www.govtech.com

A few years ago, explicit mentions of how 
modern technology can help government 
deliver on its mission were rare, but tech’s 
profi le has been raised, refl ective of how 
central it is to many policy discussions.  

 Governors are talking about cyber-
security and grappling with the very real 
threats posed to citizens by the ubiquity 
of connected devices and online transac-
tions in modern life. They are also taking 
concrete steps to promote careers in cyber-
security to ensure their states are ready 
to confront the threats with an educated 
workforce. Alabama Gov. Kay Ivey, for 
example, announced a new School of Cyber 
and Engineering in Huntsville, while Idaho 
Gov. Butch Otter talked up strict controls, 

comprehensive training and partnerships in 
cybersecurity to help the state “remain on 
the vanguard of this evolving discipline.”  

 Along with a near-universal focus 
on education were explicit mentions of 
connected tech as a vital tool in powering 
tomorrow’s classrooms and preparing 
the next generation for the jobs that will 
be available when they graduate. And a 
connected classroom needs high-speed 
Internet, which governors are increas-
ingly fi nding resources for. Broadband 
infrastructure got several mentions, with 
a handful of governors calling on legisla-
tors to support policies and funding to 
make broadband available to rural commu-
nities. In Wisconsin, Gov. Scott Walker 

GOVERNORS GET 

TECHNICAL
The GT Editorial team analyzed 2018 State of the State 

speeches to see where tech fi gures prominently on state agendas.
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Idaho
Idaho Gov. C.L. “Butch” Otter’s 2018 State 

of the State address was also his last. After 

serving three terms, he will not seek a fourth. 

But rather than summarize his accomplish-

ments, Otter focused on the future and 

included a number of tech-related propos-

als. First, the governor has recommended 

investing an additional $10 million in school 

technology, bringing the state’s ed tech investments for students and teachers 

up to $36 million. He also called for creating a statewide digital campus “to better 

keep pace with continuing change in what we need our higher education system 

to deliver.” Another recommendation from Otter for post-secondary education: 

Implement a statewide degree audit and data analytics system that would identify 

students early on who need additional support, and track their progress toward 

degree completion.

As for state government, Otter pointed out Idaho now has its fi rst director of infor-

mation security (Jeff rey Weak) who has directed state agencies to adopt rigorous 

national cybersecurity standards, put in place tight Internet security controls and 

has made a comprehensive cybersecurity training program mandatory for every 

state employee. Otter also emphasized the state’s burgeoning cybersecurity market, 

thanks to a partnership with the Idaho National Laboratory’s Cybercore Integration 

Center, as well as other cyber-related projects and programs. “We are reaching a 

critical mass of infrastructure,” said Otter. “All that’s needed is our continuing commit-

ment for Idaho to remain on the vanguard of this evolving discipline.”

Michigan
In his eighth and fi nal State of the State address, on Jan. 23 in Lansing, Gov. Rick 

Snyder led with what he called “Michigan’s incredible comeback,” touting the cre-

ation of more than 540,000 private-sector jobs, balanced budgets and a reduction 

in long-term debt. Tech wasn’t front-and-center, but it did fi gure prominently twice 

in Snyder’s speech. He spent arguably the most time on robotics, discussing the 

after-school program FIRST Robotics, open to K-12 students, which will hold its world 

championships in April in Michigan. The state has more than 500 

FIRST Robotics high school teams — more than New York and 

California put together, Snyder said — highlighting the work of 

two groups that built a robotic car for a special needs boy. 

Snyder gave roughly equal time to mobility and, as he has 

done in years past, pointed out the state’s autonomous vehicle 

testing facilities, including the 300-acre American Mobility 

Center at Willow Run; the University of Michigan’s MCity; and the 

smart mobility initiative Planet M. “To be blunt, you’ll hear about 

Silicon Valley, you will hear about other places, [but] the world’s leader is Michigan. 

We’re going to keep up that roll and stay on the gas,” Snyder said. In one other 

brief tech reference, Snyder called for better access to broadband statewide.

www.govtech.com  // April/May 2018           41      

recalled how eight years ago, the state 
lacked a program to expand broad-
band infrastructure, but the current 
budget contains more than $41 million 
to connect schools and communities.  

 The opioid crisis weighs heavily on 
leaders across the country, and there 
were many mentions in speeches of 
how addiction and overdoses were 
devastating communities nation-
wide. Many governors mentioned task 
forces aimed at getting a handle on 
the problem, and West Virginia Gov. 
Jim Justice was hopeful about some 
research being done on a possible medi-
cation to rid suff erers of their crav-
ings for the drug. A glimmer of hope 
came from outgoing New Jersey Gov. 
Chris Christie, who talked about the 
state’s prescription drug monitoring 
program, which helps providers see 
what medications patients have been 
prescribed by other doctors. Connected 
to similar systems in 15 other states, 
hits to the system rose dramatically last 
year, suggesting the data-sharing eff ort 
has the potential to make an impact. 

 Several speeches were peppered 
with plans to reduce cumbersome 
government processes to make it 
easier to do business in the state, make 
government run more effi  ciently and 
provide improved service to constitu-
ents. While it’s hard to imagine these 
upgrades coming without tech, most 
governors steered clear of the back-end 
details. A rare exception was North 
Dakota Gov. Doug Burgum, a former 
software company CEO who spoke 
about the digital transformation needed 
in the state to off er a more stream-
lined citizen experience. Illustrating 
the magnitude of the work to be done, 
Burgum pointed to 160 distinct state 
websites and 800 diff erent applications. 
More than 90 percent of the state’s 
IT resources, he revealed, go toward 
keeping current systems running, 
and he’s committed to changing that. 
“We have a lot of work to do here 
on driving a citizen focus as we go 
forward,” Burgum said. If defi ning the 
problem is the fi rst step toward a solu-
tion, the state seems on solid ground.  D
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North Dakota
While North Dakota may be far removed from 

the country’s name-brand tech hubs, Gov. Doug 

Burgum’s second State of the State speech on Jan. 

23 puts it as a leader on the gov tech map. While 

the governor spoke to issues that have received 

national attention such as the protests at Standing 

Rock around the Dakota Access Pipeline, as well 

as more regional issues like a historic fl ood in 2017 

that heavily impacted agriculture, he also devoted 

time to the state’s technology eff orts, which touch everything from health care to 

the environment to oil drilling. As Burgum put it, tech “changes every job in every 

company in every industry,” and to be successful, they must “embrace the digital 

transformation.” To that end, he explained that the state must work to become 

more effi  cient and make the citizen experience as easy as online shopping, such 

as transitioning from 160 siloed government websites to a more streamlined state 

portal. In that eff ort to become more citizen centric, he said, “we want to be inter-

acting with the people that are helping drive things forward.” As part of a duty 

to protect sensitive citizen information against an average 7.3 million attacks per 

person per month that the state receives, Burgum wants to strengthen cyber-

security eff orts. Other tech initiatives include growing use of tools like online 

driver’s license and registration renewal, GIS tracking for snowplows, and a Vision 

Zero initiative, in which he anticipates autonomous vehicles will play no small part.  

South Dakota
South Dakota Gov. Dennis Daugaard gave his fi nal State of the State address 

on Jan. 9, focusing on his administration’s 2018 priorities of helping the working 

class and balancing the state budget. While also addressing key issues like tribal 

relations, the opioid crisis and criminal justice, the governor touched on tech in a 

number of ways, including through his eff orts to strengthen a 21st-century work-

force. Daugaard announced a partnership among higher education, high schools 

and the state department of labor to off er high school juniors and seniors courses 

in cybersecurity, network services and software devel-

opment that will count both toward high school gradua-

tion and as college credit. He pointed to the strength of 

Dakota State University’s Computer and Cyber Sciences 

program as a part of this eff ort, and noted that these tech 

fi elds pay well and are in high demand. The governor 

also highlighted the state’s eff orts at transparency via 

its “revamped” Open SD website, which includes a 

one-stop portal to access government information and 

fi nancial records, as well as live streaming of public 

meetings. He further noted available online services 

like driver’s license renewal, state job applications and 

more, along with apps for hunting and fi shing licenses 

as well as citizen engagement through social media.

G O V E R N O R S  G E T  T E C H N I C A L
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New 
Hampshire
In his second State of the State address, 

New Hampshire Gov. Chris Sununu promi-

nently acknowledged the importance of 

technology, especially as it pertains to 

education and preparing students for the 

economy of the future. Noting that he was 

the fi rst governor of the state to come up 

through its public schools in the past 25 

years, Sununu spent much of the early 

portion of his address vowing to invest in 

those same schools. A signifi cant part of 

that investment, the governor said, would 

be in supporting science, technology, 

engineering and math (STEM) education. 

Sununu also used his speech to 

announce an annual robotics competition 

that would be open to teams of students 

from throughout the state, dangling a 

tuition-free semester at a state school 

as the prize. In addition, Sununu said 

New Hampshire would be using tech-

nology to better secure its public schools 

in the wake of recent school shootings, 

noting that surveillance systems and 

door card readers were to be installed. 

Sununu, a Republican, kept his remarks 

practical and largely devoid of partisan 

politics. He did, however, note often that 

cutting back on regulations in service of 

the state’s economy was a priority, as was 

making government more effi  cient and 

less costly. These areas are, of course, 

regularly entwined with the use of gov 

tech and data-driven governance, but 

Sununu did not draw such a connection.
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Wyoming
For his eighth and fi nal State of the State speech, because he’s term-limited, Wyoming Gov. Matt Mead 

started off  sentimental. However, when he did start talking about concrete state government activity, 

“technology” was one of the fi rst words out of his mouth. Mead discussed consolidating the state’s 

IT operations into the Department of Enterprise Technology Services, leading to greater purchasing 

power and, among other things, a single email system. He also spoke about the state’s unifi ed 

100-gigabit fi ber network, as well as its annual technology and broadband summits. Mead highlighted 

education and research technology as well, including several new buildings and programs devoted 

to technology within the University of Wyoming, as well as a coal technology project. He highlighted 

technology companies like Microsoft, which has opened a data center in the state, as a component 

in diversifying the state’s energy-dependent economy. With a year left to go, Mead is calling for $2.2 

million in spending on cybersecurity, as well as computer science and coding education in schools. 

ACROSS THE MAP We rated each governor’s State of the State address based 
on how much prominence it gave IT. No mention of tech earned a 0, while a 5 represents 
extensive technology plans. Light gray indicates no speech was given this year.
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Volusia County Schools in Florida serves approximately 65,000 
K-12 students. Over the years, it has run its legacy data center and 
back-offi  ce applications on premises, meaning it had to invest in and 
maintain the data center, upgrade it as needed, manage disaster 
recovery and more. When it came time to modernize the back offi  ce, 
the district considered, and then rejected, an on-premise solution. 
Technology had gotten in the way of servicing the users. 

Instead, the district decided to move to a cloud-based Oracle 
solution, supported by CherryRoad, that provides a wide range of 
business capabilities while enabling unifi ed visibility and control. 

“Volusia carefully considered the total cost of ownership (TCO),” 
says Willingham, who oversees the district’s enterprise resource 
planning (ERP) and student information system (SIS) implementations. 
“We looked at a fi ve-year model for TCO. The upfront cost of an 
implementation of this size, with world-class software like Oracle’s, 
is sizable, but it was important to do it right to position the district 
for the long run.” 

The district found it could save money overall by transferring 
data center costs (e.g., personnel, maintenance, power, cooling, 
and rack and fl oor space) to the cloud vendor instead of operating 
infrastructure in house. 

Another decisive factor was Oracle’s Platinum Partner CherryRoad 
and its implementation methodology. 

“With CherryRoad’s methodology, we liked the idea that we would 
have a prototype early, that we would get our hands dirty early, and that 
the process would be iterative,” says Willingham. “The other reason we 
selected CherryRoad was due to its public sector experience.”

Using the solution, Volusia County Schools expects to:
• Secure data access so district leaders and staff  can make 

informed decisions regardless of their location or device
• Support data-driven decision-making
• Implement employee self-service (e.g., to change contact 

information in benefi ts and payroll applications)
• Standardize purchasing and other business processes 
• Eliminate duplicate data entry for purchase orders, payroll and 

other processes 
• Obtain a single, consistent version of the truth
• Streamline workfl ows for grants, projects, budgets and other 

processes that have historically been paper-based

K-12 DISTRICTS TURN TO THE CLOUD FOR 
BACK-OFFICE MODERNIZATION 

Volusia County isn’t alone. Increasingly, districts across the country — including 

Shelby County Schools in Memphis, Tennessee — are turning to cloud solutions 

to modernize their back-offi  ce processes. Cloud solutions can create tremendous 

effi  ciencies that free up time, money, infrastructure and other resources so 

districts can focus on providing a world-class education to students. Crucial to the 

success of these back-offi  ce transformations is the involvement of a trusted cloud 

implementation fi rm like CherryRoad Technologies Inc., an Oracle platinum-level 

consulting partner with more than 25 years of experience in modernizing, optimizing 

and managing complex back-offi  ce processes and technologies for school districts, 

higher education institutions, and state and local organizations.

VOLUSIA COUNTY SCHOOLS: 
REDUCING TCO AND IMPROVING BUSINESS PROCESSES

“We no longer wanted to be in the 
business of owning and maintaining our 
own data centers. We want to be in the 
business of educating.”

Pam Willingham, Project Manager of ERP and SIS, 
Volusia County Schools, Florida

“Cloud applications allow K-12 organizations to bring 
accountability and modern ERP practices to the back office, 
letting schools get back to their core mission of education.”

Larry Hymson, Executive Vice President, Client Services, CherryRoad
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SHELBY COUNTY SCHOOLS:
ACCELERATING DEPLOYMENT, REDUCING RISK 
AND LAYING A FOUNDATION FOR THE FUTURE 

NAVIGATING CHANGE THE EASY WAY 
Back-offi  ce modernization can be a huge undertaking. Many 

school districts fi nd the complexity and sheer scope of such 

a change requires the assistance of a consulting fi rm with 

demonstrated expertise. Both Volusia County Schools and 

Shelby County Schools chose CherryRoad to support them in 

their transformation after being impressed with its cloud-oriented 

methodology, processes and training; its full range of services; 

and its long-term support. CherryRoad has worked with numerous 

K-12 districts for more than 25 years and has been recognized as 

Oracle’s Public Sector Innovation Partner of the Year. 

Willingham with Volusia County Schools speaks to the value 

of working with CherryRoad: “We have 8,000 employees and 

are changing virtually every process in the district. CherryRoad’s 

change management experts understand the complexity of the 

transition and the emotions associated with that. They have been 

great at educating change agents at every school.” 

By working with the right partner and using cloud-based solutions, 

districts of any size can catapult their back-offi  ce organizations into 

the 21st century and position themselves for the future. The following 

best practices will further set up districts for success:

Defi ne business processes. Knowing how and why 

 departments do things will help a district identify opportunities 

 for improvement and lay the groundwork for drafting an RFP. 

Identify staffi  ng needs early. Determine needs for the 

 project (business leads as well as technical leads), and  

 identify their current responsibilities and how their roles will 

 be fi lled while they are on the project. 

Include business SMEs. Identify subject matter experts (SMEs) 

 in the departments where business processes occur and  

 involve them in the project so they understand what they’re 

 getting and can champion the project with other faculty and staff . 

Seek budgeting help. Modernization requires a long-term 

 fi nancial plan. The Council of the Great City Schools (CGCS), 

 the Government Finance Offi  cers Association (GFOA) and 

 other organizations can supply guidance on how to sustain 

 projects over time.  

Address data protection. Be prepared to show how sensitive 

 data will be protected and how the district will comply with 

 government regulations related to fi nancial information, health 

 care records, student privacy and more.

Founded in 1867, Shelby County Schools in Tennessee has 
grown to serve 110,000 students in 49 schools. Four years ago, the 
district merged with Memphis City Schools, intensifying the need 
to modernize its legacy back-offi  ce system, which did not have the 
functionality or resources to support the larger, more complex district. 

As the fi rst step toward transformation, the district is working 
with CherryRoad to implement cloud-based fi nancial and human 
capital management (HCM) applications running on an Oracle 
cloud infrastructure. The Oracle solution will allow the district to 
roll everything out incrementally, putting less demand on IT and 
minimizing disruption and risk. 

Oracle’s state-of-the-art infrastructure provides storage, processing, 
scaling, security and integration capabilities that the district would 
not be able to achieve on its own. Applications run faster, are more 
secure and seamlessly integrate. And the district can easily expand its 
solution set over time. Ultimately, the district’s solution will incorporate 
transportation, procurement, contracting and other applications.

“The goal is to get as many of our business operations into 
that single system as possible. Doing so will turn us into a very 
effi  cient organization — with new capabilities and opportunities,” 
says John Williams, CIO for the district.

Another important advantage of a cloud-based solution is that it 
will help the district address IT staffi  ng challenges. 

“It’s diffi  cult to keep the skill level that you need in the district, 
especially in an area that is competitive for workers. We can’t off er the 
salaries that skilled staff  can get in the private sector,” says Williams. 

With a cloud-based system, the vendor — not the IT team — 
handles updates and upgrades. 

“Not having to deal with that at the school level takes a lot of 
pressure off  the IT team,” says Williams. “We have also been able to 
leverage our implementation partner CherryRoad’s deep bench of 
experienced K-12 consultants to supply additional staffi  ng resources 
as needed.”

Lastly, a cloud-based system promotes consistency, security and 
productivity by ensuring every offi  ce in the district is working with the 
most current software and with constantly improved functionality. 

®

oracle.com/publicsector cherryroad.com
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By Dan Lohrmann CYBERSECURITY STRATEGIES

W hat does it mean to be a 
“smart city” in 2018?    

All over the world, 
smart trash cans are turning what used 
to be 14 trash collections a week into 
just three pick-ups by utilizing smart 
compactors. Philadelphia has installed 
more than 1,100 smart trash cans around 
the city and saved about $1 million.

To curb gun violence, Boston has 
deployed a sensor-based gunfi re 
detection system that can alert offi  cers 
to precise crime scenes within seconds.

What’s common in these smart city 
examples? Governments rely on constant 
connectivity to volumes of data from 
stationary and moving sensors. This data 
is transformed into useful information 
using data analytics to provide better 
overall business value, eff ective customer 
service and better quality of life. 

And exponentially more data is 
coming soon via Internet of Things (IoT) 
advances with smart lighting, building 
automation, emergency management 
systems, security and access control 
systems, intelligent grids, renewable power, 

connected water treatment 
and supply, transportation 
sensors, and many other smart 
sensors in every area of life. 

Put simply, global 
governments foresee a new 
information renaissance 
transforming public services. 

How big is this eff ort? 
Experts at the SmartAmerica 
Challenge predict that 
approximately $41 trillion 

will be spent on smart cities over the 
next 20 years to upgrade infrastructure 
to benefi t from IoT advances.

A Smart Step Back
What could derail these eff orts? I’ve 

seen two smart city camps emerge. On one 
side, smart city planners share thousands 
of stories, conferences and case studies 
advocating smart cities in various channels. 

But within the cybersecurity 
community, the messages are much 
more negative. In fact, some are 
saying the sky is already falling. 

In this debate, like so many others, 
both sides passionately believe what 
they are saying. However, there isn’t 
much listening to the other side to 
reach a workable middle ground. 

I raise these security questions 
as an advocate who believes smart 
cities projects can solve problems 
like overcrowded cities, lack of 
resources, insuffi  cient transportation 
choices and more. At the same time, 
I’ve also seen cybersecurity ignored 
for decades when new government 
strategies are announced — until a 
major incident occurs or it’s too late. 

So can these two sides fi nd 
common ground? What are the right 
questions that need to be answered? 

Microsoft has published an excellent 
paper on securing the IoT, which 
includes seven properties of highly secure 
devices. Here’s a condensed view of IoT 
security topics, and the cybersecurity 
questions that should be asked for 
smart city project implementations.

• The hardware-based root of trust: Does 
each device have a unique identity that’s 
inseparable from the hardware?
• Small, trusted computing base: Is most 
of the device’s software outside its trusted 
computing base?
• Defense in depth: Does your device 
software have multiple layers of 
protection built in?
• Compartmentalization: Are you using 
hardware-enforced barriers to stop failures 
from propagating to other components?
• Certifi cate-based authentication:
Do your devices use certifi cates rather 
than passwords?
• Renewable security: Can the device’s 
software be updated automatically to a 
more secure state?
• Failure reporting: Do you have a solution 
in place to report software failures to 
the manufacturer?

Resources to Help
The challenge of bridging the smart 

cities security divide won’t be easy. But 
there are organizations trying to help, 
such as Securingsmartcities.org. Its 
mission is to “help the world build smart 
cities with cybersecurity in mind.” 

The National Institute of Standards and 
Technology (NIST) kicked off  a Global 
City Teams Challenge (GCTC) in February 
2018, with the goal of encouraging 
participating teams to have additional 
primary focus on cybersecurity and privacy, 
in addition to existing GCTC goals like 
replicability, scalability and sustainability.

Finally, many individual companies 
such as Deloitte, Cisco, IBM, Schneider 
Electric, Siemens, Microsoft and others 
have smart cities eff orts. The diffi  culty 
will be to overcome proprietary solutions 
that may not work well together.

Vince Lombardi once said, “Individual 
commitment to a group eff ort — that is 
what makes a team work, a company work, 
a society work, a civilization work.”

Let’s apply that commitment 
to smart cities.  

Securing 
the Smart City
As cities grow smarter and more connected, what 

implications does that have for cybersecurity?

46           April/May 2018  //  www.govtech.com

GT04_46.indd   46 3/21/18   1:21 PM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3



spectrum More research, more science, more technology.

12,000 As electric vehicles (EVs) grow in popularity, 
infrastructure must also change to accommodate them, and German 
telecommunications company Telekom is prepared to more than double 
the number of EV charging stations in the country by as early as 2020. 
The company plans to convert 12,000 Verteilerkästen (utilities 
distribution boxes) into charging stations, adding to the existing 
10,800 ports. SOURCE: TREEHUGGER

DOG’S-EYE VIEW: While most 
Google Street View footage is shot from the 
roof of a car, a new option in one Japanese city 
is getting a little closer to the ground. Odate 
is a city in the Akita prefecture, the birthplace 
of Akita dogs. To bring attention to the dogs’ 
legacy in the city, Odate has partnered with 
Google and strapped cameras to the harnesses 
of two Akitas named Ako and Asuka so Google 

Maps users can see what the city looks 
like on four legs. The dogs visited, 

among other locations, a hot-
spring foot bath, the Akita Dog 
Museum and a mountain path. 
And since the cameras are 
perched on Ako and Asuka’s 
backs, Google’s 360-degree 

view means cameos from their 
fl uff y tails and ears. SOURCE: THE VERGE

TECHNICAL ASSISTANCE: A small 

Korean restaurant in Milpitas, Calif., has made a high-tech 

hire. At Kang Nam Tofu House, a robot delivers orders to 

tables. While this might incite fears that robots will soon 

eliminate the need for human servers, these bots from 

Bear Robotics are designed to assist traditional servers, 

taking over the manual labor elements of restaurant work 

and allowing humans to focus on customer service. The 

pedestal-shaped robot uses sensors to navigate the dining 

room, has the location of each table programmed into it 

and is controlled via a tablet. The owner of both Kang Nam 

Tofu House and the robotics company are one in the same, 

and since the bot, named Penny, came on board at the 

restaurant, customer service has improved and tips have 

increased. SOURCE: FAST COMPANY

In an eff ort to keep up with the competition, Apple Maps has added locations of bike-sharing services to its off erings. In 

a partnership with bike-sharing data company Ito World, the feature has rolled out to 175 cities in 36 countries worldwide. 

While Apple’s maps did previously have some bike-sharing data, integrating Ito World’s data sets greatly expands the app. 

SOURCE: TECH CRUNCH 
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By Daniel CastroDATA POINTS 

Daniel Castro is 
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of the Information 

Technology and 

Innovation Foundation 

(ITIF) and director of 

the Center for Data 

Innovation. Before 

joining ITIF, he worked 

at the Government 

Accountability Office 

where he audited 

IT security and 

management controls.

Director of National Intelligence Dan 
Coats recently labeled cybersecurity 
his “greatest concern,” ahead of 

weapons of mass destruction and terrorism. 
While growing cybersecurity threats have 
far-reaching implications for national 
security, these concerns are also playing 
out on a daily basis for the many businesses 
and government agencies struggling to 
defend themselves against data breaches, 
denial of service attacks and ransomware. 
And one of the biggest challenges that 
organizations face as they try to keep up 
with the growing number of cyberattacks 
is fi nding workers with the right skills. 

The cybersecurity skills shortage has 
been a long-standing problem for industry. 
In 2015, market research fi rm Frost & 
Sullivan estimated that there would be a 
1.5 million global shortage of cybersecurity 
professionals by 2020. But this shortfall will 
continue to grow. Based on current trends, 
the International Information System 
Security Certifi cation Consortium estimates 
that there will be a global shortage of 1.8 

million workers by 2022. 
The shortfall will have 

a signifi cant impact on 
the United States. Every 
year, there are 40,000 U.S. 
cybersecurity jobs that go 
unfi lled. CyberSeek, a project 
sponsored by the National 
Institute of Standards 
and Technology (NIST) 
in the U.S. Department of 

Commerce, estimates that there were 
285,000 cybersecurity job openings in 
March 2018. Moreover, according to the 
Cisco 2018 Annual Cybersecurity Report, 
persistent staff  shortages contribute to 
organizations failing to implement many 
important cybersecurity capabilities, 
such as multifactor authentication, 
network and endpoint forensics, and 
intrusion prevention systems.

Some states are addressing this 
problem head on. In Georgia, Gov. Nathan 
Deal announced last year that the state 
would spend $93 million to build a cyber 
innovation and training center in Augusta. 
The center will not only be an incubator 
for new cybersecurity startups and house 
the Georgia Bureau of Investigation’s 
cybercrime unit, but it will also provide 
space for cyberworkforce development 
programs, including training space 
for state and local professionals. 

In Massachusetts, Gov. Charlie 
Baker announced in September 2017 
the formation of the Cybersecurity 
Growth and Development Center. 
The new center will be part of the 
Massachusetts Technology Collaborative, 
an organization designed to grow the state’s 
technology sector. The center builds off  
of the state’s previous investment of $5 
million in grants to local universities to 
establish new cybersecurity courses. 

In Virginia, former Gov. Terry McAuliff e 
launched Cyber Vets Virginia in 2016, a 
cybersecurity training program to get more 

veterans to fi ll the vacant cybersecurity 
jobs in the state. The program partners 
with private-sector companies, such as 
Cisco and Amazon Web Services, to off er 
free training to veterans living in Virginia 
and helps place those who complete the 
training transition into a new occupation.

In 2017, Ohio Gov. John Kasich 
created the Ohio Cyber Collaboration 
Committee (OC3), a joint initiative of 30 
public, private, military and educational 
organizations. The OC3’s mission is to 
increase the number of students pursuing 
cybersecurity certifi cates and degrees. To 
assist with this eff ort, OC3 has developed a 
“cyber-range” — a virtual environment for 
cybersecurity training. In December 2017 
the OC3’s cyber-range held its inaugural 
event, a capture-the-fl ag challenge for 
Ohio high school and college students. 

Finally, seven states recently partnered 
with the SANS Institute, a computer 
security research and training organization, 
to pilot the CyberStart program — a 
free online game that teaches high 
school students to complete various 
cybersecurity challenges. In total, 3,450 
students participated in the competition, 
and top-ranked participants in each state 
won grants and scholarships to obtain 
additional cybersecurity training. This 
year, the SANS Institute launched Girls Go 
CyberStart, a similar program available in 
16 states to recruit high school girls to the 
cybersecurity profession. These programs 
are important because many students do 
not consider cybersecurity as a potential 
career path. Three-quarters of women 
and two-thirds of men say that no high 
school teacher or guidance counselors 
mentioned cybersecurity as a profession. 

Each of these programs off ers lessons 
for other states on how to increase the 
supply of cybersecurity professionals. 
Finally, underlying these eff orts should 
be signifi cant reforms to U.S. high 
schools and colleges to spur more and 
better computer science education.  

Boosting the 
Cyberworkforce
Amid persistent shortages in cybersecurity positions, 

what can states do to strengthen their numbers?
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Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people. 

SAN FRANCISCO CHIEF INNOVATION 
OFFICER STEPS DOWN, REPLACEMENT NAMED
San Francisco Chief Innovation Offi  cer Jay Nath, a key architect of the city’s pioneering Startup 

in Residence (STiR) program, has left city hall to continue leading the fast-growing civic tech 

collaboration, now in its fourth year. He is now co-executive director at the City Innovate 

Foundation, an SF-based nonprofi t that in 2017 took a leadership role in STiR’s expansion 

nationwide to 12 jurisdictions. Nath will continue to lead the program.

Krista Canellakis, who most recently served as deputy innovation 

offi  cer alongside Nath, has been named the new chief innovation 

offi  cer for San Francisco. Her tenure began as an Innovation Fellow 

fi ve years ago, and she since led the creation of the Living Innovation 

Zones program in partnership with the city planning department. 

“My passion throughout my experience in government is around 

building a community of civic entrepreneurs, both inside and outside 

of government, who are exploring fresh ways of tackling problems 

together,” Canellakis said. 
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St. Louis Hires 
First-Ever CTO, 
New CIO

Gamiño Departs NYC for 
the Private Sector After a year and a half in the role, 
New York City CTO Miguel Gamiño has left government work for 
the private sector, although at press time he had not announced 
his next move. He is a veteran of public-sector IT work: After 
founding a pair of IT companies, Gamiño took on the role of chief 
information and innovation offi  cer for the city of El Paso, Texas, in 
2011. From there he went on to helm San Francisco’s Department 
of Technology for two years, and in October 2016 he took on his 
current role in New York City. 

Gamiño told GT that his work will continue to be very much 
along the lines of what he’s been doing in the public sector. “We’ve 
accomplished a lot, and I’m now kind of setting up to pursue a new 
venture or a new chapter I guess — a continuation of the work, but 
from a diff erent perspective,” he said.
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In a move to change its overall approach 
to IT, the city of St. Louis hired Robert 
Gaskill-Clemmons, a former Washington 
state enterprise technology architect, as 
its fi rst chief technology offi  cer. Mayor 
Lyda Krewson also appointed longtime 
city hall staff er Cindy Riordan as the 
city’s new CIO leading the Information 
Technology Services Agency. The 
two hires refl ect a somewhat unifi ed 
perspective on technology, and Gaskill-
Clemmons and Riordan will work 
together to ensure that St. Louis “is 
making the best use of 21st-century 
technology for our 21st-century city,” 
Krewson said in a statement.

SAN LEANDRO, 
CALIF., CHIEF 
INNOVATION 
OFFICER 
MOVES ON 
As of April 20, Deborah Acosta, 
chief innovation offi  cer of San 
Leandro, Calif., will be leaving her 
position to launch WE Accelerate, a 
women’s entrepreneurship incubator, 
in the East Bay Area city. Acosta’s 
fi ve years in her role saw the 
introduction of smart city projects to 
San Leandro, as well as a successful 
partnership with San Francisco’s 
Startup in Residence Program.
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By Kristy DaltonGOVGIRL ON SOCIAL

In an ideal world, we want elected 
offi  cials to feel comfortable about 
embracing social media yet balance 

that energy with the knowledge of how 
to properly administer their profi les.

As Twitter gains momentum as a 
platform for public-sector leaders, it’s 
more important than ever to take the 
opportunity to review best practices for 
use of social media by elected offi  cials. 

Does your social media policy 
even address elected offi  cials?

Many government agencies have 
an offi  cial social media policy in place, 
which is a good thing. But most of those 
policies don’t address what elected 
offi  cials can do on social media. Elected 
offi  cials have a role at your agency that 
is inherently diff erent from regular staff . 
Your social media policy — or a separate 
one unique to electeds — should be very 
clear in social media guidance for elected 
offi  cials. You want to be specifi c about 
what they can and can’t do, but still 
encourage their use of social media.

Is there anything elected offi  cials 
can’t do on social? 

While there are many 
things elected offi  cials 
shouldn’t do on social media, 
there are also a few that they 
can’t do. At least, if they don’t 
want to violate any laws. 

Federal and state open 
meetings laws ensure that the 
actions of public bodies are 
conducted openly and citizens 

are given proper notice. If a quorum of 
any public body (usually three or more 
elected offi  cials) merely comment on 
the same social media post, they could 
be in violation of open meeting laws. 
Make sure your electeds know this.   

Does your agency have administrative 
or communications staff  who maintain 
social media profi les for elected offi  cials? 
While this is a common practice, it’s 
important to make sure everyone (staff  
and electeds) is aware of what needs 
to happen during campaign season. 

Public employees can’t use, or be 
directed to use, offi  cial government profi les 
to campaign for candidates or for ballot 
measures. This is because government 
funds, including staff  time, can’t be 
allocated toward pushing a particular 
candidate or referendum. There is a fi ne 
line between educating the public about 
various sides of a ballot issue and violating 
campaign laws, so always include your 
agency’s legal counsel when you’re crafting 
your policy language and training program.

Deleting comments and blocking users
Keep in mind that elected offi  cials can 

be sued for blocking Twitter users. Our 
First Amendment protects freedom of 
speech from government interference, 
and governments need to be cautious 
about censoring an individual’s right to 
free speech. If a commissioner or council 
member blocks a social media user, it could 
be argued that they are blocking future 
speech made by that person. If your sheriff , 
for instance, deletes a negative comment, 
that could be construed as blocking free 

speech. Your electeds should be educated 
about how these laws are interpreted with 
their social media profi les. Again, involve 
your legal counsel in these decisions.  

Encouraging engagement
How do you get elected offi  cials 

engaged with your agency’s social media 
eff orts? Here’s a pro tip: Always show 
them the results of engagement that they 
produced. For example, if they participated 
in a live video, share with them a brief 
report showing them the impressions, the 
reach, the comments. When they see how 
their participation resulted in tangible 
interactions, they are more likely to remain 
connected to your social media program.

Help your elected offi  cials to be 
comfortable about embracing social media, 
tempered with the knowledge of what they 
can and can’t do on social platforms. 

Kristy is known 

as “GovGirl” 

in the govern-

ment technology 

industry. A former 

city government 

Web manager with 

a passion for social 

media, technology 

and the lighter side 

of government life, 

Kristy is the CEO 

of Government 

Social Media.

Tweets from the Top
Best practices for getting elected offi  cials engaged in social media eff orts.
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Stay up to date on the 
latest trends and gain 
insights to some of your 
most pressing challenges.

Unlocking the Power of Data

Intelligent Jail 
Management

Incarceration is one of the costliest components of the criminal justice system.1 And even 
though jails and other detention facilities are 24/7 data factories — generating volumes of information 

All too often, fulfilling a public records request means carrying paper around 

from department to department because it’s the fastest and easiest way 

to assemble all the right documents. And because one employee typically 

serves as the response coordinator, deadlines could be missed when that 

person takes time off. 

This was the challenge for La Plata County, Colo., where state law requires 

a response to records requests within 72 business hours. 

“The 72-hour response requirement is a tight timeline and requires everybody 

to be on top of things because the legal implications for not meeting 

the deadline are huge,” says Sarah Jacobson, manager of the county’s 

administration office.

Today, La Plata’s response process is largely automated within its 

Laserfiche enterprise content management system. County staff used 

the Laserfiche Business Process Library, a feature in Laserfiche Forms, 

to find a prebuilt template that reflects a typical records request 

workflow and automates task routing, document forwarding and due 

date reminders. 

Using Laserfiche to create online forms and automate workflows is a significant 

part of the county’s initiative to mitigate declining tax revenues by reducing 

direct costs and working with leaner operations. 

“Laserfiche helps us increase our capacity to get work done, even in times 

of tight budgets,” says Mike Hawkins, enterprise content analyst. The 

improvements gained from process automation are instrumental to the 

county’s goal of saving $1 million in hard and soft costs in FY 2017 and 

to its Innovate La Plata initiative, a program that empowers staff to think 

differently about their work in order to streamline processes, save money 

and improve their job satisfaction.

Meeting Deadlines, Reducing Work

When a public records request is entered into La Plata’s Laserfiche system, 

the automated workflow starts freeing up county employees’ time by: 

• Tracking the status of required actions for each department and 

automatically sending reminder emails about items due

• Supporting redaction and allowing drag-and-drop document submissions 

into the response file 

• Avoiding the need to manually convert documents into a PDF format before 

responding back to the appropriate request 

• Routing the response file to the county attorney’s office for legal review

• Sending an email to the requester with cost information if 

the request will involve charges for staff time, then issuing an 

invoice when the response work is finished

Streamlining the 
Response to Public 
Records Requests

A                                Case Study  | 

How La Plata County uses prebuilt process templates to 
automate document gathering and request management

Snapshot: La Plata County
Location: Southwestern Colorado
Population: 55,000
FY 2017 Budget: $77 million

Mobile Technology 
Improves Public Safety  
 While Driving Down Costs
The cities of Montebello and Lexington tap mobility 

We’ve become painfully aware in recent years that vehicle safety means more than 
just careful driving. Violent incidents caused by passengers and drivers are changing 
how we think about risk and posing complex challenges for government agencies. 

Forward-looking municipalities are using technology to address these issues. To help 
overcome public safety risks and improve response times when incidents occur, the 
city of Montebello, Calif., recently installed a mobile video security system on the 
public buses it operates. 

“The world is changing, and so many things now happen on public transportation,” 
says David Tsuen, information systems manager for Montebello. “We need to use 
mobile technology to protect our riders.” 

“The world is 
changing, and so 
many things now 
happen on public 
transportation. We 
need to use mobile 
technology to 
protect our riders.”
David Tsuen, Information Systems 
Manager, City of Montebello

Visit our website for some of our most recent work!
www.govtech.com/library
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comcastbusiness.com/government

SO ASK
MORE OF YOUR

NETWORK.
When local governments are seeking digital 
transformation, Comcast Business responds. 

We can deliver consistent performance and speed 
to your municipality, from city hall to remote facilities. 

So you can live-stream city council meetings. 
Make data-intensive records available to the public. 
Enable offi ces to seamlessly share massive reports 
and blueprints. And support fi rst responders, whose 
dispatchers count on a constant, fast connection. 

Delivering the connectivity to empower accountability. 

That’s how you outmaneuver.

 THE PUBLIC IS
 ALWAYS ASKING
MORE OF YOU.

Restrictions apply. Actual speeds vary. © 2018 Comcast. All rights reserved.
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