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The only thing growing faster than
citizen datais the need to secure it.

Understanding why government agencies need to secure big datais the

easy part; cyber security attacks are escalating every year - putting citizen
data at an increased risk. What's not always clear is whom government
agencies can trust to help make securing and monitoring big data simple

and efficient. At AT&T, we have over 1,500 security experts dedicated to
helping government agencies increase big data security without exhausting
resources. The experience we've gained while protecting over 19 PetaBytes

of our own network data every business day is what makes us uniquely qualified
to help government agencies secure more — with less.

Learn how AT&T is securing the future of communications at att.com/securebigdata
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Starting Something Big
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Your opinions matter to
us. Send comments about
this issue to the editors at

editorial@govtech.com.
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discretion of the editors.
Government Technology
reserves the right to edit
submissions for length.
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had Pregracke was 17 years old

when he decided to clean up the

Mississippi River one piece of
garbage at a time. He’d spent his sum-
mers on the Mississippi as a commercial
diver, fighting his way through the murky
water for mussels buried in the muddy
river bottom. But along with mussels, he
discovered a staggering amount of junk
— appliances, cars, boats, bowling balls,
tires, you name it — that were simply
dumped in the waterway. And he became
determined to do something about it.

Edwin Moses, of course, is a legendary
Olympic track and field athlete who won
gold medals in the 1976 and 1984 games.
A physics major who figured out a more
efficient way to negotiate hurdles, he won
122 consecutive races, an undefeated streak
that stretched almost 10 years. But Moses,
whose success came from brains and gruel-
ing physical preparation, also witnessed the
rise of steroid use among his peers, spur-
ring him to become a pioneer in the battle
against performance-enhancing drugs.
And finally, Jay Altman was a young

English teacher at a respected New
Orleans prep school in the late 1980s who
was appalled by low student expectations
at many of the city’s public schools. In
1992, Altman opened what was essentially
a charter school — before such things of-
ficially existed in Louisiana — in the city’s
gritty Treme neighborhood. His efforts

would become the foundation for dramatic
improvement in the New Orleans public
school system.

What do these three have in common?
All of them spoke at re:public, the Center
for Digital Government’s annual leadership
retreat held in early November in La Quinta,
Calif. More importantly, they show how one
person can be the start of something big.

These days Pregracke runs Living
Lands & Waters, a nonprofit that has
organized nearly 70,000 volunteers into
cleanup crews that have pulled more than
7 million pounds of garbage from the
nation’s waterways over the past 16 years.
Moses remains active in anti-drug efforts,
and he’s chairman of Laureus Sport for
Good Foundation, a global group of elite
athletes using sports as a tool for social
change. Altman’s nonprofit, FirstLine
Schools, now operates five public charter
schools in New Orleans, and the group
is known as a specialist in turning
around low-performing institutions.

Many of us labor inside large, complex
organizations where change is hard and
innovation isn’t always welcome. But the
lesson here is clear: Never discount the
power of an individual with a good idea
and the perseverance to see it through.

As T write this on the way home from
the re:public conference, it’s hard not to be
inspired by these stories — and to think that
more of us should start something big. &
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The length of free
videos that are published

online and broadcast
on local TV to provide
Seattle and King County
residents an unedited
look at political
candidates.

WHO SAYS?

Cyber Strategy

Michigan Gov. Rick Snyder wants to tap community
expertise to strengthen his state’s cybersecurity
posture. In late October, Snyder announced the
creation of the Cyber Civilian Corps, a volunteer
IT force that would help the state respond to
cyberincidents. The new team of volunteers will
work with state IT staff and existing tech resources
to create a broader network of cyber-responders.

Snyder, who is co-chair of the National
Governors Association’s State Cybersecurity
Resource Center, also unveiled a dashboard
developed by the association to help governors
respond to cyberincidents by giving them an over-
view of their state’s security environment.

“Not many people are clamoring to bring a pink Sony Vaio to work.”

www.govtech.com/management/Why-FirstNet-Needs-State-ClOs.html

Innovation Ecosystem

reader/comments:

66 Having apps perform certain
tasks makes sense, however, some
cities have 30 different apps. No
citizen is going to download each
app. Having apps be specific to one
agency or department makes sense.
Example: The public works and

fire departments should most likely
have different apps. There must be
a balance where the app is focused
but also offers a lot of value. Rather
than cities creating their own app
store (that really nobody will visit),
Android and iOS should add cat-
egories for city-type apps to their
current app stores.

John Thompsen in response to Building
Addictive Mobile Apps for Citizens
and Employees

66 It's great to see a chief actually
taking a proper look at some tech
issues. Body cams are no doubt the
future, but there are some real hard
costs associated with this technology.
Storage, retention, discovery/disclo-

For four years, nonprofit fellowship program Code

for America (CfA) has paired programmers and other sure, to name just a few. Is there a

techies with cities to develop apps and projects that
strengthen civic engagement. But the organization’s

Ta:w;r'

underlying goals are much greater than what its partner
cities and fellows achieve within a 12-month timeframe.
Co-executive Director Abhi Nemani said CfA’s initial goal

. a /o0
A[IUPTHHYDFIAHT

was to see what happens when cities connect with IT. Now \9

CfA is creating an ecosystem of civic innovation. The combination of partner

cities, tech startups from CfA's accelerator program, and growing community involvement help
nurture the ecosystem. As it grows, more apps and tech are developed. “You're seeing the
community step up to both use those tools, but then also make them better,” Nemani said.
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Most read stories online: :
Most Gang Members Use
Social Media, Study Finds
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License Plates
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Network Bottlenecks
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Bringing Women
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for Google Fiber 175
SHARES
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137

0000

342

business case to justify the cost
versus the benefit? Proper use of
emerging technology ... just because
you can, doesn’t mean you should. A
hard study of best practices is need-
ed in many cases, not just throwing
out information because you can. Be
effective and have a positive impact.

T_Burrows in response to Mass. Police Chief
Discusses Trends in Law Enforcement

66 This article is missing an analysis
of what percentage of documents
never gets printed. Yes, paper con-
sumption may have only dipped, but
I’d suggest that document creation
has skyrocketed and that if docu-
ments were printed today the way
they were in the "70s or even the
'80s, paper consumption would have
also skyrocketed. Maybe we are
closer to the digital office than we
might guess.

Steve Quinn in response to Whatever
Happened to the Paperless Office?

www.govtech.com // December 2013
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Looking to the Future

As governments are seeking to move toward more effective uses of data,
here are five topics to watch in 2014.

ext year, public officials will much

more aggressively begin weaving

their technology threads into a
larger tapestry as the cute and helpful
become vital and mainstream. Last year,
hackathons and mobile apps proliferated
on a growing foundation of open data.

Next year will herald a more wide-
spread substantive use of data and
technology to significantly increase the
efficiency and effectiveness of local gov-
ernment. But much depends upon how
well government integrates data and
hardware offerings. As the McKinsey
Global Institute reports, the combina-
tion of opening data and applying analyt-
ics could generate more than $3 trillion
annually in new businesses and prod-
ucts as well as increased productivity.
Hot subjects for next year will include:

1/ Predictive Analytics

As public-sector databases grow more
sophisticated, more policymakers will use
predictive analytics to target
P government services, identify
is the Daniel Paul
Professor of the Prac-
tice of Government
at Harvard Kennedy
School and directs
the Innovations in
Government Program
and Data-Smart
City Solutions. He
previously served as
mayor of Indianapolis
and deputy mayor
of New York City.

trends and refine operations.
Falling costs of data stor-

age, memory and higher-
speed computing will make
analytics more powerful and
available. Chicago will launch
its open source predictive
analytics platform next year,
which will allow other cities

8 December 2013 // www.govtech.com

to more easily understand the power
of prediction.

2 / Breaking the Data Silos

Different departments in government
build their own data sets, often with con-
flicting standards and formats. It has been
difficult for analysts to navigate these data
silos, but that will likely change in 2014
as more cities understand that powerful
new tools make these previously hardened
silos permeable. In New York City, many
agencies providing health and human ser-
vices have connected their data sets under
an initiative called HHS-Connect. The re-
cently announced collaboration between
SAS and SAP, two major IT vendors, could
also yield new processes that eliminate
data duplication and ease reconciliation.

3 /A New Class of 311

With New York and Chicago leading
the way, 2014 will see the emergence of a
new class of 311 offerings that move it from
a call center to a community platform.
The widespread use of Internet-enabled
smartphones means that a telephone
hotline is no longer enough; residents
want to interact with their local govern-
ments through social media, mobile apps
and texts. These new 311 platforms will
include better apps like Citizens Con-
nect, an approach created by the Boston
Mayor’s Office of New Urban Mechanics
that allows people to submit geotagged

photos of potholes and other problems
and also track the city’s response.

4 / The Maturing Civic Startup Sector

A new group of civic startups has cre-
ated successful apps and other services
from open government data, supported
by programs like the Code for America
Accelerator. As the total number of public
data sets across the country increases
exponentially, the opportunity for third-
party use that makes government infor-
mation more valuable to the public will
grow. Data standards and open source de-
velopment will allow lower-cost adoption
and repurposing of other cities’ projects.

5 / Demystified Data

In October, Chicago launched its Data
Dictionary, a catalog that will house
metadata for all of the public data sets
maintained by the city. While many cities
have begun opening up their data, jargon
and peculiar formatting limit the user
friendliness of these data sets. Data dic-
tionaries represent one element of a pub-
lic education initiative that can help push
the value of open data past token trans-
parency and toward real public value. @
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PUTANEND TO UNPLANNED OUTAGES

Advanced Technology — and Personalized Support — keep government agency networks
highly redundant and resilient

Oh, the trouble public agency data centers have seen

According to a recent survey by Government Technology
magazine, nearly 40 percent of public organizations experienced
five or more IT outages in a year. And over 50 percent cite the
need for stronger network redundancy as a top network priority.

Telecommunications leader Cox Business helps government enti-
ties avoid these unplanned outages, which can hit agency pocket-
books to the tune of more than $100,000 each day. Cox couples
the latest fiber optics and coaxial technology with industry leading
service to deliver the highest levels of business continuity and
disaster recovery.

Reliability with Hybrid Fiber-Coaxial (HFC)

Cox offers government agencies many options. It can serve as a
primary bandwidth supplier, gearing custom packages and cloud
services to agencies with single or multiple sites. Or, Cox can be one
of several redundant Internet providers to ensure maximum uptime.

Its HFC platform offers a highly reliable fiber backbone, with coaxial
cable to connect customers to that backbone. HFC is known as a
cost-effective technology capable of transporting large amounts of
data — including video and voice— with low noise and interference.

Cox Business technology adeptly allows agencies and schools
to supply the services stakeholders, constituents, teachers and
students expect, using:

. )/4

Business®

Alcatel-Lucent

» Easily scalable network solutions and cloud services to
provide redundancy in case of disaster or disruption

* Dual network connectivity to support VolP phone
systems, internet connectivity and distance learning

* The ability to operate a wide-area network that supports
numerous satellite sites with the simplicity of a local
area network

Customers also benefit because Cox builds and maintains
its own fiber network, so its technicians remain knowledgeable
and well equipped to troubleshoot any potential issue.

Customer care with a personal touch

Even with upgraded, innovative technology, public agencies
wind up without access to outstanding service. Cox Business
addresses this need by assigning a support team to each of
its public customers. The team typically includes an account
managet, sales engineer and billing coordinator, and a local
technical assistance center and a network operations center.

Interested in learning more about how Cox can aid your agency?
A Cox Business representative can conduct a thorough review of
your organization’s requirements, including infrastructure needs and
uptime to assemble a solution plan.

To get started, visit coxbusiness.com/government.


www.coxbusiness.com/government

FOUR QUESTIONS

Aaron Sandeen
ClO, Arizona

Arizona Gov. Jan Brewer named

the state’s top technology
official in March 2011, just months after
revealing that her 2012 budget proposal
would merge the state’s Government
Information Technology Agency under the
Department of Administration. As state CIO
and deputy director of the Administration
Department, Sandeen oversees the Arizona
Strategic Enterprise Technology office,
which is replacing large legacy systems
and training staff to meet new IT skill
requirements. Government Technology
caught up with Sandeen at the NASCIO
annual conference in October to get more
insight into these initiatives.

ment projects underway. How are

you approaching those? We've been
working on the ERP replacement for more
than two years. | said as we were going
through the process that | don’t want to
be the last state to buy a legacy platform
— but we might be one of the last states
to buy a legacy platform. However, it will
be hosted in CGI’s data center; | would
say it's kind of a hybrid. It's interesting
because a lot has changed in just a two-
year period. The RFP for our offender
management system is pointing toward
having it hosted someplace else. This is
a big step for a corrections department
— being willing to give up that control
and have a vendor manage the system.

/I You have some big legacy replace-

You’re in a different business

as you adopt hosted solutions.

What’s the impact on your
organization and what kind of skills do
you need? Our goal is to take existing
staff members who are responsible for

10 December 2013 // www.govtech.com

infrastructure, maintenance, patching and
support, and move them into working on
oversight, monitoring, contract manage-
ment and requirements management.
We're really trying to tune ourselves to
be a services broker-type organization.
We work with the business entities to
identify the most appropriate solution.
There are a lot of people on our team
who can be reskilled for that, and they’re
excited to do that. Working with the gover-
nor’s office last year, we invested $144,000
into training. Instead of sending one or
two people to California or New York, we
brought the training here. We ended up
doing seven classes, and we had almost
300 participants. In all, it was about 45,000
hours’ worth of training — and it cost about
$3 an hour when you add it all up. It's
great for morale; the employees love it.

More states seem to be increasing
their investment in staff training.
Is it a trend? | think there’s a lot

of pent-up demand. If you look at what’s

been happening, we came off a pretty bad
economy. Training was cut, staff’s been
drastically reduced over the past five to
seven years. Now the economy’s picking
up. So the IT industry in Arizona is getting
hot again. It's harder for us to recruit, so
we have to look for creative things that we
have going for us. Training is absolutely
one of them, and the projects that we're
working on are actually very interesting.

Between the workforce impacts
4 and the system replacements,

how do you juggle the different
missions and keep everything running?
Portfolio management and risk manage-
ment become more important, as well as
maintaining relationships with the gover-
nor’s office and the Legislature to keep
everybody up-to-date. Execution becomes
absolutely critical because you have to
maintain that reputation and those rela-
tionships so that you can continue
that investment. &
— Steve Towns, Editor

DAVID KIDD
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When it comes to infrastructure, every ClO has tough 3 ": 3

choices to make, and they can often be risky. These e

choices can position the agency to thrive for years to . < v = - . '
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Read about the FIVE VITAL TECHNOLOGY CHOICES 3
THAT WILL SHAPE YOUR GOVERNMENT’S FUTURE
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Special Report. The report discusses the choices ClOs
have as they invest in infrastructure components and
analyzes the risks and rewards of each path.
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or fans of technology highs

and lows, 2013 certainly

didn’t disappoint. Remember

the “Big Data President?”
That’s what we and others dubbed
Obama after his campaign team
masterfully used data analytics
to deliver a decisive second-term
victory in January. Political Analyst
Mark Halperin, speaking at an
e.Republic event shortly after the
election, called Obama’s re-election
effort the most technologically
sophisticated campaign ever run.

Ten months later, the president
was back in the headlines with
technology, and this time it wasn’t
Eretty. HealthCare.gov — the online

ealth insurance marketplace at
the heart of Obama’s signature
health-care reform law — landed

with a thud on its Oct. 1 launch.

Problems with the site kept all

but a relative handful of visitors

from choosing a health plan. As of

mid-November the administration

was still struggling to fix the

site’s long list of shortcomings.
But beyond those high-profile

events, state and local governments

made steady progress. They

embraced innovation through civic

technology initiatives. They grew

more sophisticated in their use

of social media, cloud computing

and predictive analytics. They

filled gaps in cybersecurity. They

explored how robotics may fit

into the everyday tasks of running

public agencies and programs.
Here’s our take on how it

all fits together.

BY GOVERNMENT TECHNOLOGY STAFF

01/2013

President Barack Obama’s
re-election clarifies the future of
health IT, the Affordable Care
Act and other key initiatives.

Social media-savvy police
agencies create Pinterest
pages, using the popular
image sharing site to
help catch crooks.

Cited as one component

of Chicago's infrastructure
modernization plan, the city
says goodbye to its three
separate internal email systems
and hello to email in the cloud.

lowa sets ambitious one-year
timeline for replacing its
1970s-era human services
eligibility system with new
ACA-compliant technology.

The federal government
extends Real ID Act compliance
deadline for a fourth time as
states continue to bristle at

the cost of implementing the
law, which was passed in 2005.

San Francisco partners with
Yelp to link the city's restaurant
health score data with the
popular review website. New
York City and Philadelphia

plan similar moves.

02/2013

Ninety-eight percent of
Americans have access to
wired or wireless broad-
band, says the National
Telecommunications and
Information Administration.

Google and Microsoft throw
their support behind the
FCC's plan for a free nation-
wide Wi-Fi network — big
telcos ... not so much.

President Obama signs
an executive order on cyber-
security that aims to improve
information sharing between

the public and private sectors.

California Controller John
Chiang pulls the plug on

$90 million statewide payroll
system after a limited test

run finds numerous errors.
SAP, hired in February 2010,

is the second contractor to

be fired from the project.

www.govtech.com // December 2013
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Mayor Mike McGinn axes
Seattle Police Depart-
ment’s drone program,
putting the city at the
center of debate about
the role of unmanned
aerial technology.

Texas plans to move more
than 100,000 workers

to Microsoft Office 365,
launching one of the
largest cloud deployments
in state government.

03/2013

Internet pioneer Vint Cerf,
speaking at a security
conference, says better
authentication is key to
safeguarding the emerging
Internet of Things.

Indianapolis Mayor Greg
Ballard launches a plan
to convert all city vehicles
to run on alternative
fuels. The initiative, which
includes police vehicles,
is a first for major cities.

With the cost of cybercrime
skyrocketing, some public
officials take a closer look

at cybersecurity insurance.
But coverage will demand
IT management changes.

New Palo Alto Innovation
Council taps input from
tech leaders in California’s
Silicon Valley to make
better city decisions.

A multistate criminal
justice group uses open
source software to
develop plug-and-play
solutions for functions
like incident reporting.

Seven regional wireless
projects will serve as

test sites for the FirstNet
national public safety
communications network.

04/2013

Los Angeles becomes the
largest city in the nation
to control all of its traffic

lights — more than 4,300
of them — remotely.

14 December 2013 // www.govtech.com

that’s generated specula-

I N N OVAT I 0 N tion for decades. In many

CO M I N G TO A N ways 2013 could be consid-
ered the “year of the robot.”

AG E N CY N EA R Palo Alto, Calif., CIO Jona-
than Reichental sees the poten-

YU U ° R 0 B 0 TS I tial of robots in government. In

° ° the future, he expects robotics to

start replacing person-to-person
interactions for services rendered

HOW DO YOU MEASURE in city halls and state agencies.

how much innovation took place “The sense of a robot going = Cl0 Rob White of Davis,
during a year? What qualifies as around doing a task — we’ll see g ., thinks 3-D printing
emerging technology? 2013 has some of that, but I think we’ll see % is about to take'off.
certainly seen its share of new it be less overt,” Reichental said. E

gizmos: Google Glass, the Sam- “The mechanics and intelligence £

sung Galaxy Gear smartwatch, will be built into everyday tasks.”

“If 3-D printing were a stock, I

would absolutely buy, and in fact,
' 3 I would try to figure out how I
. could become an early investor.”
¥ o b . o From clothing and food

supplements to human organs,
3-D printers could someday
localize the manufacture of

| Google Glass brings cyborgs one step closer to reality. almost everything — which won’t
just change how local and state

the iPhone 5s (OK, that’s really A different sort of robot, but governments do business, but
not new or innovative but, hey, arobot nonetheless, matured also alter how everyone gets the
gold case!) and a new generation greatly in 2013 — the 3-D printer. things they need and want.
of video game consoles. In the Although 3-D printing is still new “We’re only just now
pages of this magazine, much ink and no one yet knows the tech- touching on what it can do,”
has been spilt to tell the stories nology’s full potential, that hasn’t White said. “The reality is that
of emerging technology with the stopped people from imagining. I don’t think most of us know
potential to truly impact lives. Rob White, chief innovation where it will really go.”

Robotics is one technology officer for Davis, Calif., told us The ultimate robot, presently

at least, is the unmanned aerial

vehicle, or UAV. The UAV field
got a boost this year when the
University of Nevada, Reno, and
the University of Nevada, Las
Vegas announced that they may
begin offering education in drone
technology, much like the Univer-
sity of North Dakota (UND) has
done since 2009, becoming the
first major university to do so.
Ben Trapnell is an associate
professor at the UND’s Odegard
School of Aerospace Sciences.
He said education in drone
technology will be vital to the
burgeoning commercial/civil
drone market. “It just seemed

APIMAGES.COM

| 3-D printing could change how we get virtually everything.



logical to bridge the gap between
the engineer and operator

to develop the leaders of an
emerging civil UAV industry.”

Perhaps 2013 brought cyborgs
closer to reality as well. Google
Glass was showcased at the
annual Association of Public-
Safety Communications Officials
conference in Anaheim, Calif,,
with demonstrations illustrating
how the device could serve real-
time information, hands-free,
to public safety officials using
their interoperability commu-
nications platform. In another
demonstration, a company
illustrated how Google Glass
and its network could allow
video or a map to be shared
during a mock school shooting
— modern-day Robocops.

Year of the robot or not, was
2013 a banner year of innova-
tion and emerging technology?
As Government Technology
contributing writer Adam Stone
put it, “Innovation isn’t neces-
sarily a dramatic change. Rather,
it’s something transformative. It
may be a new way of thinking, a
new way of managing processes
or a new use for technology
that no one had foreseen.”

If you accept that definition,
then 2013 had innovation in
spades. | CHAD VANDER VEEN

SOCIAL MEDIA

THE FUTURE
WILL BE
FOCUSED

HCAPTURED! !! The hunt is over.

The search is done. The terror is
over. And justice has won. Suspect
in custody.” With that tweet, the
Boston Police Department an-
nounced news that the nation was
anxiously waiting for, while at

DAVID KIDD

| Wendy Harman in the Red
Cross digital operations center.

the same time further solidifying
Twitter — and social media in gen-
eral — as a vital communications
platform. The importance of using
social media to interact with resi-
dents has been drilled into pub-
lic officials’ minds. This year saw
governments move to specialized
and in some cases, sophisticated
uses of the networking platforms.
No longer viewed solely as
an outbound tool for messages,
governments are joining social
media conversations to aid situ-
ational awareness during emergen-

cies and get feedback on everyday
services. The American Red
Cross’ digital operations center,
for example, displays a running
stream of social media mentions
based on keywords of interest.
“Every morning during a
disaster, we produce a report that
is distributed widely, with graphs
and data points, so everybody
is on the same page as to what
the affected public is saying,”
Wendy Harman, social strategy
director for the American Red
Cross, said earlier this year. “We
know what people are going
through, we know where there

are pockets of need and we know
what to watch out for during the
course of a day of responding.”
And for everyday uses, agen-
cies can search for mentions
of their departments to collect
unsolicited, and potentially
brutally honest, feedback from
citizens. They aren’t the only
source for public opinion, but
comments made on social
media sites can help capture
feedback from individuals who
haven’t been engaged by stan-
dard communication methods.

www.govtech.com

Columbus, Ohio, is named
a finalist in the Intelligent
Community Forum’s global
list of smartest municipali-
ties for 2013 — the only
U.S. city to make the list.

UC Berkeley researchers
develop a technique for
replacing passwords with
“passthoughts,” unique
signals from brainwaves
that could be used to
authenticate users.

Following the bombings
at the Boston Marathon,
police use Twitter to
solicit video footage of
the finish line from specta-
tors to find suspects.

South Dakota DMV leads

a national pilot to replace
paper vehicle titles with

a new electronic titling
process. The nine-month test
involves a few other states.

New Jersey passes “Anti-
Big Brother Act” after
students in Pennsylvania
were secretly monitored in
their homes using school-
issued laptops.

05/2013

Kansas City’s first
“fiberhoods” — neigh-
borhoods connected
to high-speed Google
fiber — begin attracting
tech entrepreneurs.

San Francisco plans to
launch a social network
designed to help the city
recover from disasters.

The site aims to connect
disaster victims with citizens
willing to offer resources
and services — from

food, water and an extra
generator to mechanical
services and a place to stay.

The New York City Comp-
troller’s Office launches

a revamped transpar-
ency website, known as
Checkbook NYC, and
shares the site’s soft-
ware on the Github open
source code repository.

December 2013
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California creates a
cybersecurity taskforce to
combat growing threats to
information and IT systems.
Officials say the state-led
public/private task force

is the first of its kind.

Miami Beach, Fla.,
announces an application
programming interface
(API) designed to help
third-party developers
create tourism-related
apps. The API provides
information on city ameni-
ties like parks and green
spaces, as well as the
proximity of hotels to
popular restaurants.

06/2013

Texas Department of
Transportation announces
an agreement to outsource
its IT operations to Tokyo-
based NTT Data. About
350 of the agency’s 400

IT workers are trans-

ferred to the company

and guaranteed six
months of employment.

Montana becomes the
first state in the country
to require law enforce-
ment agencies to get

a warrant before they
track individuals using
cellphone location data.

The Circuit Court of
Alexandria, Va., accepts
what it believes is the first
digitally notarized prop-
erty deed in the country.
The process potentially
eliminates the need for
in-person notary services.

Pittsburgh launches
Wireless Waterways,
an initiative to blanket
the city’s three rivers
with high-speed wire-
less connectivity.

Oakland County, Mich.,
and the state of Michigan
partner to create G2G
Marketplace, a Web portal
for sharing information,
apps and services.

16 December 2013 // www.govtech.com

FLICKR/ELLEN FITZSIMONS

Outside of situational aware-
ness, social media has moved
toward specialized platforms that
focus on taking two-way commu-
nication to the next level within
specific communities. It’s been
said that 28 percent of Americans
don’t know any of their neigh-
bors by name, and while it may
seem counterintuitive to go online
instead of swinging by the house
next door to say hello, social media
is helping reduce that percentage.
Platforms like Nextdoor connect
neighbors (as well as local elected
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officials and police officers) based
on their location and are simulta-
neously restoring and changing the
idea of community. Neighborland
helps citizens and public officials
connect on ideas and community
plans. And Voterheads adds an
online engagement function — and
ideally increased participation
— to local meetings by alerting
citizens when their city, county
or school board is discussing a
topic that they’re interested in.
Activities like these have been
underway for some time, but 2013
saw them gaining traction among
governments and residents alike.
The future of social media may
lie in these platforms — instead
of turning to one social network
for all outreach, specialized
forums will create new levels
of engagement among focused
groups. This could make it easier
for governments to connect with
key audiences on specific topics.
“We have incredibly low voter
turnout in this country, incredibly
low participation in our democ-
racy;” Ruthbea Yesner Clarke,
research director

| Focused social of IDC Govern-
networks like ment Insights’
Nextdoor offer Smart Cities
citizens and Strategies
public officials a program, told
new way to meet Government
their neighbors. Technology
in early 2013.

“If you can use this to increase
engagement, then maybe you can
increase public interest in their
local governments. Confidence
then goes up because there is a
fuller understanding of the initia-
tives that might be happening

in your city, and expectations
may change because people

have a far better understanding
of how things are working.”

| ELAINE PITTMAN

CYBERSECURITY:

MAKING
PROGRESS
FROM THE
GROUND UP

IT’S EASY to paint a grim

picture of cyberthreats in to-
day’s tense digital world.

e GovLoop claimed in April that
the number of federal cyberin-
cidents had risen to 48,562 in
2012 from 5,503 in 2006, an
increase of nearly 800 percent;
» Michigan Gov. Rick Snyder said
in September that cyberattacks
on state systems had increased
to about 500,000 a day; and

» The most recent Verizon

2013 Data Breach Investiga-
tions Report stated that attacks
on government are on the

rise, including those aimed

at stealing intellectual prop-
erty and trade secrets.

Such events have prompted
public officials to warn of cyberat-
tacks that could shut down critical
services like food, power and
water supplies. Former homeland
security Secretary Janet Napoli-
tano told the National Press Club
in August that America is bound



to suffer a cyberattack that harms
the economy and disrupts daily
life, echoing defense secretary
Leon Panetta’s 2012 warning of
a “cyber Pearl Harbor” where
online exploits cripple public utili-
ties, trains and chemical factories.
Despite the dire predictions,
federal lawmakers have struggled
for a national response. Late last
year Congress failed to pass the
Cyber Security Act of 2012, which
would have created cybersecu-
rity standards for the companies
that run critical infrastructure
like the power grid, gas pipelines,
and water and transportation
systems. In the absence of legisla-
tion, President Obama signed an
executive order on cybersecurity
in February, arguably the strongest
government action on the issue
recently, if not the most attention-
getting. It calls for public-private
collaboration and data sharing to
improve organizational intelli-
gence. The measure, while vague

on details, was seen by observers
as a step in the right direction.

State governments launched
their own collaborative efforts
this year. And those efforts
may force cybersecurity prog-
ress that reaches Washington
from the ground up.

Initiatives in California and
Michigan could serve as examples
to other states. California leaders
met with private-sector partners
in May to discuss comprehensive
cybersecurity planning and launch
the California Cybersecurity Task
Force, a statewide collabora-
tion that’s ripe for emulation.

California CIO Carlos Ramos
told Government Technology
that the state would aggressively
pursue the implementation of its
cybersecurity plan. “California
really is out in front of other
states,” he said. “We’ve seen a
number of areas, particularly
in technology, where govern-
ments tend to follow our lead.”

| Michigan Gov. Rick Snyder created a volunteer group of cyber-responders in October.

In the fall, Michigan Gow.
Rick Snyder announced that he
would tap community expertise
to strengthen his state’s cyber-
security posture, launching the
Cyber Civilian Corps, a volun-
teer IT force that would help the
state respond to cyberincidents.

Snyder also joined Maryland
Gov. Martin O’'Malley to unveil a
cyberthreat dashboard developed by
the National Governors Association
(NGA) to help states monitor their
cybersecurity readiness. Snyder and
O’Malley, who co-chair the NGA’s
Resource Center for State Cyber-
security, also released guidelines
for other governors who want to
improve their states’ defensibility.

These are promising starts
that could lead to a more inclu-
sive cybersecurity strategy for
the nation. But broader federal
legislation needed to form a clear
picture of national cybersecurity
will wait for 2014, or beyond.
| HILTON COLLINS

1 "
DAVID KIDD ‘ l n
L

07/2013

Louisville, Ky., Metro Govern-
ment launches a plan to use
data analytics to improve

its criminal justice system.
The project's first phase
includes using analytics to
design more effective pre-
trial intervention programs.

Eleven Idaho schools are
selected for a $3 million
technology pilot to test the
teaching effectiveness of
new technology. Among
other things, the test pits
Samsung’s Chromebook
against Apple iPads and
Lenovo ThinkPads for
classroom supremacy.

Nonprofit Gangplank
produces apps for Chandler,
Ariz., one of a growing
number of cities engaging
civic coders to acquire soft-
ware and promote growth
of local tech startups.
FirstNet releases 10 RFls
covering radio access and
core network technology.
The move marks the first
step toward defining tech-
nologies that will be used
to build the nationwide
communications network
for first responders.

08/2013

The public sector gets more
comfortable in the cloud.
Orlando, Fla., Minneapolis
and King County, Wash.,
are moving beyond cloud-
based email, shifting core
business applications to the
cloud for the cost savings
and ease of upgrades.

Emergency managers grow
more sophisticated in their
use of social media, real-
izing that emergencies are
rarely contained within city
limits. For instance, Morris
County, N.J.’'s MCUrgent

is a social media notifica-
tion system that issues
alerts through a central,
countywide platform.

www.govtech.com // December 2013
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Douglas County, Neb., and
the city of Omaha begin a
joint deployment of Google JAM Es SI I_I_S
Apps for Government for
email and calendaring

services. The city and For me, this year was » * "
county already share a about collaboration. _—
central IT department. We put in place a lot of I, '. "“-
governance when | first .
Newly appointed Maryland came on board. A lot of .’r
CIO Isabel FitzGerald plans people didn't like that CAROLYN PARNELL 4

oversight, but it helped

the state tremendously.

Now | need to take it to

. the next level in terms of
CIO Elliot Schlanger being collaborative with

becomes the state’s first the agencies. So we're

director of cybersecurity. doing a lot of outreach.

We've restructured two
Las Cruces, N.M,, IT staff of our teams to focus on
are caught off guard when the agency customer.
the city website goes
dark. An overly aggressive
spam filter is to blame,
preventing city staff from
getting notices that their
domain license agree-
ment was coming due.

09/2013

Controversy erupts over
a tech tax in Massachu-
setts that would funnel
money toward state infra-
structure projects. Gov.
Deval Patrick eventually
withdraws his support

to continue consolida-
tion and modernization
efforts, while outgoing

One of our biggest issdes is building an IT organi-
zation that’s prepared to respond to whatever is
coming down the pike. That has not been the case
for Minnesota in the past. We recently got quite a
bit of money from the legislature to upgrade our
legacy systems, and we can’t do that the way it’s
always been done. We have to look at new ways.

BILL OATES

One area we’re focused
on is what we’ve always
called ‘constituent
engagement’ — but it’s
really the customer expe-
rience. Getting better at
core constituent relation-
ship management and
getting good at social
media helps us day to
day. It’s also important
after the technology when incidents happen.
sector convinces him We've had a challenging | TONY CI NIAS
the tax would tarnish the year in Boston — between s
state’s innovative image. ; storms and the events Cl0, PENN
around the Boston Mara-
SRS TN thon — and we've had the
N, MIChlgar‘ skellinols ability to talk to citizens
IR LRI (At they and listen to them when
believe is a first-of-its-kind things are happening
Medicaid Management around the city.
Information System part-
nership, eyeing millions in PHOTOS BY DAVID KIDD

JERStURanl  HOSTED PLATFORMS & APPS: ,
ool CLOUD COMPUTING — NOWIT'S PERSONALL

promise that all city data

onsuming IT services as a utility rather than maki
investments — that’s where we’re going. We’re look
atiTasa commodity. We’ll no longer be in the busing@gs

of infrastructure or storage. We’re going to consumefand
pay for what we use. | think that’s going to be the trehd.

el

caliEsa i dlayaiuls THIS YEAR, organizations computing. Yes, it’s about our cloud Gmail system. More govern-
Twitter joins the emer- of all kinds continued to move phones and personal devices again.  ments considered moving ERP,
gency notification game to the cloud in droves in search New York state announced CRWM, 311 and other core business
with its own alert system of cheaper and better software, plans to move its 120,000 applications into the cloud too.
to deliver timely updates storage and infrastructure. employees to Office 365, while What do all those forays into the
el nplayersin But really, that’s yesterday’s news. ~ more than 100,000 state workers cloud have in common? They’re
emergency response, , . . . .
like the Red Cross Here’s a fresher idea: You can in Texas also headed for Micro- preparing for a future where data
FEMA and the CDC. make a good case that in 2013 the soft’s cloud. Colorado added an and applications are available to

biggest driver of cloud computing extra layer of Web middleware both the public-sector workforce
was the explosive rise of mobile to improve security on the state’s and the public at-large anytime
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A big issue for us is public
safety broadband. We’re
using that as a driver for
modernizing public safety
communications writ
large — seland mobile
radio, next-generation
e-911 and the way we
communicate in general.
We’re also modernizing
legacy ERP systems,
which isn’t fancy but it’s
critical. A lot of the work
we’re doing is to shore

up enterprise services
that we provide so that
we have a better plat-
form for innovation.

This year the legisla-
ture and the governor
supported many IT
initiatives. We have
$67 million of additi
funding appropriate
IT projects — evel
from replacing our

accounting system
new ERP, to

and anywhere on personal devices.
The CIOs we spoke to in 2013,
whether about New York state’s
email migration or any number of
other projects in states and locali-
ties, usually mentioned that the
cloud would help their organi-
zations continue to adapt to the
increasingly mobile-centric world.
Numbers tell the same tale.
CDW’s 2013 State of the Cloud
Report found that 34 percent of state
and local government respondents
said that employees’ use of cloud

ADEL EBEID

This year has really been about open data,
open government and civic technology — and
all three are related. Open data allows govern-
ment to expose all of its data-rich assets. It
allows us to engage the local startup commu-
nity to help us solve our problems. But at the
same time, it breaks down the walls of mistrust
between governments and citizens, so open
government becomes more of a reality.

The biggest trend is the
consumerization of IT — and
i that has a bunch of ramifica-
SUNNY BHAGOWAI_IA tions. As innovation starts
with consumers and moves
’ behind the firewall, you end
up with a huge amount of
change in the way IT works.
It used to be in the IT world

I'd say the biggest issue is mobility. I've
been watching this thing trend upward.

I’'m focusing a lot on mobile and how you
can actually display information, not only

that you could guide your
customers. But today you’re

A
._T‘
[
)

8L

apps and mobile devices hastened
their organization’s move into the
cloud. Also, 57 percent of the IT
professionals surveyed said their
personal use of the cloud influenced
their enterprise recommendations
when considering cloud adoption.
So the cloud isn’t just about
catering to personal devices.
It’s becoming deeply personal
to all of us and deeply wired
into how we work and live.
In 2013, Wyoming CIO Flint
Waters spoke to Government

on smartphones but also on tablets.

responding to your customers.

Technology about how the cloud is
benefiting his state. He mentioned
the hard-dollar savings and the flex-
ibility to reassign staff outside the
data center. Those are the “wins”
we have come to know all too well.
But then Waters took the discus-
sion in a surprising direction.
He said the state’s use of Google
cloud technology is responsible for
starting a “significant cultural shift
in how we capture creative thought.”
That’s high praise. The cloud, he
said, is allowing state workers to

CONTINUED ON PAGE / 50
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[ In April, at the NASCIO Midyear Conference in Washington, D.C., we gathered women state Cl0S
together for a group photo. In an alley near the conference hotel — occasionally dodging traffic

— we took this shot. From left to right are Carolyn Parnell, Minn.; Brenda Decker, Neb.; Karen
Robinson, Texas; Teresa Luna, Idaho; Gale Given, W. Va.; Claire Bailey, Ark.; and Kristin Russell, Colo.

A quick photo shoot in July of Fairfax County, Va., CI0 Wanda
Gibson took an odd turn when a group of weightlifters began
pumping iron behind her. Gibson, who was in Washington, D.C.,
for our Public C10 Technology Summit, didn’t seem to mind.

‘@
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In July, we spent a few hours
with Virginia Health and Human
Services Secretary William Hazel
for a story about the state’s
enterprise identity platform.
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| When we realized it had been
more than a few years since our last
group photo of state CI0s, we set up
ashoot at the 2013 NASCIO Annual
Conference in Philadelphia. Despite
the difficulty of getting this many
CI0s in one place at the same time,
we managed to get 43 of them to

sit long enough for this portrait.
(Row 4 is back, row 1is front.)

ROW 4 | FROM LEFT TO RIGHT: Sam
Nixon, Va.; Tony Encinias, Pa.; James
Sills, Del.; Reuben Molloy, U.S. Virgin
Islands; Mark VanOrden, Utah; Alex
Pettit, Okla.; Brunson White, Ala.;
Calvin Rhodes, Ga.; Darryl Ackley, N.M.

ROW 3 | FROM LEFT T0 RIGHT: Sean
Vinck, IIl.; Tim Robyn, Mo.; Brian
Digman, N.Y.; Mark Bengel, Tenn.;
Aaron Sandeen, Ariz.; Paul Baltzell,
Ind.; Mark Raymond, Conn.; Mike
Ressler, N.D.; Jim Smith, Maine;
James Fowler, Ky.; Carlos Ramos,
Calif.; Peter Hastings, N.H.;

Craig Orgeron, Miss.; Richard
Howze, La.; David Cagigal, Wis.;
John Letchford, Mass.

ROW 2 [ FROM LEFT TO RIGHT: Carolyn
Parnell, Minn.; Brian DeForest, Ore.;
Gale Given, W.Va.; Teresa Luna, ldaho;
David Gustafson, Nev.; Brenda Decker,
Neb.; Ron Baldwin, Mont.; Claire Bailey,
Ark.; Kristin Russell, Colo.; Karen
Robinson, Texas; Chris Estes, N.C.

ROW 1/ FROM LEFT TO RIGHT: Anthony
Schlinsog, Kan.; Jim Bates, Alaska;
Sonny Bhagowalia, Hawaii; Michael
Cockrill, Wash.; Stu Davis, Ohio; David
Behen, Mich.; Joey Manibusan, Guam.

PHOTO BY MIKE WYLOT
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| We visited Philadelphia’s Third Street — dubbed “Nerd Street” for its proliferation of tech startups and collaborative workspaces — for a January feature on chief innovation officers.
Above right, a young coder gets busy at Devnuts, a tech-oriented community center that holds regular Code for Philly civic technology workshops. Below is Indy Hall, a shared workspace
catering to designers, developers, writers, artists and others.

ar T
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Periscope eProcurement
Technologies Help Government
Eradicate Waste, Maximize Dollars

Most organizations compose mission statements that describe aspirations ~ Q/How is Periscope already

for the future betterment of society. Periscope Holdings, an Austin-based procurement helping governments realize

company, has a mission statement that gets to the heart of a modus operandi it brings the value of eProcurement?

to life every day: “Eradicating waste to maximize the value of every dollar spent by Brian Utley: The state of Arizona was facing
our clients.” As a company with a large public sector a billion dollar deficit and has saved about

clientele, those maximized dollars mean taxpayer dollars.  $52 million annually since it implemented
our technology. On average, the new
contracts the state developed out of our
system saved 26 percent on pricing.
Those are hard-dollar, trackable savings.
With our assistance, the city of Baltimore
tripled its throughput of acquisitions and
process improvement in just one month,
allowing the city to allocate resources to
more critical areas. Processing procure-
ment is great, but wouldn’t you rather put
another police officer on the street?

Using tools such as BuySpeed™ eProcurement software,
NIGP Code commaodity and services classification, and
NIGP Consulting Services, Periscope works to ease
governments’ challenges — including budget constraints,
limited resources and constantly changing technology —
by transforming processes and enhancing efficiencies.
Company founder and CEOQ Brian Utley tells us more in
this Government Technology Q&A.

Q/How does Periscope Q/Government budgets are In 2005, we contracted with New
define eProcurement? highly constrained. Why should Orleans — a few months before Hurricane
Brian Utley: Everybody uses the terms eProcurement be considered Katrina — to implement BuySpeed™. A
eProcurement and strategic sourcing. a valuable investment? few days before the launch, the storm hit.
There must be 10 buzzwords for it — but Brian Utley: Often, CIOs will put a high priority It was chaos, and 60 percent of the city’s
what is it, really? At Periscope, we believe on comprehensive systems such as enterprise purchasing staff never returned. Periscope
eProcurement includes everything from resource planning (ERP), or something includ- established field purchasing for New
requisitioning, POs, contract management, ing financials and HR — projects that can take Orleans from our Austin offices, rushed the
receiving, invoicing and inventory to busi- up to five years to implement. We ask, purchasing staff badly needed comput-
ness intelligence. It's a full supply chain. “Why not start with procurement first?” ers and clothing, and backed up all the

We encourage clients to think differently, An eProcurement solution affects 70 percent records remotely. It was one of those times
beyond vendor bid systems, because we of the dollars that flow through government. It's where you say, “The customer really needs
do so much more. Consider any service quick to set up — six to seven months instead help. Let’s step in.” After implementation of
or commodity you will buy. How will you of five years — and the risk is not as high. It's BuySpeed™, New Orleans’ purchasing staff
contract for it? How will you order, pay and also proven to save money within the first year. produced nearly five times greater through-
three-way match from receiving to invoic- This doesn’'t mean you can’t implement put than before — despite reduced staff.
ing? How will you handle this purchase all an ERP system, but if eProcurement comes That dedication to customers is as strong
the way through the cycle? A lot of people first, you can take those savings and help as our company purpose. It's why we wake
believe receiving and invoicing is not an fund an ERP project so you don't have to up and come to the office every day. It's
eProcurement function, but we disagree. use general funds or taxpayer dollars. what we stand for.

P r I Periscope’s eProcurement solution is rated #1 by leading analysts for
public sector use. For more information on this and other key offerings,

HOLDINGS INC please visit www.periscopeholdings.com.



Top | Rob White, chief innovation officer
of Davis, Calif., shows off a table full

of educational robots manufactured by
a local company.

Bottom left | Throughout the year we
covered the evolution of the civic hacking
movement. Here, Code for America fellows
visit a jail in Louisville, Ky., during a project
to improve technology used by the city's
criminal justice system.

Bottom right | Washington state
€10 Michael Cockrill makes a video
appearance for govtech.com at the
NASCIO Annual Conference in October. &P
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Baby boomers are retiring again. But after ]
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pipeline is dry. Local governments need
new strategies for getting the job done.
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RETHINKING
YOUR IT
WORKFORC

A little more than six years ago, as
the economy careened toward the
cliff we now call “The Great Recession,”
a national study revealed that a large
number of senior government IT execu-
tives were eligible for retirement, while
recruiting new employees was increas-
ingly difficult. “The upcoming drop-off
in qualified IT employees to replace
outgoing senior management and tech-
nical expertise appears to be certain
and imminent,” the study concluded.
But the recession put the problem
on hold. Baby boomers saw the value
of their investments and home equi-
ties plummet and delayed retirement.
Local governments slashed budgets
and cut workforce headcount, or
instituted furlough days. A few of them
even went bankrupt under reduced
revenue and unsustainable defined-
benefit pension plans. This pulled
the rug out from under government
employment’s main appeal in the
past — stability and good benefits.
Now, as the economy bounces back,
cities and counties again face a tough
workforce situation with some notable
differences. When local governments
shut the doors on hiring for six years,

www.govtech.com

potential employees — who ordinarily
would have been hired and spent years
learning the ropes and honing their
skills — went somewhere else, while
baby boomers who would have retired
a few at a time are now
ready to depart en masse.

Local governments
won’t likely replace those
employees on a one-to-one
basis, and when they do hire,
they’ll probably be seeking
workers with different skills
than their predecessors.

To survive six years of
recession, cities and coun-
ties outsourced IT systems,
hired consultants instead

of full-time staff members, and
they embraced cloud computing,
shared services, virtualization and
software as a service. Those hard-
won efficiencies will continue,

say most CIOs we interviewed.

There are other forces at work too,
which may prevent local governments
from returning to business as usual.
For instance, a change by the Govern-
mental Accounting Standards Board
in how public agencies report pension
liabilities will force new transparency.

“The unstated and often unfunded
pension liabilities of state and local
governments will be a drag on govern-
ment hiring and growth,” said Cate
Long, writing last year in Reuters’
MuniLand blog. “Governments will
need to embrace other strategies to
provide services more efficiently.”

How many IT employees will
local governments need in the
post-recession world? What
skills must these workers bring
to the job, and where will they be
found? Those are the challenges
confronting local government
CIOs across the U.S. Here’s how
some are approaching the issue.

This report is based on
the activities of the Digital
Communities program,
a network of public- and
private-sector IT profes-
sionals working to improve
local governments’
delivery of public service
through the use of digital
technology. The program
— a partnership between
Government Technology
and e.Republic’s Center
for Digital Government
— consists of task forces
that meet online and
in person to exchange
information on important
issues local government
IT professionals face.
More than 1,000
government and industry
members participate
in Digital Communities
task forces focused on
digital infrastructure,
law enforcement and big
city/county leadership.
The Digital Communities
program also conducts the
annual Digital Cities and
Digital Counties surveys,
which track technology
trends and identify and
promote best practices
in local government.
Digital Communities
quarterly reports appear
in Government Technology
magazine in March, June,
September and December.
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citizen datais the need to secure it.

Understanding why government agencies need to secure big data is the
easy part; cyber security attacks are escalating every year — putting citizen
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governments can trust to help make securing and monitoring big data
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CASES IN POINT

Corpus Christi, Texas, CIO
Michael Armstrong has a long list of
accomplishments, but he’s daunted
by the current IT workforce situa-
tion. Armstrong oversees 63 technical
and 25 call center employees who
serve 3,000 city workers. He can’t find
employees with specialized IT skills,
like database administrators, data
architects and network designers.

Last April at a meeting of local
government CIOs in Nashville,
Tenn., Armstrong said he needed
two Oracle database administrators
and joked that he was willing to let
them live at his house if they’d come
to work for him. Six months later, he
still hadn’t recruited even one. Ulti-
mately Armstrong contracted out the
Oracle DBA work. And he’s shifting
to hosted applications, including a

cloud-based ERP deployment that’s
under way now. Armstrong said
Corpus Christi hasn’t deployed an
in-house application for three years.
Those efforts are likely to expand
as the city confronts what could be
a huge wave of retirements. Half of
Armstrong’s staff is eligible for retire-
ment, and when they go, they take with
them a wealth of experience and skills.
“I can deal with a few retirements a
year,” he said, “but if next year I lose
25 people, 'm in serious trouble.”
Armstrong worries that the
Affordable Care Act could accelerate
retirements beginning next year. “What
keeps a lot of people here,” he said, “is
the 10- to 15-year gap between having
enough years in to retire but not being
old enough to qualify for Medicare. If
they were to retire, insurance becomes
essentially unaffordable.” Affordable

[
FEELING UNSATISFIED

Technology professionals post some of the lowest scores in key components of
job satisfaction. That’s bad news for IT departments struggling to attract and
retain qualified employees. (Percentage of respondents who agree with these statements.)
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SOURCE: E.REPUBLIC SURVEY OF 2,259 STATE AND LOCAL GOVERNMENT EMPLOYEES.
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health coverage under the new law
could be a factor in pushing retirement-
age staff out the door.

When those employees leave,
wholesale hiring of replacements
probably won’t happen. The city
can’t offer salaries that compete with
private-sector pay in tech hot spots
like Dallas and Austin. And local
universities aren’t cranking out the
types of graduates Armstrong seeks.

The city works with the Corpus
Christi branch of Texas A&M’s
Computer Science Department to find
new staff, but the university awarded
just nine computer science degrees
last year, Armstrong said. Even those
graduates weren’t necessarily a good
fit. “We don’t need computer scientists
who design computers or write oper-
ating systems,” he said. “I need people
who have more of a business focus.”

Although the university is begin-
ning to get the picture, and the city
is having some luck working with
two-year colleges, Armstrong said the
pool of qualified workers is shrinking.
“We’re not seeing as many people come
out of college with useful degrees.”

These trends will continue to push
Corpus Christi toward IT services,
with city staff focused on managing
contracts and performing integration.

“Given the financial straits of govern-
ment,” Armstrong said, “I think it is
going to be very difficult for govern-
ment, especially cities of our size, to
maintain a really qualified workforce
with the advanced skills we need.”

Up the road in booming Austin,
Texas, the economy is growing
rapidly. Both Google and AT&T plan
to roll out gigabit Internet service
there, making the area a hotbed for
tech startups. Growing competi-
tion for IT talent has taken a toll on
the city’s ability to attract staff.

“It takes us about 240 days to fill
a vacant position,” said Austin CIO
Stephen Elkins. “So even if we get
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a two-week notice, and even if we
have someone there to back that
individual up, it still leaves a hole.”

Elkins, who said 30 percent of his
staff is eligible to retire within the next
five years, approaches the problem
from several angles. Where possible,
staff are cross-trained on various IT
specialties. The city also makes use
of skilled retirees by returning them
to the workforce temporarily until
permanent replacements can be found.

In addition, the city is rewriting job
titles to match current practice, and it’s
doing a salary survey to assess competi-
tiveness with other employers. Elkins
doesn’t expect to match private-sector
pay, but he wants to be competitive
with other government entities.

Elkins also wants to change
city recruiting tactics. Traditional
recruiting at job fairs is too slow,
he said, adding that by the time the
city conducts a series of interviews,
candidates may already have multiple
private-sector offers. To speed things
up, Elkins suggests job-fair contin-
gent offers, under which the city
does in-person interviews and makes
employment offers on the spot.

Finally, Austin could do a better job
of marketing itself, he said. Recruiting
out-of-town talent from economically
depressed areas could be effective,
especially given the city’s thriving live
music scene and college-town vibe. And
playing up interesting projects — like
the current citywide deployment of
business intelligence software and a
rollout of digital video to police cruisers
— could entice potential hires to take
a serious look at city employment.

But like Armstrong, Elkins sees
continued growth for managed services.
Although he intends to retain core
operations, other functions could very
well end up in the cloud.

Regional cooperation is another
way he’s picking up the slack. Austin
partners with Corpus Christi, Houston,
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DAVID KIDD

STRATEGIES FOR BUILDING
YOUR IT WORKFORCE

Encourage retirees to phase out gradually. When special skills are needed,
and procedure allows it, bring them back on a part-time or temporary basis.

Look at job classifications. See if requirements for entry-level positions are

set too high, and design some jobs so interns can get a foot in the door.

Reduce obstacles to hiring. If you have a six-month hiring process, be
prepared to lose potential hires to other opportunities.

Promote your strengths: Highlight the chance to make a difference and to
work on large projects that are of value to the community.

Get current staff members involved in recruiting. “Every member of our team
has an expectation that they are to support our ongoing recruitment efforts,” said
Michael Katz, human resources director for the Colorado Governor’s Office of Infor-
mation Technology. Deborah Layton-Root, Colorado statewide chief HR officer, said
some agencies are allowed to do their own recruitment incentives and can reward
an employee who refers someone who stays for six to 12 months.

Work with community colleges and other resources to recruit college
graduates and those retraining in IT. For example, the state of Colorado, the city
of Denver, the Denver airport and a number of counties have teamed up to pilot a
shared IT candidate pipeline.

Participate in a community college advisory committee related to IT training
and internships; share what you need and how the workforce is changing.

For career days, organize interviews and be prepared to make an offer to
good candidates. Try to attract candidates early in their training and get them
connected with government through an internship.

Hold hackathons to get young people involved in developing useful apps for the
community and working with public agencies.

Post video presentations of job openings on YouTube, featuring successful
people at that position demonstrating what’s required, what the workday is like, etc.
If you work in a technology hot spot with heavy job competition, look beyond
your community for talent.

Outsource, go to cloud computing and hire contract labor to fill gaps. Some
jurisdictions, like San Diego County, Calif., have successfully outsourced nearly
all their IT for years.

Create regional teams to handle common systems. Austin and other
governments in the region work together on cybersecurity, vendor management
and public safety dispatch.
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Fort Worth, Harris County and others
on common problems such as cyberse-
curity, vendor management and public
safety dispatch. “We’ve put together a
work plan,” said Elkins, “and could put
together teams to help us solve some
of our common problems. That helps
ease up on some of our resources.”

CREATING A TALENT PIPELINE

Although shifting to managed
services and boosting regional collabo-
ration can help, there’s no avoiding the
fact that local governments will need to
replace at least some of their retirees.
Building a pipeline that taps into univer-
sities or community colleges is crucial
for filling the bench with new talent.

The Washington State Department
of Enterprise Services (DES) in Olympia
runs an internship program with South
Puget Sound Community College
(SPSCC) that’s been so successful that
the program now supplies interns
to other state agencies and is slated
for expansion. Digital Communi-
ties talked to two people involved in
the program to see what principles
could transfer to local government.

Perhaps the first ingredient for
success is attitude. If your idea of an
intern is someone who sits in a cubicle
surfing the Web, while staff grumble,
“What are we supposed to do with him?”
you might be missing an opportunity,
said Jim Sampson, a desktop support
specialist for the DES who coordinates
the department’s internship program.

Sampson’s record is impressive. Of the
13 interns he has mentored personally,
12 continued beyond their internships
and six are permanent DES staff
members. One of Sampson’s former
interns even outranks him — a fact
that Sampson points to with pride.

The internship process begins with
Sally Murrow, SPSCC’s Cooperative
Work Experience/Internship Program
coordinator. “I meet with the students,
explain the program and help them
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with their resumes,” she said. “Then
I forward the resumes to Jim, and he
talks to the hiring managers and they
figure out where within [DES] they
would fit or where the need is.”

Interns face a full employment
interview at the agency, like any other
prospective employee. They also sign off
on the standard paperwork, including a
non-disclosure agreement, emergency
contacts and a state background check.

“After we clear all that paperwork,
we bring them in and offer them a
position, and basically, put them to
work. They have the same credentials
as any of us,” Sampson said.

Interns are given real work —
they handle work orders selected by
agency staff based on their skills. But
they also get plenty of support. “I’'m

literally one cubicle away, listening,
seeing how they handle the staff”
Sampson said. “They aren’t thrown
to the wolves right away. It’s not
like a supervisory thing — it’s like

a peer is there to help them out.”

Mai Braden’s story epitomizes why
cities and counties should consider
building internship programs with
local colleges. Laid off after a 25-year
retail career, she returned to school at
SPSCC. Her internship with the state
began in 2012 and ended in 2013, when
she became a non-permanent part-
time employee. She is now working to
become a permanent DES employee.

“In school, everything is theory,”
she said. “If all you had was school,
maybe you would succeed in small
business, but at the enterprise level,

[
LIMITED ENGAGEMENT

Engaged employees — those enthusiastically involved in their organizations — are
twice as likely to stay in their current jobs. But among public employees, technology
professionals post some of the lowest scores in key engagement categories.
(Percentage of respondents who agree with these statements.)
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Q&A: Making the Most of Cloud
and Mobility in Government

Increasingly, government agencies are discovering the benefit of cloud

and mobility in encouraging employee productivity, communication and
operational efficiency. Michael Loefflad, solutions engineering director for
Sprint, talks to Government Technology about his company’s current solutions
and bandwidth-boosting initiatives for the future.

Q: How do Sprint network
solutions ensure reliable
access to the cloud?

MICHAEL LOEFFLAD: Sprint is focused
on mobility and network initiatives that
enhance connectivity, capacity, and perfor-
mance for customers accessing cloud-
based applications. We deliver technology
advancements and performance improve-
ments to enable secure and reliable access
to information that resides within government
agencies. The network initiatives are an over-
haul of the infrastructure we've had in place
for our wireless solutions, from cell tower
and base station equipment to backhaul
technologies and core network compo-
nents — all are being upgraded to broaden
coverage, increase performance, and
improve service quality. We're also looking at
how we leverage and deploy our spectrum
assets (800 MHz, 1.9 GHz, and 2.5 GHz) to
better optimize the service experience and
improve performance and connectivity for
our mobile customers as they access cloud
and network-based applications. In addition,
we are scaling our core optical backbone
network to meet the growing demands of
our wireless and wireline data customers.
Earlier this year, we completed the field trial
phase of 100 Gigabit connectivity across

the core of our network, and we recently
completed a live field test of 400 Gigabit

Q: What are the products,
services, and solutions Sprint
offers to help leverage the
cloud and improve mobility?

MICHAEL LOEFFLAD: \We offer a
broad portfolio of innovative solutions
encompassing four major technology
areas: cloud, mobility, networking, and
unified communications. Within each of
these areas, Sprint has tailored solutions
to meet agencies’ unique requirements
through consultative sales, dedicated
engineering and support resources. In
the cloud environment we have a few
initiatives: We provide Software-as-
a-Service (SaaS) in partnership with
Microsoft, offering the cloud-based Office
365 suite. We are launching Sprint Cloud
Compute, Infrastructure-as-a-Service
(laaS) in partnership with Computer
Science Corporation (CSC). We also
offer Sprint Complete Collaboration,
Unified Communications-as-a-Service
(UCaaS), leveraging Cisco and Microsoft
collaboration platforms. We’re working

in partnership with Cisco, Microsoft,

and CSC to bring these initiatives to

the federal space. In the mobility and
networking environment, we are building
on our history of innovation to offer full
mobility and convergence solutions,
rather than just devices and network

control. Sprint is also a leading provider
of wireline-based networking services
(MPLS, Internet, Ethernet), managed
network and security services (MNS,
MSS), and in-building wireless

solutions (CDMA, LTE, WiFi). Because
of our innovation in IP and wireless
technologies, leading software and cloud
provider partners, and the seamless
integration of mobility, Sprint can deliver
comprehensive, flexible, cloud-aware
solutions to agencies that are accessible
anytime, anywhere, and from any device.

Q: What differentiates Sprint
from other network providers?

MICHAEL LOEFFLAD: Sprint delivers
a holistic cloud, network, and mobility
strategy for agencies, leveraging our
network investments and evolving service
portfolio. Our differentiated spectrum
assets drive enhanced connectivity and
performance to meet the needs of our
customers. From a wireless and mobility
service perspective, we are one of the
only providers that offers unlimited service
plans, allowing agencies to deploy feature-
rich mobile applications without having to
worry about wireless usage. And at a high
level, Sprint is taking a more consultative,
trusted technical advisor approach to the
federal space. A lot of commercial-off-the-
shelf products don’t meet the needs of
the federal market — it takes customization
and tailoring. Our approach is to provide
consultative resources that allow agencies
to adopt technology in a nearly risk-free
manner, trusting that we are knowledgeable,
educated, and experienced in doing this for

:n(lJ:II;II?S\-D transport connectivity. Aside from network connections. We have a robust portfolio of  other agencies. We know the challenges
Solutions ’ initiatives, we're focused on our 3G and 4G mobile applications, machine-to-machine and steps it takes to meet requirements
Engineering LTE data services that build the foundation solutions, and mobility management in the federal space and we know how to
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you can’t beat this experience; they
can’t replicate this at the school.”

After her first few days at DES,
Braden was hooked. “Other than
being overwhelmed by the acronyms,
everything else made sense for me
— it clicked. Our servers are housed
in a virtual farm. Now we’re talking
about something huge, and for me
it was exciting because I like seeing
how everything interconnected.”

SPSCC staff visit DES regularly
to observe students in the working
environment. And DES staff participate
on SPSCC’s advisory panel to tweak
the IT program. It’s a good relationship
that keeps all parties in alignment.

“[Sampson] is on our advisory
committee for the computer science
program,” said Murrow. “Many of our
employers that offer internships are
part of that committee. So they provide
input to our faculty as to what they
are looking for and technology that
may be coming their way. We place
a lot of importance on their input.”

Nick Fuchs, DES enterprise infra-
structure and operations manager,
credits Sampson with much of the
program’s success. “He is a true mentor,”
said Fuchs, who is Sampson’s boss. “He
takes care of them and guides them. He’s
former military, and he really exempli-
fies camaraderie. He’s really committed
to making these kids successful.”

The internship program builds
relationships, added Fuchs, which helps
the department land and retain valuable
employees even when it can’t match
private-sector pay and perks. “We don’t
have money to give them so we invest in
on-the-job training,” he said. “We [also]
look for loyalty, and the primary factor
in that is that they like their super-
visor and their work environment.”

To be sustainable, internship
programs must be integrated into the
culture of an agency, said Murrow.
Otherwise they can disappear if a key
supporter retires or takes a new job.
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Interns also must have the skills to
make meaningful contributions to the
agencies in which they are placed, said
Michael Jameson, an IT professor at
SPSCC. “If the candidates are viable
and positive, the entity begins to rely on
them, and they won’t want to terminate
the relationship,” he said. “That makes
the internship self-perpetuating.”

What's the best way to start building
this type of talent pipeline? Get involved
and be ready to act fast, said Kendall
Lawrence, interim dean of career
and applied technology at the North
Harris campus of Houston’s Lone Star
College. The college serves 90,000
students on six campuses, and about 300
students are enrolled in IT programs.

Although attending career days and
similar events can be helpful, agencies
must engage potential interns more

WE’RE NOT
SEEING AS MANY
PEOPLE COME
OUT OF COLLEGE
WITH USEFUL
DEGREES.

directly. “We found it works better
to schedule individual students for
individual interviews,” said Lawrence.
“We have rooms here that organiza-
tions use to interview students. That’s
been really productive.” However, he
cautioned that organizations meeting
with students individually should come
prepared to make an offer of some kind.
Joining advisory committees for local
college internship programs helps to
ensure that interns meet your agency’s
requirements, adds Professor Kiwana
Francis, who is responsible for placing

IT interns at Lone Star. “We have city
and government employees on our
advisory team telling us what’s going on,
how to better present our curriculum
and to make changes if we need to,”

she said. “Let the committee know
what you need and how the workforce
is changing in your environment.”

GET READY FOR MILLENNIALS
Regardless of how you hunt for
new workers, get ready to manage
them differently. Millennials don’t
approach work like their parents
did, and private industry is adjusting
by offering flextime, more vacation
and a better work-life balance.
Daphne Levenson, director of
the Gulf States Regional Community
Policing Institute, trains public safety
agencies on hiring and retaining a new
generation of employees. She says
baby boomers often sacrificed family
activities to meet job responsibilities.
Divorce became more common, scat-
tering kids from different marriages.
Nearly half of American children
are now raised by single parents.
Seeing this, millennials have opted
to run their family lives differently,
Levenson said. Don’t expect them to
work 24-hour shifts, because they
have their priorities arranged around
family and friends. They don’t work
for retirement, either, because they
doubt retirement programs will be
there when they get older. And they’re
not afraid of frequent job changes.
So what does that mean regarding
hiring and retaining millennials?
Parents would rather spend time
with their kids than work overtime.
Most would prefer extra vacation
time to higher pay. They don’t see
race, added Levenson, don’t exhibit
sexism, and since many were raised
by women, have no problems with
female supervisors. But they don’t
have much patience with older people
who are unfamiliar with technology.
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The also may not care for your
attitude. In the past, government
employment was prized — who cared
what new hires thought? They had
to learn the culture of government or
there were plenty of others eager to
take their place. Now the tables have
turned, and governments must pay more
attention to prospective staff members.
It’s not necessarily a bad thing, but
it’s a definite change in perspective.

Levenson said she often talks to
young people who have visited govern-
ment offices to pick up job applications,
and nobody said hello or even looked
up. That leads to stereotypes about
government being bureaucratic, stuffy,
rule-bound and unpleasant, she said.

But Scot Melland, a top executive for
Dice.com, a career site for technology
and engineering professionals, said
public agencies can turn that image
around by becoming more visible on
campus. “Have some functions at your
organization, run some contests, work
with your community colleges, and build
some excitement around your organiza-
tion and what you’re doing,” he said.

After years of decline, colleges are
starting to churn out more computer
science majors, Melland added. And
public-sector jobs have some real
benefits for recent graduates. For
instance, governments offer a chance
to work on large-scale IT projects that
make a real difference to communities,
he said. But local governments must
get better at talking to graduates about
the kinds of projects they’re working
on in order to generate excitement.

CAN GOVERNMENT BE COOL?
Another way to generate interest in
government IT is through hackathons
and similar activities. Participants have
a set period of time — 48 hours over
a weekend, for instance — to present
an idea, assemble a team and build an
app that solves a community problem.
Last summer, for example, the White
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Partnering with innovative

groups can showcase
government IT opportunities
to potential employees.

DAVID KIDD

House backed a National Day of Civic
Hacking that spurred nearly 100 hack-
athons around the country. One of those
occurred in Minneapolis, and CIO Otto
Doll was very pleased with the results.
Eight teams were formed during
the Minneapolis hackathon. One group
used public transit data and GPS to build
an application showing users where
they are located in the city, where the
bus stations are located, where the
buses are and when they will arrive at a
particular station. Since the event, the
team has continued to improve the app,
adding a function that locates racks for
the city’s bicycle sharing program and
shows how many bikes are available.
Doll was amazed at the amount of
talent that appeared — including one
participant who was just 12 years old.
“Programming is not for everybody,” he
said. “It’s not a skill that’s commonly
held. So to have these folks with the
skill and the desire to help the city in
a civic-minded way is impressive.”
Austin held three hackathons
last year, said Matthew Esquibel,
Internet services and IT applica-
tions manager for the city. He said the
events are changing how potential
employees think of government IT.
“Typically we don’t get people out
of college who say, ‘Oh I want to go
work for government and do exciting,

innovative things. But we’re starting
to demonstrate that you can.”

Austin’s hackathons were part of
the city’s partnership with Code for
America. The events were built around
Austin’s open data portal, which also
inspired existing IT staff to use city
data in new ways. “We were able
to energize the civic community to
develop a lot of apps,” Esquibel said.

Sometimes, just presenting the
reality of what government does can
change public perception. Rainette
Stephens, staffing division administrator
for the Louisiana State Civil Service, was
seeking a way to reduce the number of
new hires who quit. She wanted to give
applicants a realistic look at what the
job requires, what the workday is like
and what skills are needed. So she made
a series of short videos of state workers
talking about what they do. Applicants
for a systems administrator job, for
example, can watch state employees like
Regina Toliver or Adam Tidwell give a
personal look at what their jobs entail.

Along the way, something else
happened: “Government workers”
were given a face and a name. There
is no background music, professional
directors or producers — everything is
done by agency staff with inexpensive
equipment — and other jurisdictions
can do the same thing. Watch a few
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of the videos, like the one of Kedrieka
Roberson talking about her job as a
juvenile justice specialist. She admits
that some of her clients have committed
murders and rapes, and they “get in
your face.” But she’s proud of what

she does and it shows.

IT’S TIME FOR CHANGE

Tolstoy said that while everyone
thinks of changing the world, no one
thinks of changing himself. Technology
has changed the world, and what’s
left is the very difficult job of changing
self. The recession compressed and
delivered changes all at once. And
government employment is no longer
seen as a stable life-long career with
early retirement and great benefits in
an otherwise transitory world. It has
acquired an old-fashioned stuffy look
when viewed over the top of a mobile
device or through Google Glass.

Changing self means reaching out,
telling people what good things are
being done in government. It means
launching a hackathon, generating
interest in city and county employ-
ment, going to college job fairs with the
ability to make an offer, or providing
bonuses to employees who recruit
their friends. It means plugging the
gaps as best one can, while building
out a future workforce of millennials
who have been shaped by powerful
technology, quick access and continual
connection, and who are trying to
avoid their parents’ shortcomings.

There’s a backlog of IT needs in
most cities and counties that can’t be
handled by hanging on and hoping
things will return to better days.
Many CIOs told Digital Communities
that the current situation is compa-
rable to the shift from mainframe
computing to distributed systems and
the PC. It’s a big shift that will require
some big ideas and hard work. And
in many cities and counties, those
changes already are under way.
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WHAT’S NEXT?

Digital Communities and e.Republic’s Center for Digital Government meet with local
government officials around the country. These conversations have led to a number
of predictions about the future of government employment and the nature of the
work itself:

The nature of the workforce is going to change, as well as the nature of
the work. There is a great desire for lighter, more flexible and more mobile-
based infrastructure and applications. This is going to change what is being
done, how it is being done and by whom.

Professional networks (outside of the immediate enterprise) will continue
to encourage and support broad-based collaboration. We are going to see
more temporary and special-purpose employees engaged for specific and limited
times as need dictates, rather than a return to wholesale hiring of full-time
workers. There will be increased involvement of a wide variety of supporters,
enablers and advocates, including, but not limited to, interested citizens engaged
in tasks like website design.

There will be a move toward a maturing of the hackathon engagement with
private-sector employees bringing innovation and expertise to government for six
months or so and then returning to their jobs. This seems like a natural extension
of the current state of the tech economy where free agents work as independent
players on a project-by-project basis. Government might create

an “HR technologist mart” where consultants bid on participation in specific
projects for a predetermined period. Further expansion of intern programs may
also be a viable strategy.

More people will work for government for a relatively short period of time.
Fewer will work for a lifetime appointment with extraordinary retirement and
benefits — those will no longer exist. Government as “a great place to start”

is finding more widespread agreement.

Workers will need to function in a multidisciplinary fashion with fewer
specialists and more generalists. Employees will need a mix of technical and
managerial skills to a greater degree than ever before. We will begin to see

the creation of “technology contract administrators” focused on managing IT
contracts. Their skill sets will differ from traditional procurement office contract
managers who handle commaodities or construction.

To support these new requirements, traditional personnel and HR systems
will be reconfigured, as will procurement processes. Both are historically
difficult areas to change, but we are seeing the seeds of change in the way
unions function and are viewed.

Governments will likely need to increase collaboration with university and
industry training programs to have access to the trained people they need.
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#1 Save Money

Estimated $12 billion in annual savings according to an
online community of Federal government IT executives
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#2 Save Time and Labor Cost

According to a Cloud Hypermarket survey, 74% of
respondents agreed that using the cloud has alleviated
internal resource pressures
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#3 Greater Productivity and Mobility

53% say cloud computing offers solutions for
greater mobility and staff productivity

-

#4 Better Collaboration

79% of government agencies allow
employees to use personal devices for work
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#5 More Secure

57% of respondents from a Linkedin survey consider cloud computing MORE secure
for data backup and computing than traditional methods
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RACING TO THE TOP:

The Hawaii Department of Education boosts productivity and security with single
sign-on and identity and access management

uggling a few passwords is a minor
J annoyance that many employees take in
stride. But when the job requires access to a
multitude of applications — all with unique
sign-ons and URLs — remembering that
information can be a part-time job in itself,
and a potential security risk.

The Hawaii Department of Education
(HiDOE) found that very scenario playing
out among its own ranks. With upwards
of 25,000 employees often tasked with
accessing 10 or more major applications
daily to do their jobs, the department’s
customer service desk suffered a continual
barrage of requests to reset passwords.

The situation sparked frustration among
teachers and administrators who sometimes
lacked access for extended periods. It also
redirected the IT staff’s focus to lower-level
tasks, many of which could be automated
with well-chosen technology.

HiDOE found itself in need of an identity
and access management solution featuring
single sign-on (SSO) to boost worker
productivity and IT security.

TACKLING THE CHALLENGE

With an SSO solution, employees would
only have to memorize one password
to effortlessly access their key applica-
tions, including the department’s learning
management system (LMS), time and atten-
dance system, and other applications from a
single sign-in screen. The technology would
lower support costs and improve employee
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efficiency by reducing the time squandered
retrieving and resetting sign-ins, and main-
tain data security and privacy standards.
But implementing SSO also presented
numerous challenges.

“We had over 16 distinct systems with
varying authentication models and pass-
word standards,” says David Wu, HIDOE’s
assistant superintendent and CIO. “While
we did have a basic identity management
capability through our HR and email
system, it was not universal, and we needed
to move to a more robust, scalable imple-
mentation model.”

Reducing employee inconvenience and
bridging the gap across disparate systems
would require a more powerful and scalable
solution. HiDOE sought technology that
would work with its Lotus Notes environ-
ment for email and other tasks, while educa-
tion officials desired easy access to their
other key software using secure identity
management and user authentication.

RACING TO THE TOP

Fortunately, HIDOE was among several
winners of the federal government’s
Race to the Top (RTTT) grant program
designed to spur innovation and reform
in education. With a $75 million four-year
grant received in 2010, HIDOE was able
to earmark $2.1 million to go towards the
technology it needed. Because the grant
program set tight deadlines for comple-
tion of program phases, Hawaii officials

also had to enlist a technology partner
that could roll out a dynamic solution
quickly. After weighing other options,
department leaders chose Dell Software’s
comprehensive Dell One Identity solutions
and SSO capability, which help organiza-
tions manage access governance, identity
administration, privileged users and user
activity monitoring.

“The Dell Software product line provided
us an implementation solution that could
be completed within the tight timeframes
specified in the RTTT grant,” says Wu. “By
choosing Dell Software’s technology, we
were also able to include systems in the
scope that would have been difficult, if not
impossible, to implement in SSO.”

In addition, the Dell Software team
offered extensive expertise and resources
to ensure a successful project.

ENHANCING PRODUCTIVITY AND SECURITY

With grant funding in hand, the depart-
ment started the project’s first phase in
June 2012. Department managers, staff
and vendors worked closely for a little
more than four months. In November
2012, the Dell Software solution went live
to provide teachers, administrators and
others SSO access to five of the depart-
ment’s crucial applications, including its
LMS, HR system, and time and attendance
system. Officials also gained SSO access to
the data warehouse and statewide student
enrollment application.
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“The introduction of SSO represents
a milestone in the way HiDOE utilizes its
resources,” says Wu, noting that users now
access most applications by only signing in
once each work day.

In addition, Dell One Identity solu-
tions add true identity management with
an advanced gatekeeper called a proxy
service to tightly control user access. It
instantly checks all access “requests” when
employees click on a particular icon. The
technology allows seamless access to the
application or content when, and only
when, it detects a valid session identifier
and an authorized, authenticated user.
Hawaii officials also liked the solution’s
ability to:

» Remove vulnerability of systems, data
and applications

» Support a wide range of authentication
methods and security systems

» Enable SSO across multiple web servers

» Provide access and control by a

user’s role
* Add compliance with audit, access

control and separation of duties features

In short, rolling out Dell One Identity
solutions and the SSO component helped
HiDOE rein in increasing I'T sprawl and
provide all employee groups with easy
access to resources they need, without
adding infrastructure or complexity.

REVELING IN THE RESULTS

So far, the results have been a hit with
educators, administrators and other depart-
ment employees, who cheered the initial
rollout of SSO. They’ve expressed enthu-
siasm about extending that ease of use to
additional applications, Wu says.

“By April 2013, we had increased the
number of systems using SSO to 12, and

today users can access 14 applications —
nearly all of our major systems using single
sign-on,” notes Wu.

Other stakeholders have benefited as
well. For instance, application owners have
found that easier, less problematic sign-in

David Wu,

is driving greater user adoption of applica-
tions, while customer service desk workers
are pleased to shift their attention from
re-setting passwords to handling other
pressing duties.

These SSO benefits and efficiencies led
HiDOE to be one of the winners in the 2013
State of Hawaii Excellence in Technology
Awards, and to become a finalist for the
National Association of State Chief Infor-
mation Officer’s (NASCIO) 2013 State IT
Recognition Award.

BUILDING ON A SOLID FOUNDATION

Education officials plan to roll out
additional project phases in the near
future. For example, SSO capabilities
will link with the department’s planned
implementation of Microsoft Active Direc-
tory to enforce security policies across its
Windows environment, and to converge its
IT infrastructure. That tie-in will eventu-
ally allow employee SSO access to web
applications, the network itself and other
resources. And mobility functions will let

users access those resources securely from
any device or location. By late 2015, IT staff
should be able to use SSO to order new
accounts, services and hardware easily and
effortlessly through an Amazon.com-like
shopping cart. They’ll also gain granular

auditing capabilities, with reports that
show who requested or approved a service,
and related usage details, for improved
management and compliance.

“Without a solid identity management
foundation, none of these projects would
have been feasible,” says Wu. Dell One
Identity solutions have “provided us with
the foundation we needed to take HIDOE
to the next level from an information
systems perspective.”

Today, HiDOE is still deciding which
additional components of Dell Software’s
technology to phase in. One of the plans
is to let users access a newly designed
internal employee web portal and the
network using SSO. It is looking to add
two-factor authentication to enhance
security when users access systems from
outside the network as well.

For now, though, teachers, administra-
tors and customer service desk representa-
tives are handling job tasks more efficiently,
helping Hawaii schools continue their race
to the top.

Dell Software helps customers unlock greater potential through the power of technology— delivering scalable,
affordable and simple-to-use solutions that simplify IT and mitigate risk. The Dell Software portfolio addresses
five key areas of customer needs: data center and cloud management, information management, mobile
workforce management, security and data protection. This software, when combined with Dell hardware and
services, drives unmatched efficiency and productivity to accelerate business results.

Software

www.dellsoftware.com
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FASTER INFORMATION,
SMARTER POLICING

AT&T Helps Harrison County Embrace a 21%-Century Crime-Fighting Strategy

H arrison County sits on Mississippi’s
steamy Gulf Coast, where the fish-
ermen, shrimpers and tourists who ply
its waters drive the local economy for a
population of just under 200,000. Despite
two metropolitan hubs, about half of the
976-square-mile region is rural.

The Harrison County Sheriff’s Office
(HCSO) deploys 51 patrolmen working four
shifts, in addition to investigations, admin-
istrative and corrections officers. It’s a large
area with many moving parts in terms of
law enforcement coordination — a fact that
previously created problems for the county.

Radio dispatch, police response and
reporting, booking suspects and tracking
evidence are all connected elements in the
law enforcement continuum, but HCSO
— like most law enforcement agencies
— had always handled them as disparate
operations with separate administra-
tive processes. Using largely a “pen and
paper” system, officers and staff in different
branches each recorded information about
the same incident in discrete silos.
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Recreating the wheel wasn’t just inef-
ficient — it bogged down incident response
time, requiring patrol officers to wait for
staff to look up background reports before
responding to a scene, or arriving to situ-
ations “cold,” potentially without critical
information. It also raised the possibility
of erroneous reporting given the variety of
personnel interpreting and retyping the data.

Harrison County Sheriff Melvin
Brisolara says, “We had to do something
to create efficiencies and get the data
we needed”

CREATE THE WHEEL — ONCE

HCSO had a long-standing relationship
with AT&T — it tapped the telecommuni-
cations company and selected its tech-
nology partner, InterAct”, for a solution to
these challenges.

The goal of streamlining record
keeping and enabling data sharing wasn’t
a simple request. Technologically, there
was no reason why this couldn’t happen,
but it wasn’t common practice in law

ADVERTISEMENT

AT&T

enforcement. Records management
systems are notorious for not playing
nicely with other systems — even when
the “others” are on the same team. Moving
forward, HCSO needed a system that
would be fluid and interoperable.

“We wanted a system that is user
friendly, customer oriented and will work
for tomorrow, not yesterday,” says HCSO
Captain Walter Pitts.

“When you invest this kind of money,
you need to make sure the vendor has the
support staff to keep it up and running,” says
Brisolara. “I felt very comfortable that AT&T
and InterAct could keep this project rolling”

After discussion among staff and the
technology teams, the sheriff’s office
opted to dismantle its antiquated record
keeping in favor of 21%-century digitiza-
tion, adopting public safety applications,
including a computer-aided dispatch
(CAD) system, records management system
(RMS), jail management system (JMS) and
access to a national data-sharing network.

“When public safety agencies work
together, providing mutual aid and
exchanging information in a timely manner,
everyone wins,” says James Cape, Inter-
Act’s Senior Vice President of Corporate
Marketing, “especially first responders who
now have actionable data at their fingertips
from any Internet-connected device.”

“We literally discover new benefits every
day,” adds Brisolara. “The system is remark-
able in what it does for us. It improves the
quality of the work we do and it saves time.
But the most valuable thing is that officers
have access to all the information they need
which is critical to their safety and helps
them fight crime in the community.”

While change is never easy, the ease of
usage quickly spoke for itself. “We were
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looking for a 90 percent approval rate, but
even among those who are less comfortable
with technology, they’re coming on board,”
says Pitts.

Interestingly, the project didn’t tap the
pockets of taxpayers, but criminals them-
selves. The solution was paid for from the
county’s Drug Forfeiture Account, which
uses a portion of proceeds from property
seized in drug busts to purchase tools for
law enforcement.

FAST, SAFE, EFFECTIVE

Implementation of the cloud solution
means that data works harder so police can
work smarter — and safer.

Under the new paradigm, when a call
comes into the communications center,
the information is captured once, and that
information forms the foundation for many
applications throughout the process. A
dispatcher can see and assign an officer
closest to an incident using the mobile
application and can tap into the data-
sharing network via cell phone or tablet to
run a check on a specific location or suspect
for any pertinent data, pulling records from
other law enforcement agencies.

And they can do it fast. Instantly obtained
reports allow police to enter situations
swiftly, equipped with up-to-date informa-
tion and poised to respond effectively. They
can also update the record easily for any post-
event requirements, such as incarceration.

“How much time it takes to get informa-
tion from a dispatch person to the actual
officer responding to an incident can liter-
ally mean the difference between life and
death,” says Vice President of Public Sector,
Eastern Region for AT&T John Stuhren-
berg. “Officers can access the database and
find out if it’s a known felon or a house with
previous problems.”

BACK-END STREAMLINING

Suspects and jail staff alike benefit from
the new technology as well. The detention
facility in Gulfport is the biggest in Missis-
sippi, and by the time a suspect arrives for
booking, information relevant to the case is
ready and waiting, saving a multi-hour wait
for the suspect and extraneous effort by jail
staff. The booking process has gone from
more than 30 minutes to just 5. “Now the
officer comes in, turns the inmate over and
is back out in the field,” says Brisolara.

Thanks to the jail management system,
preparing and tracking evidence is a lot
easier, too. “When officers would obtain
drugs from an arrest, it used to create a lot
of paperwork,” says Pitts. “They would have
to complete a property invoice evidence
submission form, and hand-write a property
tag. Now they enter it into the system and
it eliminates all that paperwork. All they do
is print out the evidence tag and it sticks to
our evidence bag. The evidence is now bar-
coded and electronic.”

For more information, visit www.att.com/stateandlocal

Melvin Brisolara,

Brisolara adds, “Investigators can practi-
cally stay at their desks when conducting
an investigation because all the information
they need is right there.”

It also means that the district attorney’s
office doesn’t need to wait several days
to receive inmate files. Incident report,
evidence and even lineup photos are easily
obtainable by the district attorney and a
host of agencies.

SET FOR SUCCESS

With information at officers’ finger-
tips, the bar has been raised on response
time, efficiency, accuracy, effectiveness
and safety. And when police officers
aren’t consumed by administrative tasks,
it means they have more time to do other
work in the community — a real benefit
to Harrison County.

“We started this project with the goal
of implementing leading-edge, interop-
erable technology and we’ve achieved
that with AT&T and InterAct. We have a
completely modern public safety system
now,” says Pitts.

Stuhrenberg from AT&T sums up
the outcome of the project: “HCSO has
integrated the disparate elements into
an enterprise approach where all of the
elements work together in one constant
and consistent unit. It’s a best-practice
implementation of a network and
seamless facilitation of a solution.”

—
—
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Dash Cam

In-car video conferencing
improves overdue ticket
collection in San Antonio.

By Brian Heaton / Senior Writer
an Antonio drivers with over-
due tickets may soon find them-
selves face-to-face with a judge

— in the passenger seat of a squad car.

The city Marshal’s Office recently outfit-
ted a handful of its cars with video-confer-
encing equipment. When marshals pull over
drivers who have arrest warrants due to
unpaid tickets, the offenders can speak with
a judge immediately via video conference
and settle the issue remotely, instead of trav-
eling to the courthouse or detention center.

The video-conferencing software syncs
with license plate readers and an electronic
court system. Once the judge and driver
reach agreement on the ticket, the driver
can use a credit card to pay the fine through
an online portal on the marshal’s laptop.

Hugh Miller, chief technology officer of
San Antonio, said marshals often encounter
citizens who aren’t “traditional violators”
but simply forgot about the ticket. Inter-
acting with the judge remotely saves them
the hassle of missing work for a court ap-
pearance or having their car impounded.

“There are times where tickets have been
around for years, and so it’s really trying to
get to the point where you can get through
the process quicker and get the person out
of any kind of trouble,” Miller said. “Nobody
wants to have a long-standing warrant. This
closes the loop in a quicker, cleaner fashion.”

Video conferencing with the judge
also saves time for the marshals. Rumaldo
Abonce, chief city marshal, said the big-
gest benefit is getting his people back on
the road faster. For example, an arrest can
take up to two hours from the traffic stop
to the booking. Now if someone wants to
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resolve his or her violations via video, it
can take just 10 minutes.

The concept isn’t new to San Antonio.
The city also has a few kiosks in local
grocery stores that let residents pay tickets
and handle other court matters online,
including speaking with a judge.

According to Miller, the complete in-
car system was put together in stages over
the past year. While the marshals’ cars
all had laptops and some were upgraded
with 4G wireless air cards and webcams,
only five contain the license plate read-
ers, which are essential for the process.

Information on outstanding war-
rants is uploaded directly into the li-
cense plate readers. When a match is
detected, marshals determine whether
the driver matches what comes up on
their screen as the person with the unpaid
ticket. If they think the person’s descrip-
tion is close, they pull over the car.

If it’s the driver’s ticket and he wants to
take care of it, the marshal will try to connect
him with a judge through the in-car video

PUBLIC SAFETY

conference so he can pay the amount
owed. Sometimes the judge will have the
marshal release the person and have
him or her report to court if further
documentation is required.

If the driver is related to
the offender, marshals will
often ask the driver to relay
the information to that person,
Abonce added.

Not every offender gets to
video chat with a judge, how-
ever. Several judges take turns
handling video conferences, but if
they aren’t available, the marshals
simply escort an offender to court.

“If someone wants to contest the ticket,
we at that point either make an arrest for the
outstanding warrant or we [take the person]
to municipal court,” Abonce said. “But for
the most part, this thing has been a really
tremendous benefit to the normal San Anto-

nio citizen.”

bheaton@govtech.com
twitter@govtechbrian
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Data Dictionary

By collecting and collating disparate data, government agencies
are creating information repositories to assist decision-making.

By Adam Stone / Contributing Writer

n Baltimore, CTO Chris Tonjes wants all the
data in one place. All of it. He’s looking at
data on water usage, transportation, disease
control, emergency services, snow removal.
“We are really looking to collect
everything,” Tonjes said. He isn’t just
hoarding. He’s taking all that informa-
tion, massaging it into a universally
accessible format and then making it
available to planners in 18 city agencies.
What Baltimore is doing citywide,
Virginia is attempting throughout its
educational system. By creating their
“data dictionaries,” each of these IT teams
is attempting to turn disparate data into
something that can be readily shared
among a range of key stakeholders.

Information Sharing

Once completed, Baltimore’s new
consolidated database will give users
unprecedented access to municipal
information. Tonjes described a scenario:
Suppose a police officer notices a surge
in parking tickets on a particular block.
By cross-referencing transportation
data, that cop might save a lot of patrol
hours by pairing recent tickets with
reports of missing signs on the street.

In a more severe case, public health
personnel might track a disease outbreak
against water-related complaints that
might indicate polluted water.
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IT will make this possible. “It fulfills
a pressing need for us because we have
45 legacy applications running on a very
old mainframe,” Tonjes said. “By pulling
the data out from the mainframe and
putting it into a relational database, we
can do a lot of interesting things.”

He expects to have a rudimentary
warehouse established this fiscal year,
with full-scale prototyping of analytic
tools to follow soon thereafter. The depart-
ment has no special budget for this: It’s
all being done with in-house resources.

Interns Assist

Those resources are being supple-
mented by computer science interns
from Johns Hopkins University. The
labor isn’t free — it costs about $5,000
per six months’ work for each of three
interns — but Tonjes said it’s worth it.

The interns are doing much of the heavy
lifting. Since legacy systems don’t sync
today, it isn’t possible to automatically tabu-
late the existing data inventory. Instead, the
interns are gathering information from IT
managers throughout the city, one-on-one.

“They are doing all the interviewing,
creating the giant spreadsheet, talking
to people and tabulating stuff. They are
the ones who are doing the digging and
the detective work, which is tremen-
dously helpful,” Tonjes said.

“It is no small feat, and we know that,”
said Heather Hudson, Baltimore’s chief
data officer. “It is going to take a lot of
manual work, looking at the data and finding
those relationships. Then once we see
what we have, the next piece will be data
governance rules and standardization.”

At Johns Hopkins, administrators
said the project helps to further inte-
grate the school into the life of its city.
“It’s very positive for the university to
be supporting the city with this exper-
tise. It’s important that the university
has this deep tie to the community and
to city government,” said Randal Burns,
an associate professor in the Depart-
ment of Computer Science at the univer-
sity’s Whiting School of Engineering.

The effort likewise helps to develop a
future workforce. “Many of our courses are
specifically designed to help people work
in the data and cloud environment,” said
Burns. “It’s great that Baltimore has made
a place where they can use those skills. ”

Broadening Agenda
This is not the city’s first effort to
convert its manual spreadsheets into
something more broadly usable. Rather,
the data dictionary follows on the heels
of an earlier program known as CitiStat.
Launched in 2009, that effort aims
to make city government more respon-
sible, accountable and cost-effective by
pooling data from multiple agencies.
The dictionary takes what began as a
performance-management initiative and
extends the concept to embrace a broad
array of metrics throughout city agencies.
That wider agenda comes with certain
technical hurdles. For one thing, the
existing flat data must be converted into
a relational database, something that
will have to be done manually at first,
though automated routines could even-
tually take over the task, said Hudson.
At the same time, data integrity can
be sketchy in existing platforms. The
year 2007, for example, can easily show
up as 2077 thanks to human error. “So
another benefit of doing this will be to
improve integrity across the board, even
in systems that don’t automatically have
that integrity,” Hudson said. “Our data
is going to get cleaned up as a natural
side effect. It is technically feasible; it’s
just going to require a large effort.”



An Edge for Education

Baltimore’s IT planners are not the only
ones making that effort. At the Virginia
Department of Education, Director
of the Office of Educational Informa-
tion Management Bethann Canada is
looking to collate 777 data elements on
the state’s student body, starting with
the obvious elements such as gender,
race, test scores, postsecondary enroll-
ment, and drilling down from there.

The Virginia Longitudinal Data System,
which went live in August 2013, is funded
by a $17.5 million grant from the Amer-
ican Recovery and Reinvestment Act in
2010. Among other things, that money
provided $2 million to help school districts
improve the quality of their data, and
also funded development of electronic
transcripts in three universities and all
23 of the state’s community colleges.

Besides the Department of Educa-
tion, players in the effort include the State
Council of Higher Education for Virginia,
Virginia Employment Commission and
Virginia Community College System.

g R

Planners seek to create fact-based
information for researchers as well as for
policymakers looking to develop a future
workforce. By developing an easily acces-
sible pool of hard data, “we can answer the
questions policymakers are asking using
real data,” said Will Goldschmidt, a project
manager in the Department of Education
and a lead developer of the data dictionary.

As in Baltimore, Virginia’s efforts have
been hampered by the disparate nature of
existing systems and the lack of a common
format. Making things more complex, agen-
cies want to retain those idiosyncrasies.

“One of our challenges has been that
each agency has wanted to maintain its
autonomy in terms of how we store and
characterize data,” said Canada. As a
compromise, each agency still creates
data in its own format; it goes into the
lexicon that way, and then the common
elements are culled and linked, while
leaving the basic structure intact.

This system helps overcome another
concern: that student data should be
fundamentally anonymous for the purposes
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of research. In making data linkable, IT
managers simultaneously “de-identify” it,
stripping away personal data. “You’re not
going to have your name or Social Secu-
rity number in there. But it’s not totally
anonymous; it will still have things like
your gender and race,” Canada said.

It took some skillful diplomacy to make
this happen. “What you see with this feder-
ated model came out of 18 months of talking
about the rules of engagement, creating
agreed-upon business processes among
various agencies,” said Goldschmidt.

In fact, the IT team went so far as to
bring in a third-party facilitator to ensure
a sense of fairness among all the players.

These efforts already are bearing fruit:
The state’s education leaders have adjusted
certain standards in science and history,
based on the newly available data.

“There already have been policy actions
taken based on this merged information,”
Canada said.

adam.stone@newsroom42.com
twitter@govtechnews
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Reversing its earlier policy,
the California Public Utili-
ties Commission approves
rules to let ridesharing
companies operate

legally in the state.

10/2013

For the first time in

17 years, the federal
government shuts down.
The closure cripples
many federal websites,
closes national parks
and furloughs thou-
sands of employees.

Despite the government
shutdown, state and
federal health insurance
exchanges launch on Oct. 1.
While traffic volumes over-
whelm many state portals
at the start, most glitches
are ironed out quickly. But
problems with the federal
HealthCare.gov site persist
well beyond the launch.

The $1.5 billion National
Security Agency data
center in Bluffdale, Utah,
misses its launch date,
due to a series of explo-
sions blamed on power
surges at the facility.

Michigan Gov. Rick Snyder
launches an all-volunteer
Michigan Cyber Corps of
technologists who would

be called into action in
the event of an incident.

11/2013

White House CTO Todd
Park testifies before the
U.S. House of Representa-
tives about efforts to fix
HealthCare.gov, which
continues to be riddled
with problems more than
a month after its debut.

The Los Angeles Board of
Education moves ahead
with a plan to provide
iPads to students despite
complaints that high
schools should be provided
laptops instead of tablets.
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CONTINUED FROM PAGE / 19

collaborate with one another in
real time and even the governor
is accessing documents on a
tablet when traveling, Waters
said he’s bullish on the cloud’s
potential to improve produc-
tivity for individual workers

at their desk and on the go.

Yes, cost savings are nice. But
the next frontier could be fusing
mobility and the cloud together
so that it’s easy to use and seam-
less for the individual. Again,
the cloud is getting personal.
| MATT WILLIAMS

BIG DATA:

MOVING FROM
DESCRIPTIVE
TO PREDICTIVE

STATE AND LOCAL govern-

ments didn’t crack the code on
big data in 2013, but they took
steps in the right direction.

In October, police in Fort
Lauderdale, Fla., launched an
effort to mash together traditional
criminal justice data and informa-
tion from other city departments
to gain new insights on criminal
activity. New analysis tools will
let the city police department
comb through traffic and trans-
portation information, building
permits and social media activity
in addition to standard law
enforcement databases. Corre-
lating these diverse data sets could
help police anticipate where
crimes will occur and put cops
in the right places to stop them.

Earlier in the year, Denver’s
water department began
analyzing machine data produced
by its I'T systems to spot failure
trends in real time and react
more quickly to user demands.
The data — normally a jumble
of text and code — is displayed

in graphical user dashboards
that allow IT leaders to make
proactive decisions. The next
step, according to Denver Water,
is to marry the machine data
with business transaction data
to gain better understanding of
the utility’s overall operation.

And Dubuque, Towa, is
improving city bus routes with
information gleaned from a smart-
phone app carried by an army of
1,000 volunteers. The app tracks
riders as they move throughout
the transit system, and that data
is being crunched by city plan-
ners to design more efficient
routes. Ultimately the city may
use individual travel data to give
citizens personalized tips and
alerts — for instance, notifying
motorists when their typical travel
routes are snarled by an accident.

These developments show
the public sector’s increasing
sophistication around using data
as a decision-making tool. They
also point toward the growing
importance of state and local
CIOs as the stewards of a juris-
diction’s information assets.

“We need to start under-
standing data and data sources
better, and creating the capabili-
ties within our organizations to
handle this,” said Boston CIO Bill
Oates. “Because what we’re seeing
today is the tip of the iceberg.”

Although governments made
progress this year, they continued
to struggle with applying secu-
rity and privacy regulations in
a big data setting. Furthermore,
inconsistent standards and
questions around ownership of
information hampered govern-
ments’ ability to mix and analyze
large amounts of disparate data.

But mounting popularity
of open data initiatives may be
breaking down information silos
and building more expertise in
using data effectively. “The open
data movement has really helped
us identify ‘dark data’ that are

difficult to extract from legacy
systems or from departmental
stewards who are reluctant to
give up control,” said Oates in an
October interview. “We’ve also
had to think about the quality
and currency of that data”

There were other signs of
progress too.

Maryland is building data
platforms in key policy areas
that promote and facilitate
data sharing. For instance, its
health information exchange
links together all 47 acute care
hospitals in the state, allowing
those facilities to share patient
admission, transfer and discharge
data. “So if you show up at
Mercy Medical Center one day
and at Johns Hopkins a week
later, Johns Hopkins knows
your history of interactions,”
said Maryland Chief Innova-
tion Officer Michael Powell
in a June interview. “Can we
start sharing diagnosis data
through that system? Abso-
lutely. Can we start integrated
cost data, so we understand that
better? We can do that too.”

And in Philadelphia, CIO Adel
Ebeid is looking to marry open
data with GIS to more deeply
understand community issues.
“Data really can’t answer the
‘why; it can answer the ‘what’ and
the ‘when;” Ebeid said. “But when
you start layering GIS technology
on top of that data, you can begin
to put it in a different context.”

As cities, counties and states
build competency around data
quality, standards and gover-
nance, they’re taking steps
toward achieving the real value
of big data — the ability to
predict the impact of policy
decisions, demographic trends,
disasters and other events.
Getting there will be both a key
challenge and a great opportu-
nity for government IT organi-
zations in 2014 and beyond.
| STEVE TOWNS G
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Looking Back to Look Forward

Here are five government IT trends with staying power.

n looking back at the year that was, it
seems too easy just to ask, what have we
learned? The question becomes more
interesting when you ask, what have we
learned that will still matter five years from
now? Such was the genius of Father Guido
Sarducci’s 5-minute University, the old SNL
sketch that has been the inspiration for
this year-end column since its inception.
Predictions are a dangerous game, but
the track record over the last dozen years is
not too shabby. At the risk of tempting fate,
here are 500 words about five things that
will still matter to the public-sector IT
community five years from now.

1/ Ownership is optional: It is telling
that a number of new government data
centers were justified as economic devel-
opment projects, not because they were
essential to government operations. While
Arkansas picked up a used data center in a
killer deal this year and the new adminis-
tration in Washington state began to turn
the corner on what
to do with excess
capacity of its over-
built facility, few
public CIOs harbor
aspirations to get
anew data center
for themselves
when there are
options — includ-
ing everything-
as-a-service and
increasingly in-
teresting cloud for-

mations, including those offered by other
public entities.

2 / Data opens preferred futures:
Policymakers have long looked to finite

sets of clean data from discrete sources to
demonstrate causation in assessing policy
effectiveness and program performance.
That’s good. The orientation is now shifting
to finding correlations in limitless volumes,
variety and velocity of data — including wild
data — to confirm hunches and surface
possibilities that would otherwise

have remained hidden. That’s better.

3 / Analytics change behav-
ior: Minneapolis CIO Otto Doll
argues convincingly that the value
of analytics in the near term is as
a subversively helpful way to get
agencies to share data. Longer term, the
descriptive powers of these analytic tools
will extend into the predictive and even
prescriptive. The latter is both exciting
and a little scary — helping policymakers
make data-informed decisions about how
best to bend the curve, even with the
Minority Report-like shadows that hang
over such a prospect.

4 / Light poles are smarter than they
look: It’s become rather commonplace
to piggyback cell sites, wireless and other
communication antenna on public utility
poles, but that undersells their potential
value. Taken together, power, telephone
and light poles have the makings of an
intelligent operations platform — ie., a

civic-built environment for not only
wireless, but also air monitoring, virus
detection, gunshot listening stations and
other sensor networks.

5 / Dot-gov may be the only gov
some people ever know: There is no
need to pile on the botched HealthCare.
gov rollout, but it is useful to say a couple
of things out loud. Whatever else it dem-
onstrated, the furor over the site marked
an important coming-of-age moment for

Predictions are a dangerous
game, but the track record over the
last dozen years is not too shabby.

the e-government movement. Just a few
years ago, it really would not have mat-
tered if any particular government website
went down because the Web was regarded
in many circles as only an “alternative
delivery mechanism.” No more. The Web
is now how programs are implemented —
even huge ones that touch tens of millions
of people. We need to get it right — not
just next time but every time.

As difficult as they often are, rights of
initiation are a both a mark of earned legit-
imacy and a starting point for what’s next.
As Calvin said to Hobbes on
their last published toboggan
ride together, “It’s a magical
world, oI’ buddy. ... Let’s go
exploring!” &

Paul Taylor is

the chief content
officer of e.Republic,
Government
Technology’s

parent company.
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BODY ELECTRIC

Are you ready to turn your finger into a speaker? Called

Ishin-Den-Shin after the Japanese phrase “what the
COId’ Hard CaSh mind thinks, the heart transmits,” technology developed T
Digital currency 1S becoming by Disney Research uses the body as a sound transmitter §
actual cash in Vancouver. The — a recorded message can be heard by touching your g
world’s first Bitcoin ATM became ear to another person’s finger. source:cizvas %
available in late October, followed
by rumors that four more How it works:
Robocoin ATMs will be installed A computer con- a harmless high- electrostatic field Researchers say
in Canada. It’s been reported that nected to a hand- voltage audio signal, around the body of  the technology
the machine doesn’t look much held microphone which is then trans-  the person holding can extend beyond
different from a standard ATM, records the mes- mitted to the micro-  the microphone, the body, turning
with the exception that users sage, transforming  phone’s conductive  allowing him or everyday items
are verified through a palm scan it into a sound loop casing. The signal her to become a into interactive
instead of the traditional card and that’s converted into  creates a modulated sound transmitter. sound devices.

PIN combination.

SOURCE: NEXTGOV

™
y NSA Blocker

I_ |_|:|: Researchers at Fudan University John McAfee, eccentric founder of anti-virus

in Shanghai have demonstrated network software giant McAfee Inc., wants to create a

technology that could be 10 times faster than device that blocks the National Security Agency

traditional Wi-Fi by transmitting data as light — and other snoopers — from accessing private

instead of radio waves. To carry the signal, information. He calls his idea the BX&ZiE1l a

the light needs to flicker very rapidly and a gadget that would work with smartphones and

camera connected to the user’s device needs other devices on a small, private network to

to be positioned so that it can see the light. prevent unwanted access. While no prototype is .

The downside is that users need to be within available yet, the design is complete. McAfee’s [ .l,l.‘ |

sight of the light bulb, but overhead lights in an looking for development partners. source wasasie John McAfee
office, for example, could be wired to the Web.

APIMAGES.COM

SOURCE: QUARTZ

Send Spectrum ideas to Managing Editor Noelle Knell, nknell@govtech.com, twitter@GovTechNoelle
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Strategizing for 2014

The seven technology trends you need to consider when planning for next year.

ow is it December already? One
moment I was planning the year
and blink, the year was over.

I love December, as it’s a great time to
reflect on the year that was and the year that
is to be. A lot has happened in government
technology in the last year, and there’s much
to be excited about for 2014.

Here are my seven biggest trends for 2014:

1/ Design Thinking for Service Delivery.
Earlier in the year, I wrote a column about
design thinking in government. I must

have struck a chord as it was my most popu-
lar article for the year. Further, Stanford
d.school added a class on rebooting govern-
ment with design thinking. Design thinking
is 2014’s requirements gathering process.

2 / Mobile Shift. I think 2014 will bring a
huge shift in mobility; you will finally see
agencies moving off BlackBerry and into
iPhone and Android. I think you will see
deeper mobile and tablet rollouts — not
just for city hall officials but also mission-
critical work like park sign-ups, sewage
treatment and more.

3 /Solving Deeper Problems. I just got
back from the Code for America Summit,
and it was amazing to see how
much emphasis was given to
working on more meaningful
problems like criminal justice
versus neat apps. We need

to get past just making cool
citizen engagement apps and

Steve Ressler

is the founder

and president of
GovLoop, a social
networking site
for government
officials to connect
and exchange
information.
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work on tools that solve the deep mission
problems of government. I'm excited to see
more of this approach in 2014.

4 / Virtual Training. In 2014, I believe
youwll see more and more agencies moving
to virtual training. And not your 2001
boring PowerPoint and bad voice-over
e-learning, but government starting to
incorporate the lessons and approaches of
cutting-edge virtual training such as Khan
Academy and massive open online courses
like Coursera.

5 / Procurement Reform. The backlash
of HealthCare.gov has turned into a
national conversation about public-sector
procurement. It’s rare to have this much
attention on a very niche (but important)
issue. I believe in 2014, you’'ll start to see
some changes at the federal level in pro-
curement that end up trickling down to
the state and local level.

—— >

6 / In-Sourcing Tech Doers. The United
Kingdom has built a 300-person Govern-
ment Digital Service team that’s respon-
sible for building and designing gov.uk

and rethinking digital solutions for service
delivery. It’s unusual for a government
agency to have that much technical, design
and development talent in-house. I think
that in 2014 you’ll see more digital services
offices that are more than just a policy and
strategy shop but with doers in-house.

7 / Rise of Chief X Officers. This year was
the rise of new roles such as chief innovation
officers, chief data officers and chief digital
officers. New technology and trends require
new roles so you'll see more of these titles in
cities and states across the country in 2014.
The best part of being in technology is
that it’s always changing in approaches and
opportunities. As you get going on your
2014 plans, hopefully youw'll plug in a few
suggestions from these trends. @
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