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L

that book. You learned how to play that
instrument. You tried that recipe. You took
up that new hobby. You explored creative
pursuits, and you learned something new.
What a luxury it is to have the time and
wherewithal to develop new interests.
Reﬂection. A CIO I interviewed several
years back talked about their daily routine,
which started with dedicated time each
morning for quiet thinking. While those
of us with active work- and learn-at-home
households perhaps struggle for quiet
whenever we need it, the opportunities,
in general, have been more plentiful since
the ﬁrst stay-at-home orders came early
this year. Whatever it looks like — a walk
around your neighborhood at lunch, morning
coffee in the backyard or a quiet space
for contemplating potential solutions to
vexing problems, personal and professional,
time for quiet reﬂection is precious.
Gratitude. There’s nothing like a global
pandemic to underline how many things
there are to be grateful for. Thanksgiving
likely looked different this year than in
years past, but my hope is that you enjoyed
the time to gather with those in your
household, share a meal and reﬂect on the
many lessons of 2020. As a veteran of local
government work, I’ve always viewed it as a
privilege to be able to make a living serving
the public, and I’m inspired by the many
stories we are lucky to be able to tell about
the extraordinary lengths public servants
have gone to this year to respond to neverbefore-seen challenges. You’ll see some of
them in our Year in Review feature starting
on p. 14, and many more at govtech.com. 2021
promises to bring more such opportunities,
and having lived through 2020, we’re poised
to tackle them with optimism, creativity
and a renewed sense of purpose.

ast year at this time, it’s doubtful
any of us would have readily agreed
to all the challenges that the new
year, 2020, would bring. We’ve been
confronted with creating and adapting to
new ways of learning, working and living
our lives amid stressors that we have
never experienced before. But for all the
hardship the new year ushered in, 2020
has also provided a unique opportunity
to reﬂect. Its lessons are many. Here are
a few that rise to the surface for me.
Resilience. The human spirit is capable
of withstanding an incredible amount
of stress. This year hasn’t been easy for
anyone. Large segments of the economy
have been decimated and lives have
been lost on a massive scale. And even
for those of us fortunate enough to have
our health and the privilege of a stable
job, our lives and routines have been
completely upended. We miss face-to-face
interactions, parties, celebrations, sports,
concerts, performances and countless
other social events where we’d mix with
crowds large and small without worrying
about whether doing so could expose
us or our more vulnerable loved ones to
an often deadly virus. But in large part,
we’ve adjusted. We’ve adapted and we will
emerge with a far greater appreciation
for a way of life that can be easily taken
for granted. Maybe we’ll be less likely
to take it for granted in the future.
Creativity. We suddenly have time
for those things we always wanted to try,
but didn’t have the time for before all of
this forced time at home. Remote work
means no more commute, freeing up
additional hours in the daily schedule.
Those projects around the house are ﬁnally
getting crossed off the to do list. You read
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govtech.com/extra:

tech/bytes

Updates from Government Technology’s daily online news service.

Up in the Air
As COVID-19 cases climb, the idea of deliveries via drone
becomes more appealing for state and local government, but
introduces questions around regulation. For now, the Federal
Aviation Administration calls the shots, but reporting issues
to the feds is not intuitive for citizens, who are more likely
to contact local public safety officials. Experts like Reggie
Govan, former FAA chief counsel, recommend states get
out ahead of the problem and work with industry partners to
recommend guidelines, and invest in projects like testbed
corridors for drones.

2M

$

The total amount of funding that
startup RapidSOS received via publicprivate partnership to offer public
safety agencies a zero-cost way to test
new technologies.

1,500

DRIVING DOWN FRAUD
North Carolina has seen a 90 percent increase in efficiency managing
insurance fraud cases thanks to a new tool called the Insurance
Crimes Investigation System (ICIS), which was implemented in March.
The product of a collaboration between the state’s Department
of Insurance and Government Data Analytics Center and the SAS
Institute, officials attribute its success to North Carolina’s work with the
people who would actually be using the system to develop and test it.

The number of online court
hearings in Elkhart County, Ind.,
between July and October.

Biz Beat
Hayden AI, a startup that wants to mount
cameras on city vehicles in order to capture
traffic violations and gather data, has brought
on two big names to help it grow: former U.S.
Transportation Secretary Anthony Foxx and
former Washington state CIO Stuart McKee. The
company recently announced the news along
with a $5 million investment funding round led
by Autotech Ventures.

8

The number of states using at least
some paperless voting systems at
polling places in 2020.

WHO SAYS?
“Our concern is you’re going to have millions and millions of devices
out there that will be impossible to track.”
govtech.com/quotedecember2020

SHUTTERSTOCK.COM

MOST READ STORIES ONLINE:
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Digital States Survey 2020: Cloud Is More
Critical Than Ever

Reimagining Interstate Rights of Way
Could Bring Energy Boon

Utah County Makes History With Presidential
Blockchain Vote

How Should States, Local Areas Prepare
for Drone Deliveries?

How Colorado Is Preparing for Election
Night Disinformation

CISA, FBI Warn of ‘Imminent’ Cyberthreat
to U.S. Hospitals

11/9/20 11:39 AM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
25

50

75

BLACK

The percent reduction in vehicle
miles traveled in July 2020 compared
to the same month in 2019,
according to StreetLight Data, largely
due to increases in remote work.
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DATA POINTS

By Daniel Castro

Setting Up for Success
As public and private organizations alike make remote work permanent, they’ll need to
make adjustments to more than just where staff are located.

T

But this still reﬂects a signiﬁcant increase,
since only a few years ago between 4 million
and 5 million Americans worked remote.
As both employers and workers have
gained experience with teleworking, and
as the technology has proven its reliability
and convenience, many workers will
likely continue to telecommute, at least
part time, even after the pandemic.
To ensure this transition to telework
is effective over the long term, both
public- and private-sector organizations
should focus on the “seven C’s”:
Cloud: Organizations that have adopted
cloud-ﬁrst strategies are well-positioned
for telework because their services are
accessible remotely. Organizations should
use the shift to telework to expedite
their migration of services to the cloud.
Collaboration: Working from home
is not productive without the right
tools for collaboration. While video
conferencing tools are a must, so are
other collaboration tools, such as project
management and whiteboarding tools.
Organizations will need to make sure
their employees have the software they
need to work effectively from home.
Cybersecurity: Teleworkers face unique
cybersecurity risks, especially if they are
using their own devices, which may not
have proper security controls to prevent
intrusions. Organizations need to continue
providing security awareness training
and move quickly to adopt multifactor
authentication across all services.
Culture: One of the biggest barriers
to telework adoption is organizational
culture. Employees are often concerned

his spring, as businesses began
closing their doors and state and
local governments issued stay-athome orders in response to the start of the
coronavirus pandemic, many organizations
began allowing their staff to work remotely.
While these changes were born out
of necessity, teleworking has long had
appeal for its many beneﬁts, such as lower
turnover, reduced relocation costs and
positive environmental impact. Months into
the pandemic, it is clear that the massive
teleworking experiment has largely been
a success, with a number of organizations
announcing plans to extend this option
permanently to their staff, but making
this change sustainable over the long term
will require additional adjustments.
For many people, teleworking during
the pandemic was a signiﬁcant change. In
May, approximately 35 percent of employed
Americans worked from home, according
to the Bureau of Labor Statistics (BLS).
Women were more likely to telework, with
approximately 41 percent of female workers
teleworking compared to 31 percent of
males. And those holding college degrees
teleworked the most — nearly 54 percent
of workers with a bachelor’s
degree teleworked, and 69
Daniel Castro is
percent of those holding
the vice president
of the Information
advanced degrees did so.
Technology and
The number of teleworkers
Innovation Foundation
(ITIF) and director of
has
since dropped. In
the Center for Data
September, BLS reported
Innovation. Before
joining ITIF, he worked
33.5 million Americans
at the Government
teleworking because of the
Accountability Office
where he audited
pandemic, approximately 23
IT security and
management controls. percent of the U.S. workforce.

that if they are not in the office they will
lose out on important opportunities
for face-to-face interactions with their
managers or that their peers may consider
those working remotely to be making
less valuable contributions to the team,
potentially hurting their opportunities for
professional advancement. Organizations
that want to make telework a success will
need to embrace it from the top down.
Camaraderie: Most people have
experienced how email and text
communications can quickly devolve into a
series of hostile, or even toxic, interactions
that might not otherwise occur face-to-face.
However, a variety of new AI-based tools
can monitor these electronic exchanges
to perform sentiment analysis and help
managers respond to employee concerns.
Community: With employees working
remotely, many lose out on opportunities
for the type of water cooler conversations
that help build community within
an organization. Organizations will
need to dedicate time and resources to
building their own virtual community
and encouraging social interaction that
fosters strong working relationships.
Commute: One of the beneﬁts of
teleworking is no commute, which can save
hours of travel each week, not to mention
the associated costs. But commuting offers
some upsides, such as an opportunity to
disconnect from work, listen to a podcast,
or go for a walk or bike ride, that may fall by
the wayside. Indeed, Microsoft has proposed
a “virtual commute” tool to help workers
plan time for reﬂection and establish a
boundary between work and home.
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CIOs: Making the
Most of the Moment
In this Q&A, Hardik Bhatt shares his perspective on how state and local government
CIOs can advance their long-term vision, continue to improve citizen experiences, and
more firmly establish their leadership role amid times of crisis and budget cuts.

Hardik Bhatt, Leader, Digital
Government and Transportation,
AWS and former CIO of Chicago and
the State of Illinois

better citizen services despite
reduced resources.

You were CIO for the City of
Chicago (2006-2010) during the last
economic crisis. How is today’s
“next normal” similar to or different
from past recessions?

The opportunity now is in
“
moving to the cloud. Instead of

How can CIOs advance their
modernization agendas in ways
that account for the the next
normal?

In both recessions, CIOs have had
to innovate, without really having
a dedicated budget to do so. The
difference is in the opportunities.
When our budgets started getting
pinched around 2007, we virtualized
servers to reduce server costs. We
started migrating mainframes because
we were spending millions of dollars
on maintenance and were losing
people who had mainframe skillsets.
We talked about moving people
online for city services instead of
having them stand in line in offices.
The opportunity now is in moving to
the cloud. Instead of online services,
it’s more holistic citizen engagement
using Alexa and call centers that are
more interactive and responsive.
The opportunities have changed,
but the objective is still to provide

It’s all about doing more with
less. For example, the state of West
Virginia deployed an Amazon Connect
call center, which is basically a soft
call center where you do not need
to deploy an entire voice-over-IP
system. By the second week of April,
the state’s existing UI call centers
had received 77,000 calls, which
completely overwhelmed its legacy
call center platform. By the third
week in April, after rolling out Amazon
Connect, the state processed a record
61,252 calls in one day.
The state also deployed Amazon
Polly, a text-to-speech service, which
provides callers with basic information
during the initial call flow. Currently,
96 percent of calls are handled by the

GT20 Q&A AWS_Hardik.indd 4
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What should CIOs think about as
they reassess their budgets and
modernization plans?

It’s important to have a “Now, Next,
Future” plan. As everyone returns to
work, the first order of business is
building trust in the work environment
and in the community. That includes
contact tracing, social distancing and
continued remote working capabilities.
For the foreseeable future, we’ll have
a hybrid workforce, with people
working at home, in the office or
some combination.
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Next, a lot of organizations
have access to CARES Act funding
through the end of the year. CIOs
need to maximize the impact of
that funding. You can buy servers
and laptops, but there is a longterm total cost of ownership.
Conversely, if you spend on
citizen engagement, call centers,
analytics, backup and disaster
recovery, or migration of
mission-critical systems onto the
cloud, you’re investing the right
way, with the right total cost of
ownership.
Over the next few years, you
can get out of the data center
business. You can turn off the
mainframe. The key is having a
Now, Next, Future plan from the
beginning.

CIOs are not just back-oﬃce IT directors or brokers of IT
“
services, and they need to get out of that mindset. CIOs are
transformation drivers and policy influencers.
making it more cost effective
for governments. Organizations
should review the catalog of
services they provide, determine
what can be completed through
constituent self-service, and then
move in that direction. It may take
18 months to get there, but it will
save them a lot of money going
forward forever.

With hybrid work, budget cuts
and other changes, how should
CIOs address security and
compliance strategy?
You cannot take shortcuts with
security, privacy and compliance,
but you should not lose sleep
over them.Instead, you can let a
cloud provider take responsibility
for physical security. It doesn’t
make sense to be in the data
center business. It’s the same
with compliance. A decade ago,
Payment Card Industry (PCI)
compliance was a nightmare for

Why should agencies move
with greater urgency to get
citizen-centric digital services
in the cloud?
Even before the pandemic,
government wanted to give
constituents an Amazon-like
experience. However, it is not
just about providing a better
citizen experience, but also

CIOs. It was extremely complex
and took a lot of time. Now you
have a cloud that comes with
PCI compliance and all the other
compliances.

How has the CIO role changed
as a result of the pandemic?
How can CIOs make the most
of the moment?

CIOs are not just back-office IT
directors or brokers of IT services,
and they need to get out of that
mindset. CIOs are transformation
drivers and policy influencers.
They are very citizen-facing.
Look at everything they’re doing
with unemployment insurance
and health and human services,
or with licensing and permitting.
Right now, they also need to be
talent magnets for all the amazing
people who lost their jobs in
the downturn. It’s an important
time for CIOs to talk about the
transformation they’re driving.

Developed by Government Technology and the Center for Digital Government, Digital Communi es is a
unified and coordinated program of e.Republic products and services to help sponsors market and sell to city
and county governments. Digital Communi es provides opportuni es to collaborate with local government
execu ves face to face, work in groups via social networking sites, par cipate in teleconferences, webinars and more.

Amazon Web Services (AWS) Worldwide Public Sector helps government, educa on, and nonprofit customers deploy
cloud services to reduce costs, drive eﬃciencies, and increase innova on across the globe. With AWS, you only pay for
what you use, with no up-front physical infrastructure expenses or long-term commitments. Learn more about AWS in
the public sector and how to get started here: h ps://aws.amazon.com/stateandlocal/
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FOUR QUESTIONS

3

What did you learn as CDO at the
Federal Transit Administration that
you could apply to state work?
At the FTA, I was fortunate enough to be
the chief enterprise architect as well as the
chief data officer, so I had cradle-to-grave
control over data, from collection to use
in the business intelligence environment.
That dual role gave me a lot of control over
how our data was created, governed and
used, which facilitated our ability to build
out a variety of intelligence solutions. That
experience gave me a good understanding of what it takes in each of the executive
branch agencies of state government to
implement appropriate data governance
over our assets. The 63 executive branch
agencies in the commonwealth all operate
in different business sectors. You can’t just
come in and make wholesale changes in
how these systems operate. You have to understand how these systems function culturally and implement appropriate governance
to help everyone get up to speed on policies
and practices to move the organization
forward without breaking the bank or making
enemies or giving people a lot of work that
they just don’t have the resources to do.

Carlos
Rivero
Chief Data
Officer, Virginia
In 2018 Carlos Rivero
was named Virginia’s first
chief data officer, charged
with establishing guidelines
for data use and privacy
as well as coordinating
data sharing between
different parts of the state
government. Recently,
Rivero talked to GT about
his efforts to transform
business intelligence
capabilities in the wake of
the COVID-19 pandemic.

1

As CDO, how closely do you work with
the state CIO to make sure your efforts
are aligned? CIO Nelson Moe and I
work together very closely. We both report
to Secretary of Administration Keyanna
Conner. We meet once a week with the
secretary, and we also meet every other
week to identify the technology projects
I want or need to implement to move my
initiatives forward and how his organization can help facilitate that, not just from
a security standpoint, but from a procurement and IT governance standpoint. We
work to make sure the work I am doing ﬁts
within the enterprise model of the services
his organization provides.

Portal, an online portal that facilitates
individuals’ engagement with different
workforce services. Previously, if you
wanted to access workforce services, you
had to physically go to a career services
center. Because of the pandemic, those
centers were shut down. How do you get
access to unemployment insurance or training
and certiﬁcation or job search help? There
are multiple organizations within the state
providing workforce-related services and
we brought their data assets together. Now,
when you log in, it automatically creates an
account with each of those organizations’
systems and puts the onus on them to contact
you to follow up. And we created a series of
performance management dashboards that
look at the metrics around how long it takes
someone to go through the process once
they submit their eligibility request and how
long it takes the provider to respond. Being
able to look across the state at the different
workforce services we are providing and the
demand for those services is one of the key
intelligence aspects of this platform.

2

Did your office have to shift gears
to support the state’s pandemic
response effort? We had the
data governance framework in place,
so when the pandemic hit, we needed
to accelerate deployment of all our
capabilities. Here’s one example: We were
already working on a Workforce Referral

10

4

Can you describe the pilot project
your office worked on related to the
opioid crisis? The legislation that created my position mandated that the CDO
would work on an opioid pilot project to
demonstrate the value of data sharing and
analytics to solve a complex problem. That
was a key draw to come to the state.
The project started with the Northern
Shenandoah Valley Substance Abuse
Coalition partnering with our Department
of Criminal Justice Services. I guided them
in what I thought was the most meaningful way to showcase how data sharing and
analytics could help. The goal now is to
empower community leaders with access to
information to help them make data-driven
decisions in every aspect of the opioid crisis
they deal with, whether that is law enforcement, health services or community services.
The premise is that the integration of disparate data sets will help identify and quantify
the relationships between multiple metrics
and help present them in an easily digestible
way to a variety of stakeholders.
— David Raths, Contributing Writer
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2020 Required More
Than Preparation ... Agencies
Had to Be FUTURE RE ADY
This year, in partnership with Google Cloud, we’re recognizing ﬁve
state and local government agencies that demonstrated what it means
to be Future Ready by leveraging innovative technologies, processes
and leadership.
This month we’re
recognizing three
Future Ready
jurisdictions as
part of the 2020
Government
Experience Awards:

City of El Paso, Texas
The city of El Paso, Texas, deployed a community-centric website
(epstrong.org) to provide centralized messaging and resources to
residents, which became a critical foundation in its response and
adaptation to COVID-19.
Orange County, Florida, Property Appraiser’s Office
The Orange County Property Appraiser’s Office deployed a
multimodal feedback collection system that consisted of chatbots,
social media, kiosks and an AI-enabled cloud-based survey for ﬁeld
appraisers.
State of Mississippi
The state of Mississippi deployed a number of AI-enabled
communication capabilities, including a chatbot named ‘Missi’ and
Google Assistant skillsets, that allow citizens to quickly ﬁnd the
information they need through a simple text or voice query.

20
20
Read more about all the 2020 Future Ready Award winners at

govtech.com/futureready/awards

GT20 AD Future Ready Lynchburg.indd 3
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The Drive to Digital: Cities Step Up
For many in local government, COVID-19 has dramatically changed the trajectory of their work. The 2020 Digital Cities
survey, conducted by the Center for Digital Government,* documents the creative responses mounted by cities across
the country to the unique circumstances they confronted this year. Further, the survey highlights how the pandemic
has accelerated cities’ efforts to serve citizens digitally and run their own operations at peak efficiency in the process,
using technology. Here are some key data points to benchmark these efforts. For our expansive analysis of this year’s
winners, go to govtech.com/digitalcities2020.

City IT Spending

Winning
These cities took first place
in their population categories
(smallest to largest):

Danville, Va.

43%

19%

14%

9%

IT INTERNAL
STAFF

SOFTWARE (LICENSES,
PURCHASES)

HARDWARE (LEASED,
PURCHASED)

IT SERVICES (CLOUD,
INFRASTRUCTURE
SERVICES)

Sugar Land, Texas

6%

3%

IT SERVICES
(CONTRACT SOLUTIONS
DEVELOPMENT)

IT CONTRACTED
STAFF

7%

Bellevue, Wash.

TELECOMMUNICATIONS

Virginia Beach, Va.
San Jose, Calif.

Supporting Cyber
Percentage of IT budget that goes toward cybersecurity:

CIO Priorities

11%

1 / Cybersecurity

LESS THAN
1 PERCENT

33%

2 / Budget and Cost Control

6-10 PERCENT

3 / Citizen Engagement/
Experience
4 / Disaster Recovery/
Continuity of Operations

56%

5 / Business Process
Automation

12

1-5 PERCENT

*The Center for Digital Government is part of e.Republic, Government Technology’s parent company.
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Filling
the
Gaps

75%
57%

55%

50%

Cities most
need staff in
these areas:
CYBERSECURITY

Confronting
COVID-19

APPLICATION
BUILDING,
INTEGRATION
AND
MODERNIZATION

DATA
ANALYTICS/
BUSINESS
INTELLIGENCE

45%

PROCESS
IMPROVEMENT
AND
MODERNIZATION

IT SUPPORT
AND HELP
DESK

Breakthrough Tech

Biggest challenges in pandemic response:

IN USE

Artificial Intelligence
Blockchain
Digital Assistants
Drones
Edge Computing
IoT

ACCESS TO SUPPLIES (IT HARDWARE/
EQUIPMENT FOR REMOTE WORK, ETC.)

73%
IMPACT ON REVENUES

49%
5%
30%
75%
52%
77%

PLAN TO USE

35%
15%
38%
11%
15%
16%

73%
REMOTE WORKFORCE MANAGEMENT

68%

89%

of cities are using business
intelligence/data analytics tools, and
another 10 percent plan to start.

CULTURAL CHANGES

When it comes to
Key Performance
Indicators (KPIs), the
numbers are similar:

66%
TECHNOLOGY ACCESS FOR EMPLOYEES

60%

85%

use them now,
and 10 percent
plan to soon.
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Upside Down:
How 2020
Changed
Everything
We look at the changes this transformative year has
wrought and what “normal” might mean in 2021.
In searching for bright spots
from this most disruptive year,
those of us doing the writing, and not the
doing, got unparalleled opportunities to
use words like disruptive, transformative,
unprecedented, extraordinary and so many
more. And, thankfully, with the bulk of 2020
behind us, it’s clear that the work of government
technology leaders gained new respect. Never
before has the need for robust connectivity,
sound technical infrastructure, intuitive online
services and digital literacy been laid so plain.
Prior to the onset of the pandemic, telehealth was slowly increasing in availability
and adoption. But the risks to patients and
providers of in-person visits during COVID-19
led to a dramatic increase as 2020 wore on.
“The meteoric rise of telehealth during the
pandemic has not only helped us combat the
virus, but also prompted a new conversation
around the future of patient-centered care,”

reads a press release from late July from the U.S.
Department of Health and Human Services. In
fact, nearly 44 percent of in-person primary care
Medicare visits utilized telehealth in April 2020,
compared with less than 1 percent in February.
Another area with far-reaching impact from
the pandemic was the American justice system.
Courts at every level, jury trials and so many other
procedural operations ground to a halt when stayat-home orders were ﬁrst issued. But as the spread
of COVID-19 continued, tech experts were called
upon to enable new ways of conducting court
business with signiﬁcant remote components. In
September, Law.com characterized virtual jury
trials, piloted in a few rare instances this summer,
as “morphing from experiment to expectation.”
In this story, we consider eight other
areas of government life that have experienced large-scale disruption this year, and
the leading role that COVID-19 played.
NOELLE KNELL
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HEADLINE

WORK

Work

When social distancing orders
and recommendations came along

SHUTTERSTOCK.COM

in March, the public sector implemented
something that many state and local
government organizations had largely
resisted up to that point: telework. One
state IT leader recalled that suggestions
of broad adoption of remote work prior to
the pandemic had policymakers looking
at him as though he had three heads. But
suddenly, remote work made a lot of sense.
Agencies varied in their preparedness.
Although many organizations leveraged remote work technology that they
already had, most had to increase capacity
as well as purchase additional equipment by the thousands. Paper-based and
in-person services caused greater headaches during this disruptive period, with
the crisis accelerating calls for rapid digitization. Emergency procurement rules
and add-ons to existing contracts were
instrumental in making sure essential
services could still be delivered to citizens.
IT shops were essential in making the
shift, ﬁnding support needs skyrocketing
as they worked to make sure employees
could do their jobs from their homes.

16

Despite the abrupt change to the status
quo, more than a few stakeholders have
found that government can move quickly
when needed. At the same time, while a
crisis can inspire people to come together
and make timely changes, the scramble
to enable telework in 2020 shows that
being proactive with tech solutions before
disaster strikes can lower many a heart rate.
The shift to remote work didn’t merely
pose technical and logistical considerations. It changed work cultures, raised
myriad policy questions in areas as diverse
as human resources and public meetings,
and increased cybersecurity threats. But in
numerous cases, it also led to increases in

productivity and efficiency, brought about
long-overdue steps toward modernization, and gave leaders new perspective on
how talent can be managed and attracted.
Generally, agency heads have found that
their staff can perform just as well, if not
better, in a remote context. This realization has brought about novel ideas in state
government about workforce recruitment.
States are talking not only about allowing
telework as an option after COVID-19
passes, but also about the possibility of
hiring employees who don’t live in the
local area. Although some still place a
higher value on face-to-face interactions,
broadening recruitment efforts in this way

December 2020 // www.govtech.com
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HEADLINE

HOW 2020 CHANGED EVERYTHING

especially when one considers that an
appreciable number of good opportunities might be remote-only in the future.
Education at all levels has felt both the
sting of digital inequality and the pressure to translate in-person instruction into
remote learning in 2020. Many students,
whether in big cities or nonmetropolitan
areas, are still having to travel to Wi-Fi
access points in order to stay on top of
classwork. Meanwhile, some parents are
struggling to ﬁnd a balance between helping
their children keep up with homework and
taking care of their own remote duties.
In our more socially distanced world,
teachers continue to make tough decisions

could help governments attract and retain
talent for historically hard-to-ﬁll positions. Indeed, the pandemic has called into
question the traditional notion that public
workers always need to be in an office.
Of course, telework can only work if you
have broadband in your home. The most
obvious obstacle to embracing telework
is the lack of reliable, affordable highspeed Internet in many rural and urban
communities. This unfortunate disparity
in access during such a critical time means
that state and local governments have
an even larger stake in connecting residents in their communities. This issue can
affect the ability of adults to make a living,

about their approaches to course material.
Is there a proper substitute for hands-on
learning in every case? And what about
young and special needs children who
don’t respond as well to virtual lessons?
Such pressing questions are why many
educators are moving toward hybrid
learning models when they can. Tackling
responsibilities remotely can have many
advantages, but the state of the education
ﬁeld in 2020 suggests that people will
continue to experiment with how they can
safely maintain closer physical proximity
to engage students and ensure forward
progress toward educational benchmarks.
JED PRESSGROVE
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HOW 2020 CHANGED EVERYTHING

Infrastructure
What happens when the
demand on a piece of
technology multiplies again
and again in the span of
several days? The COVID-19

Elsewhere, people experienced long
turnaround times for approval, long wait
times to receive their approved payments
and incorrect payment amounts. All
this as they stared down bills for essentials like rent, food and health care.
And then the omnipresent tech issue:
call centers. With so many people applying
for unemployment at once — many for
the ﬁrst time — help lines were swamped.
That meant extreme wait times; the
Sacramento Bee reported an average of
four to six weeks for the state of California to call back applicants in August.
In some ways, this unparalleled stress
test of giant government systems was the
moment cloud was made to meet. One
fundamental aspect of the technology is
its ability to scale up quickly based on
demand for services, and many governments leaned on that in order to handle
the huge number of claims coming in.
The CIO of Mississippi’s Department
of Employment Security, Mohammed
Jalaluddin, relayed to Government
Technology in late April that the state
was able to avoid a crash of its system
because of its investments in cloud.
Other states, like Rhode Island, used
cloud to avoid rapid updates to legacy
technology to handle the changed environment. When Pandemic Unemployment Assistance — a supplemental beneﬁt

pandemic has given us many answers.
The week of March 21, 2020, was an
economic implosion: The number of people
applying for unemployment insurance
in the U.S. increased more than elevenfold. The following week, it doubled. It
happened in every state, practically all
at once. As of this writing, the country
is still receiving more than three times
the number of unemployment claims per
week than it saw before the pandemic.
For unemployment administrators, it was an unprecedented exercise
in scaling operations. And predictably,
problems abounded. By April 15, the
Information Technology and Innovation Foundation had found that 26 state
unemployment websites had crashed.
One of them was Ohio, where residents
reported to the Cleveland Plain Dealer
that their names weren’t matching up
with their Social Security numbers.
Some said they received forms to ﬁll out
after the deadline to submit them had
passed. Others reported their applications being rejected because they weren’t
looking for work, a requirement the
state had waived for the pandemic.

Average Weekly Unemployment Claims
5,000,000

with different administration rules than
regular unemployment insurance — became
available, Rhode Island launched a cloud
application to handle the program. The
alternative would have been a massive
recoding of its COBOL-based UI system.
Oklahoma followed a similar path,
setting up a cloud-based portal for
handling PUA claims rather than routing
them through its existing UI system.
Many also used cloud to create or
expand their call centers for UI, including
Ohio. Others, such as the Texas Workforce Commission, turned to chatbots to help answer some of the more
common questions in order to relieve
workload on human call-takers.
IT leaders in government have pitched
all this work as evidence for their necessity
in a time when most state and local agencies will be looking at huge revenue drops.
Though the Coronavirus Aid, Relief and
Economic Security (CARES) Act passed
by Congress did bring some money in for
technology projects, budgets have tightened,
and national experts have predicted that the
purse strings won’t be loosening quickly.
Whether IT leaders are able to maintain
their budgets in the face of all the cutbacks
— through arguing for technology as a costsaver or simply as foundational to the work
other departments do — remains to be seen.
BEN MILLER
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HOW 2020 CHANGED EVERYTHING

Security

SHUTTERSTOCK.COM

In March, the Cyberspace
Solarium Commission asked
Americans to consider the
possibility of a disastrous
cyberattack, a kind of “cyber Pearl

20

The prediction of an impending
cyberdisaster took on somewhat new
dimensions when, a week or so after
the report came out, a global pandemic
suddenly and unexpectedly shuttered
public offices throughout the country.
The virus forced governments into a
defensive posture, saddling them with
new responsibilities as they also sought
to protect their remote workforces
against an onslaught of cyberattacks. For
Solarium members, the parallels between
the virus and their prognostication about
a nationwide IT disaster were not lost.
Indeed, if the virus has proven
anything, it’s that governments must
better prepare themselves for the
unexpected. Despite early whispers
of a potential detente with hackers,
bad actors exploited the pandemic in
pretty much every way they knew how.
In the early days of the virus, state

Harbor,” that turned the nation’s infrastructure
on its head. The commission, convened by
Congress in 2019 to study the threats that lurk
in cyberspace, was not optimistic about the
nation’s capacity to defend against such an
event. Their report, at nearly 200 pages, was
ﬁlled with analysis and policy proposals, but
its basic message was simple: The U.S. was
“dangerously insecure in cyber.”
A big part of this insecurity was the lack
of adequate defense for state, local, tribal
and territorial governments (SLTTs). SLTTs
need federal assistance, the report argued,
as the current status quo invites ongoing
attacks. Someday the attacks may go beyond
simply crippling online bill pay options
or disabling VoIP and email systems.

cyberprofessionals reported that the rate
of attacks had doubled. These attacks
hit schools, hospitals and health-care
systems, transportation agencies, and
many other essential services made
even more critical by the pandemic.
At the same time, hackers explicitly
took advantage of the situation caused
by the virus by targeting governments’
need to stand up new, expedient forms
of service delivery. In one example, the
need to quickly erect unemployment
beneﬁt websites was swiftly exploited
by a proliﬁc hacker ring from Nigeria,
which, over the summer months, led to
the loss of hundreds of millions of dollars.
Bad actors didn’t just target new
vulnerabilities, however; they also scanned
the shifting landscape to assess how
the pandemic was transforming certain
sectors of government to make them
more valuable — and thus more worthy
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disinformation and hackers dominated
headlines this year. While experts seem to
agree that a breach could not meaningfully
alter vote counts, the suggestion that
systems related to elections are less than
secure can cause signiﬁcant harm to voters’
faith in the democratic process. Taking
election security seriously has meant
introspection on the part of resourceconstrained communities using older
systems and equipment (Georgia, for
instance, very publicly struggled with this),
underlining the need for federal assistance.
Finally, discussions continue about
what role the federal Cybersecurity
Infrastructure and Security Agency
(CISA) should play, as the new group
continues to grow and deﬁne its mission.
Making CISA a source of federal funds
for SLTTs seems like a natural move.
Other bold new powers and responsibilities could include expanding its role

of exploitation. For instance, hackers
targeted universities with a renewed vigor,
sometimes capturing sensitive research
related to COVID-19. Certainly this was
the case with UC San Francisco, which in
June paid ransomware hackers a whopping
$1.14 million for the safe return of its data.
In recent years, legislators close to
homeland security committees have tried
repeatedly to point out SLTTs’ need for
outside assistance — frequently crafting
legislation to funnel federal dollars toward
the problem. This year was no different,
but the troubles associated with COVID-19
made the calls more urgent. Legislators
pushed to create new forms of federal
assistance for state and local agencies,
with bills envisioning plentiful grant
programs — everything from $400 million
to $28 billion for general cyber-relief.
At the same time, ongoing concerns
about election security in a world rife with

in protecting critical infrastructure,
creating regional offices with HIRTs
(Hunt and Incident Response Teams),
and dispersing “cybercoordinators” to
each state to assess SLTTs’ risk. At this
point, all options should be on the table.
As governments head into the new
year, they will be faced with a dire
economic situation that will undoubtedly affect cyberbudgets. At the same
time, as governments continue to digitize services, cyberattacks will continue
to change and evolve on a parallel track.
With all that in mind, new forms of assistance to SLTTs to lock down cybervulnerabilities should be prioritized. At the same
time, public agencies must continue to innovate and think more strategically about how
to secure themselves. If this year has taught
us anything, it’s that governments should
be ready for anything as they look ahead.
LUCAS ROPEK
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HOW 2020 CHANGED EVERYTHING

Broadband

SHUTTERSTOCK.COM

COVID-19 forced government
to leave behind its offices,
schools to close their doors
and citizens to isolate
themselves at home. In doing

22

digital equity concerns. Moreover, several
states, including Alabama and Washington, began conducting surveys to
gauge broadband levels within their
borders. Continued action at the state
level is likely, though the funding picture
going into 2021 means the work will
depend on additional federal support.
Quality Internet hasn’t only been a
problem for everyday citizens. Public
workers have also felt the effects of
America’s inconsistent broadband infrastructure. In March, New York’s Office of
Information Technology Services told the
Times-Union that it faced several challenges related to keeping state employees
connected for remote work. In August
and September, West Virginia installed
hundreds of Wi-Fi access points in all of its
counties for online education. Sources told
Government Technology that West Virginia’s
education network wasn’t just for students
— some teachers, both in K-12 and higher
education, needed a way to upload lessons
and remain in contact with their classes
during the semester. Washington CIO Jim
Weaver told GT that one IT employee was
working from a Walmart parking lot to take
advantage of the Wi-Fi — a creative, though
untenable, solution demonstrating the
universal nature of connection challenges.
The private sector will play a
signiﬁcant role in the ongoing broadband
movement. In March, hundreds of Internet
service providers signed the Federal
Communications Commission’s “Keep

so, the insidious disease more than
underlined the digital haves and havenots, as a large segment of the American
population has had to grapple with the
demands of telework, distance learning
and accessing online services.
State leaders, no matter their political
affiliation, acknowledged the digital divide
more than ever before in 2020, as evidenced
by the sheer number of governors who
talked about Internet access in their State
of the State addresses. The overwhelming
message in these speeches was that broadband expansion must be a priority in
these unprecedented times — and this was
before the pandemic brought access issues
into even sharper relief. Many governors
asked lawmakers to set aside millions of
dollars to establish better connectivity.
Perhaps Virginia Gov. Ralph Northam put
it best when he said high-speed Internet
“has become an economic necessity.”
Indeed, as 2020 progressed, states took
different steps to facilitate more broadband. Mississippi awarded $65 million of
its CARES Act money to electric cooperatives working on ﬁber buildouts, Indiana
dedicated $51 million to its Next Level
Connections Broadband Grant Program
and Delaware is using $20 million of its
CARES Act funding to address multiple

Americans Connected” pledge, promising
to waive disconnections and fees during
the height of the pandemic. But given
that the spread of COVID-19 persists at
the end of 2020, governments must ﬁnd
new ways to work with companies to
make sure that no citizen is left behind.
Over the summer, a federal appeals court
voted in favor of an FCC ruling that says
local governments may not excessively ﬁne
companies or otherwise “discriminatorily” delay 5G deployments on utility poles.
Viewed as a blow to local government’s
authority over decision-making about its
own infrastructure, the ruling clears the
way for broader deployment of these small
cells throughout the country. And AT&T,
Verizon, Sprint and T-Mobile have been
aggressively expanding their 5G footprints
into dozens of cities across the country,
work that will roll over into the new year.
And although ubiquitous 5G has the
potential to help close the digital divide,
some experts fear that the cellular technology could exacerbate existing inequality,
as 5G requires people to use compatible
devices that cost more money. Indeed,
what good is wider broadband availability if one still can’t afford it? In San
Jose, Calif., the municipality expedited
5G installations on city infrastructure
in exchange for digital inclusion investments from telecom companies, providing
hope that government and industry
can collaborate for the greater good.
JED PRESSGROVE
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Policing
Law enforcement
technology in 2020 saw
some innovation, acquisitions
and announcements, but
more than anything there
was public scrutiny. As footage of

SHUTTERSTOCK.COM

a police officer killing an unarmed Black
man in Minneapolis in May prompted
global protests and news coverage, various
communities started calling on everyone
involved with police work, including
tech companies, to reﬂect on their
responsibilities. Ethical questions that
some civil liberties groups had been asking
for years hit the public consciousness
with new urgency. For the tech industry,
questions are about biased algorithms and
historical data, and the potential abuses
of tools such as facial recognition and
artiﬁcial intelligence. Public attention
forced a reckoning with the present and
future implications of police tech, and
both private and public organizations
signaled an interest in making changes.
After years of growing concern among
watchdog groups and industry insiders,
facial recognition hit a wall in 2020 as one
major company after another came out
against selling the technology to law enforcement. Many followed the lead of Axon,
the nation’s largest retailer of police body
cameras, which stopped putting facial recognition in body cams in 2019 and promised to
halt development on face-matching software
altogether due to ethical concerns about
surveillance, accuracy and bias. In January
2020, CEO Sundar Pichai of Google’s parent
company, Alphabet, endorsed the European
Union’s temporary ban on facial recognition.
The George Floyd video broke in May, and
more chips fell in June: IBM sent a letter to
Congress vowing not to sell facial recognition or analysis software; Amazon halted
police use of its facial recognition technology
for a year pending federal legislation; and
Microsoft vowed not to sell facial recognition
to law enforcement until there’s a federal law
on the books, grounded in human rights.
Reactions from smaller companies
ran the gamut: Some shrugged, others

issued statements at least genuﬂecting in
the direction of social justice and police
accountability, and one data company
in Chicago swore off doing work for law
enforcement altogether. Some companies
started pitching their products as ways
to promote fairness or accountability,
such as Mark43 and its records management system to track officer behavior,
LEFTA Systems and its data analytics
tools for ﬂagging potential “problem
officers,” or Axon’s virtual reality police
training modules for de-escalation
and peer intervention in the ﬁeld.
In the public sector, state and local
agencies started talking to constituents
and civil liberties groups, in some cases
forming advisory boards or consulting
those they already had. New York City
hired its ﬁrst chief algorithm officer on the
recommendation of a 2019 report from its
advisory group, the Automated Decision
Systems (ADS) Task Force. Philadelphia
started using research and guidelines from
a multi-agency group called GovLabPHL,
formed in 2017, to inform decisions about
smart city technology and AI tools.
Artiﬁcial intelligence has been a
point of concern in several industries,
but particularly in law enforcement
because, whether it’s a facial recognition algorithm or predictive policing
program, AI is only as good as the sum of
its inputs. To make sure those inputs are
sound and responsible, advisory groups
like Axon’s ethics board and the Verizon
First Responder Advisory Council have
recommended that cities and companies
talk to spokespeople from communities where AI tools will be deployed.
It’s too soon to tell whether all this
scrutiny will hold, but for now, private,
public and nonproﬁt entities are talking to
each other. In the near future, the best-case
scenario for police tech appears to involve
more communication with stakeholders,
the ability to have new technologies audited
by a third party, a federal law governing
facial recognition and 5G network speeds.
ANDREW WESTROPE
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They say necessity is the
mother of invention, and rarely
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Another controversial technology that
saw its use cases multiply during COVID19, drones helped local police departments enforce social distancing rules,
while the Federal Aviation Administration approved them for UPS and Amazon
Prime package deliveries and for the
transport of goods and medical supplies,
under particular circumstances. At least
one police department said it used drones
to visually inspect dead bodies when found
in someone’s home, in order to avoid the
risk of infecting officers with COVID-19.
Some departments proposed using drones
to identify people with symptoms of the
virus — a Canadian company announced
a drone with specialized sensors and
cameras that could supposedly detect
fever, measure heart and respiratory rates,
and identify coughs and sneezes — but
relented when citizens and civil liberties groups protested. Somewhat less
controversially, on the ground, robots
started delivering food from grocery
stores and restaurants, and in some cases
COVID-19 tests to and from hospitals.
Some people still called it invasive
when not mounted on a drone, but
thermal imaging also became a hot technology in 2020, as millions of people
contracted a virus whose symptoms
include a fever. Demand for thermal
imaging spiked, largely but not entirely
in the private sector, as managers looked
for ways to minimize spread of illness
when reopening their facilities. The technology is already commonplace in parts
of Europe and Asia, but some citizens and
civil liberties groups in the U.S. wondered
whether it might be intrusive, inaccurate or of questionable use in the long
term. Regardless, state and local governments invested considerable time and
effort in novel adaptations to the novel
coronavirus, and all indications point
to these technologies sticking around.

has the gov tech industry seen greater
need for technical solutions to new
problems than it did in 2020. COVID-19
presented an all-hands-on-deck challenge
for gov tech, and the crisis turned out
to be more of a catalyst for change than
an obstacle to it. Telework became the
norm, network capacity and security
became paramount, and state and local
governments that had already invested
in some emerging technologies of the
last decade, such as cloud, digital service
delivery and higher network speeds, found
themselves more prepared than those
that did not. Disaster notwithstanding,
a spirit of innovation permeated both
private and public sides of the industry,
and several technological advances
offered a glimpse of what’s to come.
Cellphone location data didn’t become
any less controversial in 2020, but it
did become more important. For many
governments, including those in Hong
Kong, Singapore, Europe and eventually
the U.S., it was essential for mobile-based
contact tracing — the process of isolating
outbreaks of the virus by tracking down
everyone who came into contact with
someone who tested positive. Absent a
contact tracing strategy from the U.S.
federal government, the Massachusetts
Institute of Technology (MIT) worked
with a multinational team on a solution,
and Apple and Google released a kit for
state governments to make their own.
Some did, some didn’t, and some states
refused to approve the technology out of
concerns about privacy and surveillance.
Mobile-based contact tracing in the U.S.
was a piecemeal effort that never fully
took off, but it garnered the attention
of innovators around the world and got
people debating about new regulations
to guard people’s privacy in the future.
The jury’s still out on where that leads.

ANDREW WESTROPE
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HOW 2020 CHANGED EVERYTHING

Transit
It would be impossible to
overstate COVID-19’s impact on
transportation. The novel coronavirus

the conversation around public transit,
casting it as an “essential service,” a
heightened status transit agencies and
city officials will likely call attention to
as they compete for funding and other
resources to support struggling agencies.
“What transit is doing right now is
making it possible for civilization to
continue,” said Jarrett Walker, president of
Jarrett Walker and Associates in Portland,
Ore., a transit consulting ﬁrm, in midApril. “What transit is doing right now
is making it possible for everyone upon
whom civilization rests at the moment —
everyone who works in medical, everyone
who works at the grocery store, everyone
who works in the supply chain — everyone
who is doing all of those things, without
which our civilization would collapse right
now. Transit is making that possible.”

became a global pandemic, in part, because
of our insatiable need to stay on the move.
And when societies around the globe
ceased travel and movement by mid-March,
a series of previously unthinkable
experiments around urban mobility began.
In the United States, almost overnight, airports emptied, freeways went
quiet, and public transit buses and trains
scaled back operations amid steep declines
in ridership. However, the pandemic
brought another transportation reality
into sharp focus: Public transit emerged
as a lifeline, ensuring critical workers
arrived at hospitals and other institutions needed to keep the country functioning. The pandemic essentially reframed

28

Far-reaching stay-at-home directives
quickly emptied streets, freeing them of
vehicle congestion. Transportation and
other officials rapidly rethought how else
to use this space, transitioning it to active
uses like biking or walking. In no time, curb
space was reallocated for increasing needs
related to deliveries, and soon, al fresco
dining as restaurants reopened under new
protocols with a limit on indoor seating.
New curb management pilot projects
emerged in cities like Aspen, Colo.,
and Omaha, Neb., which partnered
with transportation technology ﬁrm
Coord to use digital platforms to create
“smart loading zones” to serve not only
traditional delivery services like UPS,
but also the growing cadre of on-demand
deliveries from the likes of GrubHub or
Postmates — along with accommodating
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COVID-19 also upended the micromobility market, prompting a cross-current
of conversations and speculation about the
future of businesses supplying e-scooter
and bike-share services and whether these
modes have staying power in a time of
economic and transportation uncertainty.
“You have to start with the premise that
transportation is a money-losing business,” said Joshua Schank, chief innovation officer and head of the Office of
Extraordinary Innovation at L.A. Metro,
during a CoMotion webinar discussion back in April, presenting the argument for some form of public subsidy to
ensure the viability of micro-mobility.
“I didn’t think there was a future for forproﬁt transportation before this crisis, and
I don’t think there is one now,” he added.
SKIP DESCANT
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mobility companies to help close lastmile gaps and make services as safe and
accessible as possible. Already, in more
than two dozen cities across the country,
transit agencies have partnered with
private-sector transportation providers,
such as Lyft, Uber and Via, as well as
local taxi companies. And agencies are
turning to technology to develop more
digital tools to better integrate transportation providers and payment systems.
“The push for agencies to move to truly
contactless, the market was shifting that
way, but the acceleration of the market
right now has never been as high as it is,”
said Eric Reese, CEO of Bytemark, a transit
technology ﬁrm leading mobility-as-aservice deployments at the Orange County
Transportation Authority in Southern California and Capital Metro in Austin, Texas.

the needs of transportation
network companies like Uber.
Not only did the pandemic clear
airports, restaurants and neighborhood streets, but also office buildings,
as workers decamped to home offices.
An open question is when or if workers
will return to the office. Both large and
small employers are re-evaluating their
office needs, with a number opting to
have employees work from home permanently. A large share of transit ridership used to be made up of commuters.
If workers no longer need to trek to
train platforms and bus stops, transit
watchers wonder how signiﬁcantly this
could shake up public transit long term.
The COVID-19 crisis is also leading
to an uptick in creative partnerships
between public transit and private
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Civic Tech
of local government services. Following
the outbreak of COVID-19 and resultant
social distancing guidelines, seemingly
overnight it became dangerous to wait
in line at city hall, or to interact with a
public servant in close proximity across
the space of a traditional counter.
As a result, long-simmering governmental efforts to modernize and make
services digital in 2020 were supercharged.
For digital government services, the
danger of the virus was like a turbo boost
for a race car that had been lazily chugging along. Indeed, public-sector entities at state and local levels have sought
to catch up to private companies online
for years, struggling to offer a modern
customer experience to constituents with
projects that have ranged from online
permit renewal to 24-hour chatbots. With
the pandemic, providing digital services
fast moved from luxury to necessity.
As a result, jurisdictions across the
country deployed agile approaches to accelerating the work, in some cases moving
quickly to create projects from scratch.
A great example of the former at the
state level took place in Vermont, speciﬁcally within that state’s Department of
Motor Vehicles (DMV). The Vermont
DMV was already working to launch
a new online driver’s license renewal
platform, one that would enable residents there to avoid in-person trips to the
office. The pandemic made the timing of

30

that launch ideal, ﬁnally giving users a
digital option they could use from home.
And the Vermont DMV is far from
alone. There were others at the state level
that worked on and debuted new online
processes as well. Maryland, for example,
managed to stand up a new online grant
application in the early days of the crisis,
doing so in just eight hours. Digitization
efforts like this have traditionally taken
far longer, but agencywide buy-in was
fostered here by COVID-19. Armed with
this, the Maryland Department of Information Technology (DoIT) was able to
rapidly collaborate with the state’s Department of Commerce to add new small
business grant application functionality to
a platform the IT shop had launched for
a different purpose back in early 2018.
At the city level, Buffalo, N.Y., managed
the similarly speedy task of transitioning
its 311 infrastructure to be remote-operated
as its city staff moved to work-from-home
operations. In that instance, City Hall was
vacated in the service of social distancing
on a Friday, and by the following Monday,
the IT shop had 311 up and running
again via remote operation, doing so
again with a collaboration, this time with
the University of Buffalo and Cisco.
That collaborative element is really
the other key piece of the civic tech and

government digitization story in 2020. If
the ﬁrst part is that the pandemic created
a new need to fast-track long-simmering
service modernizations, the second is that
help came from all different sectors. In
addition to academia, other government
agencies and the private sector, civic tech
volunteerism also rose to help meet some
of the new challenges faced by government needing to maintain services.
This was perhaps best exempliﬁed by
the formation of U.S. Digital Response,
a nonproﬁt volunteer collaborative that
involved roughly 3,500 tech experts from
various parts of the country, all of whom
volunteered to help. Similarly, New York
state marshalled some 25,000 volunteer
hours focused on COVID-19 response
in its Technology SWAT Partnership.
In the end though, the real story of the
tech response to COVID-19 in 2020 may
still be waiting to be told, centered as it
is around a number of questions: How
much of this new work will outlast the
pandemic? Will the buy-in and prioritization for digitizing government remain when
the crisis has ended? And of the scores of
volunteers dedicating time to help out, how
many will stay permanently involved in gov
tech? These are topics GT will continue to
consider as the calendar turns to 2021.
ZACK QUAINTANCE
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So much of American life
was pushed out of physical
spaces and onto the Internet
this year, including the vast majority

5

25

T1

50

T2

75

95 100

YELLOW

__________Editorial __________Prepress

T3

5

25

50

75

95 100

MAGENTA

5

25

50

75

CYAN

95 100

Page #

__________Other ____________OK to go

SPONSORED CONTENT

INNOVATION IN GOVERNMENT ®

Best of What’s New
in Cloud Computing
2

Cloud-Powered Crisis
Response

4

Cloud Migration as a Path
to Modernization

6

How Does Evolving Cloud
Adoption Impact Security?

8

Moving Intelligently 		
Toward the Cloud

10

Paving the Way with
Open Source

12

Bill Rials: Why Automation
is the Key to Better Cloud
Security

Urgent Need for Modernization
Accelerates Government Adoption

SPONSORED CONTENT

Cloud-Powered
Crisis Response
COVID-19 experience speeds up adoption, but it needs to be sustainable.

W

hen West Virginia ordered
a mandatory shutdown of
non-essential businesses in
March to slow the spread
of COVID-19, thousands of residents were
suddenly out of work. Calls flooded into the
state’s unemployment insurance call center
from citizens trying to apply for benefits.
By the second week of April, call volumes
were overwhelming the center’s legacy
technology platform.
“The phone systems in use were not built
to handle the extreme call volume we were
experiencing,” says Joshua Spence, CTO
and director of the West Virginia Office of
Technology. “We knew some of our phone
systems were running older equipment and
would not be capable of managing the load.”1
Capacity was just one issue. The existing
technology also couldn’t support remote work
for call center agents, nor could it provide
prerecorded messages with commonly
requested information to help callers avoid long
wait times.
With growing numbers of citizens seeking
an economic safety net, the state needed new
technology fast.
“We didn’t have months to find and
implement a solution when things settled
down,” says Spence. “We needed an adaptive
solution that worked in concert with
our existing systems to get callers through
quickly.”
The answer was the cloud. The state softlaunched a new cloud-based contact center

2

platform in about three days, and by late
April the platform was handling an average
of 40,000 to 45,000 calls daily. In addition,
it provides interactive voice response (IVR)
technology to answer common questions,
which dramatically reduces the number of
callers who need help from an agent.
“This put cloud technology and its
transformational capabilities front and
center for us,” says Spence.

Seeking Sustainability
Similar scenarios played out across the
nation as state and local governments
scrambled to respond to new COVID-driven
requirements. Cloud-based contact center
platforms, chatbots and web portals helped
multiple states and localities quickly scale
capacity for unemployment insurance and
social services programs. Cloud-hosted
video collaboration platforms helped
agencies shift employees to remote work on
the fly and virtualize public meetings.
Microsoft, for instance, announced
in March that use of its cloud-based
messaging and collaboration tools had
jumped 37 percent in one week, at one
point logging 900 million meeting and call
minutes a week.2
But in some ways, this also may be a
make-or-break moment for jurisdictions
newly converted to the cloud. IT leaders
must now evaluate and rationalize the
multiple cloud solutions they adopted
so quickly.

“When you’re in an emergency, you’re kind
of throwing things at the wall to see if they
stick. The problem is multiple things might
stick, and you’re probably not going to be
able to maintain all of them longer term,” says
Phil Bertolini, former CIO and deputy county
executive for Oakland County, Mich., who
is now co-executive director of the Center
for Digital Government. “I always impressed
upon my team that when we were out of crisis
mode, we had to come up with a strategy to
either adopt these solutions fully or move in a
different direction.”
One key issue will be accurately comparing
the cost of cloud versus on-premises
technology. It may take several years to fully
realize savings from cloud deployments,
Bertolini says. In addition, jurisdictions will
need to manage the budgeting changes that
come with cloud adoption.
“Traditional technology people struggle
because the old way of doing things was
to capitalize your technology purchases
and depreciate them,” he says. “Cloud is a
consumption model where you pay by the
drink. Technology becomes an operating
expense, which can fluctuate. That needs to
be dealt with.”
Now also is the time to look at cost
optimization for cloud solutions. IT leaders
should reexamine hastily purchased solutions
for excess capacity, unneeded features and
other issues that can drive up expenses.
“I may have bought a Cadillac, but I only
really need a Chevy,” Bertolini says. “If the

long-term cost is going to go up exponentially
because you bought big, robust enterprise
technology that you didn’t need, you may
have to backtrack and get something that’s
more right-sized for your organization.”

Accelerating the Trend
Ultimately the COVID response
showcased real-world benefits of the cloud
— and that experience is likely to accelerate
a trend that was already underway as
governments focus more attention on
modernizing old systems and applications
in the wake of the pandemic.
The newly released 2020 Digital States
Survey shows that most state CIOs believe
they ultimately can move more than half of
their systems and applications to the cloud.
The results are similar for local government
CIOs participating in the latest Digital Cities
and Digital Counties surveys.
But IT leaders still face choices on
where cloud solutions will fit best within
their technology environments. In many
jurisdictions, the cloud-first strategies of
a few years ago have evolved to more
nuanced “cloud-smart” or “cloud-right”
approaches that promote cloud growth

while acknowledging its limits. COVID hasn’t
changed that basic philosophy.
“We believe that not everything is a good
fit — whether it is the visibility, the cost … the
security of the data,” Arkansas CTO Yessica
Jones recently told Government Technology.3
“There are many different things to be
taken into consideration before moving an
application or data to the cloud.”
Indiana CIO Tracy Barnes described a similar
approach unfolding in his state. Cloud may
be a natural fit in some situations, he told
the magazine, “but if the business … doesn’t
understand the need and the opportunity with
utilizing cloud tools and technologies — then
we can’t start pushing every technology and
every solution down that path.” 4
Still, the pandemic response proved
that governments could innovate when the
chips were down, and the cloud was a key
enabler of that success. This experience
likely was an eye-opener for cloud holdouts in the public sector.
“Now government jurisdictions are seeing
the benefits of not having to maintain this
stuff on premises,” says Bertolini. “Even
organizations that were hedging about going
to the cloud have tipped in that direction.”

Top Priorities for
Cloud Deployment
State
1 / Health and human services
2 / Finance and administration
3 / Application development and testing
4 / Human resources
5 / Transportation
Source: 2020 Digital States Survey

City
1 / Geospatial services
2 / Application development and testing
3 / Finance and administration
4 / Public safety
5 / Transportation
Source: 2019 Digital Cities Survey

County
1 / Geospatial services
2 / Application development and testing
3 / Health and human services (tie)

West Virginia Leverages the Cloud to Handle Flood of Unemployment Claims. Governing. https://www.governing.com/papers/West-Virginia-Leveragesthe-Cloud-to-Handle-Flood-of-Unemployment-Claims-128392.html?promo_code=GOVTECH_web_library_list
1

2
2020 Puts Cloud Computing in Government to the Test. Government Technology. https://www.govtech.com/computing/2020-Puts-Cloud-Computing-inGovernment-to-the-Test.html
3

Ibid.

4

Ibid.

3 / Finance and administration (tie)
4 / Public safety
Source: 2019 Digital Counties Survey

3
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Cloud Migration as a
Path to Modernization

The cloud is becoming a more attractive option
as state and local government leaders seek to
modernize legacy infrastructure. Sehar Wahla
(left), Manager of Partner Development for
Carahsoft’s Amazon Web Services (AWS)
Team, and Tina Chiao (right), Sales Director for
Carahsoft’s AWS Team, discuss how the cloud
simplifies data access, reduces operational
costs and enhances security.
What is the status of multi-cloud
adoption and deployment in state
and local government and how is that
impacting leaders?
Cloud adoption was on the radar for many
state and local governments. However, with
the circumstances brought on by the COVID19 pandemic, many were forced to speed
up their adoption of cloud solutions in a way
we have never seen before. State and local
agencies needed to move quickly to ensure
they can keep up with regular demand and
also respond to the added complexities of
supporting remote work, meeting citizen
needs digitally and improving interagency
connectivity.

What is the biggest misperception
about cloud adoption?
A common misconception is that moving
workloads to the cloud involves more risk
and weaker security. In fact, the opposite is

4
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true. The cloud enables more data control
by providing an added layer of security
and encryption that cannot be done at
the physical level. Agencies with outdated
systems become dependent on physical
infrastructure and have trouble switching
over to a virtual way of managing and
securing their workloads. But the extra
protection and security of data that sits
on the cloud enables agencies to perform
more efficiently, in a secure space, than
would normally be possible on other
infrastructure platforms.

How does the cloud help agencies gain
access to advanced analytics and other
emerging technologies?
A growing number of state and local
government agencies see the cloud as
a way to advance their technology by
streamlining processes while decreasing
overall operational costs. This means
dealing with large amounts and different
types of data, and doing so in a costeffective way. The capabilities and tools
offered through on-premises platforms
have become obsolete compared to the
benefits of advanced analytics through
the cloud. Using the cloud, agencies
can more easily integrate disparate data
sources that support advanced analytics
and other technologies. In addition, they
can flexibly scale compute, storage and
other resources to accelerate use of new
technologies and maximize operational
efficiencies.

How can organizations prepare to make the
best use of hybrid cloud environments?
There is tremendous value in relying
on the vast ecosystem of technology,
consulting and reseller partners that can
advise, support and prepare government

customers as they deploy hybrid cloud
environments. Partners are key to
ensuring transitions are made with zero to
little downtime and as cost effectively as
possible based on current investments
and plans for future ones.

How can organizations navigate
procurement and policy issues related
to cloud adoption?
While there may be an increase in initial
costs associated with modernizing
legacy technology, the economics
strongly indicate that maintaining dated
infrastructure is more expensive in the
long term. The biggest hurdle organizations
face when migrating to the cloud is
unpredictable costs. The cloud offers tools
and resources to optimize investments
and plan for the costs associated with
migration. In addition, properly planning
your move to the cloud helps agencies
accurately budget for such a transition.
When they do this correctly with the
guidance of a strong partner, state and
local governments see significant cost
savings.

What’s driving the movement toward
cloud-native approaches and where
do you see them used in state and
local government?
The pandemic has accelerated the need
for state and local agencies to get access
to their data quicker to serve their citizens
better. There is now more readiness and
increased urgency at the state and local
level to invest in and migrate workloads
to the cloud. Besides being able to deploy
new services more flexibly and quickly,
agencies are seeing the advantages of the
operating efficiencies and decreased costs
associated with the cloud.

Intelligent Services Powered By Deep Learning
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How Does Evolving Cloud
Adoption Impact Security?
Sumit Sehgal, Chief
Technology Strategist,
U.S., at McAfee, provides
a window into what
organizations need to know
about security in cloudnative, hybrid and multicloud environments.
In response to the pandemic, organizations
moved rapidly to the cloud to address
urgent needs. What questions should they
ask as they move forward?
First, the move to the cloud caused a massive
shift in costs related to operating those
cloud infrastructures. Given expected budget
shortfalls, can they actually run the way
they’re architected today? In addition, is the
workforce appropriately trained to manage
that infrastructure — not only from a security
perspective, but from an infrastructure
operations perspective? Finally, to get things
up and running quickly, some sacrifices were
intentionally made in terms of security and
good architecture practices. Now organizations
have to ask what cost and effort is entailed in
going back and addressing those sacrifices.

How does the shift to hybrid cloud introduce
new security challenges?
The shift creates challenges primarily related
to lack of visibility across the spectrum of
security functions. Because data isn’t sitting
in your own environment, you can’t easily
access it to make security determinations. In
addition, applications function differently in
the cloud, so security controls may have to be
re-architected. That can lead to poor visibility
and discrepancies between what on-prem
security controls and cloud controls are saying.
Next, organizations may not have the data loss
prevention, data tagging, behavioral analytics

6

Learn more at Carah.io/Cloud-McAfee

or even threat profiling controls they would
have on premises. Finally, all these factors
combined mean organizations must do more
work manually to produce audit findings that
once could be produced automatically.

Why can’t organizations rely solely on
traditional security solutions to secure
data and workloads in hybrid or multicloud environments?
Traditional security controls are based on
the client-server model, where the focus
is on what types of machines attach to an
application. In the cloud world, there’s more
dependence on the application architecture
and how the applications themselves
exchange data. Security solutions for hybrid
cloud or cloud-native applications must be
built in the same way, so they can run at the
scale and elasticity that cloud applications
can run. Traditional security controls are not
designed for that. In addition, most security
architectures are not built for the volume of
data that security tools pull down from the
cloud, so even if you deploy a cloud-native
security tool, you won’t see its full impact.

and use an application. Organizations also
need to articulate how separate applications
securely exchange data for things like
enterprise analytics. This is a nascent use
case, but it has implications for critical
systems where data integrity is important.

What are the benefits of cloud-native
security technologies?
Because cloud-native security technology
resides on cloud infrastructure, performance
and resource provisioning is handled by the
cloud. This enables security architecture
and applications to elastically scale with the
speed and type of data transfers that occur in
cloud applications. It also lets them improve
security capabilities and become self-learning
by leveraging, at scale, innovations related to
machine learning and artificial intelligence.
Finally, cloud-native security technologies
are built in a standardized way so they can
integrate with multiple cloud types. That
makes it easier for security practitioners to
leverage information coming from these
solutions for their operational use cases.

What approaches help improve risk posture
in the cloud?

What workforce dynamics play into
cloud security and how can organizations
address them?

One approach is to standardize processes
— think NIST or MITRE — so you have
a common framework and language for
measuring things like risk and attacks. That
helps normalize the differences between
cloud and traditional security so security
teams can better understand what a risk
actually means in a cloud environment.
On the technology side, traditional threat
profiling needs to move beyond the viruses
and ransomware conversation and move
toward user and entity behavior management,
which looks at how users normally access

The newer cloud applications require a higher
level of business conversation than security
teams had in the past. Organizations need
enough diversity — both in engineering talent
and in business informatics talent — to create
a well-rounded team. Significant training is
also needed because skillsets are still very
much geared toward the way we did things
10 years ago. It’s also important to address
psychological factors in security response
teams. Studies show the stress levels in some
agencies can be as high as those among 911
operators or air traffic controllers.

SPONSORED CONTENT

Moving Intelligently Toward the Cloud
Bryce Petty, Chief Technology
Officer for SAP NS2,
highlights the value of
FedRAMP-certified clouds
and suggests how
organizations can securely
take advantage of
multi-cloud and hybrid
cloud environments.
How is cloud use evolving in state and local
government, especially regarding advanced
analytics and other emerging capabilities?
The cloud helps lower the barrier of entry into
advanced analytics. In the past, organizations
had to stand up their own environment and
compute center to take advantage of these
capabilities. Now, with today’s extensive
cloud marketplace, they can easily obtain
software-as-a-service (SaaS) offerings to
rapidly take advantage of a whole set of
advanced analytics features — whether that’s
AI, machine learning or some other emerging
technology. At the same time, the cloud
introduces new security concerns. Once data
moves into the cloud, it’s very important to
have a good understanding of how it’s being
used and secured.

What are the challenges of moving
business operations to the cloud and
managing hybrid environments?
The biggest challenges include security, cost,
having the technical expertise to successfully
migrate into these hybrid environments and
understanding which applications are best
suited to run there. Organizations often
spend a lot of time and money and introduce
security vulnerabilities because they try to
move applications that are not designed
to run in a cloud environment. With the
pandemic, organizations are under pressure
to rapidly move their workforce into cloud
environments. There can be a tendency to
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cut corners to save time, but these sacrifices
can also create vulnerabilities.

How can the right cloud platform help
organizations integrate on-premises and
cloud applications?
One of the great things about the cloud is
its inherent flexibility. You can establish a
cloud account and be up and running very
quickly. The right cloud platform can also
spin up a near infinite amount of hardware
and resources, as needed, to fulfill a solution
requirement. It lets agencies try new ideas,
fail fast and continuously improve — with
less risk than traditional approaches. The
key to success is understanding the
capabilities of the various cloud platforms
and the tools that are available in those
clouds, and then quickly taking advantage
of them.

How can organizations better protect
data and workloads in a multi-cloud
environment?
Protecting data is an extremely important
consideration in cloud migration. Each cloud
environment — Amazon, Azure, Google
and so on — is constructed differently, and
each cloud provider uses different security
terminology and approaches. When you bring
these different clouds into a multi-cloud
environment, it’s very complex to manually
combine information from all the clouds,
understand how each cloud implements
security policies and rules, and determine
whether your organization has a viable
security posture. Even if an organization has
a highly trained staff, I recommend investing
in a commercial cloud security posture
management (CSPM) application. The right
CSPM tools can make it substantially easier
to understand your organization’s overall
security posture, and help enforce compliance
across a multi-cloud environment.

When using FedRAMP certification
as guidance for selecting a cloud
vendor, what should organizations
keep in mind?
In the FedRAMP world, at a minimum, cloud
environments must meet the third-party
security assessment, authorization and
continuous monitoring requirements. This
can be challenging for organizations that are
new to the process, and they should partner
with a cloud provider that has an existing
FedRAMP-certified cloud. It’s important
to understand that doing things to comply
with FedRAMP requirements is not the
same as having FedRAMP authorization.
Vendors may say they’re building their
environments around FedRAMP or their
software tools are compliant. But it doesn’t
necessarily mean they’ve succeeded in all
the auditing rigor to become certified. Only
a handful of cloud providers are actually
certified.

With remote work increasing, what
suggestions do you have for secure
teleworking?
You don’t want to make the environment
so hard to use that productivity and the
user experience are affected. It’s really an
art of finding the right balance between
implementing a strong security posture
and making the system easy to use.
Organizations can begin by establishing
a detailed written policy around remote
access. This plan can be refined over
time, but starting with the strictest policy
first may save headaches in the future.
Then organizations can take advantage of
commercial cloud security tools to ensure
their cloud is adhering to best practices
and standards. As time and budget permits,
it’s also worthwhile to have a third party
assess your organization’s cloud
security posture.

Control costs and manage security
on your multi-cloud environment

Do you and your team have a full picture of your cloud spend
today and in the future? What about your continuously
evolving security and compliance posture? We can help.
CloudMixr from NS2 tackles your security, compliance
management, and cost optimization challenges.

Learn more sapns2.com/cloudmixr/
© 2020 SAP National Security Services, Inc. (SAP NS2®). All rights reserved. No part of this publication may be reproduced or
transmitted in any form or for any purpose without the express permission of SAP NS2. The information contained herein may
be changed without prior notice. SAP and other SAP products and services mentioned herein as well as their respective logos
are trademarks or registered trademarks of SAP SE in Germany and other countries. Please see www.sap.com/corporate-en/
legal/copyright/index.epx#trademark for additional trademark information and notices.
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Paving the Way with Open Source
Multi-cloud and hybrid
cloud deployments introduce
significant complexity.
Frank DiMuzio, Emerging
Technology Lead for Red Hat,
discusses how open source
lays a foundation for simpler,
more flexible and businesssmart cloud deployment.
What trends and opportunities are
emerging as state and local governments
move toward multi-cloud and hybrid
cloud deployments?
Multi-hybrid cloud, as we call it, brings
both incredible capabilities and additional
complexity. Most trends revolve around
creating a consistent operating mode
across different environments. There
are more differences between cloud
platforms than people realize. State and
local governments need to consider how
they can standardize application and
security architecture and design best
practices between clouds and on-prem
environments. It’s also important to train
staff on how to efficiently navigate these
various environments and toolsets. These
complexities give agencies an opportunity
to bring in modern tools, processes and
paradigms faster than they normally might
— for example, container technology,
DevOps principles and agile development
methodology, or even data center and
infrastructure automation.

How does an open source approach
support a cloud smart strategy?
Overall, there’s a realization that the
cloud isn’t a silver bullet and that to be
successful, organizations need to look at
cloud adoption holistically. They need to
take best practices into account when
it comes to securing the environment,
training and enabling staff, and even
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engaging in the procurement process.
Open source supports a cloud smart
strategy by helping eliminate vendor
lock-in risk and technical debt. By using
open source technology and an open
source cultural process — where there’s
transparency, collaboration and the ability
to iterate quickly — organizations can
solve their business problems and adapt
their requirements based on emerging
best practices. They’re not beholden to
proprietary systems that may create friction
for innovation and are potentially costly
to replace, upgrade or move to the cloud.
There can be significant licensing fees if an
organization is running certain proprietary
software and wants to move to the cloud.
Including open source in your cloud smart
strategy provides total flexibility on the
technology side as well as the financial
management side.

As discussed earlier, organizations need
consistency across different clouds and
their on-premises environment. It’s the
only way to manage things at scale. A lot
of the research and development of these
new tools that adds value and drives new
capabilities — data visualization, analytics,
automation and so on — is being done
in open source communities; so I would
encourage government agencies to
consider using and contributing to these
tools. More importantly, if organizations
standardize on open source tools, it’s
easier to leverage them across clouds and
on-prem. It also lets organizations adapt
more quickly and take advantage of
new tools and capabilities as business
needs evolve.

What tools can help organizations better
manage and secure hybrid and multicloud environments?

This is a huge area because it implies
so much technology and organizational
change for state and local governments.
Containers and supporting technologies
such as Kubernetes allow agencies to
deploy applications more quickly and on a
broader set of infrastructure. Ultimately,
this improves the overall experience
for citizens and for internal agency
customers. Citizens and businesses
expect governments to provide services
and user experiences that are as
responsive, flexible and meaningful as
their private sector experiences. To do
that successfully, agencies must bring
in this technology. They also should
consider organizational change — things
like using DevOps and lean or agile
development methodology, working more
collaboratively with the lines of business
and end users, and getting constant
feedback to make real-time changes.
All of these best practices help accelerate
modernization.

You want a strategy that ensures workloads
are portable, consistent and secure across
cloud and on-premises environments. And
you want to do that without risk of lock in.
Linux container technology is one of the
primary ways to achieve this because it
allows you to package up an application
and all its runtime dependencies, and
then ensure consistent deployment across
any infrastructure. You can build once
and run anywhere. We see containers
as foundational to a comprehensive
application modernization platform
that features tooling to deploy, manage
and maintain those applications across
the cloud.

What is the role of open source
technology in cloud-based data
visualization, analytics, automation
and other innovation?

What are the implications of cloudnative development and approaches
such as containerization?
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ISSUES TO WATCH

W

illiam (Bill) Rials, Ph.D.,
is a professor and
associate director of
the Tulane University
School of Professional Advancement
Applied Computing and Technology
Program. Before transitioning to academia,
Rials served in CIO, CTO and CISO roles
for local governments in Mississippi. He
also served as deputy CIO for the state of
Mississippi, where he crafted the blueprints
for the state’s first hybrid cloud strategy
and served as chair of the statewide
Chief Information Officers Council.
We recently spoke with Rials about how
cloud is driving the need for new capabilities
around managing and securing complex
hybrid and multi-cloud environments and how
automation can help address these challenges.

COVID-19 accelerated cloud adoption
in government — everything from
hosted collaboration platforms to cloudbased call center technology. These
solutions were adopted rapidly, and
often by organizations with little cloud
experience. What do these governments
need to be thinking about now?
As cloud services become a staple
in any organization’s portfolio, greater
agility and faster infrastructure changes
are the norm. This creates compliance
and security governance challenges
for government organizations that use
traditional, slower-moving IT methods.
The primary issue is traditional IT methods
can’t respond to the speed and agility
of the cloud — and IT professionals and
end users alike have more power than
ever before in their hands with the cloud.
Additionally, cloud infrastructure is growing
in complexity, requiring specific skillsets.
Because of the ease of availability, many IT
professionals are experimenting with public
cloud services without fully understanding the
complete details from a security perspective.
This vastly increases the overall risk profile.
Virtually every security breach involving data
hosted in public clouds involved incorrect
configuration by humans that ended up
exposing information or other critical assets.
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Bill Rials:

Why Automation is the
Key to Better Cloud Security
What are some of the common security
mistakes government organizations
make when it comes to cloud?
Most organizations still use traditional IT
tools and techniques to manage cloud security
and compliance. Cybersecurity traditionally has
been based on physical security concepts. Think
about a medieval castle. The purpose of the
castle was to keep the people and contents on
the inside safe. The defenders would build high
strong walls, towers, a moat and other layered
perimeter defenses. Cybersecurity professionals
call this concept defense-in-depth. Then the
castle defenders would build a drawbridge to
control and limit the access into the interior
of the castle from a single point. This is like
cybersecurity professionals installing a firewall
and intrusion detection and prevention tools at
the network border to control ingress/egress to
the protected assets inside the network. This
type of security architecture is fundamentally
at odds with today’s cloud architecture.
Using traditional cyber defense methods will
not be successful in a cloud environment.

How can government organizations
address cloud security more effectively?
As jurisdictions move to the cloud, it’s
important to consider automating cybersecurity to
remove the human component from the equation.
Using proper cloud automation procedures
reduces the chances incorrect configurations
will be made when utilizing cloud resources.
Cloud assets also should be thought of as
an interconnected group instead of individual

devices. Depending on the vendor, these
may be called managed instances, network
security groups or other terms — but they are
essentially a group of cloud resources bound
together with common security rulesets.
Each group could consist of multiple devices
such as firewalls, routers, servers, databases,
etc. In automated cloud security, the policies
and rulesets are placed around the entire
group and are agnostic of any public cloud
provider. This is especially evident in hybrid
cloud computing where a resource group
may migrate from an on-premises private
cloud to a public cloud infrastructure and
retain all its security governance rulesets.

What are some things government
organizations should keep in mind when
it comes to cloud security automation?
A major aspect of automated
cloud security involves configuration
governance. Benchmarks should be
used to create blueprints of the security
configurations in the cloud environment.
Any new workloads created in the cloud
should leverage these blueprints using
automation and orchestration procedures
as opposed to manual configuration.
Additionally, the configuration
governance should check for ongoing
changes and updates and compare against
the blueprints automatically. Due to the
speed and agility of cloud, configuration
governance in the cloud should be
automated as close to real time as possible.

Congrats

2020 Special Districts
Technology Innovation Award Winners!
Southwest Region

Southeast Region

CITIZENS CATEGORY

CITIZENS CATEGORY

Brushy Creek Municipal Utility District
Safe Activities for Youth, Adults and Seniors

Brunswick Regional Water and Sewer H2GO
Advanced Metering Technology

Capital Metropolitan Transportation Authority
Real-Time Passenger Capacity

The Children’s Trust
StayHome.Miami and the Book Club

Rio Metro Regional Transit District
Freedom to Ride

Lee County Library System
Mobile Services and the Virtual Storytime
and Fandom Fest

OPERATIONS CATEGORY
OPERATIONS CATEGORY

Central Arkansas Library System
Meal Site Assistance

Charleston County Park and Recreation Commission
Electronic Onboarding Project

Housing Authority of the City of El Paso
Rent Cafe

ECUA Information Technology Department
Remote Workers and COVID-19 Operations

North Central Texas Council of Governments
Texas Unemployment Insurance Claims Assistance

LEADERSHIP CATEGORY
LEADERSHIP CATEGORY

Anastasia Mosquito Control District
Dr. Rui-De Xue, Executive Director

El Paso County Water Improvement District No. 1
Jesus Reyes, General Manager

Atlanta Housing
Brian Benn, Chief Information Oﬃcer

Houston Airport System
Touchless Flight-Boarding Development Team

The Preserve at Wilderness Lake CDD
Laetitia “Tish” Dobson, District Lodge Manager

Lower Colorado River Authority
Jayson “JP” Penton, Director of Platform and
Cloud Services

To learn more about the winners’ initiatives
and the Special Discticts Program, visit:

govtech.com/districts
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THE

MOVE
While 2020 was a year unlike any other, both in and out of government, the
country’s state and local technology leaders continued to make career changes.
From longtime pillars of gov tech work to public-sector newcomers, here’s our
annual roundup of the year that was for CIOs, CTOs and everyone in between.
PHOTOS BY DAVID KIDD
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JANUARY

formerly of San Francisco IT, to be the
state’s chief data officer and deputy
secretary of general services for the
California Government Operations
Agency (GovOps), respectively. Julie
Lee was also reappointed to her role
as undersecretary with GovOps.

A veteran of the state CIO’s office in
both Oregon and Oklahoma, Alex
Pettit took over the role of chief technology officer at the Colorado Governor’s Office of Information Technology.

In early January, Washington CIO Jim
Weaver appointed Katy Ruckle as the state’s
new chief privacy officer. She was previously the privacy officer for the Department of Social and Health Services.

Alyssa Rodriguez was named director of
IT in Henderson, Nev., a role previously
referred to as the CIO. She replaced longtime CIO Laura Fucci, who retired in 2019.
Having previously served as CIO of Raleigh,
N.C., and Austin, Texas, as well as director
of National Initiatives for Smart Cities at
the Knight Foundation, Gail Roper took
over as CIO of Montgomery County, Md.

Head of the San Jose, Calif., Mayor’s
Office of Technology and Innovation
since 2016, Chief Innovation Officer
Shireen Santosham left city service for
a local startup. She was replaced in July
by Jordan Sun, who brings experience
in both the military and tech startups.

Hugh Miller left his post as CIO of
Dallas in January, having served in the
role since 2018. Following a national
search, he was replaced by Bill Zielinski,
who brings 30 years of federal experience, primarily in IT, to the job.

Eric Boyette

named the state’s information security
officer, replacing Arlen Fletcher.

After the retirement of Mike Cheles in
December 2019, the Missouri Office of
Administration’s IT Services Division
named Jeff Wann as the new state CIO.

Oklahoma Gov. Kevin Stitt named Steven
Harpe director of the state’s Office of
Management and Enterprise Services,
a role previously held by John Budd,
who continued to serve as state chief
operating officer. CIO Jerry Moore,
appointed by the governor in February
to replace Bo Reese, reports to Harpe.

California Gov. Gavin Newsom named
Joy Bonaguro and Krista Canellakis, both

Longtime Wyoming Enterprise Technology
Services employee Timothy Walsh was

FEBRUARY
After three years with Santa Clara County,
Calif., CIO Ann Dunkin moved to a role related
to state and local government with Dell.
February was the beginning of a series
of CIO shifts in North Carolina, when Eric
Boyette left the position to lead the state’s
Department of Transportation. He was
replaced by former deputy CIO Tracy Doaks,
who in June left state government to head
up a tech nonproﬁt in the state. Since then,
Thomas Parrish has served as acting CIO.

Joy Bonaguro
Julia Richman, who spent two years
with Boulder, Colo., as its chief innovation and analytics officer and then CTO,
moved to state work as Colorado’s chief
strategy officer. Richman was replaced in
Boulder by Jennifer Douglas in June.
San Francisco named Jason Lally as its
permanent chief data officer. He’d ﬁlled
the role in an acting capacity since Joy
Bonaguro’s departure in September 2018.
Joshua McGee was named Arkansas’
chief data officer, a position that had
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ON THE MOVE

been vacant for a year. The CDO
works in the state Department of
Transformation and Shared Services.
A founder of the San Jose, Calif.,
Office of Civic Innovation and the city’s
digital services lead, Michelle Thong
left the city after six years to work for
Nava Public Beneﬁt Corporation.
After serving in an acting capacity since
October 2019, Todd Carter was formally
named director of the Baltimore City
Office of Information and Technology.

MARCH
Todd Kimbriel

Connecticut appointed Jeffrey Brown,
a veteran of private-sector IT, its ﬁrst
state chief information security officer.
Michigan Gov. Gretchen Whitmer tapped
Brom Stibitz, who has worked for the
state since 2011, as CIO within the Department of Technology, Management and
Budget (DTMB). In October, Stibitz was also
officially appointed director of DTMB.

J.R. Sloan was officially named head of
Arizona Strategic Enterprise Technology.
Four months after Dewand Neely
stepped down as Indiana CIO, Tracy
Barnes was tapped to lead the state
Office of Information Technology.
Barnes was previously chief of staff
for Lt. Gov. Suzanne Crouch. Also in
March, Indiana CISO Bryan Sacks left
state service for a position with SHI.

John Salazar was named secretary
of the New Mexico Department of
Information Technology and state CIO. He
previously worked as CIO of the state’s
Taxation and Revenue Department and
Department of Workforce Solutions.

MAY
Todd Kimbriel retired as Texas chief information officer, having served in the role since
March 2016. He was replaced in November
by Department of Information Resources
Executive Director Amanda Crawford.
Senior technology adviser to Los Angeles
Mayor Eric Garcetti Jeanne Holm was
named the city’s new chief data officer in
May, having previously served as deputy
CIO. In November she was promoted to
deputy mayor for budget and innovation.

APRIL

Having served as interim CIO since
Morgan Reed’s departure in July 2019,
and working for the state since 2013,

Gov. Kristi Noem appointed Jeffrey
Clines South Dakota’s CIO and commissioner for the Bureau of Information
and Telecommunications. He came to
South Dakota having served as director
of IT for the Illinois Secretary of State.
In a reorganization of the Idaho
Department of Information Services,
CISO Lance Wyatt stepped back from
his position to serve as information security engineer in the agency, and the state
launched a search for a new security chief.

J.R. Sloan
Louisville, Ky.’s ﬁrst chief data officer,
Michael Schnuerle, left the city to

46

join the Open Mobility Foundation. A
replacement has not been named.

Silicon Valley entrepreneur Udaya
Patnaik was named the ﬁrst director of
the California Office of Digital Innovation,
part of the Government Operations
Agency, after a year-long search.

JUNE
David Cagigal left his position as Wisconsin
chief information officer after an eightyear tenure under both Republican and
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A

Q&A

ADVERTIS EMENT

DATA ANALY TICS DRIVE COVID
RESPONSE AND RECOVERY
For state and local governments, COVID-19 poses an array of challenges, from the public health crisis, to
widespread unemployment, to the impacts on agencies’ internal operations. To deal effectively with the
emergency, governments need to collect, manage and draw actionable insights from vast volumes of data.

Q

preparing data, creating analytic models and
putting those models into production. Our
solution is designed to support data workers
at any level. Even if an agency doesn’t have a
team of data scientists, it can benefit from a
robust analytics platform that democratizes
data, automates processes and upskills their
existing resources.

What challenges posed by the
pandemic can government agencies
address through data analytics?
First and foremost this is a public health
challenge, but in many ways it is also a data
challenge. To understand what is happening
and how to respond, governments need insights
based on data about test results, virus spread,
hospital admissions, resource availability and
more. Second, there is the spike in service
requests related to food, housing, physical and
mental health, childcare and other essential
needs. Governments need data-driven insights
into the dimensions of those needs, to help them
determine how to deploy resources. Finally,
data analytics can help agencies support their
employees through the response and recovery,
whether that means equipping them to work
from home or helping them cope with new
pressures they face on the job.

Q

Can you offer some examples of
analytics process automation at work
during the pandemic?
When schools closed, one state family
services agency needed to quickly identify
and analyze the physical locations of children
in foster care. Were they in virus hot spots?
Did the foster parents have ready access to
food, medicine and shelter? Where were those
children during the day, or what were their
caretaker arrangements? We helped the agency
develop a geospatial analysis so they could
overlay information about the foster children
onto the location of existing services.

Q

What difficulties do governments face
when they use traditional processes to
analyze all that data?
Many agencies are still managing by
spreadsheet, which entails a great deal of
manual labor. They don’t have the agility to
handle the hundreds of thousands or millions of
data points coming at them at dazzling speed.
They need to develop actionable insights quickly
and continuously, so they can keep improving
their response and provide services to people in
need as the environment evolves.

In another state, we worked with the
chief data officer on an automated process
to analyze statewide applications for
unemployment benefits. That helped agency
officials quickly pinpoint where requests were
being stalled and determine if they needed
to redeploy resources to clear that logjam.
Once they generated their insights, they could
share them with their executive leadership
team, all the way up to the governor and
the legislative leaders, empowering them to
answer constituents’ questions directly. More
importantly, they were able to get applicants
through the system much more efficiently, so
they got the help they needed without delay.

Q

How can Alteryx’s analytics process
automation technology help with
those challenges?
We provide a broadly accessible, endto-end process for gathering, cleansing and

As a leader in analytic process automation (APA), Alteryx uniﬁes analytics, data science and business process
automation in one, end-to-end platform to accelerate digital transformation. Organizations of all sizes, all over
the world, rely on the Alteryx Analytic Process Automation Platform to deliver high-impact business outcomes
and the rapid upskilling of their modern workforce. For more information visit www.alteryx.com.
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In this Q and A,
Andy MacIsaac,
Solutions Marketing
Director at Alteryx,
explains how analytics
process automation
can help government
agencies better
serve constituents,
stakeholders and
communities during
the pandemic
response and
the recovery.
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ON THE MOVE

Democratic governors. He was replaced by
Trina Zanow, most recently administrator of
the Division of Enterprise Technology within
the Wisconsin Department of Administration.

the post since 2011. He was replaced
in October by David Johnson, who
has worked with Mississippi Information Technology services for 14 years.

Austin, Texas, appointed Shirley Erp as its
new CISO. Erp brings security experience in
the private sector, academia, and the Texas
Health and Human Services Commission.

SEPTEMBER
Theresa Szczurek stepped down as
Colorado CIO after about 18 months
heading state IT. She was replaced by
Anthony Neal-Graves, formerly executive director of the Colorado Broadband
Office and chief operations officer for
the Office of Information Technology.

The North Dakota Information Technology
Department announced the creation of a
chief customer success role, to be ﬁlled by
Jeff Hensel. Concurrently, the state’s Chief
Reinvention Officer Kevin Parker announced
he would be stepping down in August.

A mainstay of government IT, James Collins
left his work as Delaware CIO after six years,
and more than 20 with the state, to take a
job with Microsoft Consulting. Gov. John
Carney tapped IT chief operating officer
Jason Clarke as Collins’ replacement.

James Collins
Rod Blunt stepped down as Kansas CISO
after spending 16 years building the state’s
cyberstrategy to become security chief
for El Paso County, Texas. Jeff Maxon
was named Blunt’s replacement in July.

take on the top security role for Joe
Biden’s presidential campaign.
Nebraska named Patrick Wright its
new information security officer, a role
formerly held by Chris Hobbs. Wright
came from an enterprise security position with Farmers Mutual Insurance.

Sam Edelstein left his position as the
inaugural chief data officer of Syracuse,
N.Y., a role he held for four years, to work
at a private data-consulting company.

Having led state IT work since March 2019,
Ron Guerrier stepped down from his post as
Illinois CIO. Jennifer Ricker, assistant secretary of the state’s Department of Innovation
and Technology, was named acting CIO.

In Arkansas, Nolan Leatherwood was
elevated to permanent state chief information security officer, having served in
an acting capacity since April 2018.

JULY
Minnesota named Rohit Tandon its permanent CISO. Tandon had served as security
chief in an acting capacity since Aaron
Call’s departure at the end of 2019.

AUGUST

After serving as interim chief data officer
since December 2019, Josh Martin was
named Indiana’s permanent chief data officer.

48

Sacramento, Calif., Chief Innovation
Officer Louis Stewart departed city
service after three years in the Office
of Innovation and Entrepreneurship.

Jamie Grant announced he would not seek
re-election as a Florida state representative
to take on the role of state CIO, heading
Florida’s newly established Digital Service.

Steve Emanuel, who has worked in both
the public and private sectors throughout
his long career, announced he was stepping down as CIO of Newark, N.J., a
role he’d held since February 2019.

Nevada found a new CIO in cybersecurity
professional Alan Cunningham, who took
over the state’s Enterprise Information
Technology Services Division.

Michigan established the Office of
Future Mobility and Electriﬁcation to
help drive its position as a hub for nextgeneration transportation and named
Trevor Pawl its ﬁrst chief mobility officer.

The North Carolina Department of Information Technology (NCDIT) appointed Dan
Kempton as its ﬁrst CTO. Kempton had
previously spent four years as head of
engineering and cloud services for NCDIT.

Chris DeRusha, Michigan CISO since
February 2019, left state service to

Longtime Mississippi CIO Craig Orgeron
retired from state service, having held

Indianapolis named IT staff member Elliott
Patrick as its new CIO and head of the
city’s Information Services Agency. Patrick
had served as interim CIO since January.
After 10 years as CIO of Austin, Texas,
Stephen Elkins announced he would retire
from city service and accept a position
outside the public sector. CIO of Austin
Water Chris Stewart was named Elkins’
replacement in an interim capacity.

OCTOBER
Montana CIO Tim Bottenﬁeld announced
his retirement from the State Information Technology Service Division at
the end of the year. As of press time, a
replacement had not been named.
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ADVERTISEMENT

Tech in Crisis:

A GOVERNMENT TECHNOLOGY Q&A

The Tools Government
Needs for COVID-19 and Beyond
In this Q and A, Nick Michaelides, Senior Vice President of U.S. Public Sector at Cisco, discusses how
state and local governments responded eectively to COVID-19, the challenges that remain and how they
can better plan for remote/hybrid work environments in the future.

What technologies/services proved most impactful
as governments rapidly responded to the pandemic?
What gaps and areas of challenge surfaced?

become the norm. At Cisco, we’re delivering architectures and use
cases around secure remote work and virtual citizen engagement
that governments can deploy quickly. We are continually seeking
ways to more eectively empower remote workers while keeping
them and their data safe.
Government IT leaders should also focus on creating baseline
environments that support the fundamentals for eective hybrid
work environments. This will let them securely oer more services
faster, and with more intelligence. In many cases they can still reduce
costs. Strategically, this includes adopting zero-trust security, cloud,
intelligent routing (SD-WAN) and exible consumption models, in
addition to moving toward greater automation.

Business continuity was put to the test when millions of government
employees were suddenly required to work from home. Our Webex
real-time video conferencing technology was key to stabilizing
services for state and local governments by providing their
workforce and political leaders a unied and secure platform.
Enabling secure calling, meetings and messaging-as-a-service
allowed government to quickly pivot and continue to function. But
many applications, accessible only from local oces, suddenly
required secure remote access. That is where rapidly expandable
virtual private networking, multi-factor authentication, advanced
malware protection and domain name system security added
tremendous value for government. These were delivered as-aservice and became central to helping remote workers access
business-critical applications.
Two common gaps identied were needing to rapidly increase
VPN capacity and keep countless new end-user devices secure.
Funding was also a challenge.

As governments plan more strategically for future
remote/hybrid work environments, how would you
encourage them to think about/prioritize enabling
technologies?

They will need the ability to react fast so I would encourage them
to leverage automation, cloud-ready networks and split tunnel
innovations with secure applications. I would also encourage having
an IT environment in place that promotes agility and holistic security.
Establishing a secure edge by using a Secure Access Service
Edge (SASE) framework is also vital. SASE allows you to identify
end users, devices, IoT/OT systems and edge computing locations.
It also provides direct and secure access to applications hosted
anywhere, including data centers and cloud-based services.
Cisco is already leveraging automation and DevOps because
this allows the quick rollout of new services, with reliability, and the
option of on-premises or in the cloud. Beyond automation, DevOps
incorporates programmability, orchestration, testing and continuous
upgrades to existing infrastructure, as well as new services.

How can government leaders drive collaboration
while workers are physically separated or in hybrid
work environments?

To support the demands of a growing remote workforce, and to
embed resilience, virtual desktop interface (VDI) solutions can help.
Government leaders need to promote hybrid work environments
(a mix of traditional, home-based and mobile) based on realtime video as the new normal. In addition, workers need a single
communications platform that allows people to connect, collaborate
and white board together as if in the same room.

How can government leaders enable employees
to deliver services differently in this changing
environment?

From cloud to collaboration and cybersecurity to network
modernization, plus many things in-between, Cisco is
helping lift government to greater security and resilience.
Now it’s your turn. You serve, you lead, now empower.
Join the new era of intuitive government.

Many government ocials are using conferencing platforms like
Webex to securely stream broadcasts to Facebook, hold board
meetings and eectively host lawmaking sessions. This should

Learn more: cisco.com/go/government
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Device as a Service:
A Simple Solution for Complicated Times
As governments grapple with COVID-19, DaaS can help them save money and eﬀort and maintain productivity.

For a state or local government organization,
managing IT devices in house can strain IT resources
and be too costly for budget-strapped agencies
to bear. This is especially true today, given the
uncertainties posed by COVID-19.

vendor with devices that meet the organization’s technological and
budgetary requirements can also present challenges. Budget cuts
due to unforeseen events cause even more strain on the agency’s
ability to procure needed devices.
Deployment
Planning, scheduling and deploying new devices takes a great deal
of time. Agencies need to choose the correct device for different
environments, evaluate devices as they are installed and assess
older applications to make sure they are compatible with newer
operating systems. Staff must also schedule end users to have
their devices refreshed at scheduled intervals, and make sure those
deployments do not cause excessive downtime. Tracking inventory
and coordinating deployments based on life cycle and warranty
expiration dates can also be difﬁcult to navigate.

In the face of the pandemic, government IT departments are
struggling to maintain services with shrinking budgets. And
with employees scattered, working from home ofﬁces, it can be
increasingly difﬁcult to keep track of IT assets and honor service
level agreements (SLAs).
Fortunately, agencies can ﬁnd an answer to those challenges
with a Device as a Service (DaaS) model. Just as Software as a
Service (SaaS) offers a less complicated way to deploy software,
DaaS simpliﬁes the implementation of hardware, unifying
purchasing under one agreement at a predictable monthly price.

Maintenance and repairs
Providing technical services in house can be costly, especially
in an agency with a large geographical footprint, or with mass
numbers of employees working from home. Stafﬁng and travel
expenses for ﬁeld service staff can add up quickly. If the agency
is understaffed and cannot fully cover incident rates and demand
promptly, employees are directly impacted and cannot operate
at maximum efﬁciency. In addition, many original equipment
manufacturers (OEMs) require service technicians to be certiﬁed
on their products, creating additional training expenses.

What is diﬃcult about managing devices in house?
When an agency manages their IT devices internally, whether
owned or ﬁnanced, challenges arise throughout the product life cycle:
Procurement
When dealing with numerous suppliers it can be difﬁcult to plan for
procurements and services in advance, especially when working
within the constraints of legislative budget cycles. Finding a suitable

CDG20 BRIEF SHI.indd 4
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ADVERTISEMENT

As governments face an uncertain ﬁscal
future in the COVID era, DaaS oﬀers an
important element of predictability.

As governments face an uncertain ﬁscal future in the CCOVID
era, DaaS offers an important element of predictabilit
predictability.
lity. By
bundling all devices and managed services into a D
DaaS program
with ﬁxed monthly fees, each agency will have a deﬁned IT
edictable and
expenditure for each device, allowing for a pred
predictable
consistent budgeting process.

Asset returns
Agencies must plan to refresh their devices at the end of the
device life cycle, sanitize the device, and ensure that all legacy
devices are audited and decommissioned in a secure and
compliant method.

How to get started with DaaS
Making the transition to DaaS does not have to be an all-or-nothing
commitment. Smaller proofs of concept are available to test
processes and methodologies, and explore the overall feasibility
of transitioning to a DaaS program. A DaaS managed services
provider can design and implement a proof of concept that is large
enough in scale to show beneﬁts including process improvements,
value and cost savings.

A more eﬃcient model
Under a DaaS model, an agency can execute a single contract
with a single managed service provider who assumes full
responsibility for procuring, deploying, managing, servicing and
refreshing devices for the organization.

Before implementing DaaS, it is important to gain buy-in from
the key stakeholders. IT staff might worry about how the
change will affect their jobs, and end users might be concerned
the evolution will disrupt their work. It is crucial to explain to
stakeholders at every level how the change will positively impact
the organization with the many beneﬁts that DaaS offers. It is an
change, process improvements and
opportunity to bring positive change
increased productivity.

A DaaS solution provides many benefits, some of which include
an improved user experience, enhanced device management
and potential cost reductions. By providing preplanned and
standardized refresh cycles, each end user has access to the
latest technology.
technology DaaS provides clearly defined SLAs designed
specifically to reduce downtime and achieve maximum device
availability throughout the entire life cycle. Managing devices
through a DaaS program provides an added layer of security
with OS and critical updates; IT asset management on managed
devices; and software application, predictive analytics and
improved device reporting. Finally, a DaaS solution presents
an opportunity to reduce support costs across the agency by
preventing large spikes in upfront CapEx expenditures and
reallocating internal staff to focus on higher level IT support
functions and strategic initiatives.

By shifting responsibility, reallocating resources to focus on
strategic initiatives and business objectives, increasing efﬁciency
and reducing costs, a DaaS model can help governments survive
the uncertain days ahead and, in the long run, help them thrive.

This piece was written and produced by the Center for Digital Government
Content Studio, with information and input from SHI.

Produced by:

For:

The Center for Digital Government, a division of e.Republic, is a national research
and advisory institute on information technology policies and best practices in state
and local government. Through its diverse and dynamic programs and services, the
Center provides public and private sector leaders with decision support, knowledge and
opportunities to help them effectively incorporate new technologies in the 21st century.
www.centerdigitalgov.com.

Founded in 1989, SHI is a global provider of technology products,
solutions and services and is now the largest Minority & Woman-Owned
Business Enterprise (MWBE) in the United States with 2020 revenues
forecasted to be $11 billion.
Learn more at: https://www.shi.com/CustomerServices/
SHIMarketing.aspx?ContentID=86768 or by contacting your
Account Executive.
SHI International Corp. 888-764-8888
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SIGNAL:NOISE

By Paul W. Taylor

Can’t You See?
What video is doing to and for government, and why IT needs to own it.

A

era. With many school buildings still not
operating at capacity, responsibility for
ﬁguring out video for online learning
has fallen largely to teachers. With many
government departments under workfrom-home orders, sustaining regular
(and sometimes really long) video staff
meetings falls to line employees; the
same goes for touchless meetings and
appointments with members of the public.
Back in the pre-pandemic days,
if staff had problems in or with the
building, they would call facilities
people who had responsibility for the
physical infrastructure. Who exactly
has that responsibility for this digital
video infrastructure? And it is a diverse
infrastructure at that. Like the private
sector, government’s use of moving pictures
has evolved from video conferencing
rooms (the predecessors of Zoom) to
mobile phones, tablets and laptops.
When it works, video looks easy, but
that masks myriad complexities: live
sources and displays (handheld to wall
projected) in the wild, disparate frame
rates, uneven bandwidth, and the need
to capture it all for future use. These are
not entirely new problems, but they are
in a much wider context where video
is no longer discretionary. Consider
the experience of law enforcement.
Public safety was forced to confront
video earlier than most civilian agencies,
what with the social, political and

s The Buggles said in 1980, video
killed the radio star. To put a
government spin on it, “It’s
more of a consumer technology,” or “It’s
not my department.” In thinking about
2020, however, video has morphed from
sleeper to mission-critical technology
during the ﬁrst year of the pandemic.
It isn’t often that a 40-year-old song is
weirdly prescient about the repercussions
of modern technology, including video,
which has been viewed as either a stepchild
or taken for granted by the public-sector
IT community. Both NASCIO and GT’s
sister organization, the Center for Digital
Government, have tracked the preferences
and priorities of public CIOs over the
years. The resulting lists itemize videoadjacent technologies and service delivery
needs but have never used the word. They
include things like “enabling remote work”
through “collaboration platforms and
streaming services” to help deliver “online/
digital services” and “citizen communication
services.” These lists consistently give top
ranking to cybersecurity, an element that
is fundamental to the integrity of video
in all its forms and manifestations.
If the virus is now policy — and it is
— then video needs to have a consistent
steward as it takes on a
Paul Taylor is
vastly expanded role in
the chief content
disrupting the way the
officer of e.Republic,
Government
public sector gets stuff
Technology’s
done in the COVID-19
parent company.

52

technological ramiﬁcations of ubiquitous
surveillance with cameras embedded
atop light posts, in response vehicles
(dashcams) and on uniforms (body cams).
These efforts push the limits of
analytics practices and the ability
to index, archive and retrieve data.
The experience here may have key
learnings for the rest of government.
An added dimension in all of this
that differentiates it from most other
technologies is that the questions video
raises are about both carriage and
content. Deepfakes and cheap fakes
— banned by Twitter and Facebook
but still easy to ﬁnd using the search
engine of your choice — demonstrate
how evolving technologies aid
consolidation of the power in society
and sow distrust. The fakes are among
a panoply of manipulated media and
offensive cybertools often used in
disinformation. It will take more than
artiﬁcial intelligence alone to mitigate
the effects of the fakes. It will require
technical and social solutions, including
carbon-based life forms in government
who can think through it all.
Video is the most potent and
potentially explosive data blob out
there. Public IT cannot leave it that
way. Not your department? If not IT,
then who? Video in all its forms and
with all its foibles has not been seen as
IT’s issue, but it is IT’s problem.
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ADV ERTIS EM EN T
A GOVERNMENT TECHNOLOGY Q&A

Using Technology
to Stretch the
Social Safety Net
Mark Brewer, President, Global Public Sector Soluঞons for Conduent, discusses the challenges
state and local agencies are facing during the COVID-19 crisis and soluঞons to keep the public
safe and provide much needed health and human services.

What challenges do public
health agencies face as they
move through the pandemic,
especially around contact
tracing and repor ng?
Ramping up capabilities and skills,
maintaining adequate health care
services and social services support, and
managing uncertainties around funding
are all signiﬁcant challenges. In terms of
managing COVID-19 itself, testing, contact
tracing and reporting keep agency leaders
up at night. Accurate contact tracing is
critical in the ﬁght to contain the spread of
COVID-19 and save lives. At the same time,
an important concern is the conﬁdentiality
of patient data and HIPAA compliance
throughout the case management
process. This information about cases and
those who may be exposed must be sent
to the CDC, which requires sophisticated
solutions to help state agencies measure,
report and make informed decisions
that will help contain the virus’ spread.
The process for agencies to submit this
data is speciﬁed by the CDC and is very
strict; however, by mandating all agencies
submit data in a consistent, standardized

way, the CDC can better ensure higherquality data.
To assist with these and other
complexities, many agencies are
turning to cloud-based tools such as
Conduent’s Maven platform, which
is speciﬁcally designed to securely
track veriﬁed and validated COVIDrelated data. This system should not
be confused with consumer-facing
tools that have very different levels of
security and different access points,
such as Bluetooth and beaconing.

services. While some states are already
using more of an electronic approach —
along with call center technologies — for
unemployment insurance and SNAP
programs, many agencies are doing
their best to make those types of virtual
services available.

What approaches and
technologies can help
agencies make a diﬀerence in
the lives of their workers and
the people they serve?

As individuals and families
confront pandemic-related
issues, what challenges do
state and local agencies face
in delivering services to them?
Besides access to unemployment
insurance and social support services,
some individuals need access to contact
tracing for themselves, their friends and
families. Then of course, they also need
relevant health care services. Given the
requirement for social distancing, state
and local agencies are challenged with
pivoting from in-person services to virtual

It starts with leadership and prioritizing the
well-being of constituents. To help keep
workers and constituents safe, state and
local agencies are using proven solutions
like ours to track and trace the spread of
COVID-19, and make informed containment
decisions. Transportation is another area
where technology can help keep the public
safe. For example, as people get back to
work and start moving around more, it’s
important to have contactless technology in
place so individuals can purchase and ride
the bus or train without touching ticketing
or validation equipment, limiting the
potential for exposure.

Conduent delivers mission-critical services and solutions on behalf of businesses and governments — creating
exceptional outcomes for its clients and the millions of people who count on them. Through people, process and
technology, Conduent solutions and services automate workﬂows, improve efficiencies, reduce costs and enable
revenue growth. It’s why most Fortune 100 companies and over 500 government entities depend on Conduent every
day to manage their essential interactions and move their operations forward. Learn more at www.conduent.com.
© 2020 e.Republic. All rights reserved.
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More research, more science, more technology.

On the Move
In October, a ﬁve-story building in Shanghai “walked”
itself to a new location with the help of 200 robotic legs.
The 85-year-old primary school facility used its new
appendages to rotate 21 degrees and move 200 feet down
the street, a journey that took just over two weeks.
SOURCE: BOING BOING

6,830

Going Mobile
A new offering from
Microsoft is taking
data centers where
they’ve never been
before: anywhere,
really. Designed for
cloud computing in
remote or hazardous
environments, such
as for “humanitarian
assistance, military
mission needs [and]
mineral exploration,”
according to the
tech giant, the Azure

SOURCE: ARS TECHNICA

40K:
The Intergovernmental Panel on
Climate Change says 1 billion
hectares of new trees need to be
planted to keep global warming
to 1.5 degrees Celsius (about
35 degrees Fahrenheit), and
Canadian startup Flash Forest
is using drones to take on the
charge. First, the company sends
mapping drones in to scout an
area for prime planting spots,
then other devices ﬂy in to
precisely drop seeds for native
trees. The company planned to
plant 40,000 trees in an area
affected by wildﬁre north of
Toronto this past October, and
anticipates that as the tech
advances it will be able to plant
100,000 trees in a single day,
compared to an estimated 1,500
a day that a human can plant by
hand. SOURCE: FAST COMPANY

SHUTTERSTOCK.COM

Scientists are applying AI to
space exploration to track
changes in celestial bodies over
time. Researchers at NASA’s Jet
Propulsion Laboratory fed an
algorithm 6,830 images taken by
the Context Camera that’s part of
the Mars Reconnaissance Orbiter
to train it on what to look for, then
gave it 112,000 images to analyze,
revealing new craters on the
Red Planet they think were made
between March 2010 and May
2012. SOURCE: VENTURE BEAT

Modular Data Center
is a self-contained,
ruggedized unit.
But how do these
mobile data centers
get connected when
there’s nothing even
close to ﬁber running
to them? For that,
Microsoft is partnering with SpaceX,
to utilize its Starlink
low-Earth orbit satellite broadband.
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Driving Recovery Through Data
How government leaders can use data to launch an effective,
equitable COVID-19 recovery plan.

S

and generate high-wage jobs in ways that
addresses these inequities.
Finally, public offi
cials also are responsible
officials
for preserving the ﬁscal health of government
departments and programs by effectively
managing revenue loss and budget shortfalls.
States and localities are seeing enormous
declines in tax receipts
receipts, as well as reduced
revenue from fees related to construction
permits and business licenses. The economic
downturn threatens essential government
programs and staff at a time when the public
needs these services the most.
To equitably revive economies, restore
revenue sources and minimize the impact
of budget reductions, government leaders
want data-driven insights that will help
them navigate the new environment. The
right information collected from businesses
and governmental agencies can inform
strategies that maximize the impact
of recovery efforts and preserve vital
government programs.

tate and local government leaders
face enormous challenges as they
look toward long-term recovery plans
in response to COVID-19. Along with the
primary goal of protecting public health,
they need to revitalize local economies,
which have felt devastating impacts from the
pandemic.
pandemic The U.S.
U S Department of Labor
says more than 45 million Americans have
ﬁled for unemployment as of July 2020,¹ and
the National Bureau of Economic Research
reports more than 100,000 small businesses
have closed since March,² including roughly a
third of all small businesses in New York City.³
These economic impacts also have been
uneven, disproportionally impacting minority
owned businesses. For instance, the number
of African American business owners in
the U.S. dropped by 41 percent between
February and April, while white business
ownership saw a 17 percent decline.⁴ Mayors,
city managers and county executives must
bring businesses back to their communities

“Data is a critical component to bringing
people together and getting everyone on the
recovsame page in order to launch effective recov
ery plans,” says Saf Rabah, vice president of
solutions for Socrata at Tyler Technologies.

WHAT TO TRACK
Government leaders should focus on
four indicators to steer recovery efforts and
track progress:

1

Financial data: This is information related
to key government revenue sources
such as sales and property taxes, as well as
budgets and budget deﬁcits. Government
leaders can use this data to project the
short- and long-term ﬁnancial impact of
COVID-19 on speciﬁc departments and on
the jurisdiction as a whole.

2

Economic data: These are indicators
of local economic activity, including
applications for building permits and

CDG20 BRIEF Tyler_DC.indd 1
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ADVERTISEMENT

business licenses. With this data, leaders can
better understand the economic impact of
the pandemic on their communities.

3

Real estate data: Information on property
sales, property values and mortgage rates
is another source of insight for government
leaders as they assess current economic
conditions and predict future revenue streams.
Real estate activity has an important impact on
both government tax revenue and the overall
ﬁnancial health of a community.

4

Third-party data: Private companies
often will contribute timely data related
to everything from daily employment to
revenue transactions. This information adds
another signiﬁcant dimension to government
leaders’ understanding of economic activity.

Collecting this data is only the ﬁrst step,
however. Governments must transform this
information into critical insights by looking at
how each indicator changes over time.
“What is most important is going beyond
a single moment in time to see changes and
patterns over a series of days, weeks and
months to get more of a granular view,” says
Rabah. “You need the data and the ability to
compare and give context to what is happening
today with where you were pre-COVID.”
By establishing a pre-COVID baseline, and
then examining trends within and across each
of these four indicators, leaders can assemble
a holistic view of what recovery looks like
and use these insights to guide budgeting
decisions and drive economic policy.

A DATA-DRIVEN SOLUTION
Many government leaders recognize the
value of this data, but the information can be
difficult to acquire. There often are technical
barriers to accessing and aggregating data
from multiple sources.
“A lot of systems where data is stored
were not designed to communicate with one
another, or they can’t easily provide data to
your preferred business intelligence tool,”
Rabah says.
Timeliness is another issue. Government
leaders cannot always access real-time data
for particular indicators. Sales tax information,
for example, might be reported quarterly
or every six months, making it difficult to
respond to events that are evolving as rapidly
as the current pandemic.

Fortunately, modern data technology
can help governments access and interpret
timely information for COVID response and
recovery or to cope with other disruptive
events. Tyler Technologies has developed
a government-speciﬁc, turnkey application,
Socrata Recovery Insights, that quickly
enables government leaders to track
economic recovery by examining data
across the four economic indicators.
Socrata Recovery Insights is designed
to collect data from multiple sources and
surface real-time insights that support datadriven recovery strategies. The solution
provides decision support models, a peer
network, built-in spatial analysis and broad
visibility that puts recovery indicators at
mayors’ and county executives’ ﬁngertips.
It includes out-of-the-box data connectors
and prebuilt data dashboards that reduce
implementation time.
As a result, jurisdictions can quickly begin
running comparisons of critical data before
and after COVID to understand the impact
and stay on top of their recovery progress.
In addition, decision-makers can easily share
data visualizations with stakeholders across
departments, agencies and jurisdictions —
strengthening collaboration with others to
generate recovery plans.

Endnotes:
1. Department of Labor News Release, Aug. 13, 2020,
https://www.dol.gov/ui/data.pdf.
2. Alexander W. Bartik et al. “How are Small Businesses Adjusting to
COVID-19? Early Evidence from a Survey,” National Bureau of Economic
Research, April 2020, https://www.nber.org/papers/w26989.pdf.
3. One-Third of New York’s Small Businesses May Be Gone Forever,
Aug. 3, 2020, The New York Times,
https://www.nytimes.com/2020/08/03/nyregion/nyc-small-businesses-closing-coronavirus.html
4. Robert Fairle, “The Impact of COVID-19 on Small Business Owners:
Evidence of Early-Stage Losses from the April 2020 Current Population Survey,” Stanford Institute for Economic Policy Research,
May 2020, https://siepr.stanford.edu/sites/default/ﬁles/publications/20-022.pdf.

THE ROAD TO RECOVERY
Successfully navigating the COVID-19
recovery demands data to guide decisions
around preserving government services,
restoring local economies, equitably
rebuilding small businesses and more.
Government leaders will need tools that
collect economic-indicator data from multiple
sources and surface insights from that data
in actionable formats.
By collecting and analyzing this kind of
information, state and local governments
have an opportunity to not just revive
communities, but also improve them.
“We cannot get back to life before
COVID,” says Rabah. “But we can use
data to inform what we want in our ‘new
normal,’ and to deﬁne what we consider a
successful recovery.”

This paper was written and produced by
the Center for Digital Government Content
Studio, with information and input from
Tyler Technologies.

Produced by:
The Center for Digital Government, a division of e.Republic, is a
national research and advisory institute on information technology
policies and best practices in state and local government. Through
its diverse and dynamic programs and services, the Center
provides public and private sector leaders with decision support,
knowledge and opportunities to help them effectively incorporate
new technologies in the 21st century. www.centerdigitalgov.com.

For:

Tyler Technologies (NYSE: TYL) provides integrated software
and technology services to the public sector. Tyler’s end-to-end
solutions empower local, state, and federal government entities to
operate more efficiently and connect more transparently with their
constituents and with each other. By connecting data and processes
across disparate systems, Tyler’s solutions are transforming
how clients gain actionable insights that solve problems in their
communities. Tyler has more than 26,000 successful installations
across more than 10,000 sites, with clients in all 50 states, Canada,
the Caribbean, Australia, and other international locations. Tyler was
named to Forbes’ “Best Midsize Employers” list in 2019 and has
been recognized three times on Forbes’ “Most Innovative Growth
Companies” list. More information about Tyler Technologies, an
S&P 500 company headquartered in Plano, Texas, can be found at
tylertech.com.
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Continued
Continued
More research, more science, more technology.

Every day on govtech.com, we explore a question
about something new happening in the tech
(and tech-adjacent) world. Here’s a look at a
few recent Questions of the Day. For more, visit
govtech.com/QoD, or subscribe to our newsletter
to get them daily in your inbox.

Did Oreo really build a
doomsday bunker for
cookies?

Who has started putting
AR goggles on dogs?
Answer: The U.S. Army.
Who ever said you can’t teach an old
dog to use new technology? The Verge
reports that the Army Research Laboratory has been overseeing a new project,
trialing a set of augmented reality
goggles for dogs. The current prototype
was created by Seattle-based privatesector company Command Sight and
used by a Rottweiler named Mater.
Mater’s handler can use the goggles
to give Mater commands when they

On Oct. 3, after news of a potential asteroid
collision with the earth in November had
been circulating for a while, Twitter user
and cookie-lover Olivia Gordon tweeted
wanting to know who would save the Oreos.
So Oreo and its parent company, Mondelez
International, decided to build a full-blown
doomsday bunker to protect the precious
cookies. The Global Oreo Vault was
inspired by the seed vault built in the Arctic
to preserve the earth’s botany in the case
of a global disaster. Built on permafrost in
Norway, it’s much smaller than its inspiration,
but still has everything you’d expect from
a doomsday bunker, and promises to keep
the cookies safe and fresh.

Why might you
want your phone
to listen to your
environment?
Answer: So it can tell you
what’s going on.
Google has come out with a new
accessibility feature that might actually
make you want to have your smartphone listening in on you and your
surroundings. Designed for people
who are deaf or hard of hearing, the
new Sound Notifications for Android
and Wear OS devices can, when

Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com
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enabled, tell you if it hears important
sounds in your vicinity.
The system was built off of work from
Google’s pre-existing Live Transcribe
feature, which creates real-time speechto-text transcriptions of what the people
around the user say. Sound Notifications
was created using machine learning technology and uses a smartphone’s built-in
microphone to listen to its surroundings
and identify certain sounds like a beeping
appliance or running water. It then notifies
the user by push notification, vibration or
flashing the camera light.
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are too far apart for those orders to
be heard. Via augmented reality, the
goggles simulate what dogs see when
they follow instructions from a laser
pointer. Mater’s handler can see a live
feed from the goggles and transmit
commands in real time, allowing
them to remain hidden while Mater
searches an area, for example.

SHUTTERSTOCK.COM

Answer: You’d better believe it,
because they did.
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Fewer hands, more results.
Relay waste management.
VICTOR STANLEY RELAY ™
S T R E E T L E V E L S E N S I N G ™ & WA S T E C O N T R O L S E R V I C E

Planning and running a smart city depends on a stream of secure, accurate, real-time data that can be used to make remarkable
changes in how cities can optimize the use of resources including reallocating laborers to higher priority items. Relay technology
provides it in a street-level sensor that measures ﬁll level, weight and temperature inside waste receptacles, and air quality, foot trafﬁc
and noise pollution on the outside. Providing insight for years to track and tackle everything from waste collection cost savings
to environmental equity. With actionable data from every street corner, you can start immediately. What can we do for your city?
TM

V ICTOR STA N L EY.COM

G

T

h 9 10 75 REDFLOOD FEWER i dd 1

9/29/20 5 02 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

25

T1

50

T2

75

95 100

YELLOW

__________Editorial __________Prepress

T3

5

25

50

75

95 100

MAGENTA

5

25

50

75

CYAN

95 100

Page #

__________Other ____________OK to go

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

25

T1

50

T2

75

95 100

YELLOW

__________Editorial __________Prepress

T3

5

25

50

75

95 100

MAGENTA

5

25

50

75

CYAN

95 100

Page #

__________Other ____________OK to go

