What digital
cities, counties

v 4’:‘1 = andstatesare
Solutions for - om. ot Ay thinking about.
state and local s i & SR 1= Er

o | J..' :.,,—_,}-_ . T Y
government. alh! T

'1
S
L 2

W C0transitions

2016:

, DECEMBER 2016
L

government.

Sharing-as-a-Service:

Where collaboration SR\~

makes sense. dmeE &
e (g e e S P, SHTA
QL Y < et

VOL 29 ISSUE 8 / A PUBLICATION OF e.REPUBLIC / GOVTECH.COM

Pl



5 O% of surveyed legislators

say their state has an inadequate
number of cybersecurity personnel.
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HOININOIAVIISW By Noelle Knell / Editor

Tips from the Trenches

ow that the election is behind

us, it’s an opportune time to

reflect on the impacts of those
other contests near the top of so many
ballots across the country last month.
Twelve states voted for governor, and
when all the votes were counted, there
were six new governors elected across
the country.* Regardless of whether the
new leadership shares a party with the
outgoing administration, state CIOs’ fates
are usually tied to the elected leader that
appointed them. With those impend-
ing transitions in mind, we asked a host
of CIOs what advice they might give to
someone new to the role of state chief
information officer. Several common
themes rose to the surface that seem like
solid career tips, regardless of your field.

Line up behind the boss.

What does a governor’s agenda have
to do with IT? As we continue to find in
looking at governors’ policy priorities,
technology is very much on the agenda
— it has even started to make it into
state of the state addresses, easily one
of the most important policy speeches
a governor makes. CIOs should make
sure they’re focusing on connecting
unconnected populations, supporting
performance-driven government and
protecting data and infrastructure from
cyberthreats, especially if that’s what
has the attention of policymakers.

“You’ve got to understand the goals
of whoever appoints you, and you need
to make sure that the organization is
moving to help enable those goals,” Florida
CIO Jason Allison told us at the NASCIO
annual conference in Orlando.

Build a trusted team.

The scope of a state CIO’s responsibility
makes micromanagement nearly impossible.
Many CIOs stressed the importance of hav-
ing smart, loyal people around you who are
skilled enough to effectively manage their
domains and savvy enough to understand
when issues need to be elevated.

“Put people around you that you absolutely
trust that will give you the good news, the bad
news and the straight scoop, every step along
the way,” said Minnesota CIO Tom Baden.

Talk to your peers.

While every state has unique needs, there
is more that unites the CIO job across state
lines than not. Success need not involve
starting from scratch. CIOs recommend
networking as a critical part of the job.
And the conversation is always two-way.

“Some are ahead of you so you can
learn from them,” explained Delaware
CIO James Collins, “and some are not
where you are, and you can contribute.”

Remember the customer.

A familiar refrain from public-sector CIOs
is a welcome one: Technology is an enabler of
business needs, not the end game. CIOs are
wise to listen to their customers — agency
partners, elected leaders and citizens — and
remember that technology solutions should
address their needs, first and foremost.

Hardik Bhatt of Illinois makes a strategic
suggestion to support the point. Minding the
customer makes it easier to get support for
other needed priorities: “New CIOs have to
step up and deliver quick wins, which are
visible and customer-facing, so that they can
build trust and then in the background start
working on the major transformation.” [

*(At press time, a winner had not been officially declared in North Carolina.)
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The length of time

body-worn cameras
in Stockton, Calif,, are
constantly recording
and overwriting foot-
age to capture action
before a police officer
activates the device.

Social in the Office

When Facebook at Work began
pilots over a year ago in various
organizations, there was measured
skepticism that the tool would be
little more than another way for
employees to waste valuable time
with cat videos and gossip. But the
new and renamed version of the
tool, Workplace by Facebook, went
public Oct. 10 and one early public-
sector adopter sees big potential.
Arizona CIO Morgan Reed
announced in June that the state’s
Department of Administration would
pilot the platform and said it carried
many features that would not only
make leadership more accessible,
but is also a tool employees are
inherently comfortable with. “Not only
is it helping us communicate and
break down the silos of government
within multiple agencies,” he said in
September, “but even within our own.”

Accelerating Tech Acquisitions

For the most part, 18F is just for the federal government. But the agency is taking steps to hand
down knowledge to anybody in government in need of help buying digital equipment or ser-

vices. In October the digital consultancy housed within the U.S. General Services Administration
released a living document called the Digital Acquisition Accelerator Playbook. The book is a
step-by-step guide for government officials to buy equipment and services based on best prac-

tices developed at the federal level.

WHO SAYS?

‘About 80 to 90 percent of the tickets submitted to the IT help desk
are for resetting passwords, so if we can help there at all, it's a win.

Chatbots may be able to help us do that.”
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reader/comments:

66 Differing laws at the state level
make conducting business across
state lines very difficult. It is cumber-
some and expensive to keep track
of and comply with each state’s
security regulations and privacy
laws. There should be a consis-

tent set of cybersecurity laws and
requirements at the federal level that
are clear and practical to implement,
and that actually helps to protect the
nation’s security posture.

Andy Soodek in response to Legislating
Cybersecurity: Breaches Grab
Lawmakers’ Attention

66 This policy looks more like it's
designed to prevent employees
from using social media for busi-
ness. The world has changed, and
social media/online communications
[have] become the go-to resource
for public-sector messaging. How
else are we going to tell our stories
and engage our constituencies? We
can’t rely on the media to do this

for us, and we don’t have to rely on
the media now that we have blogs,
Facebook, email lists and more. |
would strongly encourage the City
Council to consult with other jurisdic-
tions across the country to learn
more about digital and social media
archiving.

Derek Belt in response to lllinois City Chooses
Policy Over Tech in Social Media Rules

66 It is unfortunate that this graphic
doesn’t contain what is perhaps

the most essential ingredient — a
clearly defined user experience
framework guiding the technical
build. Projects can be agile, but

if they don’t involve users in [the]
design in fundamental and credible
ways, they will be no more successful
than waterfall projects.

Jay in response to What Makes a Winning
Government Website?
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Staffing the Cloud

Innovation starts with revolutionizing the skill set of the IT office.

any state, city and county IT

offices are caught in a bit of

a Star Trek-ian time warp —
professional staff members originally
recruited for an on-premises business
model face substantial obstacles when
moving application software and hosting
to the cloud. CIOs must align their
staffers’ skill sets with the constantly
evolving demands of cloud computing,
but few IT offices can keep pace.

Cook County, I1I’s Bureau of Technology
(BOT) is a positive outlier to the trend of
IT offices that struggle to upgrade and
adapt staff talent to the cloud. In 2015,
Cook County awarded $154 million in IT
contracts to fund the BOT’s four major
application modernization projects
known within the bureau as the “big
bang” — integrated justice, integrated
property, integrated revenue and an
enterprise resource planning system.

Simona Rollinson, the county CIO,
paired the influx of new IT contracts
with a novel approach to staffing. In 2014
and 2015 combined, Rollinson hired or

Stephen Goldsmith
is a professor at
Harvard Kennedy
School and director
of the Innovations in
Government Program
and Data-Smart City
Solutions. The former

mayor of Indianapolis,

his latest book is

The Responsive City:
Engaging Communi-
ties through Data-
Smart Governance.

promoted roughly a third of
the bureau’s employees. In
the same period, she wrote
or revised a third of its job
postings. I recently spoke
with Rollinson about the
logic behind her new staffing
approach and how she is

taking the BOT into the cloud.

To manage so many large-
scale projects simultaneously,

8 December 2016 // www.govtech.com

Rollinson divided the BOT’s procurement
portfolio among a number of cloud
service providers, each specializing in
different areas. Internally, she hired
service-oriented workers with an eye for
management and systems integration to
facilitate these vendor relations — people
who, as Rollinson put it, “understand the
business of Cook County.” She charged
these workers not only with making

sure individual IT services are fully
functional, but also with communicating

the Cook County government who could
communicate effectively across silos.

Importantly, the staffing transformation
presents opportunities for public-sector
IT workers operating in a changing job
market — as commodity work like server
maintenance moves out, employees can
focus their career development on the
high-value analytic work moving in.

To facilitate such a large volume of
contracts, Rollinson set up an in-house
law firm in the form of two attorneys

ClOs must align their staffers’ skill sets
with the constantly evolving demands of cloud
computing, but few IT offices can keep pace.

both internally and externally to ensure
that Cook County’s many clouds each
serve a greater networked system.

Many of the new hires came from the
private sector, where vendor management
and system architecture have long been
priorities. Rollinson targeted the BOT’s
job description language to appeal to these
workers and their experience. She also
combined formerly separate job postings
in order to get maximum value out of new

employees and increase system integration.

Of the $154 million in new IT contracts,
$132 million serve more than one agency,
so Rollinson promoted IT staffers with
previous experience in different areas of

dedicated to reviewing contracts and
building templates for working with
vendors. Finally, she established a change
management group to ensure new
technology didn’t interfere with existing
practices.

The pace of innovation is unmistakable.
As Rollinson said, government is a “target-
rich environment” for disruption, and that
process starts with revolutionizing the skill
set of the IT office. Now is a pivotal moment
when government agencies are moving
their work into the cloud, and it is critical
that this transition is capably managed by
knowledgeable staff members. [l
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Since becoming CIO of Colorado in May 2074, Suma Nall apa [/ has focused on cloud
computing and improving the user experience. Prior to state government, she led service
delivery operations for Catholic Health Initiatives, one of the nation’s largest health-care
networks, and co-founded an IT consulting firm, which helps frame her thinking when working
with tech startups and entrepreneurs. We caught up with her in November at the Reverb
conference in Denver, where the idea was posed that “government” should become the next
noun to morph into a verb. “We Google, we tweet, we Uber, we Airbnb,” Nallapati said. “We
should come up with a great word for that, and it should be so modern and effective that
people look forward to interacting with government.”

Can you discuss your goal of

government becoming more like

Amazon.com?
We are looking at transforming govern-
ment to make it so effective, efficient and
elegant that users who interact with gov-
ernment can feel like they’re shopping on
Amazon. If they need a hunting license, a
driver’s license, a fishing license, they can
go to this one-stop shop mobile platform
and have that same experience when they
go on the portal, Colorado.gov. We would

like to have a consistent, modern technol-
ogy that’s interfacing with them.

The state recently hired a digital
transformation officer. How will
that role help shape technology
in Colorado?
We are looking at modernizing applications
that have been legacy — they were state-
of-the-art once, but they are not state-of-
the-art now. We adopted a very robust
Google platform, and we want to make it

FOUR QUESTIONS

consistent across applications, whether it's
drivers’ licenses or Department of Natural
Resources. So this digital transformation
officer will be working very closely with our
agencies and working with their strategic
plans and making sure that we are on the
forefront of technology. It also includes the
user experience, which is a very important
component of digital transformation — thinking
about it in our interfaces, in our design, in the
ways that we interact with the user.

How do you work with state

innovation officer, Erik Mitisek, and the

Colorado Innovation Network (COIN)?
Erik Mitisek is a leader whom | truly admire.
He brings a lot of energy to the table,
and he and | have been on the board of
COIN for a long time. We want to work
with startups and entrepreneurs, and to
bring that kind of energy to government
innovation and technology. Erik and |
speak a lot. He sends me opportunities for
meeting with startups and entrepreneurs,
and | tell him the challenges that | face as
the chief information officer. There’s a lot of
exchanging of ideas and thoughts.

Is it new for the state to look at

bringing tech startups into these

conversations?
The state of Colorado has been at the
forefront of working with startups, and
I'll give you an example. In 2013 we had
historic flooding in Colorado and so we
had to stand up very quickly a website
where everybody could come together
and collaborate on incident response and
the way recovery was going to happen. My
Google team worked very closely with a
company called Simply Local out of Boulder
and we stood up that website in 48 hours.
We had to have user interface design
happen very quickly, so we worked closely
with Galvanize [a tech co-working space]
and we hired a bunch of programmers on a
temporary basis and gave them this project.
And it’s still used today and is a model in
terms of resilience and recovery across the
nation. We were able to build that website
not just for that one incident, but in order to
handle any future emergencies.
— Elaine Pittman, Managing Editor [l
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A great headline?
Eye-catching art? Or a
compelling story outlining
a novel approach to a
familiar problem? Hopefully
mﬁ a combination of the three

(weighted toward the last one)

i) is what drew Government

R et Technology readers to the stories
- that ranked as our most popular

of the year. From broadband

to the gov tech marketplace,

BY EYRAGON analytics to everything as a
EIDAM, NOELLE service, smarter government
mLELLI!'h,BHD to cybersecurity, here are the
ELAINE PITTMAN stories that the analytics tell us

that readers most wanted to
read. It’s a revealing look into

the issues foremost on the minds
of public-sector technology
decision-makers.
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In early 2016 we looked at small cities
using their size to tackle innovation.

Palo Alto, Calif., launched its first Civic
Technology Center, a place for municipal
innovation, where startups can pitch ideas
and citizens can test their skill at hacking
city services. Bloomington, Ind., launched
a platform aimed at providing renters with
up-to-date information about prospective
new homes, and Evanston, lll., kicked off a
program that makes restaurant inspection

January also marked the
release of the first GovTech
100 list, a veritable who’s
who of companies focusing
their efforts on government
technology solutions. As an
industry, the private sector’s
focus on the public-sector
market accounts for more
than $180 billion in state
and local government

information available to patrons via text.

Thanks for contacting Evanston
311. Please reply with the

name of a restaurant that you
are interested in seeing a health
score for.

JANUAR

Internet access in libraries

is no revolutionary concept,

but the idea of taking it home
with you is. In Spring Hill,
Tenn., a town of around 35,000
people, the public library kicked
off a program to improve
access to the Internet through
rentable Wi-Fi hot spots.
Library administrators said

the program was a welcome
addition to the list of services
that offered patrons greater
flexibility and connectivity
when traveling or at home.

business. 2016 GovTech

100 companies average a
youthful 9 years old, yet
are stiff competition for their
much older industry rivals.
Look for the 2.0 version of
the list in next month’s issue.

GovTech

Wyoming, a state known for cloud
leadership, is the first to make the leap to
an as-a-service Medicaid Management
Information System (MMIS)
deployment, and many other states are
paying close attention. Traditionally an
expensive, custom-built system, MMIS in
the cloud allows states to use a modular
approach that can more nimbly satisfy
changing requirements, as well as
enable new vendors to get in the game.

Just eight days into the New Year,
New York Gov. Andrew Cuomo and
Lt. Gov. Kathleen Hochul announced
significant high-speed broadband
initiatives. Their announcements:
A recently approved merger
between communications

moguls Time Warner Cable and
Charter Communications would
increase connectivity to 145,000
underserved customers, and a
$500 million push from the state

is aimed at bringing high-speed
Internet to every New Yorker

by 2018. The announcements
signaled the first phase of the

New NY Broadband Program.

The city of Los Angeles was hoping mapping would be the tool

to break down data barriers, when Mayor Eric Garcetti and Esri
founder Jack Dangermond announced the launch of GeoHub Jan.
29. The idea behind the partnership: centralizing access to a range
of useful geographic data sets and empowering agencies to make
better-informed decisions. At the time, Southern Edison and the
U.S. Geological Survey also demonstrated interest in the project.

www.govtech.com // December 2016 "
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In February, Las Vegas declared its downtown an
“innovation district,” in an economic development

move. Public Works Director David Bowers was given
authority to lay out policies and procedures for testing
emerging technologies in a real-world environment.
Officials were hopeful that opening their streets to pilot
things like automated vehicles would provide incentive
to companies looking for a new place to set up shop.

o
o

New York’s Office of Information
Technology is, by CIO Maggie
Miller’s calculations, facing a
staffing crisis in the next few
years. During legislative testimony,
Miller cited a potential loss of up to
25 percent of staff to retirement,
reducing the state’s average level
of IT experience considerably.
While the issue is a familiar one to
ClOs at every level of government,
Miller’s workforce challenge is
amplified by union rules that
mandate that external hiring can
only be for entry-level positions.

12 December 2016 // www.govtech.com

California began its next-gen open data
portal pilot in February. Innovation and
Accountability Deputy Secretary Stuart
Drown unveiled the website, meant to house
all public agency data in one place. The
initiative was to replace the state’s original
open data website, Data.ca.gov, by June.

Montgomery, Ala., became the first

city in the state and just the fourth in

the southeastern U.S. to launch an
Internet exchange point, the Internet
equivalent of a freeway interchange.
Instead of Internet service providers,
content delivery services and educational
institutions routing traffic through Atlanta,
they can now route traffic and store
data locally. Montgomery’s main ISPs
can now serve local customers more
easily than if they needed to run backhaul
to Atlanta, and many ISPs from Atlanta -
asked to connect to the new exchange L N ;? Y
point to add redundancy to their networks. _ o - ﬁg\ b

In an effort to cut down on fake
government social media accounts, the
U.S. General Services Administration’s
SocialGov program released the U.S.
Digital Registry, a one-point verification
source for agencies using one or more
of 17 different social networks. Federal
officials said the registry will help
ensure safer interactions between
citizens and verified agencies. Agencies
interested in using the tools first need
to authenticate their identities.



Google Fiber made headlines in 2016 as municipalities
began to embrace the “hyperfast” Internet service — but not
all of the news was good. Google set up an office in Seattle’s
South Lake Union neighborhood in late March, bringing

the potential for as many as 4,000 new jobs. Portland,

Ore., and Salt Lake City also welcomed Google offices in
late August. But in Austin, Texas, the initial hype around

the service gave way to construction-related aggravations
and accusations that the project had caused flooding.

In an effort to better prepare
for an aging population, the
President’s Council of Advisors
on Science and Technology
announced 12 recommendations
to help meet growing health and
mobility needs in March. The
call for research, the promotion
of wearables and robotic
technology, and improved
telehealth technologies

were among the priorities
outlined by the council.

The draw of quantum computing
is the idea that it is smarter,

faster and more powerful than
existing computing methods.

The manipulation of subatomic
particles gives quantum computing
its edge, but it also adds a layer
of complexity scientists and
technologists continue to grapple
with. In a look down the road
—roughly a decade, according

to Bill Gates — the technology
could be applied in the cloud.

Due to declining numbers of career
public servants, government is getting
creative in luring new talent to the
public-sector workforce. In addition to
recruiting people with nontraditional IT
backgrounds, government IT managers
ultimately see fewer full-time IT positions
in-house. As full-time baby boomers
retire, some IT shops are replacing them
with part-time positions and outside
contractors. The rise of deployable
solutions is also pivoting IT skill sets toward
project managers, system integrators and
user experience specialists, as opposed
to the programmers and coders of old.

2016/YEAR[I] TECH

The chief data scientist has become a more prevalent
figure in public-sector IT as government works to put its
data to use to serve citizens and internal operations. The
White House has one, as do a growing number of states and
localities. Boston’s Curt Savoie, who has since snagged a
similar position with Massachusetts, worked to develop data
literacy among management staff, while in Florida, John
Kane helps manage data for the state’s Medicaid program.

In Washington, D.C., DJ Patil focuses on using data to better

inform federal policy.
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She may represent Apple’s home state, but in April Sen. Dianne Feinstein,
D-Calif., joined the FBI’s fight against the tech giant when she introduced a
bill allowing courts to force companies to help law enforcement access
devices. The move followed a federal quest to unlock the iPhone of a
drug dealer — though media reports put the number of phones needed

for evidence in the hundreds. Feinstein’s bill, called the Compliance with
Court Orders Act of 2016, was all but dead in less than two months.

Machine deep learning is
already moving past finding cats
in YouTube videos. Pentagon
Deputy Secretary Robert Work
said in April that the concept is
poised to help the U.S. gather
better intelligence about the
Islamic State (ISIS). The idea
is to write programs that learn
complex information from data
after “training” to interpret it.
Deep learning holds the promise
to help the U.S. learn about

how ISIS functions, according

to Work — as evidence, he
pointed out that it has already
been used to parse through
images of airplane crashes.

14 December 2016 // www.govtech.com

On April 6, Facebook launched a new
video livestreaming service much to
the Internet’s liking. But Facebook Live
doesn’t have to be limited to newspaper
experiments or event broadcasts, argued
the company’s Government Outreach
Director Katie Harbath — it can be useful
for public officials as well. The Canadian
government has been using the tool

to help thousands of people watch
meetings, and Harbath said that the ability
to receive instant feedback opens up
new opportunities for government.

Putting super-fast fiber in the ground is
only half the battle — after laying it down,
many cities have had trouble getting
people connected to it. But Santa Cruz,
Calif., thinks it can do the second part in
afast, cheap way. Partnering with fiber
owner Cruzio and Siklu Communication,
Santa Cruz installed millimeter wave radios
to wirelessly connect residents to existing
fiber as it seeks to build out its network.
The city announced the partnership in April
and turned on the equipment in June.

A study from the University of
Washington Emerging Capacities of
Mass Participation Laboratory looked
at online behavior surrounding
rumors, and came to some interesting
conclusions. When public officials
release statements correcting
misinformation online, the news
tends to travel fast and prevent

the spread of falsehoods. That’s
even true when officials’ social

media accounts don’t have many
followers, according to the study.
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After a cyberattack at the U.S. Office of Personnel Management affected
more than 22 million people’s data in 2015, the agency led a month-long
Cybersecurity Sprint to improve practices. But that effort, according to

a report from the International Information Systems Security Certification
Consortium and KPMG, was far from enough. The report found that the
majority of federal workers still believe their agencies don’t understand
vulnerabilities and the government as a whole can’t detect ongoing attacks.
The study also found that many feel cybersecurity is unimportant.

The cloud isn’t a cure-all. At the
Florida Digital Government Summit
in May, the state’s chief technology
officer and private industry
representatives discussed the
importance of knowing the limits
of the concept before making the
move. There can be surprise costs
related to bandwidth, for example,
as well as penalties for exiting a
contract. Some security tools need
to be re-examined when applications
are moved to the cloud as well.

-

New York City Mayor Bill
de Blasio announced a
new initiative May 9 that
seeks to increase civic
engagement and make it
easier for citizens to interact
with city government.
Through a blog post, de
Blasio introduced the NYC
Digital Playbook, an evolving
portal that showcases the
city’s technology principles
and strategies, while

inviting public input. The

No. 1 principle of the city,

Don’t leave all the cute
animal posts to the public —
according to Kristy Dalton,
aka GovGirl, government
can do a lot of good by
getting creative and funny
on social media. In recent
years, local agencies have
found a lighthearted
approach can help engage
more citizens and spread
messages further. The

best side effect of a larger
audience on social media?
More people are reached

This year saw increasing support of public-private
partnerships (P3s) among government officials,
meaning more and more leeway for government to
fund projects with commercial investment. In May,
Seattle Mayor Ed Murray said the private sector

is the best option to expand his city’s broadband
network. Tennessee and Kentucky both passed laws
allowing for P3s this year. Officials in Denver, San
Francisco, Santa Cruz, Calif., and Prince George’s
County, Md., have also embraced the idea.

when it comes time for
important announcements.

according to the portal, is to
“make services accessible.”
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As the concept of the smart city has grown,

it has matured — and that maturity has meant
government scaling back huge, ambitious
concepts into practical, everyday solutions
that make life better, save money and help

the public sector work more efficiently. In
June, Government Technology explored the
change, and how cities working to become
smart are now focusing more on outcomes
and system integration than on technology.

Contra Costa County, Calif., may

not be the same high-tech hotbed that
Silicon Valley or San Francisco are,

but the Bay Area county is certainly

on its way. In June, Randy Iwasaki,
executive director of the county’s
Transportation Authority, sat down
with Government Technology to talk
about some of the area’s projects. They
include autonomous shuttle testing
at a decommissioned Navy weapons
station, social budget feedback efforts
and a “smart corridor” project that
aims to help people avoid congestion

As tensions with local police departments
flared up across the country in 2016,

the White House Office of Science and
Technology Policy began exploring data

as a possible way to help make the
criminal justice system more equitable,
transparent and efficient. More data than
ever is becoming available from government,
especially from body cameras. If that can

be supplemented with data exchanges, it
might help do everything from craft fairer
policies to improve parole questioning.

Geographic information
systems are hardly

new. But the rise of open
data, ubiquitous Internet
connectivity and mobile
technology has breathed
new life into government
GIS. That includes big,
national issues like
figuring out where to
target Zika prevention
efforts, as well as hyper-
specific applications
such as helping the

craft brewing industry
find the best available
land to grow hops on.

16 December 2016 // www.govtech.com

when traveling across the bay.

After a U.S. Department of Transportation
announcement sparked a hectic five-month
scramble, Golumbus, Ohio, won the Smart
City Challenge in June. Its prize included $40
million for high-tech transportation projects, $10
million for electric vehicles, and a huge variety of
services and equipment from companies eager
to showcase products. Among Columbus’ plans:
automated driving and connectivity to help
bring people to transit, connecting ride-sharing
to citizens without digital payment and an app to
help truck drivers navigate the urban landscape.

Six months after new Mayor Jim Kenney
began shaking up Philadelphia’s
innovation and technology efforts in a
major way, reviews from inside City Hall
were largely positive. New CIO Charles
Brennan now reports to a role called the
chief administrative officer, interfacing
less with the mayor. Kenney also closed
down the Mayor’s Office of New Urban
Mechanics. Though some were skeptical
of the city’s ability to innovate under the
new structure, others said Philadelphia
was working to improve internal
processes and become more efficient.



Governments have been moving to act more like startups, but IT vendors voiced concerns
that 18F, the primary digital service working to modernize federal websites, apps and systems,
may jeopardize lucrative contracts. At a House subcommittee hearing in June, lobbyists
from the IT Alliance for Public Sector and the Software and Information Industry Association
alleged that 18F was hindering profits by acting as both a procurement policymaker and

as a tech competitor inside the General Services Administration. And some said 18F
was fighting an uphill battle from the beginning in its work to disrupt traditional procedures.
“Another mission to be funded out of the same amount of resources is always going to be

an imposition, and frankly, that’s how [the Federal Acquisition Service] always felt about

18F — as a bit of an imposition,” former GSA Administrator Dan Tangherlini said in July.

As the presidential election
neared, reports began to come
out that voter records systems
had been breached in a number
of states. The information of
around 200,000 individuals

was compromised by a July 12
cybersecurity breach, the lllinois
State Board of Elections reported.
Officials with the board said the
breach was first noticed in the
main voter database system in
the form of an SQL injection. In
September, a U.S. Department

of Homeland Security official

said hackers had targeted the
voter registration systems of
20 U.S. states, successfully
infiltrating four of them.

While data and tech initiatives have the potential
to reinvent nearly every aspect of government,
the people and workforce side must be kept
in mind as cities evolve. Stephen Goldsmith,
director of the Innovations in American
Government Program at Harvard’s Kennedy
School of Government, pointed out that the
public-sector workforce must understand
“both policy and data, enabling them to
understand the social context, deploy the
necessary analysis and craft targeted solutions
for the most pressing civic problems.” Without

trained and motived employees, tech is just tech.

2016/YEAR[I] TECH

In 2014 the Center for Digital Government began work with state,
local and industry officials to develop best practices around
cloud and as-a-service procurements. The goal of the effort was
to remove 80 percent of the terms and conditions contracting
workload, leaving only 20 percent for public-sector organizations
to iron out with their vendors. With Utah taking a leading role,
state officials and their partners have been hashing out the details
of what will equate to a collective procurement agreement
expected to benefit more than 34 states through the National
Association of State Procurement Officers’ Value Point program.

A major player in the state’s electricity
system, the California Independent System
Operator received federal approval in June

to launch a program that allows people with
small-scale electricity technology, like

an electric vehicle, to aggregate together
and sell energy and services on the state’s
wholesale market. But early looks at the idea
suggested that it won’t be much of an option
for most rooftop solar customers — rather,
the program appears more likely to act as a
means of giving people with other emerging
technologies a way to profit from their assets.
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One app dominated phone screens

and the news this year: Pokemon Go.
The game, which uses augmented
reality and GPS, had millions of

users walking (and in some cases
driving) around in hopes they would
“catch them all.” Some cities took
advantage of the craze by promoting
public spaces as PokeStops, but the
game also raised the issue of the use

of unsanctioned apps on government-
owned devices. The app also showed
that augmented reality may be an avenue
for digital engagement and continued
conversations about where gamification
could fit in government outreach.

Cincinnati officials are hoping
to use data to improve
dispatch and emergency
response. By identifying
and predicting when and
where calls are likely to
occur based on historical
data, the city will be better
positioned to improve its
offerings. The information
has already offered valuable
insights: The city will likely
need to hire more medical
transport units to combat
the increasing workload —
there were 54,000 medical
transport incidents in 2015
compared to 45,000 in 2012.

Smart city practitioners point

to a number of overseas efforts
as models U.S. cities should
emulate. One such example is
Singapore, where leaders are
looking to supplement current
initiatives with a sprawling sensor
and camera network that tracks
vehicle and pedestrian movement,
weather and waste. The data will
feed into a Virtual Singapore
map, offering intelligence to
city officials to aid in disaster
management and planning.

SEPTEMBER

\<  £§¥*

AUGUST

At the GoMentum Station testing
grounds near the San Francisco Bay
Area, Otto, a company led by former
Google employees, demonstrated
how self-driving semi-trucks

may improve transportation: A

suite of sensors will increase

safety and let drivers sleep. Data
collection will aid decision-

making in real time while providing
information back to transportation
departments. Congestion can be
reduced by keeping big rigs off

the roads when traffic is backed

up by allowing the trucks to keep
moving all night, even when drivers
are tired. And by driving more
efficiently, fuel use will improve.

In Ottawa County, Mich., all government workers participate in the Disney Way
customer service training. The training is a part of the county’s 4 Cs initiative —
customer service, communication, cultural intelligence and creativity — and as of August
nearly all of the 1,000 county employees had taken the training, including the 28 IT staff
members. “Part of it is to understand that IT is not a department that works behind
closed doors,” said David Hulst, Ottawa County’s innovation and technology director.

18 December 2016 // www.govtech.com



According to the Center for Digital Government, (owned by Government
Technology’s parent company, e.Republic), states are on the upswing
when it comes to technology. The 2016 Digital States Survey, released
in September, awarded more A grades than ever before, with straight

A’s going to a growing group. 2014 A states Michigan, Utah and
Missouri were joined by Virginia and Ohio this year. Top-achieving
states set themselves apart by their focus on cybersecurity, shared
services, cloud infrastructure, transparency and citizen engagement.

2016/YEAR[I] TECH

Sept. 16 marked the finale of the 2016 Startup in Residence
program as the 14 companies along with Bay Area cities discussed
how they rethought and developed solutions for critical services.
The initiative, which unites startups with city departments to
design tech solutions, was pioneered by San Francisco, and this
year expanded to include the California cities of West Sacramento,
San Leandro and Oakland. The regional program will return for
2017, and both startups and counties can apply to participate.

Law enforcement agencies
continue to apply analytics
technology to everyday
policing, layering crime stats on
top of other related data sets
to help make decisions on the
best use of police resources.
Santa Cruz, Calif., for one,

uses the PredPol system,
short for predictive policing,

to feed its officers 15 likely
zones for four crime types as
they begin their shifts. It's a
way to stretch resources that
pairs well with community
policing strategies, according
to Deputy Chief Steve Clark.

Over the past few years, several best practices for public-sector
websites have risen to the surface, apparent from a quick look at
this year’s winners in the annual Best of the Web competition, also
from the Center for Digital Government. The state of Maryland,
Baltimore County, Md., and Denver’s sites, awarded in
September, offer clean, simple designs that are responsive across
devices and personalized to each visitor, while also reflecting a
commitment to transparency and engagement. But Government
Technology readers want to know what’s next for public-sector
portals. Perhaps the one thing that unites current thinking on

the matter is the realization that the rapid pace of technological
change makes it impossible to plan for tomorrow’s needs, today.
“The hard thing is that we don’t know what the big thing is

going to be in 10 years, so the solution is to use tools that are
adaptable,” said Lauren Lockwood, chief digital officer in Boston.

Also in September, Texas

Gov. Greg Abbott got a first
look at another autonomous
transportation innovation —
an electric, driverless freight
shuttle system developed

at Texas A&M. A burgeoning
area of smarter transportation
research and development, the
system would help mitigate
the disproportionate damage
done by semi-trucks to public
roadways and air quality

by moving goods between

the Port of Houston and a

hub outside of the port’s
congested part of town.
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The civic tech community collectively
gasped at the news of Maury
Blackman’s departure from Accela,
the company he founded. Interim

CEOQ Mark Jung described the exit

as amicable, and pointed to several
internal moves the company is
making to stabilize operations
following the injection of $233 million
in venture capital last year that funded
several acquisitions. The changes
during the transition period are aimed
at preparing the company to go public.
Whether an IPO actually takes place,
Jung said, remains to be seen.

OCTOBER

The October merger of
GovDelivery and Granicus
grabbed readers’ attention,
which is understandable due
to the penetration of each
company in the growing
gov tech market. While
GovDelivery’s focus is on

One of only a small group of

local governments prepping their
infrastructure for connected vehicles
today, Miami-Dade County, Fla.,

is working on establishing vehicle-
to-infrastructure connections

by installing controllers at 300 key
intersections. The first 2070LX
controller was set up in August, and
officials expect to blanket the county
with the technology by fall 2017.
Despite ever-increasing advances in
vehicle connectivity and autonomy,
even high-end passenger cars can’t
yet connect to public infrastructure.
This project ensures that Miami-Dade
County will be ready when they can.

constituent communications,
Granicus is a well-known
platform for digitizing the
public meeting process. The
deal is backed by Vista Equity
Partners, a private equity
firm, which declined to offer
specific revenue goals for the
combined company. At the
time of the merger, Granicus
and GovDelivery shared
approximately 100 public-
sector customers in common.

December 2016 // www.govtech.com

Several states have been granted limited
extensions to the 2005 Real ID Act —a
recommendation from the 9/11 Commission
to standardize identification requirements
— but time is running out. On Jan. 22, 2018,
travelers or visitors to certain federal facilities
must present an enhanced driver’s license, a
passport or other TSA-approved document.
Besides the financial burden that states

must bear to comply with the act, elements
of the law contradict state constitutions.

In Oregon, for example, the motor vehicle
agency cannot retain records for law
enforcement purposes as required by the act.

As the contract award for the $7 billion
First Responder Network Authority
(FirstNet) nears, stakeholders
identified a number of questions that
remain, including the nuts and bolts

of how the network will be deployed
and operated, as well as how much

it will cost for participating agencies.
The project, aimed at enabling
nationwide interoperability among
first responders, has had several
early wins at the local level, where the
concept has been tested at large-scale
events like the 2016 Tournament of
Roses Parade in Pasadena, Calif.

User experience design was on the agenda in a big

way at the annual Code for America (CfA) conference

in early November, as civic technologists grappled

with flipping the traditional application development
process by putting customers at the forefront. One
success story highlighted was Kansas City, Mo.’s
ReqCheck, an app aimed at helping parents navigate their
children’s immunization needs for school enroliment.

The outcome of the presidential election just a few
days later drew shock around the world, and those in the
tech community were no exception. As many pondered its
effects on federal tech policy and innovation programs like
18F and the USDS, others drew an interesting distinction
that seemed to inspire public-sector innovators: “If you
don’t like the outcome of the election (or if you do), thisis a
good time to remind yourself that politics isn’t government,
and governing isn’'t someone else’s problem,” wrote CfA
Executive Director Jennifer Pahlka. “It’s ours.”



SOUNDING OFF

We talk to CIOs at all levels of government on a variety of issues throughout the year.
But few topics elicited livelier responses than when we posed the following question:
What technology would you like out of your portfolio? By Noelle Knell, Editor

We are always looking

to upgrade and build our
tech portfolio, but smart
portfolio management

also involves retiring and
eliminating. What I'd like

to get rid of is lightweight
application development.
While my IT staff can build
small apps for users, there
are increasing capabilities
in the “maker generation”
to build these themselves.
This would free up IT staff
to build APIs and integrate
data sources. Also, this helps
ensure that apps are very
responsive to agency needs.

TED ROSS, CI0,
LOS ANGELES

I’m a career data center guy, but | don’t
want to be in the data center business,
the mainframe business or the operations
business. We have a managed service/
outsourcing arrangement with the state
network. It’s the best service | have,

it’s the most mature from a capabilities
standpoint and it’s got the most uptime, so
why would I try to do anything different?
I’d rather use public-private partnerships
to figure out if someone can operate

our services better than we can.

MORGAN REED, CI0, ARIZONA

2016/YEARMMTECH
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| would really like to shrink my data
center and get rid of everything storage-
related. | know there’s tons of data
there that hasn’t been touched in way
too long, and | don’t see a need to store
legacy data. There are cheaper ways to
do that without taking up expensive data
center storage. That’s something I really
want to get out of the business of, and
something we’ll really be looking toward
doing in the next six to eight months.

DEWAND NEELY, CIO, INDIANA

We would like to get out of the
data maintenance business
altogether, decentralizing duties
such as Web content and GIS
data updates. IT departments
should provide the infrastructure
and systems to ensure data

is properly collected, stored,
retrieved, integrated and
secured, but our data-related
duties should really end there.

LEA DEESING, CHIEF
INNOVATION OFFICER,
RIVERSIDE, CALIF.
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Continued

| wouldn’t say any specific technology,
but it needs to be based on your current
investment portfolio and how you want
to balance that. We do need to get out
of those technologies that we don’t have
people who can maintain them anymore.
Also, the technologies that are very
difficult to interact with, like the green
screens on the mainframe terminals.

In an ideal world, | would like to

get out of the mainframe business.
Unfortunately it’s very expensive for
us to run the mainframe for the two
remaining agencies that still use
mainframe technologies, so we would
like to see if there are other ways

that we can migrate some of those
applications to other platforms. We’re
looking aggressively at that now, how
we might be able to save the state
money, be more efficient and be a little
more responsible with taxpayer dollars.

MIKE HUSSEY, CI0, UTAH

We need to start building a better front
end to that. I think phasing technology
out needs to be very calculated: Is the
technology giving you the efficiency that
you need or is it holding you back?

HARDIK BHATT, CI0, ILLINOIS

The technology | would like

to disrupt and replace is the
password. We’ve seen the human
limits and resistance to strong
password usage for too long to
think it can be effective. Multifactor
options that don’t depend on
memories are starting to show their
viability. Along with that, I'd love

to see the password/IP address/
anti-malware era of security come
to a close in favor of pattern-based
detection, prevention and response.

ROB LLOYD, CIO,
SAN JOSE, CALIF.

All legacy technology needs to be
replaced. It’s like using a cellphone that
is a decade old. Technology refresh is
as important as infrastructure refresh
and, more importantly, business
process re-engineering must happen
each time there is a major refresh.

ARCHANA VEMULAPALLI,
CTO, WASHINGTON, D.C.
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A GOVERNMENT TECHNOLOGY CASE STUDY: AT&T

An Innovative Approach
to Modernization

A cutting-edge deployment in Fairfax County shows the power of
replacing land mobile radio (LMR) with Enhanced Push-to-Talk.

wo years ago, Fairfax County, Va., faced a steep price

tag to modernize the radio system used by thousands
of its employees. The land mobile radio (LMR) infrastructure
supporting non-public safety staff — everyone from public
works crews to school bus drivers to water authority workers
— was reaching the end of its useful life. And users struggled
with aging radios, limited bandwidth and lack of mobile
productivity apps.

The county estimated the cost of building a new LMR
network at $18 million — and that was simply to replace

the existing capabilities. It wouldn’t add capacity or wider
network coverage or new applications. With the county
budget already stretched thin by other needs, Fairfax
officials took an innovative approach for non-public safety
communications: They opted to replace the aging LMR
network with Enhanced Push-to-Talk from AT&T.

This ground-breaking new service eliminates the need for the
county to build and maintain a radio network infrastructure
for these users — it runs on the AT&T commercial cellular
network. It also provides 100 communications channels and
one-to-one capabilities, putting an end to cross-talk and
busy signals. And rather than requiring expensive mobile
radios for end-users, which can cost thousands of dollars
each, AT&T Enhanced Push-to-Talk can be deployed on
existing county 4G LTE phones.

“We see this as the future of how our agencies communicate
because they get push-to-talk, and they have the ability

to use productivity apps, location awareness and all the
other mobile broadband tools they want without any capital
investment,” says Michael Newburn, Fairfax County’s
wireless and radio solutions manager.

Although the Fairfax employees who are moving to push-
to-talk are not public safety personnel, they often serve

in critical roles during emergencies. AT&T enables the
county to prioritize its push-to-talk traffic on the AT&T-
owned domestic 4G LTE network. Plus, the new service also
interoperates with the county’s existing LMR network that will
continue to be used by police and fire.

“That was a big requirement for our public safety leadership,”
says Newburn. “They wanted to ensure they had
communication with our general county agencies during
emergencies like snowstorms or other events.”

Fairfax expects to have about 1,000 employees on AT&T
Enhanced Push-to-Talk by later this year. The user base

will ultimately grow to more than 3,000 when the rollout is
complete. Along with eliminating upfront investmentin new
radio infrastructure, the move to AT&T Enhanced Push-to-
Talk is expected to save the county an additional $2 million
annually, thanks to lower operating costs.

ADVERTISEMENT



Leading the Way by Solving
Common Challenges

Fairfax’s challenges with LMR aren’t unique. Counties often
struggle to provide two-way radios to general services
personnel. While police and fire communications are
supported by 911 funding, radios for road crews, parks
workers, school bus drivers and scores of other mobile staff
are financed by general funds. And providing LMR service to
these general usersis expensive.

Counties must buy and maintain LMR infrastructure as well
as bear the cost of necessary upgrades. Pricey end-user
radios typically become obsolete in five to seven years.
These factors tend to result in general employees relying
oninadequate infrastructure and outdated equipment. For
instance, “some of the radios carried by general services
users in Fairfax County were two generations behind current
technology,” Newburn says.

Adoption of push-to-talk technology enables Fairfax to
give general users better mobile communications and to
invest more on their LMR network for police and fire. It's
an approach that could make sense for countless other
jurisdictions throughout the nation.

“Fairfax County is leading the way in solving challenges
experienced across the country,” says John Stuhrenberg,
vice president of government and education at AT&T.
“They found themselves needing to examine the various
populations that they served and differentiating public
safety from general services. It didn’t make sense to
continue with the one-size-fits-all radio networking.”

The ability to interconnect traditional LMR with carrier-
grade AT&T Enhanced Push-to-Talk makes this possible.
Recent technical advancements — including the adoption
of IP standards by LMR manufacturers and the maturing
of LTE capabilities— enable practical and cost-effective
interoperability between the two systems.

“The advancements in standards and technology have pro-
vided the final piece of the puzzle,” says Rick Koehler, industry
solutions practice manager at AT&T. “This type of interopera-
bility wasn’t easy to do before. Now we have the solution.”

Smooth Transition and County Success

Newburn says transitioning users from LMR to push-to-talk
has been easy. Many users already have county smartphones
loaded with useful mobile apps. The new service simply

adds the push-to-talk client to their existing devices. Some
longtime LMR users needed additional education and
outreach to make the shift. But even these LMR veterans
quickly adapted to the new platform.

“We see this as the future of

how our agencies communicate

because they get push-to-talk, and
they have the ability to use productivity
apps, location awareness and all the other
mobile broadband tools they want without
any capital investment.”

Michael Newburn, Wireless and Radio Solutions Manager,
Fairfax County, Virginia

The move was particularly appealing to a younger generation
of workers who were raised on cellphones instead of LMR
technology. “Our agencies were doing refresher training for
this workforce on how to use a two-way radio,” says Newburn.
“But as soon as they get the app on their phone for push-
to-talk service, they’re up and running. It’s very intuitive and
they already know how to use it.”

Behind the scenes, AT&T Enhanced Push-to-Talk provides
greater mobile capabilities while freeing up county
resources. The old LMR network struggled to cover Fairfax’s
400-square-mile territory with just seven radio towers.

The AT&T broadband network blankets this same area with
nearly 200 cell sites, providing superior bandwidth and
connectivity. And since Fairfax no longer supports radio
infrastructure for general users, Newburn’s staff can focus
more attention on maintaining the county’s remaining LMR
network for police and fire personnel.

Robust cellular coverage in the Fairfax area was another key
to the county’s successful push-to-talk adoption. “Our public
safety agencies have used the cellular network for their
mobile data requirements for nine years, so the coverage is
tested and vetted,” says Newburn.

Stuhrenberg notes that AT&T has invested significantly inits
LTE network and push-to-talk services, opening the door for
more jurisdictions to replicate Fairfax County’s success.

“The LTE network itself has come of age and has been a
major investment strategy for the corporation,” he says.
“And AT&T Enhanced Push-to-Talkis going to become a
more common and frequent application for governments
that are struggling with budget and operational issues. |
think it opens up an amazing set of opportunities that did
not exist previously.”

That's certainly the case in Fairfax County, says Newburn.
“It's a winning solution for us.”

\-J
\\J, AT&T >For more information, visit www.att.com/stateandlocal
—
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By Tod Newcombe

Shared services can make IT

faster, better
and chea

So why aren’t more local
governments doing it?

About
This
Report

The Digital Communities Special Report, which
appears twice a year in Government Technology
magazine, offers in-depth coverage for local
government leaders and technology professionals. It
is part of the Digital Communities program, a network
of public- and private-sector IT professionals working
to improve local governments’ delivery of public
service through the use of technology. The program
— a partnership between Government Technology
and e.Republic’s Center for Digital Government

— consists of task forces that meet online and in
person to exchange information on important issues
facing local government leaders and technologists.
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In upstate New York, a consortium of 150
towns and villages share email, content
management and other IT services.
Coming next will be an electronic
records management system and a
code enforcement and tracking service.
There’s even talk of having a chief secu-
rity officer-as-a-service for towns that
need extra cybersecurity support. The
shared IT services model is important
because some of the towns are so small,
they rely completely on part-time staff.
And few have the resources to purchase
their own off-the-shelf I'T applications.
The consortium has been in operation
since 1998. “We had a private community
cloud shared service before there was
such a term,” joked Jeanne Brown, project
director for the consortium known as
Digital Towpath, named in honor of the
Erie Canal, a landmark infrastructure
project, which spurred a vast economic
transformation when it was constructed
nearly 200 years ago. Today, Digital
Towpath (DTP) is a form of 21st-century
infrastructure and an effective way for
local government to keep up with tech-
nology using shared services and help the
towns and villages of the state stay vibrant.
But consortiums like Digital Towpath,
where a group of local governments
share commonly used IT services and
skills to keep costs down while staying
current with changing technology,
are the exception, not the norm. At
the federal level, shared IT services is
a key strategy among many agencies.
States have also made shared services
a priority, ranking it as their first or
second top IT priority, according to the
Center for Digital Government (CDG).
But when it comes to cities and coun-
ties, the strategy ranks low or not at
all in recent surveys from the CDG.
“While there are some innovative
examples of shared services happening
in some of the more progressive cities
and counties, when you look at the
numbers nationally, there are thou-
sands of cities, counties and towns that
are doing nothing,” said Roy Mathew,
a partner with Deloitte Consulting.

That’s a problem because shared
services helps local governments in
two important ways: First, it reduces
the cost burden of common informa-
tion technologies, from infrastruc-
ture, such as networks and servers, to
applications, such as email, geospatial
information, content management and
enterprise resource planning software
programs; second, it provides smaller
governments a way to gain access to
new advances in technology that can
help cities and counties do the same
thing faster, better and cheaper. “Given
how technology evolves, local govern-
ments are always looking for ways to
improve efficiency;” said Mathew.

Whether it’s cloud computing, mobile
applications, open data platforms or
social media, technology has much to
offer cash-strapped cities and coun-
ties. And as DTP is finding out, the
concept of sharing can extend beyond
infrastructure and core applications
to include the sharing of IT talent.
Organizations are beginning to tap
into options like chief information
security officer (CISO)-as-a-service
and fractional CIOs to gain critical
IT management skills on demand.

Two (or three)
is better than one

Shared IT services have been around
for decades. During the mainframe
era, large counties often shared their
computing capacity with smaller
municipalities. That approach still
holds true today, with counties or states
sharing data center capacity, such as
processing and storage, with smaller
jurisdictions. Since 2011, the city and
county of El Paso, Texas, has been
sharing servers and storage in a single
data center. Similarly Ohio’s Computer
Center, which is a consolidated
computing facility for state agencies,
is now providing server capacity to
local governments, such as Cuyahoga
County, which expects to save $1
million annually in IT costs, thanks to
the agreement with the state.

Common
Shared
Services

in County
Government

Court Services

Economic
Development

Emergency Communications
and Dispatch

Geographic Information
Systems

Information/
Technology Services

Purchasing

Social Services
Support Services

Tax Billing and Collection

Website Design
and Maintenance*

*Partial list
Source: A County Manager’s Guide to
Shared Services in Local Government
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Information from the 2016 Digital Cities and

Counties Surveys shows that the future of
government IT services and systems will
be increasingly shared. Here are some key
takeaways from the survey data.

A majority of local governments use
shared or collaborative IT services.

(- (:

CITIES N " COUNTIES
Y A
. O ¢
q . 1/ Cyb it 1/ Cyb it
Shared or collaborative services U i ekl
made government CIOs’ top 10 list of 2/ Shared or Collaborative Services 2/ Mobility
initiatives to focus on in the coming year. 3/ Cloud Computing 4, Hire & Retain IT Personnel/
4/ Hire & Retain IT Personnel Open Soveqiinen! — .
5/ Budget/Cost Control 4/ Disaster Recovery/Continuity of Operations
6/ Broadband & Connectivity o et
7 Business Intelligence/Analytics; B/l F 0ol mell
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Disaster Recovery & Continuity of Operations 8/ Shared or Collaborative Services
Governance 9/ Business Process Automation/Virtualization
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Local governments see an increasing
need to hire employees to focus on
shared IT services.

CITIES ] COUNTIES

y

Cybersecurity

Open Government/Transparency/Open Data
Citizen Engagement
Mobility/Hire & Retain IT Personnel

Disaster Recovery & Continuity of
Operations/Portal & E-government

Budget & Cost Control/Networking

Cloud Computing/Business
Intelligence & Analytics

Business Process Automation
Shared or Collaborative Services
Virtualization

Counties have a long history of
providing shared services to smaller
local governments within their bound-
aries. The range of services is broad —
from animal control to youth services.
The economies of scale benefit smaller
jurisdictions that cannot provide the
services themselves in a cost-effective
way. Counties also like providing shared
services because it can generate an
additional revenue stream. Participating
local governments can also get access to
innovative ideas, programs and systems.

Introduction to innovation was one
of the reasons behind Oakland County,
Mich.s announcement to expand upon
its work of providing IT services to other
local governments. For years the county
had been a provider of computing
services for 62 local governments in
Michigan. Known as Access Oakland,
the service also made money for the
county, generating $17 million in revenue
in 2011. To expand on the idea of govern-
ment helping government, G2G Cloud
Solutions was launched in 2012 as a
way to make IT services available to any
locality interested in participating, with
the goal of eliminating infrastructure
requirements or upfront costs to help
them access technology that may not
otherwise be within their reach.

“If we can procure them and allow
others to consume them, then that’s a
great way to help. And many governments
like to consume from other governments
because there’s a level of understanding
of what we do,” Oakland County CIO Phil
Bertolini said a couple years after the
program’s launch. “The value add for us is
that it lowers our costs too.”

What Oakland County has done is a
common kind of shared service, where
one government provides many or most
of the services for the smaller jurisdic-
tions. But the arrangement can also take
place with other types of governmental
units. For example, Marathon County,
Wis., and the city of Wausau, Wis., get
their IT through a shared service oper-
ated by the City-County Information
Technology Commission. The shared

services provided by the commission are
broad and deep. Both city and county

get their networking, data processing
and more than a half-dozen mission-
critical applications, including document
imaging, financial, GIS, health care, law
enforcement, timekeeping and land
records, through the commission.

The idea of large counties providing
shared IT services to smaller local
governments makes perfect sense. So too
does the idea of medium or even large city
and county governments (think El Paso,
San Francisco, etc.) sharing IT services.
Another form of shared IT services is the
consortium approach, where a number of
governments band together to share IT
services. The question is, why aren’t more
local governments sharing IT services?

Mathew believes that many local
governments consider themselves too
different — in terms of policy, adminis-
tration changes or revenue streams — to
pursue the possibility of a shared IT
service agreement. “Discussions become
more contractual and legal and so the
shared service doesn’t really get off the
ground,” he said.

Given all the challenges that can
sidetrack shared IT services, the Digital
Towpath consortium is unique for its
longevity and success. Started in 1998
with just eight communities, DTP set
itself up as service for the smallest local
governments, with the goal of using the
newly emerging Internet as the platform
to deliver needed technology services.

“The goal was to come up with a
service that would take out the knowl-
edge of technology from the process, so
that our lack of technical background
wouldn’t get in the way of using the
Internet for public service,” said Brown.

DTP’s growth has largely occurred
by word of mouth. The consortium has
to keep a cap on membership because
of limited staff and a wish to provide
reliable services to the existing members.
Dues of just over $1,000 annually provide
revenue, while grants, primarily from
the New York State Archives, helped
cover software development costs.

www.govtech.com // December 2016
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Why Counties Are Considering
Shared Services

28
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Savings

Budget savings may come about when partnering with other
governments creates economies of scale, or when buying a service
from another government is less expensive than producing the
service alone. Some counties find that sharing service reduces
administrative overhead.

New revenue streams
Counties with extra service capacity find that selling a service to
another government results in a revenue stream to help offset the

cost of a service or prevent possible reductions in that service area.

Stimulating innovation

Comparing service delivery approaches with other governments forces
county leaders to consider inefficiencies in current delivery methods.
Focusing on the public service to be delivered, rather than the existing
system for delivering the service, may lead to the identification of more
efficient methods for providing the service.

Improved decision-making

County officials who have crafted shared service delivery arrange-
ments report time-intensive negotiations to reach agreement.
Investing in the process of careful analysis and negotiation may
result in better decisions about service delivery.

Building on complementary strengths

Sharing staff expertise or specialized equipment may result
in better services. So too, counties may consider swapping or

www.govtech.com

exchanging service by providing a service in which the county has
strength or excess capacity in exchange for a different service in
which the county has weaknesses or needs.

Transferring knowledge and skills

Sharing services may allow counties to share staff with specialized
knowledge or skills, boosting the capacity of other local govern-
ments to serve the public. Cross-governmental work groups among
department or service-level staff often result in a helpful exchange
of ideas about how work can be approached in new ways.

Increased levels or quality of service

Purchasing service from another government, or producing a
service together with another government, may result in a higher
level or quality of service than a county might be able to provide
alone. Counties seeking improved services rarely report saving
money on shared service delivery, but they report satisfaction with
partnerships that provide residents with better services.

Improved working relationships

Shared service delivery helps counties form regular patterns

of dialog with other local governments in their region. While a
county’s elected leaders and top administrators may communi-
cate across government borders regularly, lower level managers
and staff may not have working relationships with their counter-
parts in other organizations.

Source: A County Manager’s Guide to Shared Services in Local Government



Right now, DTP is working in part-
nership with the Center for Tech-
nology in Government, an academic
research organization that focuses on
IT in government, to develop a shared
electronic records management system
(ERMS). The effort will focus on “born
digital” documents and provide local
governments a way to manage records
through their life cycle in a cost- and
time-effective manner, with the goal of
also providing greater public access to
critical data, according to G. Brian Burke,
managing director at the Center for
Technology in Government.

“One challenge has been getting the
towns to recognize the secondary uses
of the data,” said Burke. “Land records,
environmental impact records and open
meeting records may have value to others
for other reasons. A well constructed
ERMS has the potential to make records

COMMUNITY

more accessible to other government
departments and even for public access,
in the spirit of open government.” The
ERMS will be available to all local
governments in New York, not just
members of DTP.

The problem DTP and other shared
service consortiums face is balancing
the demand for services with the need
to keep costs low. Annual membership
to DTP provides towns and villages with
unlimited access to its content manage-
ment system and unlimited accounts
to its email service, all of which are
managed in a secure cloud environment.
But the service doesn’t generate enough
revenue to hire more staff so the consor-
tium can expand membership and add
new services. “Members would definitely
like a financial management system as a
shared service, but we don’t have a way
to afford that now;” said Brown.

GovLab’s Network of Innovators
program provides a model for how
local governments can create new
avenues for sharing knowledge.

Even cloud computing, which makes
the sharing of services much easier, has
its limits. Brown pointed out that origi-
nally, all public records had to reside on
a server in New York, because of state
record laws. That limitation has since
been relaxed, making it possible for
records to reside in a cloud environment
somewhere in the U.S. But some public
officials are uncomfortable with the idea
that they can’t get their hands on the
actual records.

Talent-as-a-service

Shared IT services can bring substan-
tial benefits to local government,
but one that gets overlooked is the
sharing of IT talent. The report, County
Manager’s Guide to Shared Services in
Local Government, published by IBM in
2013, said this about sharing skills and
talent: “Sharing services with another

www.govtech.com // December 2016
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local government may allow counties

to share staff with specialized knowl-
edge or skills, boosting the capacity of
other local governments to serve the
public. County managers explain that
cross-governmental work groups among
department or service-level staff often
result in a helpful exchange of ideas
about how work can be approached in
new ways. Counties may also contract
for the specialized expertise of staff from
other local governments without hiring
new employees of their own.”

While sharing skills goes hand in
hand with shared services and has
been around since the early days,
the practice continues to evolve as
more innovative ideas merge with
technology and take the concept to
anew level. GovLab, which operates
from New York University, focuses
on making governance more innova-
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tive. One of its projects, Network of
Innovators, aims to simplify how
knowledge within and outside of
government can be shared. Partici-
pants can get advice and answers to
questions from government and civic
innovators around the globe.

While Network of Innovators
focuses mostly on open government
and open data, it provides a model on
how local governments can create
new avenues for sharing knowledge.
Technology can make it easy to iden-
tify people with specific skills and link
them with opportunities at the local,
state or national levels, Beth Noveck,
director of GovLab, told Governing
magazine. “The 20th-century way to
deal with problems was to centralize
decision-making within a bureau-
cracy. In the 21st century, we know
from wide experience that the best

By having

a CIO-as-a-
service, local
governments
can have an
experienced
person take

a sophisti-
cated look at
operations, at
systems, help
with implemen-
tation, and do
this in a way
that fits the
financial model
and require-
ments of small
to mid-sized
jurisdictions.”

ideas, the most innovative ideas
and expertise, are never exclusively
within the four walls of an institu-
tion,” she said.

For many local governments,
however, the need is not so much
answers to tech questions, but someone
who can step in and manage IT opera-
tions on an on-demand basis. Certainly,
awell crafted shared services agree-
ment between local governments can
make that happen, as IBM’s guide
spells out. But as evidence shows,
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Federal Shared
Services

Shared IT services in the federal government can be
traced as far back as the 1980s with the introduction of
interagency cross-servicing initiatives, such as payroll and
the consolidation of administration services. By 2000, with
the introduction of e-government, shared IT services got a
boost from the concept known as Lines of Business, which
looked at common business functions across the federal
sector to find ways to streamline and share. These included
financial management, human resources, geospatial, grants
management and eventually infrastructure.

In 2012, the Obama administration released its Federal
IT Shared Services Strategy, which gave ClOs guidance on
implementing shared services as part of an effort to reduce

waste and redundancy. In 2014, the Office of Management
and Budget along with the Department of Treasury
designated the departments of Agriculture, Treasury, Interior
and Transportation as approved shared service providers for
financial management across the federal sector.

Last year, oversight of shared services was transferred
from Treasury to the General Services Administration. By
creating the new Unified Shared Services Management
Office, the GSA wants to broaden the shared service focus
from financial systems to include other important services,
such as procurement, payroll and grants management. This
move marks the third time a new entity has been formed
to oversee the implementation of shared services and
encourage agencies to migrate to one of the federal shared
service providers, according to Federal Computer Week.

December 2016 // www.govtech.com

few local governments are engaging
in shared IT services with other local
governments, making talent sharing a
little-used practice.

The solution to this talent gap could
be a sort of CIO-as-a-service. Some-
times referred to as fractional CIOs,
the idea has gone from a fringe concept
to becoming more mainstream as
organizations look for ways to tackle
ongoing IT projects with experience
and expertise while keeping costs
in check. A fractional CIO’s role can
span the responsibilities typically
held by chief information officers and
technology consultants and provides
services, such as technology road
maps, security and disaster planning,
IT strategic planning, and enterprise
architecture planning, according to BT
Partners, a technology consulting firm.

Jerry Byrd, a partner with Fortium, a
partnership of former CIOs and CTOs,
said that in government, there’s a need
to have high-level experience, but not in
a way that impacts the budget heavily.
“Smaller jurisdictions have to perform all
the same services that big jurisdictions
have to perform, but with few people and
fewer resources,” he said. “By having a
CIO-as-a-service, local governments can
have an experienced person take a sophis-
ticated look at operations, at systems, help
with implementation, and do this in a way
that fits the financial model and require-
ments of small to mid-sized jurisdictions.”

According to Byrd, Fortium has
worked with local governments with
populations as small as 8,000. Calling
what it offers “leadership-as-a-service,”
Fortium’s cadre of former CIOs are
not consultants. “Consulting is about
coming in, taking the temperature, doing
some diagnostics and then pointing you
in the right direction,” said Byrd. “Our
service is about taking the city or county
in the right direction. We do what needs
to be done, as opposed to telling clients
what they should do.”

While a CIO-as-a-service can help
on a project-by-project basis, Byrd
said the best business model for local




governments is to establish an ongoing
relationship, which reduces what he
called “spin-up time” and allows the
fractional CIO to be available to think
and strategize on IT matters.

“Local governments are too busy
running things to set aside ‘think time’ to
figure out what should happen next, and
this can be done on a part-time basis,” he
said. “You can hire someone to do just
about anything, but it’s harder to find
someone who can think for you in terms
of solving complex IT problems or what
should be done next in the context of
what’s happening in the enterprise.”

The CIO isn’t the only government
tech position that could be done on a
fractional or shared basis. Cybersecurity
has become a top priority in both city and
county government, according to CDG.
Not surprisingly, the idea of a CISO-
as-a-service has also come into vogue.
“With the rising tide of data breaches,
the role of the CISO has become one of
the ‘most wanted’ roles in cybersecurity,
but it’s often one of the toughest jobs to
fill,” IBM Security Vice President Caleb

Barlow told Forbes in 2015. IBM is one
of a number of firms that now offer
CISO-as-a-service to organizations that
need them. Renting makes more sense
than hiring full-time cyberemployees
for more reasons than just overcoming
the difficulty in finding them. In a single
year, 2014, nearly one in five security
professionals changed employers or
employment status, according to Frost
& Sullivan. With so much changeover,
having a fractional CISO on hand could
keep operations secure until a more
permanent replacement is found.

Problems to avoid

The lack of shared IT resources at the
local level stems from several factors.
Common roadblocks often center around
concerns with liability, accountability
and autonomy, according to a report
written by Tim Hoefer and Michael
Wright of the Empire Center, a think tank
based in Albany, NY. The result is that
local governments may be only willing to
enter low-risk agreements, which likely
will result in modest cost savings.

State
Shared
Services

Shared services at the state level are
both intra-governmental and inter-
governmental. The issue is a high priority
for state ClOs, ranking right up with
cybersecurity, according to surveys
conducted by the Center for Digital
Government. States that are heavily
federated and decentralized have turned
to shared services to reduce IT costs by
eliminating redundancy among agencies
and departments.

But states are also practicing inter-
governmental shared services. For
example, Idaho’s Department of Labor
has licensed its Internet Unemployment
System (iUS), which launched in 2014,
to lowa and Vermont. The three states
have formed a consortium to share the
technology, which can quickly process
unemployment taxes and benefits, with
the hope that more states will join. Idaho
has been coordinating specifics and
identifying goals with lowa and Vermont
and began coding in July 2016. The
project is expected to take no more than
two years to complete before iUS is
launched in both states.

Utah has also turned to software
licensing to share one of its more
successful IT projects with other
states. The Automated Traffic Signal
Performance Metrics program has
improved the state’s traffic signal timing
functions while generating metrics, such
as the percentage of vehicles that are
arriving on a green or red light, and how
the traffic is flowing. This has led Utah to
significantly reduce the number of stops
at red lights. The software program is
available to other states, with nearly a
dozen using it to date.

www.govtech.com // December 2016
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Another common problem is to try to
take on too much in one effort. “Some
people try to boil the ocean, and you are
never going to get there in government,”
said Mathew of Deloitte. “How are you
going to declare victory every three or
six months if you have a mega-project
with many requirements and victory
won’t be known for four years?”

A third and typical pitfall that can
affect government more than other

The goal was to come up with a
service that would take out the
knowledge of technology from the
process, so that our lack of technical
background wouldn’t get in the way of
using the Internet for public service.”
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industries is communication with
unions about shared services. “Labor
unions want to hear what’s happening
so they don’t feel threatened,” said Bryan
Sastokas, CIO of Long Beach, Calif. It’s
an issue tied to the pitfall of not securing
and maintaining buy-in. Not only can
unions feel vulnerable when the issue
of shared services comes up, but also
supervisors as well as subordinates need
to be engaged so that issues about jobs,
responsibilities and budgets don’t spiral
out of perspective.

A fourth and less well-known pitfall
is a guideline buried in the U.S. Office of
Management and Budget Circular A-87
meant to ensure that when federal funds
are used to pay for shared services,
costs are allocated fairly and that no one
misuses the funds. The problem that can
come up is how one local or state agency
might bill another agency for shared IT
services. If there’s a profit in the billing,
a credit must be given; if there’s a loss,
rates need to be adjusted.

“Agencies that accumulate more
than 60 days’ worth of ‘working

capital’ from their shared services
programs could be considered making
a profit under A-87 rules,” according to
Michael Claytor and Geoff DePriest of
Crowe Horwath, an accounting firm.
The surplus capital could be reclaimed
by the feds in certain circumstances,
resulting in lost revenue, or worse,
demands that the state or local agency
return the federal funds.

To ensure success for a shared IT
services program, certain best practices
stand out:

Start with strong leadership.
1 / While it sounds like a cliché,

leadership is indispensable
to a project that might have turf issues.
Anyone who wants to do shared services
in government is going to run into the
naysayers who will have a lot of reasons
why it’s not going to be possible. “Have
consistent and strong leadership at the
top, with both IT and business leaders
involved,” said Mathew. “You need more
than the CIO involved, because you
don’t want the project to be viewed as
just an IT effort.”

The hard part is identifying the
leader or leaders who have the ability
and passion to move the project from
concept to implementation. Such a
leader needs to have good commu-
nication skills and to work collab-
oratively. According to the County
Manager’s Guide to Shared Services
in Local Government, most often the
leader in a shared service project
is the county executive or county
manager or administrator — someone
who is responsible for the day-to-day
operations of government. Such a
professional manager is more likely
to advance cooperative projects with
neighboring governments because
they maintain regular communication
with their counterparts in other
local governments.

According to Sastokas, shared services
succeed when leaders and the managers
who work for them understand that
the project is in the best interests of



everyone involved. “They have to

figure out whether the shared service

is about saving costs, whether there is
an economy of scale to work together
and that the system is something both
parties can maintain,” he said. “You
don’t want to get weighed down by IT
turf battles — who is really in control. If
you can work through those problems, it
can work fine”

Have a clear vision of what
the shared service is to
achieve. What exactly is the

IT service that will be shared and how
will it happen? Who has responsibility
for what among the participating local
governments? What will the perfor-
mance measurements be? What will the
costs be? Goals and objectives for an IT
shared service need to be clearly articu-
lated, say experts.

Measure outcomes.
“Whether the goals relate
to cost savings or service

quality improvements, the participating
governments should put a system in
place in advance to collect the infor-
mation necessary to determine if the
project has been a success,” according to
IBM. Don’t rely on anecdotal informa-
tion to measure the outcome. Metrics
not only help when it comes time to
measure success, but it can also help
provide local governments with the
information they need when it comes
time to pivot or move in a new direction
if the original objective isn’t working,
said Mathew.

Sharing new technologies
Review a list of shared IT service
projects in local government and
they tend to fall into the category of
commodity services: email, content
management, data storage, disaster
recovery, networks and servers. While
these IT operations will probably
remain the bread and butter of shared
service projects, the world of tech-
nology continues to evolve.

New York Helps
Fund Local
Shared Services

If shared services is so beneficial, why aren’t states
helping local governments more? Since 2005, that’s what
has been happening in New York, which has more than
3,000 local governments (include all the school, fire and
lighting districts in the state and the number tops 10,000).
Starting with its Shared Municipal Services Incentive
grant program, the state has encouraged municipalities

to develop and pursue cost-saving opportunities through
shared services by making funding available to assist with
feasibility studies or implementation costs.

In 2009, a research paper from the Office of the New
York State Comptroller estimated the potential cost savings
from all forms of shared services (not just IT) was $765
million statewide.

In the first three years of the program, the state awarded
a total of 161 grants worth $30 million. Digital Towpath,

a consortium of small local governments that provides
shared IT services in the cloud, has received grants from
the state archives’ Local Government Records Management
Improvement Fund for the development of an electronic
records management system that can be used by all local
governments (not just members of Digital Towpath).

In his 2015-2015 budget, Gov. Andrew Cuomo proposed
spending $150 million “to help local governments
implement transformative shared services and
consolidation efforts that lead to property tax reductions.”
Clearly the state believes the payback from shared
services is worth the investment.

www.govtech.com
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Government can get complex,
which means IT needs to find
ways to lower costs to deliver those
services more cost-effectively.”

Trends in cloud computing, mobile
technology and social media are
disrupting how local governments
deliver services and engage with the
public. Gaining access to those kinds of
technologies has become an issue. Does
ajurisdiction need to hire five mobile
computing software developers, or does
it make more sense to build one applica-
tion that can be shared among several
local governments?

Some local governments have
discovered that key applications, such as
geographic information systems, which
are expensive to build and maintain,
work well in a shared environment.
Today, the application might be open

December 2016 // www.govtech.com

data, according to Mathew. Many cities
and counties have built platforms for
publishing and sharing government data
with the public. They are creating appli-
cation programming interfaces, which
make it easier for software programs to
communicate with one another. Applica-
tion programming interfaces also make
it easier for third parties to develop
applications that can be used and shared
by others. It puts a whole new spin on
what is considered a shared service.
Similarly, shared talent is becoming
part of the local government conversa-
tion. While it may take time for some
local governments to embrace the
concept, those who are willing to try

i ‘..“1"' *.1* ST \-

something different in order to hold
down IT costs will explore this avenue.

It may start by joining an online
consortium, such as GovLab’s Network
of Innovators, and sharing knowledge,
before moving to something more
substantive like a CIO-as-a-service.

But these arrangements don’t always
have to be formal or set up through an
independent firm that specializes in the
practice. Some local CIOs have let it be
known that they are willing to advise
and help smaller jurisdictions when the
need arises.

What is clear is that more local
governments need to get involved with
shared services as a way to hold the line
on costs while opening themselves up
to new technologies that are needed,
but may be too expensive to develop on
their own. “You always have to be trying
to improve the effectiveness and effi-
ciency of the services you provide,” said
Sastokas. “Government can get complex,
which means IT needs to find ways to
lower costs to deliver those services
more cost-effectively.” [
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LOOKING BACK

For Government Technology, 2016 was the year of data. The Center for Digital
Government, the research arm of e.Republic, conducted nationwide surveys to
determine which state and local governments use technology the most efficiently and
effectively, and also examined which websites are at the forefront of innovation and
user-centric design. While the data represents a look back at major trends of the year,
it also paints a picture of where public-sector IT teams will be focused in the future.

(TO MOVE
FORWARD)

CATCHING ON

Cybersecurity is the top
priority for ClOs in states,
counties and cities

SERIOUS ABOUT CYBER

A majority of governments have an employee
dedicated to cybersecurity:

eC

Implementation of software-defined networks is inching forward:

STATES STATES COUNTIES CITIES
91%

COUNTIES

o2 HALFWAY THERE ON ANALYTICS

gg;I/;lEs Business intelligence/data analytics are in use by:

It’s also the area where each level of government
has the greatest workforce need:

STATES
93%
COUNTIES
86%

CITIES
89%

STATES COUNTIES

CITIES

STATES LEAD ON CLOUD
19% 45%

On-Premise State-Run On-Premise Vendor-Run
Private Cloud Private Cloud

62%

0ff-Premise Private Cloud

64%

0ff-Premise Public Cloud

BY COMPARISON:
77% of cities have up to
20% of their systems in
the cloud, while 69% of
counties do.

December 2016 // www.govtech.com




The top-ranking governments in the 2016 Digital Surveys show what it means to innovate internally and for public-facing programs.

STATES 1 1 l 1 l

MICHIGAN MISSOURI OHIO UTAH VIRGINIA
GUUNTIES 1 \ 1

SONOMA COUNTY, CA NEVADA COUNTY, CA

WAKE COUNTY, NC g ARLINGTON COUNTY, VA !

CITIES l l 1 l 1

LOS ANGELES, CA  VIRGINIA BEACH, VA DURHAM, NC ROANOKE, VA TAMARAC, FL

A T e TN

The best portals of 2016 enlist
similar principles:

% e "

RESPONSIVE DESIGN

ANALYTICS {
AGILE METHODOLOGIES

QUALITY ASSURANCE PROCESSES MARYLAND BALTIMORE COUNTY, MD DENVER, CO

PERSONALIZED SERVICES maryland.gov baltimorecountymd.gov denvergov.org
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TECH
TRANSITIONS

2016 saw many
changes to who held
government IT roles,
especially at the local
level. While innovation
and data-driven efforts
continued to create the
need for new C-level
positions, cybersecurity
became a prominent
focus and agencies
hired on roles for
specialized functions
like drone regulation.
Here’s our look back

at the major career
changes of the year.
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LOCAL

BY BEN MILLER

JANUARY

A new year, a new mayor, a big change in
Philadelphia information technology. After
ClO Adel Ebeid left for the private sector
at the end of 2015, new Mayor Jim Kenney
appointed longtime policing technology
worker Charles Brennan as his replace-
ment. Under Brennan and Kenney, a series
of changes ensued: The CIO’s office
began reporting to the chief administra-
tive officer, the chief data officer’s role
became focused solely on data and not on
Web services, and the city shuttered the
Mayor’s Office of New Urban Mechanics.
Though some staff members were upset by
the changes, the city kept moving forward
with its projects and internal process
improvements, including opening salary
data of most city workers to the public.

It took less than a month for Washington,
D.C,, to fill the void left when four-year
Chief Technology Officer Rob Mancini

left for an accounting firm. His successor,
Archana Vemulapalli, came in as the city
was pushing for an open data policy. Her
focus is on civic engagement and thinking
in terms of service instead of technology.

MARCH
After a 40-year career in Southern Cali-
fornia government, Los Angeles County

ROB LLOYD

CIO Richard Sanchez retired. As IT
chief for the country’s most populous
county, Sanchez led the construction
of an open data portal, created a chief
data officer position, increased mobile
access for citizen services and empha-
sized keeping communication open
with more than 30 departments.

Armed with $8.2 million to launch an inno-
vation office, Sacramento, Calif., brought
on Abhi Nemani as interim chief innova-
tion officer. Nemani, whose background
includes Code for America and a 13-month
stint as Los Angeles’ chief data officer,

is looking to build the city’s blooming
tech startup scene into a larger cluster.

MAY

When Andrew Therriault became Boston’s
first chief data officer, he inherited an
already-robust portfolio of projects ranging

DEBBIE COTTON

from municipal performance dashboards
to transportation data sharing with Waze.
Therriault, who worked as the Democratic
National Committee’s data science director,
said he wants to work on concepts such as
machine learning and predictive analytics.

JUNE

Fresno, Calif, put a “homegrown talent”
at the head of its IT efforts in June when
it named Bryon Horn the new CIO.
Horn, who had been assistant CIO and
worked with the city for 13 years, is also
president of the Municipal Information
Systems Association of California.

After working in ClIO-type positions for
Colorado, Ashland, Ore., and Avondale,
Ariz., Rob Lloyd became CIO for San
Jose, Calif. Lloyd stepped into a depart-
ment with a $21 million budget and 83
employees with a focus on upgrading a
suite of enterprise systems ranging from
financial management to permitting.

The White House Office of Science Tech-
nology and Policy called up Kelly Jin to
serve as a policy adviser after her work
as citywide analytics manager for Boston.
Jin was in Boston for the rollout of the
city performance platform, CityScore, and
focused on public safety and housing.

JULY

Debbie Cotton had been with the city
of Phoenix for 13 years when she retired.
The last two and a half years were
spent as ClO of the city, a role in which
she stressed shared services built on a
federated model where a central office
works with IT staff at each department.

When Peter Marx stepped down as
chief technology officer of Los Angeles,
the mayor replaced the role with a new
one — senior technology adviser — and
filled it with Deputy CIO Jeanne Holm.
As CTO, Marx helped expand the broad-
band network, struck data-sharing agree-
ments and developed applications.

AUGUST

Seven months after Archana Vemulapalli
became Washington, D.Cs new chief
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technology officer, her office found its
next chief data officer in Barney Krucoff.
Krucoff spent the last 11 years working

on geographic information systems for
D.C. and the state of Maryland. In his new
role, he’s aiming to expand data access
for entrepreneurs and academics.

As leaves fell from trees, so too did a slew
of New York City officials drop away —
including CTO Minerva Tantoco and Chief
Digital Officer Jessica Singleton. Step-
ping in for Singleton was Sree Sreeniv-
asan, who was CDO for the Metropolitan
Museum of Art and Columbia University.
Singleton left for Harvard’s MBA program,
while Tantoco joined the woman-run
venture capital firm Future/Perfect.

In one week, Louisville, Ky., lost Chief Inno-
vation Officer Ted Smith to health tech
company Revon Systems, as well as Chief
of Performance and Technology (CPT)
Theresa Reno-Weber to the nonprofit
Metro United Way. Both were replaced that
week as well — Grace Simrall, executive
innovation director for Intel Care Innova-
tions, became CIO, while Cuyahoga County,
Ohio, CIO Daro Mott came in as the CPT.

The Unified Government of Wyandotte
County and Kansas City, Kan., hired Alan
Howze to fill a new C-level job: chief knowl-
edge officer. Previously employed with IBM,
Howze plans to improve the government’s
analytical and technological capabilities.

December 2016 // www.govtech.com

SEPTEMBER

One month into searching for its first-
ever innovation manager, Santa Fe, N.M.,
had four dozen applicants and a host
of complaints. The decision to offer at
least $125,000 — just as the mayor was
slated for a raise, and the city was grap-
pling with news that it had more munic-
ipal employees per capita than its peers
— was met with some trepidation. Offi-
cials vowed to move forward, provided
they could find somebody qualified.

OCTOBER

Louisville, Ky., became the 12th city to hire a
chief data officer when Michael Schnuerle
entered public service on Oct. 10. Schnu-
erle brings a well equipped background

to the position: More than a decade ago,
he launched a Google Maps-based tool

to show users crime reports from around
Louisville. Over time, he added more
municipal data to the tool and eventually
created a company called YourMapper.

Three years after taking on the CIO role

for Nevada’s Clark County, Louis Carr Jr.
announced Oct. 14 that he would be leaving
to lead IT operations for the Los Angeles
Department of Water and Power General.
As Clark County’s CIO, Carr managed $45
million in operations, 160 employees and

IT across 38 departments. He planned

to leave the county in mid-November.

In another IT staff change for Philadelphia,
Civic Tech Director Aaron Ogle left his

DARO MOTT

position with the city for a new opportu-
nity, taking on a role with an organization
that holds similar goals. Ogle will serve as
director of product for the OpenGov Foun-
dation, a civic tech group working to further
transparency in state and local legislatures.

The New York City Department of Informa-
tion Technology and Telecommunications
announced Oct. 24 that San Francisco
CIlO Miguel Gamiiio Jr. accepted its CTO
post, which was left vacant in August when
Minerva Tantoco departed. In San Fran-
cisco, Gamifio worked to connect the city
through a comprehensive wireless network
project and developed partnerships

with the tech industry to bolster connec-
tivity with a municipal sensor network.

Longtime San Antonio Chief Informa-
tion and Technology Officer Hugh Miller
announced in October that he would

be leaving public service for a job with

a technology startup. Prior to his role
with the city, Miller worked as a network
engineer for travel website Priceline

and as a network service supervisor

with the San Antonio Water System.

BY EYRAGON EIDAM

Just 11 days after the New Year began,
Rhode Island announced the appointment
of longtime education and technology



advocate Richard Culatta. His new role as
the chief innovation officer marked a first for
the state and an opportunity to pursue new
educational partnerships and innovations.

February marked a busy month in the Texas
Department of Information Resources with
the placement of Stacey Napier as execu-
tive director. Former Executive Director/
state CIO Karen Robinson stepped down

at the end of 2014. Since that time, Todd
Kimbriel filled in as acting CIO, a post

he assumed permanently in March.

Alaska’s Enterprise Technology Services
confirmed Feb. 22 that CIO Jim Bates
would be moving on from the agency in
mid-March. Bates said at the time that he
planned to pursue his consulting business.
During his tenure with the state, Bates
worked on major IT projects including
infrastructure upgrades and inventories. He
also worked to cut the $10 million in annual
spending on voice, data and circuits in half.

In true techie fashion, Boston’s Curt
Savoie announced his departure from

city employment via Twitter Feb. 11. The
city’s principal data scientist officially made
the jump to Massachusetts’ IT depart-
ment as a data scientist five days later.

In his tweet, the data aficionado hinted
that his work to improve the neighbor-
hoods of Boston would be translated

to the broader state landscape.

In mid-March, Gov. Charlie Baker
appointed former Revenue Commis-
sioner Mark Nunnelly to lead the state’s
IT agency, MassIT, as executive director.
Nunnelly was tasked with spearheading
efforts to make state government IT
more user-friendly for constituents. He
was preceded by CIO Bill Oates, who
resigned in 2015, and Charlie Desourdy,
who held the interim leadership spot.

The departure of New Jersey CIO Steve
Emanuel on April 8 marked an oppor-
tunity for Odysseus Marcopolus, who
stepped up to fill in as acting CIO. At

the time, Marcopolus had been with the

RICHARD CULATTA

state’s Office of Information Technology
for less than a year and was serving as
the agency’s director of Architecture,
Standards and Enterprise Technologies.

The MetroLab Network added an important
figure to its collection of senior fellows May
5. The group announced the addition of
former presidential candidate and Maryland
Gov. Martin O’Malley, who will assist in

the organization’s larger mission of building
city-university partnerships nationwide.

New Jersey Gov. Chris Christie appointed
the state’s first CTO, Dave Weinstein,

on June 20, and elevated the position

to the cabinet level. Weinstein was
formerly the chief information security
officer (CISO) in the state’s Office of
Homeland Security and Preparedness.

The Kansas Department of Transporta-
tion announced a “drone czar” position,
naming longtime pilot and retired U.S.
Air Force Lt. Col. Bob Brock in July. The
new position, meant to regulate drone
use in Kansas, was reportedly the first of

TRANSITIONS

its kind and a step into a new regulatory
frontier, but some in the state criticized
the timing and necessity for the new role.

In another major appointment for New
Jersey, Mike Geraghty was named the
first director for the New Jersey Cyber-
security and Communications Inte-
gration Cell July 6. The appointment

is the agency’s first director since its
creation by Gov. Chris Christie in 2015.

After serving as California’s interim state
CIO for three months, Amy Tong officially
stepped into the leadership role at the
end of June. Tong succeeded former
CIO Carlos Ramos, who stepped down
in March. The incoming CIO formerly
served in the Office of Systems Integra-
tion and the California State Lottery.

In another July job move, California
named its first chief data officer.
The newly minted title was given to
private-sector executive Zachary
Townsend of San Francisco. The
CDO will work out of the California
Government Operations Agency.

Wyoming CIO Flint Waters revealed a
change in career direction in September
when he announced he was leaving

the public sector for a position at tech
giant Google. The new role, within the
Google for Work team, will focus on
building partnerships with the compa-
ny’s public-sector clients. A week after
that announcement, Gov. Matt Mead
appointed Tony Young, his deputy chief
of staff, as the state’s new CIO. Though
Mead said in a statement that Young
has helped with technology projects, his
background is largely legal in nature.

One of the driving forces behind North
Carolina’s Innovation Center stepped
aside for a new private-sector role. Chief
Technology and Innovation Officer Eric
Ellis left state service for hardware and
software reseller SHI International. He
held the technology and innovation
position since January, and formerly
served as the CTO for multiple state
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agencies, including the departments of
Environmental Quality and Commerce.

Connecticut Gov. Dan Malloy appointed
Arthur House as the state’s first cybersecu-
rity czar. House had been chairman of the
Public Utilities Regulatory Authority where
his work included ensuring the security of
electricity, natural gas and water systems.

Budget, and technology head and engi-
neer at the U.S. Department of Agriculture.
And in September, David DeVries, the
CIO for the U.S. Department of Defense,
was named OPM’s new CIO. While with
the Defense Department, DeVries helped
launch an electronic records system for
Veterans Affairs and expanded cloud
adoption and mobile capabilities.

After more than 25 years in public-sector
service, one of California’s chief technolo-
gists announced Oct. 31that he would be
retiring in early 2017. Robert Schmidt

was appointed chief of the state’s Office

of Technology Services in September

2015 after serving as CIO for the California
Department of Food and Agriculture, where
he managed a staff of more than 70 people
and a $10 million annual operational budget.

Colorado announced Nov. 2 the hiring of
its first digital transformation officer. The
role, which may be a first in state govern-
ment, is filled by Brandon Williams, who
led Colorado’s Google Services team

for the last four years. Williams will work
with state agencies to align user and
customer experience with strategic busi-
ness plans and ensure the state’s public-
facing websites and other digital touch
points are efficient and easy to use.

FEDERAL

BY ELAINE PITTMAN

FEBRUARY

Office of Personnel Management (OPM)
ClO Donna Seymour announced her
retirement just two days before she was
scheduled to testify at a House Over-
sight and Government Reform hearing
on a data breach that compromised the
records of more than 22 million current
and former government employees. The
office continued to see changes to its
tech leadership as the year went on. In
an expected addition to the IT lineup,
OPM hired its first CISO in April. The CISO,
Cord Chase, is a former senior adviser on
Cyber and National Security to the White
House and Office of Management and
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APRIL

Washington, D.C!s first director of tech-
nology innovation left local government
and made his way to the U.S. Office of
Management and Budget. Matt Bailey
announced in an April 26 tweet that he
would be working on tech policy as part of
U.S. CIO Tony Scott’s team. Before joining
local government, Bailey was a user experi-
ence manager for the Consumer Financial
Protection Bureau and was a founding
member of the Code for D.C. Brigade.

JULY

After two months in her new role as
commissioner of the General Services
Administration’s (GSA) newly created Tech-
nology Transformation Service, Phaedra
Chrousos returned to the private sector.
Chrousos joined the GSA in 2014, first
serving as a chief customer officer and
then later as an associate administrator

at the Office of Citizen Services and 18F.

PHAEDRA CHROUSOS

AUGUST

Once a skeptic of the First Responder
Network Authority (FirstNet), Seattle Police
Department CTO Bill Schrier joined the
organization. As FirstNet develops an
interoperable nationwide communications
network for first responders, Schrier’s role
will be to help the federal agency build a
set of services and functions that public
safety agencies need and to convince
those agencies to use the network.

SEPTEMBER

The federal government innovation group
18F hired the Sunlight Foundation’s senior
technology adviser, Waldo Jaquith,

to further its open data work. In a July
tweet, Jaquith announced that he would
be joining the digital consultancy in
September. He served as the director

of U.S. Open Data, an organization that
publishes government data online and

as a member of the White House’s Open
Data Working Group, which advises on
policy and open source software design.
Jaquith was recognized in Government
Technology’s Top 25 of 2016.

An ongoing effort from the Obama admin-
istration to shore up the nation’s digital
defenses was punctuated Sept. 8 by
the creation of the federal CISO posi-
tion. The first to fill the role is Gregory
Touhill, a retired brigadier general and
deputy assistant secretary of cyber-
security and communications for the
U.S. Department of Homeland Secu-
rity. Touhill will lead cybersecurity policy,
planning and implementation across the
organization, which includes the feder-
ated offices of the U.S. government.

OCTOBER

Aaron Snow left his role as executive
director of 18F on Oct. 13. Snow, who
co-founded the digital services outfit
in 2014, is staying within the General
Services Administration as a senior
adviser to the commissioner of the
Technology Transformation Service that
oversees 18F, according to an internal
memo. V. David Zvenyach, 18F’s
director of acquisition management, is
serving as interim executive director. i
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SI[CA\VAAMNGINI= By Paul W. Taylor

Engagement, Evolving.

The continuum of public engagement is bookended by social media and face-to-face consultations.

he language of engagement is
everywhere in government. In one
form or another, it is used as a noun
and verb to describe both means and, in
worst cases, an end. Newly rechristened
offices and job titles incorporate the
term. As it takes on the characteristics of
ubiquity (or just overuse), its trajectory is
reminiscent of those of “transformation,”
“convergence” and “transparency,” among
others. Each began as a bold declaration of
an important idea, then became a trending
term as the risk of overuse and misuse
increased to the point of losing its meaning.
The noted lexicographer Inigo Montoya
of The Princess Bride is helpful in these
cases. As he admonished royalty and
scoundrels alike nearly 30 years ago,
“You keep using that word. I do not think
it means what you think it means.”
So what does it mean to engage? Govies
— that is, social media practitioners who
self-identify as a tribe unto themselves —
point to likes and followers on platforms
old (Facebook), and new (Snapchat), open
(Twitter) and gated (Nextdoor) as evidence
of public engagement. The addition of
live video streaming (Facebook Live or
Periscope) now provides a test bed for
public agencies to cover breaking news
on their own. Roanoke, Va., is attracting
impressive viewership for its live video
coverage of everything

coordinator, said live video adds a sense
of immediacy, urgency and authority to its
social feeds, which is further reinforced
when picked up by local broadcasters.
Indeed, likes, follows and views on
social media provide a
ready, quantifiable and
easily aggregated (if
rudimentary) measure

Social media
does not have
exclusive claim

owners, were alarmed and angry at being
abandoned (and by the perception in
some quarters that they were the villains).
Still, the Department of Neighborhoods

is pushing forward to meet the mayor’s
direction to develop a new
model of engagement that
will bring new voices —
younger, with more renters

of public engagement. on public and people of color — to these
Numeric growth also engagement. vital public conversations.
builds and fortifies a I Such is the tension

network that can be
readily reached or called
upon in times of emergency — healthy
and growing social graphs are important
and malleable community assets.

But “like” it or not, social media
does not have exclusive claim on public
engagement. The continuum of public
engagement is bookended by social at the
high-volume but “light” end, and iterative,
deeper face-to-face consultations on
matters of shared interest or common
concern about the life of the community.
They can certainly work well together,
but they cannot do each other’s work.

In the middle of the continuum is
the quagmire of old-fashioned public
comments at public meetings, which are
often dominated by a small number of self-
styled community activists who over time
can take on an air of entitlement. Seattle

between the bureaucratic

demands of efficiency —
checking the box for public engagement
quickly in the service of a larger initiative
— and a public practice of co-design
that purposely takes longer to make
decisions about how such initiatives,
investments and policy changes can
serve the interests of the people who
live in a particular neighborhood.

Professor Eric Gordon, who heads
the Engagement Lab at Emerson
College, helpfully calls this slow
engagement movement a “meaningful
inefficiency.” His work with a group
of cities through the City Accelerator
(an initiative of Living Cities in which
our sister publication, Governing, is
a partner) bears the model out.
There is no need to reconcile

friends on this front. That said, if you

Paul Taylor is

the chief content
officer of e.Republic,
Government
Technology’s

parent company.

shook to the core its decades-old structure
of having 13 district councils represent
neighborhoods in city government. The
incumbents, mostly home and business

from urban flooding

to community events.
Timothy Martin, the city’s
communications and media

are not doing it fast and slow, and
communitywide and human-scale, you
are probably not engaging in a way that
matters in the long term. [
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By Miriam Jones | Chief Copy Editor

Send product review ideas to mjones@govtech.com, twitter@mjonesgovtech

Tablet Aura »

Samsung announced the Galaxy Tab
A 10.1-inch with S Pen. The tablet fea-
tures a WUXGA 1920 x 1200 screen
that incorporates an antiglare feature
and a blue light filter to reduce eye
strain. The Galaxy Tab A has an Octa-

core Exynos 7870 processor and
Instant Touchscreen a long-lasting battery that gives users
The AirBar sensor gives PCs touchscreen capabilities. Compatible with up to 14 hours of Internet time. With a
most Chromebook notebooks and PCs running Windows 8.1 or 10, AirBar microSD card, users can expand their
lets users quickly and easily activate touch functionalities on their laptops. tablet’s memory from 16 GB up to an
The thin black bar magnetically attaches to the bottom of a laptop display, additional 256 GB. The tablet also
and the sensor instantly connects through a USB port and requires no soft- uses the Android Marshmallow 6.0
ware installation or additional configuration. The technology from Neonode operating system and has 3 GB RAM,
emits an invisible light field over a laptop screen that senses touch from with an 8.0-megapixel autofocus
fingers, gloves or even a paintbrush. It is available to fit 13.3-inch, 14-inch rear camera and 2.0-megapixel front
and 15.6-inch screens. www.air.bar camera. www.samsung.com
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(44 e’re getting more and more data. Where will we
put it all?” That question is being asked by IT
teams in all levels of government.

At first, the answer may seem simple: Just add more capacity
to in-house storage systems. But another answer is receiving
more consideration: Using cloud services such as Microsoft
Azure for secure, scalable and cost-effective storage.

Cloud adoption for all purposes is gaining momentum in the
public sector, with state CIOs ranking it as a top three priority
in the Center for Digital Government’s 2016 Digital States
Survey (see “Cloud as an Enabler” graphic).! But cloud-based
storage options are drawing particular attention from state and
local IT leaders for a variety of reasons.

In many cases, the economics of the cloud make it an
attractive option for data storage, especially as data volumes
increase ever more quickly. But there are other benefits as
well. As storage moves to the cloud, IT staff time typically
dedicated to maintaining onsite infrastructure can be
redirected toward more valuable tasks. Also, cloud-based data
supports better business continuity — another top priority for
state and local CIOs.

Here’s a closer look at why governments are moving more
data to the cloud.

MANAGING THE DATA EXPLOSION

Legacy storage solutions and internal capacity are being
overwhelmed by growing volumes of data. For example, new
technology such as police body cameras produce large video
and image files that agencies must store — sometimes for
years — due to retention policies.

More data is coming from other sources as well. Internet
of Things (loT) sensors will generate information for use in

IS CLOUD SECURITY
ADEQUATE?

It’s a natural instinct to be concerned
when data isn’t stored close at hand,

in devices that can’t be physically
accessed. However, cloud storage offers
several security advantages compared to
many internal storage environments.

First, the cloud provider may hold key security certifications
that are beyond the capabilities of a government agency.

The Microsoft Azure service has received certifications
including the Federal Risk and Authorization Management
Program (FedRAMP), Criminal Justice Information Services
(CJIS), IRS 1075 and HIPAA.

Second, data security experts can be hard to find and even
harder for public sector organizations to afford. Cloud
providers have the experts on staff to maintain high levels
of security in their services. Finally, it is typically easier for a
vendor to keep up with the latest security technologies and
protection measures.

analytics. Digital communications, including email and social
media content, are increasing and their content often must be
retained for public records requests.

Expanding on-premises storage capacity is expensive
with time delays for procuring, configuring and implementing
additional systems. In contrast, a cloud service offers flexible,
pay-as-you-go storage capacity that can scale as needed.
Additional capacity can be ordered under the cloud service
contract and covered by an operations budget.

WORKING ON WHAT MATTERS

IT and development staff can deliver more value to the
agency when they work on improving business and mission-
focused applications. Yet too often they are distracted by
the demands of supporting and maintaining internal systems,
including those for data storage.

Using the cloud for data storage means the provider is
responsible for all infrastructure operations and maintenance.
IT staff and developers won't need to spend time and effort on
maintaining in-house storage systems.

If an agency is hesitant to store all data in the cloud, it’s
possible to simplify storage management and free space on
internal systems by moving only long-term data archives.

ENSURING DATA ACCESS

If employees couldn’t get into the office, would they be
able to continue working and have access to the up-to-date
information they need? That’s the core question behind any plan
for government operational continuity. Yet if all data is kept in
on-premises systems, backup resources may not be in place to
assure continuous data access.

WHERE TO BEGIN

Moving data storage from internal systems to a cloud
service doesn’t need to be an all-or-nothing proposition. It is
possible to start with a subset of data as a way to verify the
cloud’s suitability to agency needs.

After gaining experience with data storage, an IT team will
have the knowledge to consider using the cloud for other
initiatives, such as:

Migrating small or special-purpose server installations
that take a disproportionate amount of time and effort for
provisioning, monitoring and maintenance.

Supporting more mobility because mobile apps can be
accessed more easily in the cloud.

Offering platform-as-a-service (PaaS) resources that allow
developers to accelerate internal application development
and IT to accommodate unexpected resource needs for
special projects or seasonal demands.

Whether for applications or data storage, establishing
a foundation in the cloud now positions IT to deliver the
innovation that makes a real difference in government
operations and services.



CLOUD AS

AN ENABLER

In a traditional environment, government IT teams often spend the bulk of their time supporting

and updating on-premises infrastructure, including storage. Some ClOs have estimated they
spend 80 percent of their time tending to operations and maintenance and just 20 percent
on innovation. Moving to a cloud-based infrastructure allows them to flip the operations/
innovation ratio, a key benefit according to Denver Chief Technology Officer Scott Cardenas.
“We don’t think the best thing we do as a technology organization is administer an
Exchange environment,” he told Public CIO last year to explain the motivation behind the
city/county adoption of cloud-based email. “If we're bogged down managing an environment
like that, we're not really focused on innovation and driving better services for citizens.”
While cloud is often talked about as a trend, the truth is — as Denver and many other cities
have found — it’s much more than an end in itself. For government agencies, the cloud can

be an important enabler to meet critical needs and achieve other priorities.

Each year, the Center for Digital Government surveys ClOs from states, cities and counties
nationwide to assess their IT priorities. The graphic below highlights how cloud solutions can

help them realize some of their most important goals.

CYBERSECURITY IS THE
NO. 1 PRIORITY FOR STATES,
CITY AND COUNTY CIOs.

The U.S. government
was hit by more than

77,000

“cyber incidents™—
including data thefts
and other security
breaches — in fiscal
year 2015.2

58%

of IT executives
in a 2016 survey
think the public
cloud is more
secure than their
own data center.®

HIRING/RETAINING COMPETENT IT
PERSONNEL IS A TOP 5 PRIORITY FOR
STATES, CITIES AND COUNTIES.

90%

of state ClOs say
their states’
salary rates
present a
challenge in
attracting and
retaining IT talent.®

P ————y

But
93%

of Millennials
say modern
and up-to-date
technology
(i.e. cloud) is
one of the
most important

aspects of a
workplace.

80%

SHARED SERVICES IS THE
NO. 2 PRIORITY FOR STATES,
CITY AND COUNTY CIOs.

83%

of state

agencies use ...
shared services
for some or all

IT operations.*

P -

DISASTER RECOVERY IS
A TOP 10 PRIORITY FOR
BOTH STATES AND CITIES.

With the cloud,
government
agencies can
automate the
orderly recovery
of services,
minimizing or
eliminating
downtime.

]
$500,000

The average cost

of a data center
outage for public
sector organizations,
according to the
Ponemon Institute.”

operations &
maintenance

WHERE ClOs SPEND
THEIR TIME

</

20%

, innovation

The cloud allows agencies
to adopt shared services
more rapidly as they

can acquire processing
capability, storage
capacity and applications
without the upfront
expense and effort of
on-premises deployment.

&l':.J



ADVERTISEMENT

This piece was developed and written by the Center for Digital Government
custom media division, with information and input from SHI.

ENDNOTES

NoorwN S

https://gcn.com/Articles/2016/02/09/data-center-outages.aspx

SPONSORED BY:

Founded in 1989, SHI is a $6 billion+ global provider of
information technology products and services to Corporate,
Enterpr Public r and Academic customers of all
sizes. From software and hardware procurement to IT asset
management and cloud computing, SHI delivers custom IT
solutions for every aspect of your environment. To learn more,

visit www.publicsector.shidirect.com

http://www.govtech.com/computing/States-Path-to-Digital-Highlights-2016-Digital-States-Survey.html
https://www.yahoo.com/news/number-u-government-cyber-incidentsjumps-2015-205016646.html?ref=gs
http://www.zdnet.com/article/shift-public-cloud-more-secure-than-corporate-data-centers/
http://www.nascio.org/portals/O/documents/2015Annual/StateClIOSurvey.pdf
http://www.govtech.com/state/States-That-Innovate-Likelier-to-Attract-Retain-Needed-IT-Talent.html
http://www.cio.com/article/3082775/unified-communications/millennials-are-shaking-up-workplace-communication.html

PRODUCED BY:

CENTER FOR

DIGITATL

GOVERNMENT

is a national
and best

The Center for Digital Government, a division of e.Republic

re rch and advisory institute on information technolog

practices in state and local government. Through its div and dynamic

programs and services, the Center provides public and private sector
leaders with decision support, knowledge and opportunities to help them

effectively incorporate new technologies in the 21st century.

www.centerdigitalgov.com.

© 2016 e.Republic. All rights reserved.




DATA POINTS By Daniel Castro

The Next Stage of E-Government

How artificial intelligence will usher in the perceptive age.

ince the earliest days of the Internet,

most government agencies have
eagerly explored how to use

technology to better deliver services to
citizens, businesses and other public-
sector organizations. Early on, observers
recognized that these efforts often varied
widely in their implementation, and so
researchers developed various frameworks
to describe the different stages of growth
and development of e-government. While
each model is different, they all identify
the same general progression from the
informational, for example websites
that make government facts available
online, to the interactive, such as two-way
communication between government
officials and users, to the transactional,
like applications that allow users to access
government services completely online.

However, we will soon see a new
stage of e-government: the perceptive.

The defining feature of the perceptive
stage will be that the work involved in
interacting with government will be
significantly reduced and automated
for all parties involved. This will come
about principally from the integration of
artificial intelligence (AI) — computer
systems that can learn, reason and decide

Daniel Castro is

the vice president

of the Information
Technology and
Innovation Foundation
(ITIF) and director of
the Center for Data
Innovation. Before
joining ITIF, he worked
at the Government
Accountability Office
where he audited

IT security and
management controls.

at levels similar to that of a
human — into government
services to make it more
insightful and intelligent.
Consider the evolution
of the Department of Motor
Vehicles. The informational
stage made it possible for
users to find the hours for the
local office; the interactive
stage made it possible to

ask the agency a question by email; and
the transactional stage made it possible
to renew a driver’s license online.

In the perceptive stage, the user
will simply say, “Siri, I need a driver’s
license,” and the individual’s virtual
assistant will take over — collecting any
additional information from the user,
coordinating with the government’s
system and scheduling any in-person
meetings automatically. That’s right: AI
might finally end your wait at the DMV.

In general, there are at least three ways
that AT will impact government agencies.
First, it will enable government workers to
be more productive since the technology
can be used to automate many tasks. While
computers have already done this to an
extent — consider accountants who no
longer have to manually add up ledgers
because spreadsheets do it automatically
— AT allows computers to take on
significantly more complex tasks, such as
recommending medical treatments. Al can
be used to search for patterns, discover new
insights, extract meaning from raw data,
make predictions, and interact with people,
machines and the physical environment.

Second, AT will create a faster, more
responsive government. Al enables the
creation of autonomous, intelligent
agents — think online chatbots that
answer citizens’ questions, real-time fraud
detection systems that constantly monitor
government expenditures and virtual
legislative assistants that quickly synthesize
feedback from citizens to lawmakers.

Third, AT will allow people to interact
more naturally with digital government
services. Until recently, most interactions
with computers required people to adapt to

the needs of computers. Users push buttons
on an ATM or move a mouse on a PC, not
because these are the most intuitive ways
to communicate as a human, but because
these are the easiest ways to communicate
with a computer. But improvements in
natural language processing and speech
recognition have given rise to virtual
assistants like Apple’s Siri, Amazon’s
Alexa and Microsoft’s Cortana, which
allow users to speak to a computer
much like they would a human and
increasingly in many different languages.
For example, the startup X.ai has
created a virtual assistant named Amy that
schedules meetings for users automatically,
saving individuals from most of the back-
and-forth discussion that often goes into
agreeing on a time and location to meet.
Unlike a real-life administrative assistant
who takes lunch breaks and goes home
in the evenings, the virtual assistant can
provide an immediate response at any time.
And unlike previous attempts at improving
meeting scheduling that might require
individuals to use an online application,
users interact with Amy by email the
same way they would talk to a colleague.
While AT is still developing, there are
steps government agencies can take today
to lay the foundation for the technology
of tomorrow. In particular, they should
make investments in modernizing
their data architecture and building
application programming interfaces so
that they will be able to use AI on the
data they already collect. In addition,
they should prepare to work with
outside firms because most government
agencies are not going to have the in-
house expertise to build AT systems. i
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ENERGY FROM HOPPY GOODNESS:

S

To make better use of the ingredients discarded during the beer-making ’

process, engineers at the University of Colorado Boulder have devised a P -

way to make lithium-ion battery electrodes from the sugar-filled waste-

water. The water, which can’t go down the drain as is, is well suited for - _‘ﬁ S

cultivating a fast-growing fungus that becomes the carbon-based elec- —'Ah
g} N g' ’g ) . .#:: o

trode. While the process isn’t new, it can be easily scaled up to make use —

e

of this material, which could be especially beneficial in Colorado where

T
there are more than 250 breweries. source: treeHuceer 7

American adults are in a facial recogni-
tion database used by law enforcement.
A report by Georgetown University’s
o 3 Center on Privacy and Technology found
Crowdsou rcing a Smart Clty that at least half of all U.S. adults have

a driver’s license in one of the 26 states
Over the next 15 years, the Dutch city of Eindhoven will that allow police to search those photos
solicit feedback from residents about how smart lighting to find potential matches.
should be deployed throughout the area. The goal of the SOURCE: 1S, NEWS & WORLD REPORT

program, Vision and Roadmap Urban Lighting Eind-
hoven 2030, is to develop a smart, sustainable city based
on what’s important to citizens. The participatory plan-
ning process could lead to the use of lighting on demand
at night or to guide first responders to an accident.

SOURCE: NEW A’

I'm trying to shift
the talk about self-
driving cars to
self-driving bicycles

and making sure

bicycles are part

of the automation
equation.

said Tyler Folsom, an affiliate professor
in computing and software systems at
the University of Washington Bothell,
where autonomous tricycles are being
developed to improve safety and reduce
road congestion.

SOURCE: UNIVERSITY OF WASHINGTON BOTHELL

o ¢ e

Send Spectrum ideas to Managing Editor Elaine Pittman, epittman@govtech.com, twitter@elainerpittman
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CIONV/CIINNOINRIGIG/NNE By Kristy Dalton

Snapchat 101

The social platform could help government
engage a younger audience.

he Snapchat app’s user interface
was not the easiest thing for me
to get the hang of. Is this where
I should swipe left, down or press? The
camera is on me again — quick, duck! But
despite my initial experiences, the fact
is that there’s an extremely large (and

growing) group of people who totally get it.
Snapchat has carved out an interesting
niche in the social media world, considering

that about 60 percent of active users are
under the age of 25. This offers a lot of
opportunity for government agencies
that want to reach out to a younger
demographic in nontraditional ways.
It’s funny that a lot of agencies are
considering Snapchat as a new tool
in their social media strategy. The
social platform actually launched way
back in 2011 and has been silently
engaging young people for years.

The gist is that users send Snaps to each

other — an image or video clip, usually of
themselves, spiced up with filter overlays
and other bling. Once read, the Snap
disappears and they can’t see it again. A
user can also create Stories,

Kristy is known

as “GovGirl”

in the govern-
ment technology
industry. A former
city government
Web manager with
a passion for social
media, technology
and the lighter side
of government life,
Kristy is the CEO
of Government
Social Media.

a collection of snaps that all
followers can see with a much
longer shelf life of 24 hours.
Because people use this
app on their mobile device
with location services, the
company launched Geofilters.
This is where the government
agencies with profiles on
Snapchat are focusing their

December 2016 // www.govtech.com

efforts, because you

can create a filter with
your agency branding. The
filter will be available at the
time and location you specify.

But Snapchat is not
all rainbows and kittens
for government despite its
opportunities, as there are a few big
challenges. Many agencies are required
to archive social media, some even down
to the metadata level. Although an agency
can save screenshots of Snaps and there
is an option to download stories, that
approach wouldn’t capture the metadata.

One challenge for busy government
social media managers trying to juggle
multiple platforms is that Snaps happen in
real time. While we’ve mastered planning
and scheduling content for most other
social platforms, the in-the-moment nature
of Snapchat can be time-consuming.

In late September, Snap Inc. amended
its terms of service for U.S. government
users. These federal-compatible terms
offered amendments favorable to
government agencies in the area of
advertisements, endorsements and
liabilities. This is definitely a sign that
the company sees the value in public-
sector participation on the platform.

The consensus among agencies that
have a profile on Snapchat is that it can
be used both as a unique story-telling
platform, as well as an interesting way
to get engagement at events. If your
agency is not ready to start a Snapchat

account, remember that you can still
create a free community Geofilter.

If you're looking at learning from
some of the agencies already using
the platform, make sure to find these
friends: Las Vegas; Tampa, Fla.; Jefferson
County Sheriff’s Office in Colorado; West
Hollywood, Calif.; BeReadyUtah; and the
Fort Collins, Colo., Police Department.

As with any social media platform,
make sure your onboarding approach
includes trying it yourself, observing
what has worked for others and reaching
out for help. Although the casual style of
Snapchat is not going to work for every
government agency, the ones that have
tried it at least have a story to tell. [l

GEORGEJMCLITTLE / SHUTTERSTOCK.COM
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Lenovo helps government agencies better leverage
data by simplifying IT infrastructure, reducing costs and
accelerating time to value.

The exploding volume and variety of data provides huge opportunities for state and local government
agencies to better understand and serve constituents. That’s why it is increasingly frustrating that
legacy, often siloed IT systems continue to limit agencies’ ability to leverage new tools. It is also why
respondents to the Center for Digital Government’s 2016 government data survey said the No.1 thing
they would do to improve agency data and analytics capabilities would be to modernize complex,

rapidly aging legacy systems.

Industry leader Lenovo, recently ranked No.1 in x86 server reliability and customer satisfaction' and
x86 server reliability,?is helping agencies chart a path toward a secure, efficient, information-rich future.
Lenovo’s next-generation server and storage portfolio offer more of what public sector [T needs —
breakthrough performance and superior long-term value.

INDUSTRY-LEADING
PERFORMANCE

In 2015, Lenovo System x servers
achieved 99.999 percent uptime
and availability more often than all
other major competitors. Lenovo
also knows that performance is
about more than just availability.
When optimized for cloud,
virtualization, big data and
analytics workloads, their servers
deliver up to 44 percent greater
CPU performance, 22 percent
more cores and 12 percent
faster memory. They also clock
up to 23 percent faster Hadoop
performance and up to 30
percent quicker data encryption.

RADICALLY SIMPLIFIED

IT INFRASTRUCTURE
Lenovo’s centralized resource
management solution,

XClarity, automates discovery,
monitoring, configuration and
firmware updates. An easy-
to-use dashboard simplifies
operations, and greatly reduces
deployment steps. Systems
that previously took an hour to
deploy can now be rolled out in
one-tenth of that time, freeing IT
to staff focus on more strategic
tasks and challenges.

REDUCED COMPLEXITY
AND FASTER TIME TO VALUE
Lenovo’s customer-centric
emphasis helps government
agencies innovate even in

the face of flat or shrinking

IT dollars. A robust product
portfolio, optimized for nonstop
efficiency and integrated
security, gives agencies more
solutions to supercharge their
data capabilities while still
controlling costs.

SPONSORED CONTENT

1. Lenovo enterprise servers ranked #1 in customer satisfaction, according to the latest TBR Customer Satisfaction Survey, February 2016
2. Lenovo enterprise servers are ranked #1 in x86 reliability, according to the ITIC 2015-2016 Global Server Hardware, Server OS Reliability Report, July 2015

To learn more about how Lenovo products and solutions can help agencies
build the data centers of the future, visit www.lenovo.com/government and
follow us on Twitter @LenovoGov.

Lenovo. LZ" ‘e

1 trademarks of Intel Corporation in the U.S. and/or other countries.

Intel, the Intel logo, Xeon, and Xeon Inside are trademarks
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