
This year’s most notable triumphs, 
tribulations and transformations.

Spreading Smart
Columbus aims to 

be a force multiplier 
of connected 

innovation among 
Midwestern cities.

Ransomware: 
Just the Facts

Hard numbers on 
who’s getting hit 

and who’s paying.

PLUS:
Solutions for 
state and local 
government.

DECEMBER 2019

VOL 32 ISSUE 8  /  A PUBLICATION OF e.REPUBLIC  /  GOVTECH.COM  

A   CLOSER   LOOK
2019

Spreading SmartSp
Columbus aims to

be a force multiplier r
of connected o

innovation among 
Midwestern cities.

Ransomware: 
Just the Facts

Hard numbers on
who’s getting hit 

and who’s paying.

EMBER 2019E ER 19

SUE 8  /  SUE 8 A PUBLICATION OF P BL CATION O e.REPUBLIC  /  RE LIC / GOVTECH.COMVTE

GT12_cov.indd   6GT12_cov.indd   6 11/13/19   2:08 PM11/13/19   2:08 PM



A government executive’s guide to 

understanding the network of the future 

and its role in transformative change.

Get your copy at

bit.ly/GovFuture

© 2019 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.d d h l d k f© 2019 AT&T Intellectual Property. All rights re© ll l ll i h

Smarter

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

https://www.business.att.com/content/dam/attbusiness/guides/att-network-of-tomorrow-government-guide.pdf


100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

Vol 32   |   Issue 8

COVER IMAGE SHUTTERSTOCK.COM

IN OUR NEXT ISSUE:
GovTech 100
The fi fth anniversary of our 
annual list and a look at 
the state of the market.

2000 vs. 2020
As a new decade dawns, 
are we where we thought 
we’d be?

Better Reykjavik
The Icelandic city crowd-
sources its civic challenges, 
an idea that’s catching on.

G
o

v
e

rn
m

e
n

t 
Te

c
h

n
o

lo
g

y
 (

IS
S

N
#

 1
0

4
3

-9
6

6
8

) 
is

 p
u

b
lis

h
e

d
 m

o
n

th
ly

 e
xc

e
p

t 
F

e
b

ru
a

ry
, 

M
a

y,
 A

u
g

u
s
t,
 a

n
d

 N
o

v
e

m
b

e
r 

b
y
 e

.R
e

p
u

b
lic

 I
n

c
, 

10
0

 B
lu

e
 R

a
v
in

e
 R

d
, 

F
o

ls
o

m
, 

C
A

 9
5

6
3

0
. 

P
e

ri
o

d
ic

a
l 

P
o

s
ta

g
e

 P
a

id
 a

t 
F

o
ls

o
m

, 
C

A
 a

n
d

 a
d

d
it
io

n
a

l 
o

ff
ic

e
s
. 

P
O

S
T

M
A

S
T

E
R

: 
S

e
n

d
 a

d
d

re
s
s
 c

h
a

n
g

e
s
 t

o
: 

G
o

v
e

rn
m

e
n

t 
Te

c
h

n
o

lo
g

y,
 

10
0

 B
lu

e
 R

a
v
in

e
 R

d
, 
F

o
ls

o
m

, 
C

A
 9

5
6

3
0

. 
C

o
p

y
ri

g
h

t 
2

0
19

 b
y
 e

.R
e

p
u

b
lic

 I
n

c
. 
A

ll 
ri

g
h

ts
 r

e
s
e

rv
e

d
. 
S

U
B

S
C

R
IP

T
IO

N
S

: 
S

u
b

s
c
ri

p
ti
o

n
 i
n

q
u

ir
ie

s
 s

h
o

u
ld

 b
e

 d
ir

e
c
te

d
 t

o
 G

o
v
e

rn
m

e
n

t 
Te

c
h

n
o

lo
g

y,
 A

tt
n

: 
C

ir
c
u

la
ti
o

n
 D

ir
e

c
to

r,
 1

0
0

 B
lu

e
 R

a
v
in

e
 R

d
, 
F

o
ls

o
m

, 
C

A
 9

5
6

3
0

, 
9

16
-9

3
2

-1
3

0
0

.

www.govtech.com  //  December 2019         3      

DEPARTMENTS

48  /  NASCIO Turns 50
State CIOs gathered in Nashville to 

celebrate a half century. 

52  /  Lifting All Boats
Columbus, Ohio, is looking beyond 

its borders to help other Midwestern 

jurisdictions raise their own smart profi les.

62  /  Hackers Hit Harder
Cyberattacks on government have 

been increasing for years. Here’s data 

on ransomware’s rise.

COLUMNS

  4 Point of View  
 A way forward for government 

 and big tech.

  7 Data Points
 Government isn’t embracing automation  

 fast enough. 

  8 Four Questions  
 Minnesota CIO Tarek Tomes on

 MNLARS and becoming citizen-centric.

66 GovGirl on Social  
 Three ways to make government social  

 media more accessible. 

NEWS

  6 govtech.com/extra
 Updates from Government Technology’s  

 daily online news service.

10 Big Picture
 Highlights from the Digital Cities Survey.

56 Products
 Samsung rugged tablet, and ASUS’ 

 dual-touchscreen laptop. 

61 Spectrum
 More research, more science, 

 more technology.

Machine learning is 
helping state DOTs 
analyze and map 
their roadways.

December 2019     

govtech.com

M
A

P
IL

L
A

R
Y

COVER STORY

14  /  A Closer Look 
at 2019
Ransomware, privacy, elections — 

revisiting GT’s top headlines 

of the year.

43  /  Who Went Where
2019 was a big year for tech 

leaders making career moves.

GT12_toc.indd   3GT12_toc.indd   3 11/13/19   2:12 PM11/13/19   2:12 PM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

A Way Forward 

It’s time to negotiate a new relationship 
between big tech and government.  

It has been a tough couple of years 
for big tech. Now that we have moved 
past the wonder of things like having 
supercomputers in our pockets and sensor-
equipped streetlights, we’ve uncovered 
some of the potential downsides we 
didn’t realize were  part of the deal. Yes, 
the benefi ts of new tech are many, for 
individuals, communities and the larger 
goal of good government. 

But what’s also come into focus is the 
sometimes-wide chasm between the big 
technology providers behind so much of 
this progress and the public interest. 

Exhibit A: Facebook doesn’t think 
it should have to make sure political 
advertisements on the world’s biggest 
social media platform are true. This, 
following continued revelations around the 
intentional manipulation of voter sentiment 
by foreign interests pushing their own 
agendas in U.S. elections via Facebook.  

Then there’s the algorithmic bias 
being uncovered as testing and use of 
facial recognition technologies grow, 
especially by law enforcement. Turns 
out if the images being used to teach the 
algorithm are skewed toward white people, 
the technology will be considerably less 
eff ective at recognizing people of color. And 
at press time, new algorithmic fl aws were 
also bubbling to the surface relative to the 
newly launched Apple credit card amid 
numerous examples of signifi cantly higher 
credit limits being given to men than women 
with the same or better credit scores. 

Meanwhile, north of the border in 
Toronto, Sidewalk Labs, owned by Alphabet, 
the parent company of Google, has gotten 

a lot of attention for its plans to develop a 
proof-of-concept-style neighborhood from 
scratch, intended as a proving ground for a 
smart community with scores of advanced 
technologies at its core. We wrote about the 
project — and the controversy surrounding it 
— in our September issue.

The vision for Waterfront Toronto is 
grand, including such enticing features as 
pneumatic garbage collection, snow-melting 
sidewalks, responsive traffi  c signals that 
favor pedestrians, dynamic curb spaces that 
adjust to changing needs depending on the 
time of day, a system of underground freight 
delivery, advanced power and stormwater 
infrastructure, etc. But at the heart of 
Sidewalk Labs’ plan is the fact that the 
community would be data-driven. And that 
raised privacy alarm bells.

After much negotiation and months of 
public discourse, the agency in charge voted 
to move forward at the end of October, but 
on a much more limited footprint than 
Sidewalk Labs wanted. In addition, important 
safeguards were established, including 
requiring that the data collected be treated as 
publicly held. Several months of evaluation 
work remain before the project can proceed, 
but these compromises encourage the idea 
that big tech can be tamed and channeled for 
the good of communities.

A recent New York Times editorial 
underlines this idea that government 
can experiment with new technologies 
while eff ectively looking out for the 
citizens it serves: 

“Toronto’s experience with Sidewalk Labs 
to date shows that cities do not need to give 
up government’s responsibility to prioritize 
the public interest while pursuing urban 
innovation.”   

By Noelle Knell  /  EditorPOINT OF VIEW
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Because the Federal Communications 
Commission overestimates U.S. broadband 

coverage, Georgia has piloted a location-

level mapping project showing how 

incorrect that data is. In Elbert, Lumpkin 

and Tift counties, the Georgia Broadband 

Deployment Initiative gathered residential 

and business location data as well as 

broadband provider location data for all 

three counties. Since the maps are used 

for funding, the goal is to make sure 

federal dollars for broadband are allocated 

appropriately. Georgia hopes to expand the 

maps statewide in 2020.

School Security

WHO SAYS?
“There is somewhat of an imbalance in the way data is shared and 

used in cities, and I think, quite frankly, we share a lot of data with 

cities, but we don’t see it always being used.”

govtech.com/quoteDecember2019

govtech.com/extra: 

Federal Communications 
Commission 

Updates from Government Technology’s daily online news service.

Ransomware attacks are on the 

rise in government (see Hackers 

Hit Harder, p. 62), and K-12 schools 

are seeing similar trends. A report 

from endpoint resilience fi rm 

Absolute found there have been 

more than 700 cyberincidents 

at U.S. schools since 2016; 49 of 

those were ransomware attacks 

in 2019. One reason is likely that 

more tech-savvy students means 

more devices on campuses, 

with more potential for hackable 

software on board.

GET OUT THE MAP

Public Bloc is a company whose beta 

product of the same name aims to make 

project management more accurate using 

blockchain technology. The system would 

allow private and public organizations to 

track who did what and when, meaning 

if a project that uses tax dollars, say the 

construction of a bridge, goes awry, it 

is easy to pinpoint what went wrong in 

the process.

MOST READ STORIES ONLINE:
CivicPlus Acquires 311 Software Company 

SeeClickFix 

Virginia IT Faces Criticism Amid Service 

Model Transition 

The Dos and Don’ts of Community 

Broadband Network Planning 

Baltimore IT Chief, City Part Ways, 

Offi  cial Confi rms 

Chicago Mayor Lightfoot 

Proposes Controversial 

IT Merger 

Midsize Cities Hold the 

Key to Innovation 

in Smart Mobility
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The smallest value of a digital equity 
grant Philadelphia awarded to eight 

community groups working to 
improve the 2020 Census. The 

largest grant was $40,000.

In some counties in rural Ohio, less 
than half the population has access 
to broadband Internet, according to 

the Appalachian Partnership for
 Economic Growth.

tech/bytes 

The number of federal, state and 
local agencies served by Granicus, 

a provider of cloud-based government 
solutions that is now launching a 

digital services platform.

4.2K

50%

13K 
$

54
The number of hours the average 
American spent in traffi  c in 2017, 

according to a new report from the 
Texas A&M University Transportation 

Institute. Experts say solving the 
problem will take more than

 expanding infrastructure.

Ransomware attacks a

Public Bloc 

Biz Beat
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By Daniel CastroDATA POINTS 

Daniel Castro is 

the vice president 

of the Information 

Technology and 

Innovation Foundation 

(ITIF) and director of 

the Center for Data 

Innovation. Before 

joining ITIF, he worked 

at the Government 

Accountability Office 

where he audited 

IT security and 

management controls.

T he U.S. economy is on the 
precipice of an unrelenting wave 
of automation that will eliminate 

a massive number of jobs and destabilize 
our society, according to Democratic 
presidential primary candidate Andrew 
Yang and his growing throng of supporters. 
Indeed, this concern is shared by many 
policymakers who have turned a critical 
eye toward Silicon Valley, asking whether 
technological innovation is worth the 
eff ort. This past year has seen a steady 
stream of policymakers publicly castigating 
the tech industry for not doing enough 
to protect privacy, respond to fake news, 
combat hate speech and protect children.

While some of these critiques are 
valid, even if overblown, in this heated 
environment, it is easy to lose sight 
of the real problem, which according 
to a new report from the Information 
Technology and Innovation Foundation 
is that automation isn’t happening fast 
enough, and achieving faster automation 
is an urgent societal imperative necessary 
to address less-than-stellar productivity 

growth. Higher productivity 
will be necessary to make 
U.S. companies more 
competitive globally, boost 
reshoring of work back to 
the U.S., reduce government 
spending and raise living 
standards. For example, an 
aging population means that 
there will be more retirees, 
so unless the remaining 

workers become more productive, overall 
output will shrink — resulting in less tax 
revenue for government agencies even as 
demand for social services remains high.

The remedy to this problem is 
greater automation, driven by digital 
transformation, in both the public and 
private sectors. There are two steps to 
this process. First, organizations need 
to modernize their IT infrastructure. 
In practice, this means replacing legacy 
applications and expensive data centers 
with cloud computing solutions. While 
state and local governments are investing 
heavily in the cloud, many are putting 
most resources in private cloud solutions, 
which don’t off er the same scalability 
and cost benefi ts of the public cloud.

Second, organizations must consider 
how to leverage emerging data-driven 
technologies, like machine learning, 
robotic process automation and chatbots, 
to create strategic changes in how they 
produce value. For example, some cities 
use digital twins — virtual models of 
their infrastructure combined with real-
time data feeds from sensors — to allow 
fi rst responders to run simulations of 
emergency scenarios and enable city 
planners to predict environmental and 
energy changes of proposed developments.

The problem for many agencies is that 
even as they consider digital transformation, 
they don’t focus on achieving productivity 
gains, i.e., becoming more effi  cient at 
producing government services. Indeed, 
this lack of focus on productivity creates a 

compounding problem where government 
agencies are slow at adopting new 
technologies, and then even slower at using 
the new tech to become more effi  cient. But 
a look at the workforce of many government 
agencies shows that even as IT budgets are 
growing, there are few signs of disruption.

Consider Los Angeles County. Last 
year, according to its open data site, the 
county employed approximately 3,600 
“intermediate typist-clerks” paying a 
total of about $260 million in annual 
compensation. This position is a basic 
clerical job that the county described in 
a recent posting as “logging data into an 
Excel spreadsheet,” “printing documents” 
and “scanning and uploading documents.” 
Reading this, it is not surprising that 
according to a 2016 Gallup study, 71 percent 
of state and local government workers are 
not engaged in their job. This is just the 
type of position that governments might 
target for automation, such as by using 
robotic process automation and self-service 
technologies. However, the number of 
employees in this position has remained 
virtually unchanged for the past fi ve years.

L.A. County is not an outlier. State and 
local governments employ 14.4 million 
full-time workers, and more agencies 
should rethink the use of technology to 
reduce that headcount. The most successful 
government agencies in the future will 
be those whose leadership understands 
that the goal of their IT investments is not 
merely technology adoption, but rather 
tech disruption through automation. 

Accelerating Automation
While some fear that robots are taking over, the problem is that it isn’t happening fast enough.
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1
What’s your approach to IT 
modernization? Modernization really 

isn’t a technical thing — it’s a new 

way of delivering a service. It starts 

with understanding and reviewing the 

opportunities related to a new service 

delivery model and then fi tting in whatever 

technology components could support 

that. It’s recognizing that organizational 

change, changing the way people have 

done their jobs every day for 10 or 15 years 

and disrupting it. But the opportunities are 

immense to deliver services diff erently. 

The largest modernization challenge is 

systems that were designed and created 

from scratch in a large, monolithic manner, 

breaking them down into the components 

that have evolved in the marketplace, and 

Tarek Tomes
CIO, Minnesota
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FOUR QUESTIONS

Tarek Tomes came to Minnesota IT at an interesting time, just when Gov. Tim Walz declared 

an end to the state’s long-troubled in-house vehicle registration system in favor of contracting with 

a third-party vendor. But Tomes, formerly CIO and chief innovation officer of the city of St. Paul, has 

taken it in stride. He is focused on citizen services, and how the state IT organization can impact 

the daily lives of Minnesotans.

done an amazing job continuing to build on 

that custom development to the point where it 

is very functional. The decision to move to the 

vendor-based solution is not necessarily be-

cause we couldn’t get to the fi nish line with a 

custom solution, but we joined an ecosystem 

of 10 other states with a vendor solution that 

has the prerequisite of research and develop-

ment that will future-proof us going forward.

3
How do you characterize the role 
of the CIO relative to emerging 
technology? One of our largest 

responsibilities in this space where the 

rate of innovation is changing so fast is to 

continually bring opportunity to our business 

partners in a way that they understand, to 

make the various technologies that are 

emerging in the marketplace relevant to 

a particular business unit. That translation 

is one we can do in a completely 

unbiased manner as a trusted adviser. 

Our responsibility is making sure we have 

a marketplace of technologies that is 

continually open to new vendor solutions 

coming in, and we’re also actively looking 

for vendor solutions to exit when they’re 

no longer strategically aligned with our 

direction. As CIOs, one of our largest 

roles is really that role of infl uencer,  of 

helping people understand that there are 

opportunities to do things diff erently.

4
How does being an infl uencer relate 
to citizen impact? One of the things 

that we’re working on right now is 

establishing a culture that connects us with 

the people that we serve, that allows us to 

be intentional about the relationships that 

are required, to really become practitioners 

of a culture of human-centered design that 

understands the importance of connect-

ing with the people that we’re providing 

solutions for before we go into the solution 

space. We want to create an innovative 

culture that is bold, that is forward leaning, 

but that never forgets the impact on people. 

It’s making sure all of our technologists 

understand that there are 11 sovereign tribal 

nations that are a part of Minnesota’s culture, 

that there are cities, counties, residents, 

visitors, businesses, that we really under-

stand the impact of services and the role 

technology plays in delivering those. That 

connected culture is essential for us.  

— Lauren Harrison, Managing Editor

taking a human-centered design approach 

to the people that those business services 

are serving.

2
Why did the state ultimately opt for 
an off -the-shelf solution for the Min-
nesota Licensing and Registration 

System (MNLARS)? Our driver and vehicle 

system has been an ongoing process re-

lated to a modernization initiative. It currently 

is a custom-developed solution that had a 

much-publicized, unsuccessful launch initially 

that caused a signifi cant amount of customer 

satisfaction issues just in providing rudimen-

tary services, not the least of which is the 

taxpayer dollars that went into developing 

a system that when it was launched was 

incomplete. Since that time, the team has 

8           December 2019  //  www.govtech.com
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cgi.com/advantage

CGI Advantage is re-imagined with a mobile-first design that streamlines 

engagement and transforms your user experience. An ERP solution that  

delivers everything you need and nothing you don’t — enabling digital insights 

through embedded analytics and backed by the scale, reach and delivery 

capabilities of a global IT champion.

Simplified. Intuitive. Unified.
CGI Advantage : ERP that works for me.

®

https://www.govtech.com/webinars/Government-Cloud-Virtual-Summit-111784.html
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Data Drilldown:  

Digital Cities 
Edition 
Now in its 19th year, the Digital Cities survey benchmarks the practices and 

priorities of America’s leading municipal governments. Conducted by the 

Center for Digital Government, the research arm of Government Technology’s

parent company, e.Republic, the 2019 survey awards 57 cities across fi ve 

population categories for leading forward-thinking organizations that eff ectively 

use technology to meet organizational goals. Read the whole story featuring 

analysis on each winner’s eff orts at  www.govtech.com/DigitalCities2019.

Here’s what’s on the 
minds and agendas of the 
digital leaders in America’s 
municipalities.

Top Honors

Biggest Barriers

Cities cite the 
following as their 
biggest challenges 
when it comes to 
running IT:

Covered?

of cities report 
having a cyberinsurance 

policy, up 10 percent 
from last year’s survey. 

81%

Emerging or 
Mainstream?

of cities are currently 
using drones, while only 
4 percent have found a 

place for blockchain. 

80%

10      December 2019 //  www.govtech.com

Top of Mind

1.  Cybersecurity

2.  Citizen Engagement/
 Experience 

3.  Disaster Recovery/  
 Continuity of Operations

4.  Business Intelligence/
 Analytics

5.  IT Staffi  ng

Funding Changes in 
population 
and
demographics

State 
reductions 
in funding

Miami, Fla.

Weston, Fla.

San Diego, Calif.

Lynchburg, Va.

Norfolk, Va.
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Everybody’s Doing It

AI, Eh?

data & insights solutions

Websites and a social media presence are musts for cities, 
but most also use the following tools to interact with citizens:

Here’s where cities are using AI:

Cloud-bound

43%
37% 31%

58%
70%82%

Native 
Mobile Apps

Cybersecurity

75%

311 App (with 
tracking and 
reporting)

Automated 
traffi  c control

87%

Citizen 
Surveys/
Polling

Predictive 
analytics

Text Message/
SMS  

Infrastructure 
inspections 

Natural language 
processing/
Speech recognition 

56%

29%

of cities report that more 
than half of their systems 

and applications can go to 
the cloud. Twelve percent
report that they’ve already 
achieved that benchmark. 

Cloud-worthy

Here’s what cities most 
want to migrate to the cloud:

1. Geospatial Services

2. Application Development
and Testing

3. Finance and
Administration

GT12_10.indd   11GT12_10.indd   11 11/13/19   2:19 PM11/13/19   2:19 PM
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How do you see the role of the government CIO evolving?
TERI: Ten years ago, CIOs were back-offi  ce employees. It was about 

keeping things running and keeping costs down. Some CIOs then were 

doing breakthrough things, but now it’s no longer a choice. They must do 

breakthrough things. Additionally, CIOs must not only keep up with emerging 

technologies but also maintain close relationships with other agency leaders 

and business partners. 

They also can no longer take a back seat. They must be brave and be willing to 

have a seat at the table. In many many cases, CIOs are going to have to stand up 

and say, “I believe this is a direction the business needs to go in,” or “I believe that 

agency services can and should be diff erent than they are today.” 

SREERAM: CIOs also have external infl uences with which they must 

contend. The fundamental role of IT is to serve citizens and shape society 

for future generations. But government agencies are dealing with critical 

issues like preparing for population growth, dealing with climate change 

and natural disasters, and providing robust social services. They are also 

competing more heavily to attract businesses and investors to operate in 

their jurisdictions. In this macro environment, the role of the CIO is even 

more diffi  cult as agency policy makers and process owners expect CIOs to 

operate with agility and speed, just like in the private sector.  It is an exciting 

opportunity for CIOs to force the pace of innovation within government.

How much have we achieved in terms of digital transformation?
TERI: I think we are at the beginning. Transformation to me means transitioning 

from traditional siloed operations to thinking instead about how citizens look 

at services. 

Sreeram 
Visvanathan, 
Global Managing 
Director, Government, 
Healthcare & Life 
Sciences, IBM

Teri Takai, former 
CIO of the U.S. 
Department of 
Defense and the 
States of California 
and Michigan

“It’s an exciting time to be a CIO — but it’s also 
one of the scariest and most challenging.”

So says Teri Takai, former CIO of the U.S. 
Department of Defense and the States of 
California and Michigan. Takai, now the 
Executive Director of the Center for Digital 
Government, joined Sreeram Visvanathan, 
Global Managing Director, Government, 
Healthcare & Life Sciences at IBM, during the 
IBM Government Cloud Virtual Cloud Summit 
to discuss the evolving role of the CIO. 

What resulted was a wide-ranging 
conversation that touched on everything from 
the soft skills IT leaders need to thrive, to how 
they can best manage and secure multi-cloud 
environments, to what new technologies like 
artifi cial intelligence (AI) mean for the future of 
government work.

Today’s Government CIO
Evolving roles, new technologies and high expectations
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SREERAM: I agree with you. While we have put in massive systems 

of record and implemented a lot of mobile services, the way we 

deliver services hasn’t changed behind the scenes. In a lot of 

cases, digital technologies have been used to reinforce existing 

processes rather than replace or reimagine them. That’s what we 

see as the next step in the evolution.

Cloud has often been viewed as a cost-driven decision. 
Is this still the case?
TERI: I think that has changed and will continue to change even 

more dramatically. CIOs are now seeing cloud as an opportunity for 

increased fl exibility, but also as a tool that gives them better access 

to data. It’s faster; it’s cheaper; and it provides the opportunity to 

apply new technologies to data that was not possible before.

SREERAM: I think your point about data is massive. If you look at 

how governments leverage data, less than 20 percent of the data 

that could infl uence a policy or operational decision is being used. 

Data is not only in our systems of record or in a structured format, 

it’s also unstructured. It’s also not necessarily within government 

IT environments alone. It could be open source data or belong to 

a third party. The ability for governments to mine data and use it in 

real time to change what they do and how they do it is huge.

What are some of the trends as government agencies 
shift away from on-premises infrastructure?
TERI: At the federal level, programs like FedRAMP — which 

endorsed and certifi ed government clouds — encouraged 

governments to move from their own data centers to 

government clouds and then slowly to public clouds. While 

state and local governments are interested in what the federal 

government has done, they have been bolder in looking at 

where they can move into the public cloud and what that really 

means. There is also a move to multi-cloud. In many cases the 

CIO may not know what those multi-cloud entities are going 

to be. Sometimes business leaders across the enterprise may 

procure those services themselves.

SREERAM: The reality is that you aren’t in control of how many 

cloud environments exist in any enterprise today. They tend 

to creep up on you. Every single enterprise has a multi-cloud 

environment. Organizations are gravitating toward fi guring out how 

they manage this multi-cloud environment. What capabilities do 

they need? What operational tools do they need to provision the 

right capacity when they need it to manage security?

Is security in a multi-cloud environment a key concern?
TERI: There are two ways of looking at it. There is a conversation 

around cloud being more secure in some cases than what a state, 

local or even federal government can provide in their own data 

centers. However, multi-cloud environments can complicate this. 

How do agencies ensure security when they are moving data 

from diff erent clouds from diff erent companies that may have 

diff erent security standards?

In multi-cloud environments, government leaders also need to focus 

on things like identity management. CIOs must continue to think 

about insider risks, but their perimeter extends as they off er citizens 

the opportunity to utilize their data. 

SREERAM: Yes, and cybersecurity isn’t just about cybersecurity 

tools. CIOs need to look at their entire infrastructure and everything 

they are buying and using and fi gure out how it fi ts together to 

make sure it’s secure. They also need to look at relevant policies, 

standards and enforcement that goes beyond just the tooling.

How do you see open standards and open 
source play out in this multi-cloud environment?
TERI: I think the role of open source is going to change and 

the questions will be around how CIOs can easily take services 

out of one cloud and move to another while maintaining 

security. Third-party data sources are also going to be 

important. The central question will be around how agencies 

bring open data together.

SREERAM: One of the positions we have taken at IBM is that it’s 

ultimately about our customers having the choice so they can 

make decisions quickly, deploy applications from on-premises 

infrastructure to cloud and diff erent cloud environments, and 

access diff erent data sources no matter where they are to 

provide citizen services quickly and robustly.

Where are we in adopting AI today?
TERI: Our research points to a signifi cant increase in 

government AI adoption. To some extent, that is because there 

are more tools in the market and there’s more conversation 

about what governments can do with the technology, but it 

seems to be increasing at a rate that we haven’t seen before 

and that I wouldn’t have anticipated. It’s moving so quickly that 

it’s going to be tough for CIOs to keep track of it and not be 

chasing it as opposed to leading it.

SREERAM: Augmented intelligence — as we refer to it at 

IBM — has gone beyond proof of concept and trials and 

is becoming mainstream. Now the questions are around 

how we can embed the capabilities of man and machine to 

reimagine existing processes and workfl ows, especially when 

there is a lot of data involved.

This session is part of the IBM Government Cloud Virtual Summit, a free, 
online event featuring 20 sessions with insightful keynotes, illustrative 
case studies and deep dives into job-critical topics for government leaders. 
To view any of these sessions, visit govtech.com/ibmvirtualsummit 

©2019 e.Republic. All rights reserved.
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2019 wrought a lot of wrangling over policies 

to govern how technology is used across and 

by government. It was a year that started with a 

shutdown of the federal government, continued 

with a steady uptick in (reported) cases of 

ransomware and growing revelations around 

election security, and also featured plenty of 

discussion around the role of government in 

ensuring big technology companies protect 

citizen privacy. Battles raged locally and 

nationally over whether current policies strike the 

right balance of innovation versus local control 

when it comes to ever-shrinking connectivity 

infrastructure and an ever-growing set of options 

for navigating city streets. In the pages that 

follow, we recap the stories that drew the most 

interest from Government Technology readers 

this year. Follow along for some hints as to 

what lies unresolved going into the new decade.
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Louisiana took the driver’s license into the modern era in 
2019, and as of January, the state was reporting nearly 80,000 downloads 
of the “LA Wallet” app that serves as a digital form of identifi cation for 
residents. While a handful of other states have piloted digital licenses in 
limited experiments, only Iowa and Louisiana have moved toward full-
scale adoption of the digital option for the most commonly used form of 
government identifi cation. “I’m all for technology,” remarked Rep. Ted James, 
a state legislator from Baton Rouge, who introduced the enabling bill in 
2016. Private software development fi rm Envoc developed the app.

JAN

Also in January, the Northern 
California, Nevada and Utah 
chapter of AAA — one of the most 
familiar car-club brands in the 
country — acquired the largest 
autonomous vehicle test site
in the United States. The West 
Coast AAA organization purchased 
GoMentum Station, a 2,100-acre 
testing site in Concord, Calif., in the 
Bay Area, as part of an ongoing 
effort to expand on the site’s 
numerous testing projects, which 
range from self-driving personal 
cars to shuttle vehicles.

At the top of the year,
newly sworn-in California 
Gov. Gavin Newsom signed 
an executive order aimed at 
transforming public-sector 
procurement. The move 
expanded the role of the 
state Department of General 
Services and the California 
Department of Technology, 
tasking them with coming up 
with a more iterative approach 
dubbed “an Innovation 
Procurement Sprint.” The 
move encourages multi-
stakeholder collaboration 
and development work at the 
beginning of the process, 
instead of requiring that the 
solution be strictly prescribed 
at the outset. A day later, 
Newsom announced a plan 
for a new Offi ce of Digital 
Innovation and an innovation 
academy. The offi ce would 
reside under the Government 
Operations Agency, with 
an initial startup budget of 
$36.2 million.

The top of the year also 
saw a prolonged shutdown of 
the federal government, with 
state and local governments 
feeling the effects. State CIOs 
and CISOs reported that 
collaborative projects with federal 
partners were slowing down, with 
cybersecurity programs especially 
at risk. Even local CIOs felt the 
pinch, as they encountered 
delays in reimbursements 
for some federally supported 
programs. Advocates for 
transparency meanwhile said the 
shutdown, which ended on Jan. 25, 
had squeezed the fl ow of publicly 
available government data down to 
a trickle in some cases.

 “I’m all for 
technology.” 

Rep. Ted James
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SHUTTERSTOCK.COM

FEB

In February, incoming Florida 
Gov. Ron DeSantis proposed 
the third revamp of the state’s 
technology agency since 
2005. While the initial details 
were unclear, the governor’s 
budget proposal recommended 
zeroing out the budget of the 
Agency for State Technology
and transferring those funds to 
the Department of Management 
Services (DMS). A new Division 
of State Technologies  would 
reside within DMS.

Philadelphia meanwhile 
released its SmartCityPHL 
Roadmap, meant to guide 
increased innovation and 
collaboration among the many 
groups involved in efforts to 
make the city smarter. The 
roadmap, which took about a 
year to develop, offers a series 
of guiding principles, noting that 
smart city programs should 
be locally inspired, innovative, 
equitable and collaborative. The 
guide also set some parameters 
around how technology would 
be evaluated against multiple 
goals, including enhancing quality 
of life and promoting economic 
development.

As the opioid crisis 
raged in early 2019, offi cials in 
Tempe, Ariz., teamed with Arizona 
State University researchers on a 
novel effort. Together they began 
testing wastewater for traces 
of opioids — both ingested and 
intact — to create more detailed 
and granular data around use 
of these drugs. They looked for 
traces of the raw drug — perhaps 
substances that have been 
fl ushed — as well as the drug 
in a metabolized form, in order 
to paint a fuller picture of how 
the epidemic was unfolding
and help inform the work of fi rst 
responders.

Tyler Technologies continued its mergers and acquisitions
work in February. One of the most established software companies 
focused on state and local government, Tyler spent $185 million to 
acquire MicroPact, a federally focused app development platform 
company. At the time of the acquisition, MicroPact’s customer list 
included 350 government clients in nearly every state in the union. 
The deal is one of the largest in Tyler’s history, second only to the 
$670 million purchase of New World Systems four years ago.

The public at large 
watched the strange case of 
Jussie Smollett unfold, as an 
apparent assault on the Empire
actor went from being a hate 
crime to a hoax. Technology 
played a major role in the 
unraveling of Smollett’s tale, 
with police using tools like data 
analytics and video surveillance. 
Chicago has one of the most 
extensive surveillance camera 
systems in the country, with 
police and private-sector cameras 
enabling detectives to capture 
critical evidence they need to 
fi ght crime. 
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Dun & Bradstreet has 
provided a proprietary 
system of identifying both 
grantees and contractors 
for the federal government 
for more than 40 years. In 
March, the General Services 
Administration chose a new 
contractor, Ernst & Young, 
to develop a government-
owned system. Some of the 
grant recipients welcoming 
the change are state and 
local governments and data 
transparency advocates, as 
an open system will make it 
easier to track and work with 
procurement data.  

MAR

Also in March, a 
consortium of engineers and 
scientists took steps to help 
resolve the immigration crisis 
at the nation’s southern border: 
They proposed building an 
energy park that spans the 
U.S.-Mexico border’s 1,954 
miles. “This is a different 
kind of initiative that will solve 
many existing challenges while 
bringing people together,” 
the scientists said in a news 
release, suggesting that the 
mass of solar energy panels, 
wind turbines, natural gas 
pipelines and desalination 
facilities would form a natural 
security buffer.

The First Responder Network Authority (FirstNet) continued 
its push to develop an interoperable high-speed network for emergency 
responders. In March, offi cials reported progress on an evolving catalog 
of apps, including tools for communication, device security and 
cloud functionality. “Those aren’t just vetted to the same level most 
commercial apps are. … The provision was always that it would be 
more secure, more reliable, more resilient, more scalable,” said Mark 
Golaszewski, executive director of technology and innovation for FirstNet.

March came in on a scooter and left … on foot, as state and 

local governments began imposing bans and other limitations on the 
increasingly popular e-scooter. Some cities banned the use of scooters 

while others blocked operations of the tech companies that support 

scooter use. They pointed to incidents of scooters blocking sidewalks, 
breaking traffi c ordinances and causing accidents. Alternative-

transport advocates meanwhile said that rather than ban scooters, 

offi cials should develop new, more effective regulations.

 “This is a 
different kind 

of initiative 
that will solve 
many existing 

challenges while 
bringing people 

together.”

2019 saw other forms of 
innovation hit roadblocks 
as well. In Independence, 
Mo., for example, offi cials 
voted against entering into a 
contract for smart meters, an 
idea that had been circulating 
for several years. Competing 
vendors offered systems at 
around $30 million, but city 
council members denied 
funding for the effort to 
replace existing analog meters. 
Citing more urgent spending 
priorities, the move underlined 
the sometimes rocky path to 
smarter infrastructure.
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Socrata and Motorola Solutions announced in April that their 
three-year partnership behind the crime-mapping tool CrimeReports 
was coming to an end. The widely used online map visualizes crime 
information from both record-management and computer-aided dispatch 
systems across the U.S. Motorola said that in spite of the separation from 
Socrata, it would continue to support the tool.

 “City offi cials 
vowed that 

neighborhoods 
‘will look as 

good or better 
than they did 

before the 
company began 
construction.’” 

On the heels of the 
passage of the California 
Consumer Privacy Act, the 
Washington State Legislature 
worked on its own bill to regulate 
information-driven technology 
companies in their use of 
consumer data and biometric 
tools like facial recognition. The 
Washington Privacy Act got 
some early traction, but in the 
end stalled due to lingering 
friction between the views of 
staunch privacy advocates and 
big technology fi rms with large 
footprints in the state. The 
bill’s sponsor vowed to try 
again in 2020. 

Also in April, Louisville, Ky., 
announced that Google Fiber 
would repay the city $3.84 
million to make repairs to city 
roads and other public areas 
damaged during the company’s 
halted construction of high-
speed Internet infrastructure. 
City offi cials vowed that 
neighborhoods “will look as good 
or better than they did before the 
company began construction.” 
Despite the project coming to a 
close unfulfi lled, Chief of Civic 
Innovation and Technology Grace 
Simrall said it encouraged other 
corporate investment in the city. 

In other telecom news, 
Verizon in April announced a plan 
to deploy its 5G Ultra Wideband 
service in 20 more U.S. cities 
in the coming year, in addition 
to existing cities Chicago and 
Minneapolis. The news is but 
the latest in a torrent of similar 
commitments from the other big 
5G providers, AT&T, T-Mobile and 
Sprint. Cities are looking to the 
spread of 5G to advance their 
plans for smarter, more connected 
communities.  

Further evidence of privacy clashes came in the form of 
proposed facial recognition technology bans by several governments. 
In April, a lawmaker in San Francisco suggested banning all city 
departments from using the technology (the proposal passed in May), 
and a handful of other cities followed suit. Facial recognition advocates 
are instead arguing for a more measured approach that includes policies 
to prevent inappropriate uses, leaving the door open for government to 
reap the technology’s benefi ts.

S
H

U
T

T
E

R
S

T
O

C
K

.C
O

M

S
H

U
T

T
E

R
S

T
O

C
K

.C
O

M

GT12_16.indd   19GT12_16.indd   19 11/14/19   8:41 AM11/14/19   8:41 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

20           December 2019 //  www.govtech.com

MAY

Minnesota Gov. Tim Walz
decided to pull the plug on a 
decade-long troubled project to 
build a new vehicle registration 
and license system in favor 
of a commercial software 
package instead. When it 
was rolled out in 2017, the 
Minnesota Vehicle Licensing and 
Registration System (MNLARS) 
charged the wrong fees and 
downtime was high. Despite 
a lot of progress made toward 
stabilizing the system, Walz 
opted to buy a ready-made 
solution as recommended 
by an independent review of 
MNLARS. The fraught process 
rings familiar to observers of 
big gov tech projects, which 
often struggle to deliver full 
functionality on time and on 
budget.

State departments 
of transportation continue 
to expand their road mapping 
capabilities, with several turning to 
services from Mapillary, a platform 
that uses machine learning to 
analyze roadway imagery. The 
company has 40 million images 
from 270,000 roadway miles in 
Utah, Florida, Arizona, Connecticut 
and Vermont, which use the data 
for remote surveying that helps 
contribute to safety decisions. 
Individual communities can add 
image data as well, and in the future, 
Mapillary sees autonomous vehicles 
as potential image contributors too.

Also in May, Seattle Chief Technology Offi cer Saad Bashir cleaned 
house, dismissing 14 people in the span of a week from among the 
department’s directors and middle managers. The move made good on 
his promise upon taking the job in January to streamline and simplify 
the IT organization. “All changes refl ect the feedback of IT colleagues 
and our client departments to pivot the department into an agile, 
outcome-driven and client-centric organization,” Bashir said.

In May, Baltimore city
government got hit with 
a ransomware attack,
prompting offi cials to shut 
down a majority of its 
servers. This event followed 
a March 2018 incident in 
which Baltimore’s 911 and 
emergency dispatch systems 
were similarly incapacitated 
when ransomware attackers 
took down the city’s 
computer-aided dispatch 
system for some 17 hours. 
This year’s attack brought a 
slow and costly recovery,
with offi cials reporting 
ongoing trouble with 
payment systems and only 
two-thirds of the workforce 
able to use their computers 
a month later. The nearly 
$20 million price tag of the 
event prompted a wave of 
cybersecurity investments
from governments around 
the country, including in 
cyberinsurance. Baltimore 
itself purchased a $20 million 
policy in October. 
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Offi cials in Rhode Island are the latest to embrace exploratory 
efforts around blockchain technology. They issued an RFP in June that 
asks the private sector to help the state delve into potential use cases 
for the peer-to-peer ledger system in several areas, including records, 
registration and licensing, and medical marijuana. Acknowledging that 
the use of blockchain will require major changes to existing policies and 
processes, Department of Administration spokesperson Brenna McCabe 
said, “Rhode Island sees the opportunities that blockchain offers for the 
immutable storage of data that could be useful to business.” 

The North Dakota Legislature 
made a signifi cant investment 
this year — $33 million — in 
unmanned aircraft systems, 
more commonly known as 
drones. The funding will support 
the creation of a dedicated 
network that would use radar 
and radio transmissions to 
enable drones to be fl own 
beyond the line of sight of their 
operators. State offi cials, hoping 
to reap the economic benefi ts 
that a growing UAS industry 
could provide, are working with 
the FAA to understand and 
mitigate the risk involved in 
drones sharing airspace with 
manned aircraft.   

The wireless industry and the tech community at large have 
heralded the advent of 5G technology for its potential to hasten the 
development of more connected communities, but some cities aren’t 
yet sold on its merits. One such community is San Diego, where the 
Planning Commission pressed pause on 5G plans to consider residents’ 
fears about the aesthetics of more new tower infrastructure adorned 
with small cells. A recently passed FCC regulation heightened the 
friction between proponents and skeptics, requiring lower fees and quick 
approval times from cities for 5G applications.

Syracuse, N.Y., will soon 
begin phasing out more than 
17,000 streetlights in favor 
of connected LED models 
that enable more granular 
control over operations and 
maintenance. As is true of the 
wave of cities across the country 
upgrading their streetlights, 
Syracuse also plans to use 
the poles for additional data 
gathering efforts in the future. 
Attaching sensors will allow 
offi cials to count objects like 
pedestrians and cars, as well as 
gather environmental data.

In June, Maine joined the list of states addressing online data 
practices through legislation when Gov. Janet Mills signed a law, set to 
take effect July 1, 2020, that would require Internet service providers 
to get permission from their customers before they sell any data to 
a third party. The law also includes companies that provide Internet 
access via cellular networks. California has a similar law, though that 
piece of legislation requires consumers to “opt out” of their ISP’s data 
sharing practices. Maine’s new law is expected to face legal challenges.
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Like Washington state, 
New York’s attempt at passing 
sweeping data privacy 
legislation also failed to get 
over the fi nish line. Among 
other protections, the proposal 
would have put the onus to act 
as “information fi duciary” on 
companies that have consumer 
data. The bill would have also 
allowed individuals to sue tech 
companies for data breaches
and other cases of data use 
overreach. Technology trade 
groups pointed to the unintended 
effects of Europe’s GDPR 
legislation in stifl ing innovation 
as reason not to support
the proposal.

Small, driverless delivery 
vehicles are fi nding their way 
onto U.S. college campuses 
and city streets. In Ann Arbor, 
Mich., Refraction AI is testing 
its version, which has three 
wheels and is about the size of a 
large wheelbarrow. The $5,000 
vehicles go about 15 mph and 
stay in the bike lanes, out of the 
way of normal vehicle traffi c, but 
they’re capable of carrying as 
much as 100 pounds, suitable 
for grocery or takeout delivery. 

The Ryuk strain of ransomware hit the Georgia Department 
of Public Safety in June, prompting the agency to take all of its 
servers offl ine. The same strain was behind several other notable 
attacks on government, including two on Florida cities in which 
offi cials opted to pay the ransom. But Georgia Chief Information 
Security Offi cer David Allen said that was not a solution the state 
considered. “It’s not part of our policy to pay ransom,” he said.  

Louisiana Gov. John Bel 
Edwards declared a state of 
emergency following a series of 
cyberattacks on several school 
districts in the northern part 
of the state. The declaration is 
thought to be the fi rst ever made 
tied to a cybersecurity incident. 
Computer systems and phone 
lines were affected, and a newly 
created emergency cybersupport 
function was activated, which 
allowed multiple coordinating 
agencies to aid in the response.  

Major police tech provider Motorola Solutions acquired body 
camera maker WatchGuard in June, consolidating the market around 
one of the most hyped pieces of law enforcement technology in recent 
years. In addition to body cams, WatchGuard offers in-car cameras and 
cloud storage for police video. The move by Motorola complements a 
couple of other purchases this year: Vigilant Solutions, maker of license 
plate readers, and Avtec, an emergency dispatch company. 

 “It’s not 
part of our 
policy to pay 
ransom.”
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Cabarrus County, N.C., 
fell victim to a social 
engineering attack to the 
tune of $2.5 million in August. 
Sophisticated criminals 
impersonating a general 
contracting fi rm convinced 
offi cials to provide banking 
information, offering valid-
looking documentation to 
back up their requests. The 
investigation included the local 
Sheriff’s Offi ce and the FBI, and 
some of the misdirected funds 
were recovered by the county.

Budding partnerships 
between Amazon and local 
law enforcement agencies are 
bringing privacy concerns to 
the forefront, yet again. Doorbell-
camera maker Ring, bought by 
Amazon in 2018, is a tool used 
by homeowners to keep eyes on 
their front porch. Used largely 
as a home security device, the 
video Ring captures has value for 
local police departments who are 
now partnering with the company 
to get access to footage that 
could help solve crimes. Critics 
voice Big Brother concerns,
worsened by claims that Amazon 
gets too much infl uence over 
police communication about the 
partnerships. 

One-way streets in unfamiliar cities can pose a big challenge 
for drivers. Offi cials in Las Vegas used sensors to quantify the size of the 
risk in a pilot program, fi nding that it was much more signifi cant than they 
thought. While improved signage helped some, offi cials were committed 
to a data-driven approach that analyzed near-misses and enabled real-
time response using edge computing. “At the end of the day, for us, it’s 
no longer about being called a ‘smart city,’” said CIO Michael Sherwood. 
“It’s about being a ‘connected community.’”

After nearly two dozen local governments in Texas were hit 
by a ransomware attack, the state government stepped in to help. 
The attack, which took place Aug. 16, has been called one of the 
largest coordinated attacks of its kind ever seen in the U.S. The 
state Department of Information Resources worked with multiple federal 
and state authorities, including the FBI, DHS and the state’s division of 
emergency management, to share information, investigate, and deploy 
technical resources to affected communities.

 “It’s about 
being a 

‘connected 
community.’”
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A company called 
Govlaunch has been retooled 
to be an “innovation wiki,”
a closed platform for local 
government employees to share 
information on what they’re 
working on. Any verifi ed local 
government employee can 
join the private community, add 
projects and search the site’s 
more than 20,000 pages to 
learn about other jurisdictions’ 
approaches to problems they 
may also be facing. 

State agencies continue to expand the number of services they 
offer their customers digitally. Case in point is the Virginia Department 
of Professional and Occupational Regulation’s recently launched 
platform that makes professional licenses accessible from any 
connected device. The solution from Greenville, S.C.-based managed IT 
provider Merit taps into publicly available data, serving it up in a much 
more user-friendly way than the previous solution. 

SEP

Noting the steep rise
in ransomware attacks
against U.S. cities in 2019, 
GT columnist Daniel Castro, 
the vice president of the 
Information Technology and 
Innovation Foundation and 
director of the Center for Data 
Innovation, argues that cities 
should not pay. Although most 
cybersecurity leaders offer the 
same advice, the practice is 
still lucrative for ransomware 
attackers. “It is time for state 
legislatures to step in and pass 
laws to tie the hands of city 
and county offi cials,” Castro 
wrote.

Utah County, Utah, showcased a 
much-watched blockchain-based mobile 
voting app in September. The county 
demonstrated live on Facebook how 
anyone can audit the authenticity of 
the 22 municipal election votes that were 
cast by eligible overseas voters using the 
Voatz app in the county’s recent election.
First used in West Virginia as a secure 
alternative to email ballots previously made 
available to military members voting from 
overseas, offi cials in Utah demonstrated 
how individual blocks within the chain can 
be examined to verify that candidates got 
the votes they were due. 

With the potential to calculate an exponentially greater number 

of computational problems at speeds that dwarf what traditional 

computers can do, quantum computing is continuing to move from 

theory to reality. Once confi ned to high-tech labs, quantum computers 

are beginning to tackle a range of problems in science, health care, 
business and government. Many big tech fi rms are investing heavily 

in quantum research and development, with some experts predicting 

commercial uses in the next decade.

“It is time 
for state 

legislatures 
to step in and 
pass laws to 

tie the hands of 
city and county 

offi cials.”
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OCT

Gov tech company 
CivicPlus added to its 
growing portfolio of integrated 
communications software 
offerings in October when 
it acquired competitor 
SeeClickFix, which will keep 
its name and integrate into 
Civic Plus’ existing catalog. 
SeeClickFix’s citizen-reporting tool 
for municipal issues like potholes 
will work alongside the tool CP 
Connect, a solution that is more 
focused on administrative, back-
end needs. 

2020 will mark the fi rst digital Census, and while responding online 
won’t be the only way to participate, the federal government is providing 
less support for manual count methods this time around. As a result, 
communities are pouring more resources into digital literacy efforts to 
ensure hard-to-count people show up in the fi nal numbers. Increasingly, local 
leaders are turning to a project out of New York called the Census 2020 
Hard to Count Map to focus their efforts. The map offers a detailed visual 
look at communities that had low reporting percentages in the last Census.  

Experts say that midsize metropolitan areas like Sacramento, Calif., 
and Denver will serve as integral test beds for innovation around smart 
city and transportation technologies. These cities are predicted to see the 
most growth in coming years, meaning they are prime areas for ensuring 
technology and mobility grow commensurate with population and 
needs like equity. In larger metro areas, said former Kansas City, Mo., 
chief innovation offi cer Bob Bennett, the focus is often more siloed policy 
issues, like public safety or education. Midsize cities can look at transit 
across those areas and how it can impact quality of life.  

www.govtech.com  //  December 2019           25      
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In a controversial move, 
Chicago Mayor Lori Lightfoot 
announced a proposal, pending 
approval by the city council, 
to merge the Department of 
Innovation and Technology 
with the Department of Fleet 
Management beginning in 2020. 
The positions of CIO and chief 
data offi cer, unfi lled roles as of 
press time, would become part of 
the mayor’s offi ce. Critics argue 
that moving IT leadership away 
from day-to-day operations would 
be a misstep, while Lightfoot 
believes it will boost effi ciency, 
transparency and equity.  

Virginia was one of a few 
pioneering states that entered into 
a so-called “mega contract” for 
outsourced IT in the 2000s. But 
in recent years, that approach has 
fallen out of favor. A review by the 
state’s Joint Legislative Audit and 
Review Commission found some 
shortcomings in performance and 
reliability as Virginia navigated its 
way out of its arrangement with 
contractor Northrop Grumman in 
favor of a multi-supplier model 
managed by a professional 
integrator. State CIO Nelson Moe, 
however, expressed confi dence in 
the “long-term view” of the shift to 
the new model. 
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Seattle has joined Chicago in using a new tool from SADA Systems that plots construction and other 
projects that could impact people’s ability to seamlessly navigate city streets. dotMaps offers a visual look 
at a variety of potential disruptions, offering value for residents as well as city staff. First conceived as primarily 
a tool for city agencies to coordinate their work, the publicly available map also informs viewers of public 
events that could disrupt street or sidewalk access.

An increase in targeted 
cyberattacks on government 
in the last 18 months prompted 
a debate regarding the level 
of transparency public 
offi cials should have with 
their constituents. While some 
policymakers default to complete 
transparency, many CIOs instead 
favor a more cautious strategy. 
Revealing details about attempted 
attacks might be considered a 
challenge to other bad actors, 
while providing information 
about successful attacks could 
encourage hackers to exploit 
known vulnerabilities before 
they’ve been remedied.
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U.S. Sen. John Cornyn, R-Texas, introduced the Restoring, Enhancing, Securing, and Promoting 

Our Nation’s Safety Efforts Act or RESPONSE Act, a controversial bill that allows schools to purchase 
algorithm-based technology to monitor and index student social media accounts to prevent mass 
shootings. Critics contend there is no evidence large-scale policing is effective and question the ethics 

of such an invasive practice, yet school districts all over the country have employed social media 

monitoring tools for several years. 
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A new survey shows that enterprise 
open source software is firmly 
entrenched in commercial 
computing environments. The 

Red Hat-sponsored research found that 
nearly 70 percent of 950 global IT leaders 
surveyed view enterprise open source as very 
important or extremely important to their 
infrastructure software strategies. What’s 
more, almost 60 percent of respondents said 
they expect to increase their use of enterprise 
open source over the next 12 months.

Adoption figures like these, along with the 
recent flurry of acquisitions and investments 
in the open source market, have the industry 
press declaring open source has gone 
mainstream. Maybe they’re right: Fifteen years 
ago, who would have thought that Microsoft, 
whose former CEO famously described the 
open source Linux operating system as “a 
cancer,” would one day pay $7.5 billion to 
acquire GitHub, the world’s largest open 
source development community?

It seems clear that open source is on a 
hot streak in the commercial sector. But 
what about state and local government?

Public agencies may not be deploying 
open source as fast as private industry, says 
Phil Bertolini, co-director of e.Republic’s 

“Enterprise open source starts to work 
more like the software they’re used to, but the 
cost model is very different,” says Bertolini.

Safe for Government
As open source becomes safer and easier 

for agencies to adopt, its use in government 
is poised to grow, driven by the same forces 
pushing its popularity in the private sector. 

Open source is tied to hot technology trends 
like DevOps, hybrid cloud and multi-cloud. The 
flexibility and lightweight nature of open source 
software makes it a natural for DevOps, where 
development and IT operations teams work 
together to shorten application development 
life cycles and continuously improve features. 
And open source container technologies, which 
enable IT teams to move self-contained apps 
between clouds or from onsite data centers 
to the cloud, are becoming key building 
blocks for hybrid and multi-cloud strategies.

Although these trends are new to the 
government space, they won’t be for 
long. CDG surveys of state and local IT 
leaders show growing interest in hybrid 
cloud, as well as DevOps and other agile 
software development techniques.

“Open source is part and parcel of 
what this new IT will look like over the 

2

Center for Digital Government (CDG). 
But the model makes sense for states 
and localities as they modernize — 
particularly enterprise open source, 
which wraps business-friendly services 
around open source software.

“If you think back to the start of 
open source, it was something you 
kind of took a flyer on. There was 
minimal government use because 
of the risk,” says Bertolini, who was 
CIO and deputy county executive for 
Oakland County, Mich., before joining 
CDG in September. “But over time the 
landscape has changed where you can 
license it now and buy support for it.”

As its name implies, enterprise 
open source includes features and 
services tailored to the needs of larger 
organizations, such as predictable 
upgrade cycles, software certification 
programs, vendor support, service 
level agreements and stronger security 
measures. Features like these make 
enterprise open source more attractive 
to state and local government CIOs who 
are making large IT investments, securing 
sprawling computing environments and 
supporting expansive user groups.

SPONSORED CONTENT

A GOVERNMENT-
FRIENDLY FORM 
OF OPEN SOURC E
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long term,” says Bertolini. “It represents a 
shift in mindset, a shift in philosophy.”

Affordability is another big driver for open 
source adoption — and it could be a crucial 
factor for state and local governments as 
they modernize. Enterprise open source 
isn’t free, but it continues to have a cost 
advantage over traditional proprietary 
solutions, says Bertolini, making it an attractive 
option for budget-strapped agencies.

“When you get away from the big 
cities and counties and look at mid-size 
jurisdictions,” he says, “they’re going to 
have to look at open source to survive — 
just because of the cost difference.”

Growing Activity
There have been several significant efforts 

to kickstart government adoption of open 
source over the past few years. The federal 
government unveiled an open source policy 
in 2016, along with a website — code.
gov — to house sharable open source code 
developed by agencies. The state of California 
launched a similar effort last December, 
spearheaded by the state’s Government 
Operations Agency. The initiative includes 
a Code California website to promote open 
source adoption. The site hosts statewide 

open source policies and is intended to 
become a repository for reusable code.

California officials say use of open source 
applications will improve security and 
interoperability of state systems, facilitate 
technology collaboration among state 
agencies and eliminate vendor lock-in. 

In addition, attendees at a 2018 state-
sponsored Code California forum were 
optimistic that growing open source adoption 
would improve relationships between agencies 
and software companies. Instead of paying for 
software, agencies will pay for support, leading 
to ongoing conversations between government 
customers and vendors, said Marc Jones, 
in-house counsel and compliance engineer 
at open source company CivicActions.

“It’s not just sign the contract and 
see you next year,” he said.1

Open source concepts already have reshaped 
the software industry in other ways, adds 
Bertolini, pointing to the rise of open platform 
software products. Open platforms aren’t 
necessarily open source, but they incorporate 
some of its characteristics. For instance, they 
include published and fully documented external 
application programming interfaces (APIs) that let 
developers add new functionality and facilitate 
integration with third-party applications. 

“This allows applications to be crowdsourced 
within these platforms,” Bertolini says. “I think 
that’s something we’re going to see more of.”

Open Source Options
Growing industry activity around enterprise 

open source means government agencies have 
more options than ever as they explore these 
solutions. Everything from web and application 
servers to content management systems 
and big data platforms can be acquired 
from enterprise open source providers. 

As they move in this direction, governments 
will need to overcome hurdles associated 
with the adoption of any non-traditional 
solution model. Leadership must be sold 
on the approach; legal teams need to 
be satisfied on risk mitigation; and users 
must be coaxed through changes.

“It’s similar to what we went though 
with cloud,” Bertolini notes.

But enterprise open source makes 
the transition more attractive to public-
sector IT leaders by reducing risk and 
uncertainty, while delivering lower costs 
and other open source benefits.

  1 California Begins Effort to Use More Open Source Technology. https://www.govtech.com/pcio/California-Begins-Effort-to-Use-More-Open-Source-Technology.html 3

A 2019 REPORT 
SPONSORED 
BY RED HAT 
SHOWS GROWING 
ADOP TION OF 
OPEN SOURCE 
IN ENTERPRISES 
WORLDWIDE.

SPONSORED CONTENT

How important is open 
source to your enterprise 
infrastructure software 
strategy?

How are you using 
open source?

Web development         

    Cloud management tools 

Big data and analytics 

Security 

Databases   

Web servers 

Extremely 
important 

29%
Not at all 
important

1%
Somewhat
important

10%

Important

20%
Very 
important 

40%

45%

43%

42%

42%

41%

38%

Source: 2019 State of Enterprise Open Source report
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O P E N  S O U R C E 
P L AT FO R M S  S U P P O R T 
S E RV I C E S  I N N OVAT I O N

S P O N SOR E D CONTE NT

How is open source development changing? What
trends are you seeing?
The biggest change is that to become more agile, 
government organizations are adopting continuous 
development, integration and deployment, so there are 
many more software iterations moving much faster. 
That goes hand-in-hand with design thinking, which 
emphasizes solving user problems as fast as possible and 
then iterating with the users’ participation so you can 
include their feedback. Second, after years of open source 
being focused on the back-end infrastructure, there’s now 
more emphasis on the front end too, so user interface 
(UI) frameworks like Angular and React are becoming 
more prominent features of the applications being created 
and accelerating the pace of UI development. Third, the 
cloud-native movement — deploying code as smaller, more 
contained structures, which in turn lends itself to the 
building of micro-services — frees organizations from being 
tied to a single cloud provider. 

What business challenges are government organizations 
using open source to address?
Open source addresses the need for agility and lower costs, 
as well as the need to use technology to serve citizens 
more effectively and address things like compliance. It’s 
about making these tasks easier and as automated as 
possible. One of the areas we’re focusing on is open source 
records management, which enables organizations to add 
functionality as they innovate and deliver services to citizens.

Why is an open source platform important as states and local 
governments adopt mobile technologies, IoT and the cloud?
An open source platform is important for the new types of 
capabilities and services these technologies enable. From a content 
management perspective, many agencies have billions of documents, 
regulations, policies, procedures and records. The ability to serve 
these forms of content as open source provides the fastest path to 
interact with information and quickly respond to opportunities and 
circumstances.

What is the role of open standards-based APIs in helping 
organizations manage content and develop new services?
Content is the currency of government. You need open APIs to 
access content as you digitize government. Open APIs enable you 
to interoperate with different vendors. Being able to create, source, 
provide, search and capture documents — all the things producers 
and consumers of information do — from an API-first perspective 
makes it easier to build various applications and aggregate services 
to create more value for citizens.

How does an open source platform support innovation and the 
introduction of emerging technologies into the enterprise?
With a platform of open source technologies — not just one 
technology — you get a multiplier effect and can create even 
greater innovation. Also, having the platform code out there means 
that a much broader community — tens of thousands of developers 
— can participate in creating new capabilities. There’s an open 
laboratory of experimentation and innovation that can occur 
without central control, and that’s when you get real change. 

4 Learn more at Carah.io/GT-OpenSource-Alfresco

John Newton, co-founder 
and CTO, Alfresco, discusses 
the importance of an open source 

platform for managing content.
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BETTER
CITIZEN SERVICES

PRECISELY WHAT EVERY
GOVERNMENT AGENCY NEEDS:

To help you succeed in the ever-increasing 
regulatory world coupled with the growing 
demand for Freedom of Information requests, 
visa and permit applications, service 
enrollments, drone licensing and the growing 
list of government responsibilities, Alfresco 
offers government agencies a modern, 
disciplined platform to receive and manage 
information as well as service requests  
from citizens – with the only cloud-native,  
open source based DoD 5015.02 records 
management system. The breadth and depth 
of Alfresco also enables government agencies 
to service investigations and requests from 
other government agencies.  

Whether your agency runs on third party  
or homegrown, custom applications, Alfresco 
allows you to efficiently modernize and 
manage them. Alfresco simplifies your content, 
process and governance challenges with 
Artificial Intelligence services. With Alfresco, 
you can achieve greater insights into your 
processes, gain better agility handling citizen 
requests, feel more confident with the inherent 
security and governance, while responding to 
ever-increasing demands more easily.

For more information visit www.alfresco.com

(c) Alfresco Software. All rights reserved

https://www.alfresco.com/
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S P O N SOR E D CONTE NT

6 Learn more at Carah.io/GT-OpenSource-GitLab

A toolchain is a set of programming 
tools used to perform a complex 
software development task or to 
create a software product. What 
are the challenges of extended 
toolchains and the benefits of a 
consolidated toolchain?
We recently partnered with Forrester 
to study this. We found that 34 
percent of organizations are running 
at least two toolchains; 27 percent 
are running three to five; and almost 
a third are running between six and 
10 toolchains. All of this creates a 
complexity problem. In 40 percent of 
cases, developers are managing their 
own toolchains, which takes time 
away from building mission-essential 
solutions. In addition, there are often 
insufficient skills or resources to 
manage the toolchains; it’s difficult to 
ensure security across them; and poor 
visibility makes it challenging to find 
things and know the current status 

of work. In the study, organizations 
that had implemented a consolidated, 
more manageable toolchain saw 
improved quality, security and 
developer productivity. Organizations 
also viewed consolidated toolchains 
as a way to enable multi-cloud 
deployments, where they’re not locked 
into a single cloud provider. 

How does a concurrent DevOps 
strategy drive efficiencies and 
enable speed to mission?
The biggest challenge with complex 
toolchains is they create silos between 
teams. Traditionally, development 
is a linear process with multiple 
tools and multiple handoffs. With 
each handoff, there is another login, 
another user interface to learn and 
another environment to protect. Data 
is isolated in different tools, which 
impacts visibility and reporting. Finally, 
teams are harder to manage and 

John Jeremiah, product 
marketing leader for 
GitLab, discusses how a 
consolidated toolchain 
management approach 
improves value and time 
to delivery.

access. Concurrent DevOps simplifies 
toolchains and the way developers 
work by eliminating the friction caused 
by silos and handoffs. It gives teams 
the visibility and speed of execution 
they need to achieve their mission and 
objectives. 

What capabilities should the modern 
software factory have?
It starts with a consistent view that 
enables collaboration between 
development, operations and security 
teams. These teams need the capability 
to work in parallel, without waiting for 
other tasks to be completed before 
they start. The modern factory also has 
common, consistently applied controls 
across the development life cycle and 
a single data store for reporting and 
visibility. It enables rapid feedback 
to developers so they can quickly 
learn about and correct defects and 
vulnerabilities. It also supports the full 
development life cycle — planning, 
coding, testing, packaging, deploying 
and monitoring. Finally, it supports built-
in automation to enable continuous 
integration and delivery so developers 
can improve software quality without 
sacrificing velocity.

How can state and local agencies 
ensure their applications meet 
security, compliance and governance 
requirements?
Common controls for authentication and 
access across the entire life cycle are 
very important for the security of the 
development process itself. Then you 
need clear visibility into code ownership 
and accountability to demonstrate 
compliance and governance. Finally, 
security must be tested and accounted 
for every time a developer makes a code 
change, so you need integrated security 
scanning that looks at the code as well 
as containers and licenses. This saves 
teams from introducing vulnerabilities 
they’ll have to deal with later.

C O N S O L I DAT E D 
TO O LC H A I N S 
D E L I V E R  B E T T E R 
A N D  SA F E R 
S O F T WA R E
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S P O N SOR E D CONTE NT

What are the main challenges organizations face in creating engaging and relevant 
digital experiences for citizens?
When organizations create a new digital experience, they often focus on designing 
something that looks good as opposed to the services they provide and the user 
interactions. While visual design is important, it’s also critical to think about things like 
how many clicks or steps it takes for citizens to accomplish their goals. Understand the 
people you are trying to serve, how they expect to use your site and what they need to 
accomplish — and then design from their perspective.

How can an agency make the user experience more intuitive? 
One of the best things an agency can do is use existing data to make interactions 
more convenient. For example, if an agency typically collects information like a driver’s 
license or Social Security number, it can use this information to populate other forms 
automatically. Saving citizens from entering the same information multiple times will 
make their experience more pleasant.    

What is the biggest mistake agencies make in creating digital engagement for citizens?
The biggest mistake agencies make is not considering how citizens will find and use their 
services. For example, citizens typically use a search engine as the primary entry point to an 
organization’s website, so agencies need to make sure they are easily found and invest in 
search engine optimization. They also need to make it easy for citizens to find the information 
and functions they need once they are on the website. Finally, make sure the site is mobile 
friendly and consider making the site accessible from social media sites.

What advice do you have for organizations working to modernize the way they interact 
with citizens?
Think through the overall workflow and consider all the things a citizen needs to be able 
to do — whether it’s paying a bill, changing an address or scheduling an appointment. 
While human beings are needed for certain functions and escalations, employing more 
self-service functionality is generally desired and improves the user experience. Another 
element that’s gaining popularity is employing single sign-on functionality so citizens can 
use one login for multiple sites. 

Mike Han, CTO and 
vice president  of 
services at Liferay, 
discusses best practices 
for modernizing citizen 
interactions.

C R E AT I N G 
M O R E  R E L E VA N T 
D I G I TA L  E X P E R I E N C E S

8 Learn more at Carah.io/GT-OpenSource-Liferay
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S P O N SOR E D CONTE NT

What data modernization 
challenges are government 
organizations experiencing today?
Citizen expectations have evolved 
significantly based on their 
experiences as consumers. We all 
expect greater transparency and 
near-real time responsiveness to our 
inquiries. The challenge is that most 
agencies have a complex landscape 
of legacy systems. They can’t access 
data in a way that allows them to 
build new applications with greater 
velocity and combine old data in 
new ways both for internal users 
and citizens.

How can state and local 
governments reimagine data to 
improve the citizen experience? 
Reimagining data as event-driven or 
event-centric creates a phenomenal 
opportunity for improvement. An event 
is when something changes state — 
for example, when a person changes 
jobs or becomes a parent. That’s the 
moment when it makes sense to take 
a new set of actions. Historically, 

databases have kept track of state, 
not the change in state. Pivoting to 
an event-centric perspective — being 
driven by changes in state — enables a 
highly personalized citizen experience 
by providing services based on slowly 
changing or biographical data as well 
as real-time data generated 
by GPS, IoT and other sources.

What is an event-streaming 
platform and how can it accelerate 
data modernization?
The event-streaming platform builds 
on the Apache Kafka core to make 
legacy data more accessible and 
enable organizations to apply it in a 
richer set of applications than they 
could in the past. That’s because 
an agency only needs to connect 
to a data source once and can 
then reuse and combine that data 
repeatedly — whether on premises, 
in the cloud or from a real-time IoT 
stream — to create an array of new 
user experiences. Because source 
systems and new applications have 
been decoupled, agencies can make 

Jason Schick, director 
of U.S. Public Sector 
for Confl uent, discusses 
how an event-centric 
approach to data 
unlocks the value of 
historical and real-
time data across the 
enterprise.

changes without worrying 
about breaking things. The more 
systems they connect, the faster 
customers will start to field new 
capabilities, yielding greater 
acceleration.

How does an event-driven platform 
support the development of citizen-
focused services or other context-
driven solutions? 
The best citizen experience comes 
from understanding who citizens are 
and what they’re trying to do. That 
requires combining biographic data, 
historical data, knowledge of the 
organization’s offerings and real-time 
data — such as website clickstream 
data, for instance — and synthesizing 
that into something personalized and 
relevant to the citizen in that moment. 
Looking ahead, that can be applied to 
all kinds of scenarios, whether we’re 
talking about applying for health care 
benefits, inquiring about tax filings, 
checking on a visa or work status, or 
applying for permits. The possibilities 
are endless.

E V E N T- C E N T R I C 
DATA  E N A B L E S 
T H E  E X P E R I E N C E S 
C I T I Z E N S  E X P E C T

10 Learn more at Carah.io/GT-OpenSource-Confluent
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Delivering the modern 
data platform 

for government.
The complete event streaming platform built 

by the original creators of Apache Kafka®. 

confluent.io

https://www.confluent.io/


SECURELY AND 
EFFIC IENTLY 
SOLVING REAL-
WORLD PROBLEMS

S P O N SOR E D CONTE NT

How does enterprise open source 
technology support data sharing 
across programs and hybrid computing 
environments?
Governments often have disparate systems 
that don’t communicate well with each other. 
The real-world impact — especially in areas 
like health and human services — is that 
people fall through the cracks. We had a use 
case of a troubled teen who was at risk for 
mental illness and suicide, but care providers 
were not aware of the situation’s severity 
because the health care system and the 
child services system didn’t communicate. 
We enable integration of those disparate 
systems so case managers get a complete 
view of data, make better decisions and 
improve outcomes for the people they serve. 

With technology and user demand evolving 
faster than ever, how do enterprise open 
source solutions equip agencies to respond 
to changing requirements?
We recently worked with Los Angeles County 
to deploy a solution that allows it to push out 
information faster to different citizen forums. 
When the Malibu fires struck a few months 
later, the county provided up-to-the-minute 
updates — about evacuations, safe areas 

In this Q&A, Paul Smith, senior vice 
president and general manager of public 
sector at Red Hat, describes how enterprise 
open source technology can help 
communities thrive.

organizations can enhance as they go 
without having to issue another RFP, 
which also saves time and resources. 
There’s also cost savings associated 
with support. There’s an enormous 
open source community of government 
subject matter experts. They can help 
each other through challenges or 
advancements in customization. That 
drives down consulting, assessment and 
support costs. You don’t get that with 
proprietary technology solutions.

How does enterprise open source 
technology security compare to 
traditional technology solutions?
We’ve seen numerous cases where 
proprietary products with known 
security flaws have gone unpatched for 
months, if not years. This could never 
happen in open source. We don’t have 
that luxury. We’re developing code 
in a freely open source community 
and allowing everybody to look at it, 
comment on it, commit new codes 
to it and innovate faster. If a flaw is 
discovered, everyone knows it, so we 
have to respond quickly. 

and so forth — simultaneously to Twitter 
and other platforms so people could make 
informed decisions about family, animal and 
home safety. These types of updates often 
take hours for IT departments to roll out. By 
then, the information is irrelevant.

How does enterprise open source 
technology reduce costs compared with 
traditional solutions?
Most of our customers prefer a subscription 
model that allows them to space out their 
investments over time. That works well 
from a budgeting standpoint. It also gets 
technology embedded in the community 
faster because agencies don’t face delays 
waiting for bonds, levies and RFPs associated 
with capital expenditures. In addition, 

ORGANIZATIONS CAN 
ENHANCE AS THEY GO 
WITHOUT HAVING TO 
ISSUE ANOTHER RFP, 
WHICH ALSO SAVES TIME 
AND RESOURCES. 

12 Learn more at Carah.io/GT-OpenSource-RedHat
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Red Hat technologies use the
power of open source
communities to enable you to
improve efficiency, meet
critical IT demands, and
improve service delivery –
without vendor lock-in.

https://www.redhat.com/en
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What keeps state and local governments from taking 
greater advantage of big data?
They can’t distill the vast amounts of data they collect into 
actionable and mission-focused programs and projects. 
When you have a data lake project and the data pouring in 
is unstructured and poorly organized, what do you do with 
it? Organizations need an operational layer so they can 
pull data germane to their mission out of that swamp and 
perform whatever actions they need to on that data.

What type of data platform should organizations 
adopt to take advantage of data? 
Most organizations that embark on a big data strategy 
don’t realize how much they’ll struggle with unstructured 
data in their data lake. Unstructured data does not fit into 
traditional schemas, which look like Excel spreadsheets. 
If you use a traditional relational database management 
system, you’ll struggle with rows, columns and pages 
when you actually need to fit data into something that 
looks more like a Word document. The platform has to 
support document after document with the flexibility to 
modify the schema and store unanticipated data types in 
unanticipated ways because things change so quickly. 

Why is open source important for processing big data?
First, there is a low barrier of entry from a cost 
perspective, and it’s easy to get the technology up and 

running. Second, a vast number of people are familiar 
with open source platforms, so the talent pool is much 
larger. Finally, a lot of the simple problems associated 
with big data have already been solved by the open 
source community. You don’t need to reinvent the wheel, 
so it moves you down the road farther, faster and you 
don’t waste time and resources.

How does an operational data platform support 
modern application development?
Developers and analysts work in an object-oriented 
world. With the NoSQL document model, they’re far 
more productive because they’re working with data 
in a natural way and they can make quick and easy 
modifications to an application. They don’t have to do 
any translation between the application and the 
database. In addition, the platform allows you to put data 
where you want it; for example, if you need to have data 
out at the edge because of geographical latency issues. 
Finally, it gives you the freedom to run anywhere. If 
your organization wants to run in Amazon Web Services 
but then move to Google Cloud Platform and then to 
Microsoft Azure to save money, you can have a multi-
cloud strategy. You can run things on premises or on your 
smartphone. It gives you that flexibility.

Brent Leech, public 
sector regional director 
for MongoDB, 
discusses how an 
intelligent operational 
data platform 
helps government 
organizations address 
the challenges of 
big data.

A  B E T T E R 
P L AT FO R M  FO R  B I G 
DATA  P R O J E C T S 

S P O N SOR E D CONTE NT

14 Learn more at Carah.io/GT-OpenSource-MongoDB
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Lost in a sea
of unstructured 
information?
The data you’re looking for won’t fit neatly into a 

spreadsheet, but making it actionable will improve 

program success and productivity. You need a secure 

and flexible data platform that’s built for scale, and 

designed for developer ease.

You need MongoDB.

Learn more at mongodb.com or contact us at publicsector@mongodb.com.

Free your data, free your time. Fully managed, fully flexible.

https://www.mongodb.com/
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Q: What’s the difference between 
community open source software and 
enterprise open source software?
Efrus: Community open source software 
is what you traditionally think of as open 
source, where the community shares the 
source code, as well as updates to that 
source code. Enterprise open source is 
vendor supported. Enterprise vendors like 
Red Hat have taken community open source 
software and applications and created 
an ecosystem around them that enables 
better security, scalability and support. 

Q: Why do you believe enterprise open 
source is a better choice for government 
than community open source?
Efrus: Enterprise open source is more secure. 
This is due to two factors. One, there’s a 
much more regimented approach to patching. 
With the community versions of open source 
software, it’s up to the community to identify 
and patch vulnerabilities. Government 
customers who use community versions of 
open source software rely on the community 
to identify vulnerabilities, create patches 
that address those vulnerabilities and make 
sure patching occurs on a regular basis. 
Enterprise vendors take a more disciplined 
and consistent approach to identifying 
vulnerabilities as well as patching. 

Enterprise vendors also take steps to meet 
security benchmarks such as the Federal 
Information Processing Standards (FIPS), which 
describe document processing, encryption 
algorithms and other information technology 
requirements for use within government 
agencies and by government contractors and 
vendors who work with those agencies.

Q: Why is government uniquely 
positioned to expand adoption of 
enterprise open source software? 
Efrus: Open source software is a great 
choice for government agency leaders 
who are working to modernize IT, move 
legacy applications to the cloud and 
enable mobile access to applications. 
These efforts require agencies to embrace 
things like agile development and DevOps. 
Because community open source software 
is now so pervasive, a government 
application developer can download 
code, which makes modernization 
projects easier, stimulates innovation 
and lowers the agency’s overhead. 

But while those “free downloads” 
can help government developers move 
faster, when enterprise applications are 
needed, the business case for enterprise 
open source becomes more powerful. In 

short, the premium on innovation and 
agility that they get with community 
open source software goes away 
because enterprise applications are 
more complex and require more 
advanced security and scalability. 

Q: What do government 
contracting or procurement 
officers need to know when 
considering open source solutions?
Efrus: They should consider the life 
cycle costs associated with modifying 
community versions of open source 
software versus buying an enterprise 
version. While the free downloads 
available via community open source 
software are the “easy button,” the costs 
associated with modifying that software 
often far exceed the costs of buying an 
enterprise version right off the bat. 

SPONSORED CONTENT

ISSUES TO WATCH

16

Rob Efrus is president of 
the Coalition for Enterprise 
Open Source Software in 
Government (CEOSSG), 
an organization that 
promotes adoption and 
utilization of open source 

software on a government-wide basis and 
educates public officials on the differences 
between community and enterprise open 
source software. In this Q&A, Efrus discusses 
the benefits of enterprise open source and why 
government is uniquely positioned to expand 
open source software adoption.

Learn more at Carahsoft.com/Innovation

E N T E R P R I S E  VS . 
C O M M U N I T Y  O P E N 
S O U R C E :  W H AT 
YO U  N E E D  TO  K N OW 
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JANUARY

Vincent Martinez was elevated to the state 

CIO position in New Mexico, fi lling a vacancy 

left when Darryl Ackley departed last year. 

Todd Nacapuy stepped down as Hawaii 

CIO to return to the private sector, and 

former state comptroller and vice president 

of fi scal aff airs Douglas Murdock was 

tapped as his replacement. 

After David DeVries stepped down as 

Michigan CIO in December, Tricia L. 
Foster was appointed director of the 

Department of Technology, Management 

and Budget; however, as of press time, 

the state CIO position remains vacant. 

DTMB also hired Chris DeRusha, a 

As a year that kicked off  with 20 new governors taking offi  ce in states across the country, 
2019 was bound to be a big one for CIOs and their colleagues looking to fi nd new positions. 
While Government Technology found that a new governor doesn’t necessarily mean a new 
state tech chief, CIOs at all levels of government and from all backgrounds were on the move. 
From familiar faces leaving posts to new leaders taking the reins, here were the big tech 
transitions of 2019.

former White House cybersecurity 

adviser, as chief security offi  cer 

in February. 

South Bend, Ind., named Denise Linn 
Riedl as innovation offi  cer to replace 

Santiago Garces, who headed to 

Pittsburgh to lead the Department 

of Innovation and Performance.

Laila Alequresh, a veteran of public-

sector technology work, was tapped to 

lead Dallas’ new Offi  ce of Innovation as 

the city’s fi rst-ever chief innovation offi  cer.

Robert von Wolff radt stepped down after 

more than six years as Iowa’s CIO. In April, 

he took on the same role for the city of 

Abilene, Texas.

Just days after taking offi  ce, newly 

elected Colorado Gov. Jared Polis 

announced the appointment of private-

sector tech veteran Theresa Szczurek
as the new CIO. 

WHO WENT 
WHERE

Theresa
Szczurek
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John Boucher later confi rmed to GT 

that he had been acting CIO of Alaska 

since Feb. 14, the third person to hold 

the position in either an interim or 

permanent capacity since December 

2018. In October, Alaska made it four 

when Ben Shier took over from Boucher.

After four years as chief innovation 

offi  cer in Kansas City, Mo., Bob Bennett 
moved on, taking a position as chair 

of smart city think tank Cities Today 

Institute. In May, the city announced his 

replacement, Alex Braszko, an Army 

veteran like Bennett. 

Maine tapped Fred Brittain as state 

CIO after two decades leading IT in the 

University of Maine system.

Boston announced two appointments: 

Stefanie Costa Leabo as chief data offi  cer 

and Gregory McCarthy as the city’s 

inaugural chief information security offi  cer.

Michael Kratsios was nominated by 

President Donald Trump as federal chief 

technology offi  cer, a position that had 

previously been vacant for two years. 
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Cincinnati’s chief performance offi  cer, 

Leigh Tami, departed for a similar role 

with the New York City Department of 

Parks and Recreation as director of 

data analytics. She was replaced by 

Nicollette Staton.

Longtime California IT leader Chris 
Cruz announced he would step down 

as deputy CIO and head to San Joaquin 

County, Calif., as CIO and IT director.

Gordon Knopp was tapped to replace 

Tony Young as the director of the 

Wyoming Department of Enterprise 

Technology Services.

MARCH

Reenie Askew took the reins as CIO in 

Charlotte, N.C., after serving as Houston’s 

deputy CIO for more than fi ve years.

Lindsey Parker was named the 

permanent CIO of Washington, D.C., 

having served in an interim capacity 

since January. 

San Jose, Calif., found a new assistant 

CIO in Jerry Driessen, formerly the CIO 

of Hennepin County, Minn. The Board 

of Commissioners chose longtime 

county IT employee Glen Gilbertson 

to succeed him.

Three IT offi  cials in Illinois announced 

their departures: Acting CIO Jack 
King, Department of Information 

and Technology Chief of Staff  Tyler 
Clark, and DoIT Chief Strategy Offi  cer 

Shanna Rahming. Newly sworn-in 

Illinois Gov. J.B. Pritzker appointed Ron 
Guerrier, a veteran of private-sector 

IT, as state CIO.

In February, Alaska CIO Peter Zuyus, 

who replaced Bill Vajda, departed 

after just two months on the job. 

Newly elected Oklahoma Gov. Kevin Stitt 

announced the appointment of David 
Ostrowe as the state’s secretary of digital 

transformation and administration.

Following a decade-long stint in 

public-sector service, Ohio Turnpike 

Executive Director Randy Cole 

departed for Cleveland-based 

blockchain startup Ownum.

Florida CIO Eric Larson left the Agency 

for State Technology (AST) as a new 

governor took the reins. AST was 

brought under the state’s Department 

of Management Services in June. In 

July, Florida named a new deputy CIO, 

Heath Beach, to lead its new Division 

of State Technology.

FEBRUARY

Former New Jersey CIO Steve Emanuel 
returned to the public sector to serve as 

CIO of Newark, N.J. 

The Atlanta Information Management 

Department announced the appointment 

of William Wade III as the city’s new chief 

information security offi  cer.

Steve 
Emanuel
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Fred Brittain
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APRIL

Former Alaska Chief Information Security 

Offi  cer Shannon Lawson, a former 

security specialist with the Navy, landed 

in Phoenix as the city’s new CISO. 

Tarek Tomes was tapped to lead 

Minnesota Information Technology 

Services after Brig. Gen. Johanna 
Clyborne’s departure in January ahead 

of the arrival of a new gubernatorial 

administration. Jeff  Nyberg was named 

the state’s new CTO in September.

Stanton Gatewood stepped down as 

Georgia’s chief information security 

offi  cer, and David Allen, an IT leader with 

the Georgia Army National Guard, was 

selected to take his place.

After four years at the helm, 

Massachusetts CIO Dennis McDermitt 
headed to the private sector. Secretary 

of the Executive Offi  ce for Technology 

Services and Security Curtis Wood 

stepped in to fi ll the role.

Joshua Edmonds was hired as Detroit’s 

inaugural director of digital inclusion, a 

position created to address digital equity 

issues within the city. 

MAY

Philadelphia consolidated its geographic 

information offi  cer and chief data offi  cer 

positions, with Geographic Information 

Offi  cer Hank Garie taking on both titles. 

Jack Harris was elevated from interim 

to permanent chief technology offi  cer 

in Michigan.

Peter Liebert stepped down after almost 

three years serving as California’s chief 

information security offi  cer.

Henderson, Nev., CIO of seven years Laura 
Fucci retired from government service.

Colorado appointed its fi rst-ever 

blockchain solution architect Thaddeus 
“Thad” Batt, who has more than 20 

years of experience working in IT.

Washington state’s fi rst chief privacy 

offi  cer, Alex Alben, left the position, 

which was fi lled by Wilford Saunders Jr.  

Wanda Gibson left her post as the 

head of IT for Fairfax County, Va., after 

more than 20 years, taking on the role 

of CIO in neighboring Prince George’s 

County, Md.

JUNE

New York City IT Commissioner and 

CIO Samir Saini tendered his 

resignation and headed back to the 

private sector. As of press time, the 

role remained vacant. 

Laura Meixell ended her 5.5-year 

run as director of digital services 

in Pittsburgh, moving on to be 

enterprise data architect in 

surrounding Allegheny County, Pa. 

Maryland created the Offi  ce of Security 

Management, selecting John Evans 

to lead it as state chief information 

security offi  cer.

JULY

In a controversial move, Rhode Island 

Gov. Gina Raimondo cut funding for the 

cybersecurity offi  cer position held by

Mike Steinmetz.

San Diego bid farewell to its chief 

data offi  cer of fi ve years, Maksim 
Percherskiy.

Bill Nixon took the reins as CIO in Johnson 

County, Kan., after a career that included 

time as executive vice president and chief 

enterprise architect at UMB Bank. 

After nearly 30 years serving Milwaukee 

County, Wis., including 10 years as CIO, 

Laurie Panella departed to lead IT at her 

alma mater, Marquette University.

Chicago CIO and Commissioner Danielle 
DuMerer announced she had taken the 

position of vice president of technology 

for Shedd Aquarium. As of press time, a 

replacement had not been named. 

AUGUST

Former Boston CIO Jascha Franklin-
Hodge was named the fi rst executive 

director of the nonprofi t Open 

Mobility Foundation. 

Arizona got a new chief information security 

offi  cer, Tim Roemer, who among other 

things spent 10 years working for the 

CIA. Also in Arizona, CIO Morgan Reed, 

on the job since 2015, departed for the 

private sector. 
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Paul Kresser was hired as Denver’s new 

chief data offi  cer, coming off  a nine-year 

stint with the city of Boston.

Nicolas Andersen became the shortest-

serving state CISO when he departed 

Vermont for the West Wing, having logged 

only nine months on the job.

New York CIO Robert Samson announced 

his retirement, marking the end of a 

second career for the experienced IT 

leader. Joseph J. Rabito was appointed to 

replace him in an interim capacity.

In Kansas, Department of Administration 

Secretary DeAngela Burns-Wallace 
was selected to take the place of Lee 
Allen as the state’s new chief information 

technology offi  cer.

After eight years with the El Paso, Texas, 

IT department, including six as its 

director, Enrique Martinez Jr. left for 

the chief technology offi  cer position in 

Arlington, Texas.

Oklahoma’s new CISO, Matt Singleton, 

came to state service after six years of IT 

security roles at Oklahoma University.

SEPTEMBER

Nevada CIO Michael Dietrich returned 

to the private sector after 18 months of 

state service.

Government IT veteran Phil Bertolini 
announced his retirement as CIO of 

Oakland County, Mich., and joined 

e.Republic’s Center for Digital 

Government* as co-executive director.  

Connecticut’s fi rst-ever Chief Data Offi  cer 

Tyler Kleykamp departed state service 

and accepted a position at Georgetown 

University’s Beeck Center for Social 

Impact and Innovation. 

Kevin Parker was appointed as North 

Dakota’s new chief reinvention offi  cer.

Washington state CISO Ronald 
Buchanan, on the job since January, 

departed for the health-care sector, 

and South Carolina deputy CISO Vinod 
Brahmapuram was appointed to take 

his place.

David McCurdy ended his fi ve-year run 

as CTO in Colorado, taking a position in 

the private sector.

Missouri CIO Michael Cheles announced 

he would retire at the end of the year, 

citing personal reasons.

OCTOBER

Five months after Baltimore suff ered 

a catastrophic ransomware attack, 

Frank Johnson stepped down as the 

city’s CIO. Todd A. Carter took over the 

position on an interim basis.

Raleigh, N.C., CIO D. Darnell Smith left 

city service for a position with Standard 

Textile. IT Business Applications Director 

Beth Stagner was named interim CIO.

Carrie Parikh stepped down as New 

Jersey’s chief operating offi  cer, as 

well as its chief data and privacy offi  cer, 

a role she held since July 2019. 

Roger Gibson was appointed to be 

her replacement.

Massachusetts’ fi rst Chief Data and Digital 

Offi  cer Holly St. Clair left state service 

after nearly four years for a job in the 

private sector.

NOVEMBER

Indiana IT veteran Dewand Neely left his 

position as state CIO to join a nonprofi t. 

As of press time, a replacement had not 

been named.

When North Dakota CISO Sean Wiese 

was tapped to lead the state’s new 

Cyber Operations Center, Kevin Ford 

was recruited from the private sector to 

replace him.  

*The Center for Digital Government is part 

of e.Republic, Government Technology’s 

parent company.
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V I C T O R S T A N L E Y . C O M

VICTOR STANLEY RELAY™

STREE T LE VEL SENSING™ & WASTE CONTROL SERVICE

Smart cities aren’t born that way. 

They’re designed
 intelligently with Relay.

Planning and running a smart city depends on a stream of secure, accurate, real-time data that can be used to make 

remarkable changes in how cities can optimize the use of resources. Relay technology provides it in a street-level sensor that 

measures fill level, weight and temperature inside waste receptacles, and air quality, foot traffic and noise pollution on the 

outside. Providing insight for years to track and tackle everything from waste management cost savings to environmental 

equity. With actionable data from every street corner,
TM

 you can start immediately. What can we do for your city?

https://www.victorstanley.com/
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NASCIO Turns 50
1969 was a big news year: The Apollo 11 mission put a man on the 
moon; The Beatles gave their last public performance; the Manson 
murders made headlines nationwide; and, of course, the organization 
now known as the National Association of State Chief Information 
Offi  cers (NASCIO) was formed. While NASCIO has gone by other names 
in its 50 years, it has maintained a commitment to convening state 
tech leaders to share best practices and drive government forward. 

At the annual NASCIO conference in Nashville this October, CIOs 
representing nearly all 50 states came together once again to kick off  
the next half-century.
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Front: Rupert Ross, director, Bureau of Information Technology, U.S. Virgin 
Islands; John Quinn, CIO, Vermont; Denis Goulet, CIO, New Hampshire; 
James Collins, CIO, Delaware; Craig Orgeron, CIO, Mississippi; Bo Reese, CIO, 
Oklahoma; Eric Boyette, CIO, North Carolina; Michael Leahy, CIO, Maryland; 
Ervan Rodgers, CIO, Ohio; Gordon Knopp, CIO, Wyoming
Back: Ben Shier, acting CIO, Alaska; Nelson Moe, CIO, Virginia; Todd Kimbriel, 
CIO, Texas; Tim Bottenfi eld, CIO, Montana; Ed Toner, CIO, Nebraska; Dickie 
Howze, CIO, Louisiana; Josh Spence, CIO, West Virginia; James Weaver, 
CIO, Washington; Vincent Martinez, CIO, New Mexico; Yessica Jones, CIO, 
Arkansas; Fred Brittain, CIO, Maine; Theresa Szczurek, CIO, Colorado; 
Chuck Grindle, CIO, Kentucky; Dewand Neely, then-CIO, Indiana; Curt Wood, 
CIO, Massachusetts; Shawn Riley, CIO, North Dakota; John MacMillan, CIO, 
Pennsylvania; Ron Guerrier, CIO, Illinois; Michael Cheles, CIO, Missouri; 
Glorimar Ripoll Balet, chief innovation and information offi  cer, Puerto Rico; 
Stephanie Dedmon, CIO, Tennessee; Greg Zickau, CIO, Idaho; David Cagigal, 
CIO, Wisconsin; Douglas Murdock, CIO, Hawaii; Mike Hussey, CIO, Utah; David 
Haws, acting CIO, Nevada; Pat Snow, CIO, South Dakota

DAVID KIDD
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O
n a late summer morning, 
the Smart Columbus 
Experience Center was 
pulsing with activity. 
Conference room spaces 
with names like Connect, 

Autonomous and Electric were fi lling with 
community groups. Dozens of software 
and other technology developers were 
collaborating over workstations, and at 
least a few people eyed a couple of new 
electric cars parked in the center’s lobby.

The Experience Center, housed in 
a former parking garage in downtown 
Columbus, Ohio, on the banks of the 
Scioto River, works as a sort of nerve 
center, orchestrating a number of proj-
ects clustered under the Smart Columbus 
umbrella. These projects are harnessing 
technology to take on some of the transpor-
tation challenges around, say, the frustrat-
ingly high rate of infant mortality in the 
region, making it easier for residents with 
cognitive disabilities to navigate transit or 
smoothing the transition to electric cars.

In no small way, Smart Columbus — 
born about four years ago when the region 
was selected as the recipient of a $40 
million U.S. Department of Transporta-
tion grant, which was met by millions more 
dollars in private and nonprofi t invest-
ment — is an ambitious undertaking.

The initiative wants to make the 
Columbus area “the most prosperous region 
in the country,” said Mark Patton, vice presi-
dent of Smart Cities at the Columbus Part-
nership, a business group leading the Smart 
Columbus project, and one of the key players 
making up the team of city, chamber and 
other offi  cials. Patton is careful to note that 
“prosperous” is not the same as “wealthy.”  

“Our defi nition of prosperity is, essen-
tially, lifting all the boats,” he said. “It 

is a big goal, but we’ve got everybody 
aligned on it, and saying, yeah, that’s the 
right ambition for the region. Because 
that would continue to attract people 
at all the work levels that you need.”

On the one hand, the overarching 
mission of Smart Columbus is a re-imagining 
of transportation across the 11-county 
region. This includes injecting next-
generation mobility technologies like 
electric autos, autonomous vehicles 
and 21st-century public transit into the 
community. It is a wide-ranging mission 
that insists on collaborations across 
public, private and other segments.

“In the ‘smart cities’ space, every-
body’s on a journey of ‘let’s learn together,’ 

because there aren’t winners and losers,” 
Patton refl ected. “We all kind of lean and 
move together. So it’s way more collab-
orative than anything I’ve ever done.”

However, success will not be 
measured simply by how many elec-
tric vehicle chargers get installed — the 
city wants to see some 900 publicly 
accessed chargers made available — or 
the number of trips made on a new 
self-driving shuttle route through an 
economically depressed neighborhood.

Success will likely be determined in 
a broader fashion, as a measurement of 
how vigorously other communities across 
the Midwest and beyond head down the 
path Columbus has cleared for them.  

www.govtech.com  // December 2019           53      

Columbus, Ohio, has been a leader in deploying smart city projects to 
improve everything from transit to health outcomes. The city is now looking 
beyond its borders to help other mid-size Midwestern jurisdictions raise 
their own smart profi les. By Skip Descant

The Smart Columbus Experience 
Center functions as a hybrid 
space for community gather-
ings and smart city technology 
development, and as a showroom 
for emerging transit options like 
electric vehicles. 
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“Columbus is essentially a living 
laboratory, so we will be able to show 
our results, lessons learned, to the 
country. And hopefully they can take our 
lessons learned and use these projects, 
and modify [and] scale to however they 
need, so that they can hopefully benefi t 
their community,” said Andrew Wolpert, 
project manager for Smart Columbus.

About a year ago, the Smart 
Columbus team released its “Play-
book,” an instructional manual for 
other communities aiming to launch 
their own smart transportation proj-
ects, but also an invitation to draw 
on Columbus’ experiences. So far, 

Ohio’s capital city has exchanged 
ideas with some 60 communities. 

“I think we’ve made the most impact 
with mid-size cities, other cities in 
the Midwest,” said Donna Marbury, 
a storyteller  with Smart Columbus.

“What the grant has been able to 
do is test out some of these pilots, 
and these projects, that we can share 
directly with them,” she added.

“With the EV charging, for example, 
a city like St. Louis or Indianapolis, 
they’re dealing with the same issue, 
where, is it the chicken or the egg? And 
Columbus can answer that for them 
better than an L.A. could,” said Marbury. 

And it’s likely Marbury is fi nding 
receptive ears. 

“When I’m looking at what other 
cities are doing, I’m looking at Cleveland, 
Columbus, Indianapolis, cities around that 
size,” said Robert Gaskill-Clemons, chief 
technology offi  cer of St. Louis, which also 
submitted a proposal for consideration for 
the 2016 DOT Smart City Challenge grant. 

“We would defi nitely be looking at peer 
cities, or cities of similar size,” he added, 
noting projects taken on by large metros 
like Los Angeles or New York do not 
generally enter his orbit of possibilities. 

“As far as something that works in a 
Chicago or New York, nine times out of 
10, it’s not something a city like St. Louis 
could even aff ord,” said Gaskill-Clemons. 

Even though Smart Columbus 
offi  cials have had conversations with 
other cities related to smart city projects, 
no formal coordinated eff orts have 
moved forward. However, one of the 
by-products of the U.S. Department of 
Transportation Challenge grant process 
has been the cross-pollination of ideas. 

“Part of a smart city is not reinventing 
the wheel, and building on the success 
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About the only way to quickly travel from 
Columbus, Ohio, to Chicago or Pittsburgh 
is to fi rst head to John Glenn Columbus 
International Airport. 

Transportation planners in the area would 
like to see other options. One of those being 
eyed is the Virgin Hyperloop One project, 
an ambitious futuristic concept that would 
transport passengers in capsule-like pods 
through tubes at jetliner speeds. 

Columbus has been short-listed as 
a possible location for the hyperloop 
technology, connecting the Ohio capital 
to Chicago and Pittsburgh. Other route 
possibilities would link Kansas City, Mo., to 
St. Louis; as well as connect the Dallas-Fort 
Worth area to Austin and Laredo, Texas. 

Early next year, offi  cials with the Mid-
Ohio Regional Planning Commission 

(MORPC) plan to fi nalize and present the 
Midwest Connect Feasibility Study and 
environmental impact report analyzing 
possible routes for the hyperloop, which 
is known in government parlance as the 
“Rapid Speed Transportation Initiative.” 
Hyperloop One, part of the Virgin umbrella 
of companies launched by tech and 
transportation visionary Richard Branson, 
is reviewing about 26,000 such proposals.

It’s important to note, say MORPC 
offi  cials, that even if the region is 
not selected as a hyperloop site, the 
groundwork has been laid for the 
development of new transportation options. 

“We didn’t just do hyperloop,” said 
Thea  Walsh, director of transportation and 
infrastructure development at MORPC. 
“We did very advanced environmental 

analysis of the rail corridor through the 
study as well. So it’s kind of a means to 
an end, in that way.”

The Hyperloop opens opportunities on 
various levels, beyond just transportation, 
say company offi  cials, noting economic 
development, sustainability goals and the 
cachet attached to being a leader in next-
generation mobility. 

The idea is to easily link cities — like 
Pittsburgh, Columbus and Chicago — to 
form “mega-regions,” said Ryan Kelly, head 
of global marketing and communications 
for Virgin Hyperloop One. Hyperloop 
routes would be designed not unlike 
transit lines, with stops along the way, 
allowing workers to maybe live in one 
city, but work in another city a couple 
hundred miles away.   

Several dozen techology and 
other specialists work out of 
the Smart Columbus Experience 
center, developing smart city 
and transportation projects.
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and learnings of others,” said Karina Ricks, 
director of the Department of Mobility 
and Infrastructure in Pittsburgh. 

Pittsburgh, along with Kansas City, 
Mo.; Portland, Ore.; Austin, Texas; Denver; 
and San Francisco were all fi nalists for the 
2016 DOT Smart City Challenge grant. 
Ricks noted her offi  ce will often reach 
out to those fi nalist cities for advice or 
guidance on any number of projects. 

“I think the strongest tie between us is 
that we were both smart city fi nalists,” Ricks 
said of the relationship between Columbus 
and Pittsburgh. “And that defi nitely brought 
us closer together, and endeavoring to do 
very much the same kinds of things.”

Pittsburgh, along with several other 
cities, received a multimillion-dollar 
transportation management grant from 
DOT in 2016. The Advanced Transporta-
tion and Congestion Management Tech-
nologies Deployment grant awarded 
SmartPGH nearly $10.9 million to deploy 
“smart spine” corridors in Pittsburgh. 
The project will largely see the rollout 
of adaptive traffi  c control systems, a 
vehicle-to-vehicle connected system 
that can give priority to transit vehicles, 

gather data and generally improve the 
traffi  c fl ow on high-volume corridors.

About 50 of the smart traffi  c control 
devices have already been deployed, 
said Ricks, and there’s funding to 
upgrade about 125 more intersections.

The intelligent intersections project is the 
sort of initiative other cities like Columbus 
— or Denver, or Portland — might also be 
involved in and could serve as a resource. 

“We look to other cities, Columbus, 
of course, being one of them, which 
also has done work in the adaptive 
traffi  c control arena,” said Ricks.  

Smart Columbus, in partnership with 
the Central Ohio Transit Authority, has 
introduced a trip-planning app known as 
Pivot, which will be developed into an all-
inclusive booking and payment platform 
for multiple forms of mobility that can 
also link in accounts from other providers 
like bike-shares, scooters or ride-hailing. 
Pivot was developed as an open platform 
to be shared with other communities. 

“One of the goals of the Smart City 
Challenge was to develop an open-source 
platform so that it could be scalable and 
portable to other cities and agencies,” 
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said Wolpert, from Smart Columbus. 
“This is a lot of work and that was part of 
the program, that other cities and agen-
cies will be able to benefi t from it if they 
choose to use the open trip planner.”

“We’re taking all of the best learning 
from every place that it might be,” 
remarked Ricks in Pittsburgh. “Because 
we have to stand on each other’s shoul-
ders to see where we’re going.” 

Another project other cities may be 
eyeing as one to replicate involves trip-
planning and transportation for expectant 
mothers. Research showed Columbus and 
Franklin County as having one of the highest 
infant mortality rates in the country. Part of 
combating this problem means zeroing in on 
improved access to neonatal and pediatric 
health care, and often, a lack of transporta-
tion can be the missing link between making 
it to a doctor visit and staying home.

“There are many, many factors that 
go into infant mortality. Transportation 
is one of those many factors,” Wolpert 
said. “And so with this program we want 
to see how improved access to trans-
portation could hopefully reduce infant 
mortality and improve birth outcomes.”

“We’re really studying how diff erent 
types of transportation services can aff ect 
moms’ ability to get to their doctors 
and their prenatal care,” added Mandy 
Bishop, program manager for Smart 
Columbus, which developed a pilot that 
includes a smartphone app where trips 
can be scheduled. The pilot also allows 
for children to be part of the ride, a need 
expressed by mothers in the city. 

The goal is to have 300 to 500 
expectant mothers in the study, to get 
a sense of how diff erent types of non-
emergency medical transportation impact 
the ability to get to and from a doctor.

“Ultimately, that’s the No. 1 factor 
that aff ects babies getting to their 
fi rst birthday,” said Bishop. “And 
so we’re very focused on that.”

“What we’re seeing governments 
and industry do is really solve a smaller 
percentage of the population chal-
lenges, using technology,” she added. 

sdescant@govtech.com

Hyperloop One has been involved with 
traveling the country to meet with offi  cials 
and stakeholders to raise awareness for 
the project. In Columbus, the team met 
with elected, transportation and planning 
offi  cials, as well as possible investors. 

“We defi nitely feel that there’s a huge 
opportunity to have this be a true [public-
private partnership] model, in order to 
fi nance a project like this,” said Kelly.  

“At this point in time, we’re having the 
stakeholder discussions. We’re talking 
about what the next steps are,” he added.  

Virgin Hyperloop plans to develop 
a roughly six-mile demonstration track 
to validate the prototype and fi ne-tune 
passenger safety features. That location 
is yet to be determined. From there, they 
would potentially expand routes.

Being whisked into Chicago from 
downtown Columbus in a mere 30 
minutes may sound dreamy, and even 
a far-off  possibility. But the eff ort to 
get there has not been squandered. 
It has been one grounded in building 
relationships and laying the groundwork 
for new mobility options, whatever 
direction they may take, say offi  cials. 

“If anything, it’s a wonderful exercise in 
learning the parts that you have to bring 
together for good fi nance packages for 
projects,” she added. “And to think about 
how we’re going to have to fund 
transportation in the future, and that 
public-private partnership piece, this 
is really exercising all of that muscle and 
how to get those things to happen for 
our community.”
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product news By Miriam Jones  |  Chief Copy Editor

For more product news, log on to explore Government Technology’s Product Source.  govtech.com/products

Send product review ideas to mjones@govtech.com, twitter@mjonesgovtech

 Tough Tablet
Samsung announced U.S. availability of the Galaxy Tab Active Pro, a 

ruggedized tablet designed for mobile workers in the fi eld, on the road 

or in inclement weather. It can withstand excessive pressure, tempera-

tures, vibrations and drops through military-standard certifi cation 

(MIL-STD-810G), and features IP68 certifi cation for water and dust resis-

tance. The Tab Active Pro also includes an IP68-certifi ed water- and 

dust-resistant S Pen, which can be used on a wet display. The tablet 

features a 10.1-inch display and a replaceable, fast-charging battery that 

can power the device for up to 15 hours. An LTE version of the tablet 

provides connectivity where Wi-Fi is unavailable. www.samsung.com
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 Double Screen
The ASUS ZenBook Pro Duo dual-touchscreen laptop 

features the ASUS ScreenPad Plus, a secondary full-width 

touchscreen that interacts seamlessly with a 4K ultra-high-

defi nition (3840 x 2160) OLED touchscreen featuring 100 

percent DCI-P3 coverage and HDR. ScreenPad Plus enables 

applications such as video editing with auxiliary split screens, 

intuitive controls with digital instruments, and cross-screen 

3-D design and editing. The laptop is powered by up to a 9th 

Generation Intel Core i9 eight-core processor with up to 5 

GHz Turbo Boost frequency and 32 GB of DDR4 RAM. 

www.asus.com
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State and local governments are focusing signifi cant 
resources on modernizing legacy applica  ons and 
systems.  A recent Center for Digital Government 

(CDG) survey of 190 state and local decision-makers 
found 43 percent of jurisdic  ons spend more than a 
quarter of their budgets on modernizing legacy so  ware 
and systems. The Na  onal Associa  on of State Chief 
Informa  on Offi  cers (NASCIO) ranked legacy applica  on 
moderniza  on/renova  on third on its list of state CIO 
priori  es in 2019.  As organiza  ons move ahead with 
these ini  a  ves they need easier, more agile ways to 
accomplish moderniza  on; however, agile alone doesn’t 
always meet expecta  ons. Many jurisdic  ons are fi nding 
that low-code — an applica  on development approach 
that primarily uses visual, declara  ve techniques instead 
of programming code — is the key to modernizing 
their applica  on por  olio more quickly, effi  ciently 
and successfully. 

Modern-Day Moderniza  on Drivers
Today’s organiza  ons are tasked with mee  ng ci  zens’ 
and workers’ expecta  ons for innova  ve services; 
adop  ng emerging technologies such as ar  fi cial 
intelligence, the internet of things (IoT) and cloud; 
securing data across an increasingly borderless enterprise 
and more. The use of legacy IT can impede innova  on 
— making it more diffi  cult to meet these expecta  ons 
— and create risks and drain resources. By contrast, 
moderniza  on spurs engagement and innova  on, 
strengthens security and allows agencies to u  lize 
resources more eff ec  vely. Top benefi ts of moderniza  on 
according to CDG survey respondents are: 

• Increased effi  ciency
• Reduced costs
• Shorter delivery  mes
• Improved services 

To modernize their systems, many state and local 
governments are turning to agile project management. 
Agile methodologies focus on early delivery of so  ware, 
itera  ve development and collabora  on between 
business and IT groups. In the CDG survey, 56 percent of 
respondents said agile project management is crucial to 
replacing legacy systems — mainly because of the speed, 
fl exibility and cost savings it off ers. Despite its appeal, 
however, many public sector organiza  ons have been slow 
to fully embrace agile. In a NASCIO survey, 51 percent of 
respondents said they were s  ll in early stages of adop  on 
(i.e., pilot trials or limited use).  These fi gures suggest that 
public agencies lag behind the commercial sector on agile 
and may need help to propel and scale moderniza  on 

Development Challenges 
Hinder Moderniza  on 
In spite of the drive to modernize, state 
and local governments face signifi cant 
development challenges.

Demand for New Services  
Ci  zens and government employees expect 
agencies to provide the same level of innova  on 
and customer service the private sector delivers 
— at the same pace and volume. 

of local governments say the 
average  me to deliver a web 
or mobile applica  on is fi ve 
months or longer.4

Legacy Systems
Modernizing legacy systems and replacing 
large applica  on por  olios using tradi  onal 
development approaches o  en involves complex 
customiza  ons that take years and are very 
expensive. 

of respondents in the CDG 
survey are spending more than 
a quarter of their IT budgets 
on legacy systems.

Security
Protec  ng data and infrastructure becomes more 
complex as organiza  ons extend their systems 
to enable everything from cloud services, IoT 
and machine learning to mobile applica  ons and 
ci  zen-facing web portals.

of agencies have 
skills gaps in their 
cybersecurity staff .   

Developer Shortages 
Due to a shortage of developers and the private 
sector’s fi nancial advantage in a  rac  ng talent, 
government organiza  ons must fi nd other ways to 
meet demand for new services and applica  ons.

1 million
computer programming jobs in the United 
States are expected to go unfi lled in 2020.

61%

43%

49%
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eff orts. Forward-thinking government leaders recognize 
this and are adop  ng low-code pla  orms and tools to 
support agile culture and digital transforma  on. In doing 
so, they are reaping signifi cant rewards. Take Las Vegas, 
for example. The city is on a path to replace siloed, 
outdated applica  ons with a variety of feature-rich, 
cross-departmental applica  ons that reside on its new 
service-oriented architecture. To meet its objec  ves, the 
city adopted a low-code pla  orm. The city’s fi rst low-
code project was developing a Mobile Inspector App that 
integrates seamlessly with back-end systems so inspectors 
can get real-  me informa  on. Two developers completed 
the Mobile Inspector App in just three months, less than 
half the  me the city had originally es  mated. Even be  er, 
the applica  on has already reduced building inspec  on 
 mes by 25 percent and cut hardware costs by 50 percent.  

Oakland, Calif., has experienced similar benefi ts. Using a 
low-code pla  orm and a lean team of only fi ve in-house 
developers, the city quickly delivered eight applica  ons 
that transformed service delivery to its residents and saved 
$1 million within one year of pla  orm deployment.  The 
savings came, in part, from doing more development work 
in-house and canceling costly third-party subscrip  ons 
required to support legacy applica  ons. The centerpiece 
of Oakland’s eff ort is an applica  on that gives residents 
single sign-on access to new and future ci  zen-facing 
applica  ons. 

This capability not only streamlines service delivery, 
but also helps meet the city’s goals related to providing 
convenient, equitable access to services. In the past, 
Oakland’s an  quated systems required residents to 
complete forms manually and in person. This deterred 
people without transporta  on,  me or other resources 
from taking advantage of the services. Today, services are 
immediately available online to all residents, including 
underserved communi  es. What’s more, re-usable 
components and frameworks, na  ve mobile capabili  es 
and other features of the low-code pla  orm let developers 
quickly and easily add cu   ng-edge applica  ons to the 
city’s ci  zen service por  olio as needs arise. 

Using Low-Code to Bring 
Organiza  ons into the Future
Low-code uses visual, declara  ve techniques to defi ne 
data, logic, workfl ows, security and other applica  on 
details. The visual development environment — along with 
re-usable components and frameworks, built-in support 
for mobile-specifi c capabili  es, automa  c transla  on of 
visual models into secure code pa  erns and other features 
of leading low-code pla  orms — simplifi es and speeds 

development drama  cally. It also helps agencies unlock 
the power of agile and makes it easy to extend or replace 
legacy systems that are otherwise diffi  cult to change. 

Another important benefi t of low-code pla  orms is their 
ability to help close the skills gap that many organiza  ons 
face. As noted in a Forrester Wave™ report about mobile-
specifi c low-code development pla  orms, the market 
is growing “because more aspiring, semi-professional 
and professional developers use them to close the gap 
between demand for mobile apps and the talent available 
to create them.”  Visual tools and prototyping help 
developers get up to speed on the new development 
environment in weeks rather than months. They also 
enable business stakeholders and development teams to 
work together more closely to refi ne applica  ons, test 
new ideas, get immediate feedback and minimize rework 
at later stages of development. 

Ge   ng Started
Agile and low-code development approaches entail 
a completely diff erent way of building so  ware and 
structuring teams. For example, instead of having mul  ple 
departments that independently develop applica  ons for 
permits and licensing (e.g., the Department of Public Works 
and the Department of Fish and Wildlife), a jurisdic  on 
may integrate systems of record and technology so similar 
core components can be re-used and shared across 
departments and job func  ons. While this approach 
reduces development  me and simplifi es changes or 
updates once so  ware is released, it also requires cultural 
changes. For example, developers and business teams may 
have to collaborate more  ghtly, so  en role boundaries 

How Low-Code Powers Agile 
A low-code development pla  orm improves 
agile adop  on and makes moderniza  on easier, 
faster, more aff ordable and more innova  ve by:

• Accelera  ng delivery cycles

• Enabling staff  to greatly mul  ply output of 
new applica  ons 

• Compensa  ng for staffi  ng and skills 
shortages

• Enabling integra  on with large, 
interconnected legacy systems

• Automa  ng the coding of security policies

• Extending the life of legacy systems 

• Suppor  ng stronger collabora  on between 
business users and IT
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and more. The following steps will help organiza  ons 
navigate low-code adop  on and system moderniza  on.

Iden  fy use cases. Low-code addresses three dis  nct 
use cases: streamlining internal opera  ons, delivering 
innova  ve user experiences (including mobile apps and 
portals) and replacing/modernizing legacy systems. 
Leading low-code pla  orm vendors also address subsets 
within these use cases, including ar  fi cial intelligence, IoT 
and other emerging scenarios. Many organiza  ons start 
with use cases that improve workfl ows and other internal 
opera  ons, for example, by using low-code to replace 
solu  ons that cobble together email, spreadsheets and 
manual processes. 

Establish a framework for change. This framework should 
be designed specifi cally for low-code development, and it 
should address organiza  onal structure, talent, ecosystem 
and process (STEP). Structure includes decisions 
related to team size, roles, architecture, governance 
and tes  ng. Talent refers to the approach used to 
iden  fy and recruit the personnel and roles needed 
for low-code development. The ecosystem component 
provides guidance on integra  ng low-code systems and 
applica  ons with exis  ng systems of record, data services, 
cloud services and other resources. Process informs the 
way organiza  ons establish, modify, or support low-code 
and other new ways of doing things.

Evolve in stages. Create a founda  on for adop  on and 
progress by assembling a mo  vated project team and 
successfully delivering the fi rst project. Start simply and 
look for quick wins. From there, scale out to other teams 
and projects and begin to integrate low-code with other 
systems. Governance is cri  cal at this stage and will help 
establish a self-sustaining low-code capability. Finally, 
begin to embrace low-code for addi  onal use cases and 
across mul  ple departments.

Beyond Low-Code’s Immediate Value
Low-code addresses important moderniza  on challenges 
related to development costs, long delivery  mes, legacy 
integra  on, security and staffi  ng. The overall eff ect of a 
low-code pla  orm is that organiza  ons can deliver more 
services quickly, cost-eff ec  vely and innova  vely. In doing 
so, they can create applica  ons and services that provide 
even greater value for their ci  zens and employees, 
sustain enterprise-wide digital transforma  on eff orts and 
meet their mission objec  ves in ways that weren’t even 
imaginable a short  me ago.

Endnotes:

1. Center for Digital Government research report. Keeping Pace with Moderniza  on in the Age of Rapid Obsolescence. 2019. h  ps://www.govtech.com/library/papers/Keeping-Pace-with-Moderniza  on-in-the-
Age-of-Rapid-Obsolescence-117183.html?promo_code=GOVTECH_web_library_list  

2. NASCIO. Technology Forecast 2019. What State and Local Government Technology Offi  cials Can Expect. January 2019. h  ps://www.nascio.org/Publica  ons/ArtMID/485/Ar  cleID/750/Technology-Forecast-
2019-What-State-and-Local-Government-Technology-Offi  cials-Can-Expect-webinar

3. NASCIO. Technology Forecast 2018: What State and Local Government Technology Offi  cials Can Expect. October 2017. h  ps://www.nascio.org/Portals/0/Webinars/NASCIO%20PTI%20Tech%20Forecast%20
2018_fi nal.pdf

4. OutSystems. The 2018-2019 State of Applica  on Development – Local Government Report. h  ps://www.outsystems.com/1/state-app-development-local-gov/
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For recent research on legacy moderniza  on and 
more informa  on about how to take a low-code 
approach, check out these resources:
www.govtech.com/moderniza  on-report
www.govtech.com/moderniza  on-webinar
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spectrumMore research, more science, more technology.

Sounding Off
A new form of biometric identifi cation looks beyond 
what’s on the surface and concentrates on the sound 
of your bones. Using a method known as bioacoustic 
modeling, a research team from the Electronics and 
Telecommunications Research Institute in South Korea 
developed a system that measures the unique sound 
waves generated by a person’s body. It does this by 
vibrating a body part, like your hand, and measuring the 
sound generated by things like joint stiff ness and bone 
weight. And since those aspects are very diffi  cult to 
fake, it’s a highly secure method of identifi cation. 
SOURCE: DIGITAL TRENDS 

AVS VS. 
JAYWALKERS:
When a self-driving Uber SUV struck and killed 
a pedestrian in Arizona in 2018, it wasn’t initially 
clear why the vehicle failed to stop when it 
detected her presence. The fi ndings of a report 
from the National Transportation Safety Board 
say the reason is relatively simple: Uber didn’t 
teach its cars about jaywalking. While there 
were other contributing factors, including the 
infrastructure of the road and the fact that the 
victim was walking a bicycle, Uber reports it has 
worked to improve the safety of its automated 
vehicles. SOURCE: WIRED.COM

Over the next year, a company called Ocean Energy will be testing a new method 
of harnessing waves into renewable energy in the Pacifi c: a massive 826-ton buoy. 
The steel behemoth is built in an L shape with a turbine that sits above the water and 
spins whether water is being pulled away from it or rushing in. Designers anticipate 
it could create enough energy to power a small town. SOURCE: DIGITAL TRENDS

More than half of American 
11-year-olds now have their 
own smartphones, up from 
31 percent just four years 
ago, according to a report 
from Common Sense Media. 
Tweens, roughly those ages 
8 to 12, report spending most 
of their screen time watching 
TV and videos, followed by 
about one-third of time spent 
playing games. Usage is 
similar among older teens, 
although the study fi nds that 
91 percent of 18-year-olds own 
smartphones. SOURCE: QUARTZ

Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com
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CYBERSECURITY

There isn’t a great offi  cial data 
source available for cyberattacks on 
government in the U.S. But the data 

that is available — compiled from news 
reports by a few intrepid security research-
ers — shows a pretty clear picture: There’s 
been a dramatic spike in ransomware 
attacks on state and local government 
this year.

Also, that’s nothing new. Govern-
ment has been experiencing a steady 
increase in all kinds of cyberattacks 
for some time now, and the preferred 
method of attack keeps evolving.

“We try to do a rolling number of total 
public safety and local government attacks 
that we’ve found in the past 24 months, 
and so we’ve watched that continually 
grow in the past three years,” said Au-
brey Larson, a marketing manager at the 
cybersecurity fi rm SecuLore Solutions, in 
an interview in September. “We’re now up 
to 394 … when I fi rst started, that num-
ber was, like, 100 in the past 24 months.”

There’s no central authority to which 
governments report cyberattacks, so the 
best way to collect nationwide data is 
through the media. Two cybersecurity 

fi rms in particular, SecuLore and 
Recorded Future, both keep tabs on the 
stories and produce data from them.

Recorded Future’s data, compiled by 
Senior Solutions Architect Allan Liska, 
focuses specifi cally on ransomware. He’s 
documented a sudden rise in ransomware 
attacks this year: By Sept. 20, there had 
already been 77 in the year, more than 
in all of 2018. And that’s if you count the 
coordinated attacks on 23 local gov-
ernments in Texas as one attack. If all 
those attacks were counted separately, 
the number would be in the high 90s.S
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BY BEN MILLER

HACKERS
HIT HARDER
Cyberattacks on government have been increasing 
for years. Ransomware is just the fl avor of 2019.
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CYBERSECURITY
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NUMBER OF REPORTED RANSOMWARE ATTACKS
ON STATE AND LOCAL GOVERNMENT IN THE U.S.

2019*

77
6.42 PER MONTH

*THROUGH SEPT. 20, 2019

2018

55
4.58 PER MONTH

2017

39
3.25 PER MONTH

2016

47
3.92 PER MONTH

SecuLore’s data, which moves 
beyond ransomware to cover all kinds of 
cyberattacks on state and local government, 
provides some important context to this. 
The fi rm provided Government Technology
with a rolling 24-month total of attacks 
going back two years, and the data shows 
a slow, steady increase that never stops.

The types of attack are constantly shift-
ing. MS-ISAC, which helps public entities 
monitor and protect against cyberthreats, 
shows that there is a new trend in cyberat-
tacks practically every year. So ransomware 
is the big threat right now — but who knows 
if that will continue?

It should be noted that there are limita-
tions inherent in using media reports to 
compile data. They can provide ample 
details, but it’s virtually guaranteed that the 
data sets are incomplete, because the news 
media won’t catch every attack, and not all 
attacks are reported.

“You’ve got to be careful about who you 
communicate this to, because you could be 
leading them straight to a vulnerability that 
they could utilize,” Larson said.

Further, there is a possibility that trends 
captured in such data refl ect the news me-
dia reporting on attacks more, rather than 
an actual increase or decrease in attacks.

But it’s likely the best information 
available.  

bmiller@govtech.com
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Date City State Ransomware Family
Ransom 
Demand

Paid?

March Jackson County GA Ryuk $400,000 Y

May Baltimore MD Robbinhood $75,000 N

June Lake City FL Ryuk $460,000 Y

June Riviera Beach FL Ryuk $600,000 Y

August 23 Municipalities TX Sodinokibi $2,500,000 N

SELECTED RANSOMWARE ATTACKS IN 2019
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There’s a new internet provider 
in Fort Collins, Colo.: the city 
itself. In August 2019, Fort Collins 

joined the growing list of municipalities 
that deliver broadband Internet as a 
utility service. Named the Fort Collins 
Connexion, the new off ering was 
authorized in 2017 by voters frustrated 
with commercial internet providers.

As the city began its journey to 
becoming an internet provider, Fort 
Collins Utilities realized its existing 
customer information system (CIS) 
couldn’t support a broadband service 
or the necessary integrations. 
Additionally, Fort Collins Utilities 
wanted a CIS that could integrate 
billing for all utility services. 

After a review of CIS options, Fort Collins 
chose a third-party solution that runs on 
the Oracle database platform. Although 
the city already had an on-premises 
Oracle infrastructure, growth over time 
meant it had become a complex sprawl of 
servers, Oracle database appliances and 
software. It became clear this traditional 
model couldn’t deliver the availability, 
scalability, disaster recovery and licensing 
fl exibility the new CIS needed. It also 
wouldn’t allow Fort Collins IT staff  to 

easily consolidate database workloads 
for other applications and departments.

“A processor-based licensing model 
makes it expensive to grow as needed, 
especially when you’re trying to consolidate 
workloads onto servers with diff erent 
combinations of licenses,” says Anthony 
Sanchez, IT architect for the city. “For 
the new CIS, we would need to confi gure 
multiple hardware units to support the 
on-premises database licenses.”

The city’s IT team considered a move 
to cloud to consolidate server infrastruc-
ture for reduced costs, dynamic scalabil-
ity and simpler management. The new 
CIS proved to be a good fi rst system to 
implement a new server and storage 
infrastructure using a hybrid cloud design.

Combining On-Premises 
and Cloud Resources

The Oracle Exadata Cloud at Customer 
solution now hosts the CIS in the city’s 
on-premises data center, using a private 
cloud to support Oracle environments in 
a multitenant confi guration. The process 
involved confi guring server and network 
resources on the Oracle Cloud, then 
installing and confi guring production and 
development/testing clusters of the onsite 

Exadata Database Machine hardware. 
Today, all Connexion databases are running 
in this system and separate clusters 
support the city’s other Oracle databases.

As the public segment of the cloud 
design, Fort Collins will use Oracle Cloud 
Infrastructure (OCI) server and data storage 
resources for disaster recovery. These 
resources, located in another state, will run 
the CIS and other critical databases if the 
city’s data center experiences an outage. 
A site-to-site virtual private network link 
will connect the Fort Collins data center to 
Oracle cloud, where the Oracle Database 
Cloud Services Extreme Edition will 
match the database capabilities of the 
on-premises infrastructure.

Fort Collins, Colo., gains fl exibility and scalability with a cloud infrastructure 
for critical databases

New Broadband Service Prompts 
Fort Collins Cloud Migration

Fort Collins Connexion 
Solution Elements
•  Oracle Exadata Cloud 
 at Customer
•  Oracle Cloud Infrastructure
•  Open International CIS
•  Oracle and Arisant for cloud 
 design and development of 
 TCO model

ADVERTISEMENT

GT19 CASE STUDY Oracle_Arisant.indd   1GT19 CASE STUDY Oracle_Arisant.indd   1 10/28/19   2:31 PM10/28/19   2:31 PM



Calculating Long-Term 
Cloud Value

Working collaboratively, the Fort Collins 
IT team and consultants from Arisant 
(a consulting fi rm that helps companies 
solve business and technology challenges 
using Oracle solutions) and Oracle created 
two critical planning tools. The fi rst was 
an in-depth technical assessment of 
the city’s current server and database 
environment. The second tool was a total 
cost of ownership (TCO) model to calculate 
and compare hardware and licensing 
expenses over a fi ve-year period. This 
fi nancial analysis was based on using 
Oracle cloud solutions to eventually 
move all the city’s Oracle workloads.

“At fi rst, the cloud seemed more 
expensive,” says Sanchez. “But in 
comparison to the cost of hardware 
creep, especially for the annual hardware 
maintenance and license fees, the fi ve-
year TCO for cloud was much bett er.”

Hybrid Cloud Brings 
Simplicity and Flexibility

Fort Collins has already gained 
several qualitative benefi ts from 
its new cloud infrastructure:

Support for a multitenant design.
By obtaining the servers and other 
hardware elements as part of the cloud 
subscription, IT staff  no longer need 
to deal with complex license tracking 
or predict annual support costs. Virtu-
alization and multitenant capabilities 
in the Oracle cloud solution allow IT 
to easily separate workloads and al-
locate expenses by department.

The multitenant cloud design simpli-
fi es the management of multiple Oracle 
environments and speeds routine tasks. 
For example, Sanchez indicates an en-

consultant. The diverse knowledge and 
perspectives of these parties will help 
identify all important considerations.

Finally, provide database adminis-
trators, server teams and application 
developers training and time to learn 
how to work within the cloud environ-
ment. Consider running a proof-of-
concept project and augmenting 
staff with consultants to obtain ad-
ditional insights and experience.

A New IT Foundation 
for a New Utility Service

The Fort Collins IT team had a tight 
timeline to implement the new CIS 
and supporting cloud infrastructure. 
The simplicity and fl exibility of the 
Oracle cloud solutions were key to 
meeting their tight schedule.

“Our citizens are excited about having a 
new choice for internet service, and now 
we have the technology resources we need 
to support the underlying databases and 
information systems,” says Sanchez.

Snapshot: 
Fort Collins Utilities 
Connexion1

1,000 miles
of fi ber cable laid across 
the city

62,000 
business and residential 
premises connected

28% 
signup rate needed to make 
the service fi nancially viable 

+

+

+

© 2019 e.Republic. All rights reserved.

  1. Fort Collins Coloradoan, February 28, 2019: https://www.coloradoan.com/story/news/2019/02/28/fort-collins-municipal-broadband-utility-connexion-laying-fiber-optic-network/3015213002/ 
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vironment refresh that previously took 
hours now takes less than fi ve minutes.

“When you’re implementing a big 
system, you need to move databases 
and change the environment almost 
daily,” says Sanchez. “If we had 
stayed with traditional licensing, we 
wouldn’t have been able to aff ord a 
multitenant model. But in the cloud, 
everything we need for multitenant 
is included in the subscription.”

Time savings. Since the cloud sub-
scription includes access to all database 
features, administrators don’t need to 
search for a server that has the right 
licenses to run a specifi c workload. 
Server teams also save time because 
much of the hardware management 
and software patching is stream-
lined by the Oracle cloud solutions.

Easy scalability. The fl exibility to 
scale server and storage capacity in the 
cloud will benefi t the city as it migrates 
other business systems in the future. 
This scalability would be diffi  cult in an 
on-premises infrastructure because 
of licensing restrictions and costs.

Tips for a Successful 
Cloud Migration

Sanchez off ers three tips 
for governments planning to 
transition a core business system 
to a cloud infrastructure. 

First, expect a steep learning curve 
when implementing a new system, 
server infrastructure and database 
environment together. Fine-tuning the 
many details of the implementation will 
take time and careful consideration.

Second, prepare a TCO analysis and 
a technical assessment collaboratively 
with the vendor and a systems 

GT19 CASE STUDY Oracle_Arisant.indd   2GT19 CASE STUDY Oracle_Arisant.indd   2 11/19/19   12:56 PM11/19/19   12:56 PM
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By Kristy DaltonGOVGIRL ON SOCIAL 

A few years ago, we asked a question 
about making social media more 
accessible during our Government 

Social Media Twitter chat. The quiet 
response from participating social media 
professionals was characterized by the 
GIF someone tweeted in response; you 
may have seen it — the one where Homer 
Simpson silently backs up into a hedge of 
bushes until he disappears completely.      

Accessibility has long been a 
requirement and a standard in the world 
of government websites. I remember 
discussing accessible website rules 
in my fi rst year of writing under the 
“GovGirl” name back in 2011. For 
social media, however, where even 
early adopter agencies have only 
been working for 10 years, thinking 
accessibility-fi rst is slow going. 

Why accessibility matters
Removing barriers for people with 

disabilities to access all the information 
government shares publicly is not only 
the right thing to do, but also it ensures 
the broadest reach for your messages and 
is especially important for emergency 

communications. It is likely 
even required by law if your 
agency receives federal funding. 

Here are three relatively 
simple fi xes for common 
accessibility issues on 
government social media:

1 / Use inclusive 
language. One recommenda-
tion I learned from a session 

at the 2019 Social for Safety Conference 
from Emily Allen Lucht of the Maryland 
Center for School Safety and Cecilia M. 
Warren with the Maryland Department 
of Disabilities is a fi x that doesn’t even 
involve technology. Just like on websites, 
you can use inclusive, people-fi rst language 
on social media. That means people with 
disabilities like my brother, Bill, aren’t “the 
handicapped,” but, in his case, a person 
with cerebral palsy. And my father-in-
law isn’t “wheelchair-bound”; he uses a 
wheelchair. People-fi rst means empha-
sizing the person before the disability.  

2 / Use alternative text in posts. One 
of the simplest ways to get started with 

accessible social media is to use alternative 
text wherever possible. This is where you 
describe pictures with text so the descrip-
tion of the image can be read by a screen 
reader, an assistive technology that helps 
people who are blind or who have a visual 
impairment. Twitter and Instagram allow 
alt text. Alt text on Facebook is autogen-
erated for images and can be overridden 
with an edit. If alt text is unavailable, it’s 
recommended to format your post with 
a caption indicating in words “Image: 
[description],” such as: “Image: [Several 
police offi  cers are pictured at an uniden-
tifi ed intersection directing traffi  c.]” 

3 / Limit emojis. While an emoji here 
and there may show relatability with your 
audience, there’s an important reason why 
you don’t want to share a social media 
message with a long string of them. Think 
about how assistive technologies will read 
the emojis out loud: “A yellow face with a 
big grin and uplifted eyebrows” describes 
just one common emoji — imagine trying 
to decipher a tweet with fi ve of them!

Over the past year, I’ve had the 
privilege of working professionally with 
a few amazing people from whom I’ve 
learned a lot. Two are blind and one is 
deaf, and each has helped make today’s 
accessibility challenges with social media 
clearer to me. My company has captioned 
our fi rst videos, and has enlisted CART 
services for real-time captioning and 
sign language interpreters for our in-
person events. We’ve got a long way to 
go, and I look forward to doing better.  

Kristy is known 

as “GovGirl” 

in the govern-

ment technology 

industry. A former 

city government 

web manager with 

a passion for social 

media, technology 

and the lighter side 

of government life, 

Kristy is the CEO 

of Government 

Social Media.

Gaining Access
Three ways to make government social media more accessible to users with disabilities of all kinds.
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MORE INFORMATION AT CENTRALSQUARE.COM

Stop the Care and Feeding 
of Your Servers

 

 

https://www.centralsquare.com/
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Special Report 

Q3/Q4 2019

A Research Report from the Center for Digital Government

Beyond 
the Hype:
A Guide for the 
Intelligent Use of AI
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I
n the minds of digitally savvy citizens, interacting with 
local government should mirror their experiences with 
cloud-native e-commerce companies. That means citizens 
should have as many services as possible available 
whenever they need them. In addition, people should 
be able to engage with government through whatever 

channel is most convenient at any time, whether that’s via 
a laptop or mobile device, over the telephone or in person. 
Government officials understand these expectations, 
but many don’t have the funding, workforce skills or 
technologies necessary to deliver the full range of services. 

AI: Potential 
Perks, Potential 
Problems

This gap is leading some officials to investigate artificial intelligence (AI) and its cousin machine learning, 

two hot and often misunderstood technologies. The goals: embrace automation that can act as a force multi-

plier for resource-strained government staffs while capitalizing on large storehouses of data to find operational 

efficiencies and better understand constituent needs.  

How will AI’s value materialize in government operations? Answers come from a new survey of public 

sector AI trends by the Center for Digital Government (CDG).1 Surveyed IT leaders overwhelmingly named 

increased operational efficiency as the biggest benefit they expect to see from AI. Respondents also cited cost 

savings and better quality/more effective decision-making processes in their top three benefits. 

PCIO19_SR_Q3Q4.indd   5PCIO19_SR_Q3Q4.indd   5 11/4/19   9:25 AM11/4/19   9:25 AM
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AI’s potential to augment personnel is one way 

it may spur efficiency, especially as government 

expands smart city strategies. 

“Internet of Things [IoT] promises tens of thou-

sands more devices and exabytes of information for 

controlling our city systems at a granular level,” says 

Rob Lloyd, CIO for the city of San José, Calif. “AI is 

the advance that enables us to manage that portfo-

lio’s scale, which otherwise would not be humanly 

possible. It must make one person equivalent to one 

hundred to handle the myriad information flows in a 

city’s IoT environment.”

The technology can also help improve citi-

zens’ relationship with government through better 

customer service and more efficient interactions. 

This is already happening, but some experts say 

there is much more promise in this area.

“Systems that answer basic questions and auto-

matically route people to the right place are the 

first step, and governments are seeing a positive 

result there today,” says Tom Hebner, head of prod-

uct innovation, voice technology and AI at Nuance 

Communications. “The future really is in bringing 

that system to the next level where it can actually 

predict why a person might be reaching out and 

proactively get them to a resolution. By finding 

the friction in the process and eliminating it, 

everyone wins.”

But government officials also expressed signifi-

cant concerns that are holding back AI adoption. 

Sixty-three percent of respondents anticipate work-

force personnel resisting the implementation of AI 

in government agencies. In addition, 57 percent say 

they worry about AI impacting privacy and data secu-

rity in government. Another 68 percent of respon-

dents say budget constraints have prevented them 

from rolling out AI solutions. 

 While the potential is great, government lead-

ers must find ways to overcome roadblocks associ-

ated with emerging and still-maturing AI and related 

machine learning applications. This forward-looking 

report helps public sector CIOs and other decision-

makers understand the most attractive use cases for 

AI and machine learning, identifies solutions to the 

possible implementation hurdles and provides best 

practices to move ahead with these technologies. 

of CDG survey 
respondents 
worry about 
AI impacting 
privacy and 
data security in 
government.

57%

What benefits would you expect to see from 
implementing an AI solution? (select all that apply)

Increased operational efficiency 

Cost savings

Better quality/more effective decision-making 

Improved constituent satisfaction 

Increased innovation 

Improved security 

Increased employee satisfaction 

81%

62%

55%

53%

51%

40%

23%
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“AI must make one 
person equivalent to 
one hundred to 
handle the myriad 
information flows 
in a city’s IoT 
environment.
Rob Lloyd, CIO, City of San José, Calif.
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Given the evolving nature and marketing hype 
associated with AI today, definitions may vary. For 
the purposes of this report, AI is defined as an area 

of computer science that emphasizes the creation of intelligent 
machines that can perform tasks that normally require human 
intelligence, like visual perception, speech recognition and 
decision-making. Machine learning is a subset of AI that focuses 
on the ability of statistical models to develop capabilities and 
improve their performance over time without following explicitly 
programmed instructions. 

Together, these technologies can glean insights, make predic-
tions and, when directed, take automated actions based on trends 
found in data streams. 

“AI and machine learning take traditional business intelligence 
(BI) and analytics tools to the next level to help organizations mine 
additional value from their data,” says Jonathan Behnke, chief 
information officer (CIO) for the city of San Diego.  

However, these technologies are not complete solutions 
by themselves. 

“They still need someone who understands the data to make 
decisions or be embedded in the decision-making process,” says 
James Hendler, professor at the Rensselaer Polytechnic Institute, a 
specialist in AI for government, and an advisor to New York State. 

AI and machine learning have been running in computer labs 
for decades, so what explains their current caché? Today’s comput-
ers provide the processing power, at a relatively economical price, 
to handle the demands of AI. In addition, organizations now have 
access to a large variety of data types — not only the structured 

information that fits within the rows and columns of database 
management systems, but also unstructured information in the 
form of text, video, image and voice files. 

“When you combine database information with image recogni-
tion, for example, you start to see the ability to monitor conditions 
and to plan and respond to those conditions,” says Linda Gerull, 
CIO for the city and county of San Francisco. “One example is 
emergency management situations.”

Darryl Polk, chief innovation officer for the city of Rancho 
Cucamonga, Calif., agrees. 

“The holy grail of AI and machine learning is to find patterns 
in real time so you can make changes to affect the outcome,” he 
says. “When you’re looking at data through the rearview mirror, the 
opportunity to address a problem may have already passed.” 

CDG survey respondents offered clear ideas about which areas 
of government could potentially see the greatest impact from AI, 
with digital services/citizen experience topping the list.

Monica McEwen, vice president of public sector for 
ThoughtSpot, says that’s not surprising.

“Incorporating AI provides answers to the questions users may 
not have thought to ask,” she says. “As data sizes continue to grow 
it’s impossible for a human to process all the data and see the 
outliers. AI can look at the transaction level detail, unearth insights 
and expose them to the right user at the right time in a consumable 
format, allowing agencies to improve citizen services through more 
timely responses.”

Government’s earliest AI implementations are showing the 
technology’s longer-term potential, while also delivering immediate
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benefits. CIOs throughout the country say their initial proj-

ects typically involve digital assistants that use AI to direct 

citizens to proper agencies and answer routine questions, 

which means human service representatives can focus 

on more complex inquiries. In some cases, AI-powered 

digital assistants help citizens pay bills or renew licenses. 

Now, cities are building on the lessons learned 

in pilots and early production applications across a 

variety of government activities. 

“The real magic happens when AI is applied to real 

problems,” says Hebner of Nuance Communications. 

“In the government sector especially, it is critical that 

investments in AI deliver a better overall outcome for 

citizens at large.”

Enhancing financial management
Rancho Cucamonga city officials are exploring AI 

applications to cull insights from thousands of financial 

transactions processed by the city each month. These 

range from vendor purchase orders and citizen credit 

card payments to tax collection. Officials in the city, as 

in most municipalities, fear they may be missing out 

on revenue for a variety of reasons. Perhaps a batch of 

reminders to businesses about renewing licenses didn’t 

reach their intended targets, for example. 

“The city is unable to dedicate someone to catch 

problems as they’re happening,” Polk says. “We must 

wait until we see that projections were off for revenues 

in the previous month and then figure out why it 

happened. AI could help catch it in real time and say, 

‘Here’s what needs to be done to correct it.’” 

Gaining new insights for public safety 
and emergency management 
Because of its proximity to the Atlantic Ocean and 

underlying geology, the city of Norfolk, Va., has grap-

pled with recurring floods throughout its history. As the 

intensity of tropical storms increases due to climate 

change, this long-standing issue becomes even more 

urgent. City officials are partnering with the University 

of Virginia (UVA) to see if AI algorithms, combined with 

IoT sensory data, can find patterns in data that will 

help Norfolk reduce the impact of large-scale flooding. 

Jonathan Goodall, a UVA professor who is part of 

the partnership, says AI analyses could be “a game 

changer” to address recurring floods. 

Traditionally, cities addressed urban flooding 

by studying landscape features and identifying the 

location of impervious surfaces. They used the results 

to create computer models of storm drain networks, 

along with the sizes of the associated pipes and inlets. 

But this approach of using physics-based computer 

models is time consuming and often lacks the detailed 

information necessary for accurate predictions.

“We believe that by having a dense network of 

rainfall and water flow monitoring sensors with AI and 

machine learning technology, we will find patterns in 

that data that will be more accurate at predicting flood 

events than using physical models alone,” Goodall says.  

With help from the National Science Foundation, 

Old Dominion University and the U.S. Department of 

What areas of government have the greatest 
opportunity for AI solutions? (select all that apply)

“The holy grail of AI and 
machine learning is to find 
patterns in real time so 
you can make changes 
to affect the outcome.
Darryl Polk, Chief Innovation Officer, Rancho Cucamonga, Calif.

Digital services/
citizen experience

Public safety/
emergency 

management

Transportation 
planning

Health and 
human 

services

Cybersecurity

65% 62% 54% 46% 28%
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Researchers at the 
University of Virginia 
are partnering with city 
officials in Norfolk, Va., 
to look at whether AI 
algorithms, combined 
with IoT sensory data, 
can find patterns that 
will help Norfolk reduce 
the impact of large-scale 
flooding.
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Homeland Security, the project is installing new sensors 

throughout Norfolk to measure street flooding. Eventually, 

the additional data will feed models designed to predict 

when and where severe flooding will occur based on the 

characteristics of an approaching storm. 

“The city can then better prepare and direct 

resources to areas of need during flooding events,” 

Goodall says. “Transportation is a part of our project’s 

focus — it’s important to manage traffic more effec-

tively during these flooding events.” 

Protecting first responders
In San José, AI-powered analytics help fire trucks 

and ambulances move through intersections more 

safely as they speed to emergencies. By compar-

ing the locations of vehicles and their destinations, 

the program calculates when responders are 

approaching intersections and uses centralized traf-

fic management in advance, reducing delays by six 

seconds per intersection.

This is critical to save lives. As Lloyd points out, 

the likelihood of survival for residents increases 

significantly if responders reach the scene below 

national emergency response thresholds. Proactive 

traffic management also keeps emergency person-

nel out of harm’s way as one-quarter of the acci-

dents involving first responders occur while they’re 

in transit to accident scenes. Additionally, the city 

stands to receive higher financial reimbursements 

through faster response. 

“If we can use AI and a centralized emergency 

vehicle preemption (CEVP) system, our fire and traffic 

teams show they can save lives, reduce morbidity and 

mortality, and increase revenues by millions of dollars,” 

Lloyd says.

Optimizing public works 
Kansas City, Mo., implemented advanced analytics to 

drill into data from across various departments to find 

opportunities to save money and enhance services. 

With AI and KCStat, a data-driven assessment system 

that uses 127 performance indicators to help the mayor 

and city manager monitor how well each city depart-

ment is executing its responsibilities, senior executives

can make those assessments more rapidly.

In addition, AI is examining the city’s permit manage-

ment system, helping city officials coordinate upcom-

ing development projects with their plans to lay fiber. 

Without AI, these two activities might happen at different 

times, leading to unnecessary costs and delays. 

“Insights like these help officials figure out ways 

to better manage the city,” says Bob Bennett, former 

chief innovation officer for Kansas City, who is now a 

Center for Digital Government senior fellow.

In addition, the city is applying AI to the large volume 

of data it gathers from thousands of sensors mounted in 

streets and light poles. The analyses help predict where 

potholes are most likely to form, leading to improvements 

in the street maintenance program. 

AI and machine learning have the potential to improve 

government operations management in other ways. In 

Rancho Cucamonga, whenever a new building goes up 

someone must overlay orthographic images onto a city map 

and hand trace footprints of the structure into the GIS plat-

form. Due to tight resources and a large amount of construc-

tion it may take months to update the GIS platform. To 

accelerate the process, officials are evaluating GIS mapping 

software that uses machine learning to compare existing 

maps and aerial information, recognize new buildings and 

automatically add the outlines of the facilities. 

“Updates may only take seconds or minutes thanks 

to machine learning,” Polk says. 

Enhancing cybersecurity
For years, municipalities have faced daily assaults from 

hackers trying to seize IT networks or extract sensitive 

data in ransomware attacks. Reviewing voluminous 

network log data or continuously monitoring network 

traffic for anomalous behavior can quickly overwhelm 

security staffs. To solve this issue, government CIOs 

are turning to cybersecurity applications and managed 

security service providers that use AI and machine 

learning. These tools are intelligent enough to identify 

unusual behavior in endpoints, network traffic and 

communications with outside servers. 

“AI and machine learning technologies are establishing 

a whole new level of security and awareness for us, so 

we detect and react to problems early,” says Gerull. 

“AI and machine 
learning technologies 
are establishing a whole 
new level of security 
and awareness for us, 
so we detect and react 
to problems early.
Linda Gerull, CIO, City of San Francisco

of CDG survey 
respondents 
expect to see 
increased 
operational 
efficiency 
from AI.

81%

(Continued on page 16)
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“Insights like these 
help officials figure 
out ways to better 
manage the city.
Bob Bennett, Former Chief Innovation Officer, Kansas City, Mo.
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Smarter Solutions 
for Government 
Call Centers
Artifi cial intelligence transforms IVR systems into 
powerful engines for citizen satisfaction. 

SPONSORED CONTENT

PCIO19 SS Nuance.indd   1PCIO19 SS Nuance.indd   1 11/1/19   2:08 PM11/1/19   2:08 PM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

CMY grey        T1       T2       T3

Interactive voice response (IVR) technology is supposed 
to help resolve customers’ needs quickly and effi ciently. 
At many government call centers not leveraging artifi cial 

intelligence (AI) technology, outdated systems get in the 
way of that goal, both for citizens and the agencies that 
serve them. 

For citizens, the challenges often start with confusing 
menu options and instructions. Compounding the 
problem is that older IVR systems have limited speech 
recognition capabilities. When callers can’t express their 
needs in ordinary sentences, they may be forced to repeat 
the same requests multiple times, and the system — still 
misunderstanding them — may misroute their calls. 

When the system needs to verify the caller’s identity, 
authentication can be a diffi cult process. And lack of 
integration among different channels (call center, email, 
chatbot, etc.) means that when a citizen contacts an agency, 
there is no record of that person’s past engagements 
through other channels. 

Due to these limitations, a citizen might need to contact 
an agency many times to achieve a goal. Feeling frustrated 
and dissatisfi ed, the citizen might give up on self-service 
altogether, choosing in the future to engage with human 
agents, on the phone or in person. 

Those human engagements cost the agency more than 
automated transactions, and they may drive call volumes too 
high for staff to handle. Overtaxed agents who spend much 
of the day fi elding routine, low-value interactions may grow 
discouraged and start looking for different work.  

Outdated systems also make it hard to comply with security 
and privacy regulations. On a less capable voice-based 
system, it’s diffi cult to authenticate effectively while also 
making the process convenient for callers. 

How AI Changes the Game
New IVR technology, powered by AI, can vastly enhance 
the customer experience, while also improving call center 
operations. The strengths of AI-based IVR lie in four areas:

1. Conversational: A citizen engagement system based in 
AI understands natural speech, letting callers describe their 
needs in their own words. This permits a wider range of 
interactions, reduces errors and simplifi es authentication.

2. Predictive: The system can access a citizen’s browsing 
history, past interactions and transactions, helping it anticipate 
the reason for the call. It doesn’t need to request information 

the agency has already collected in the past. The system uses 
what it knows about the caller to customize the interaction. 
  
3. Analytic: Based on information already in the database, AI 
can (for example) recommend services the caller might need 
or qualify for. The system can also analyze speech to determine 
customer sentiment — such as confusion or frustration — and 
adjust its response accordingly or escalate the call to an agent. 

4. Cloud-based: Compared to on-premises deployments, 
cloud provides a simpler and more cost-effective way to 
access technology that is always up to date and fl exible. 
It also enables self-service solutions that extend the 
capabilities and value of an IVR.

Customer service technology from Nuance brings together 
best-of-breed technologies for biometrics, analytics and 
intelligent customer engagement. It integrates the entire 
customer journey, from chatbot or IVR interactions to 
conversation with live agents, and any other channels an 
agency provides for its customers. 

AI in Action
Today, AI helps agencies deliver outstanding customer 
service in many different contexts. 

Examples include: 
311 lines: Natural language understanding (NLU) technology 
lets the IVR take plain-language requests and respond with 
the appropriate information or route the caller to the correct 
agent or self-service application. 

Tax and revenue agencies: With voice biometrics to verify 
a caller’s identity accurately and seamlessly, AI enables easy 
and secure transactions by phone. 

Courts: NLU and authentication technology let courts 
automate transactions such as traffi c citation payments and 
requests to change court dates. 

Family services: IVR systems with NLU help agencies reduce 
call wait times and inquiry response times, resolve many 
issues in a single call, reduce call volumes and eliminate the 
need to escalate most calls to case managers. 

Conclusion
Digital-savvy corporations have shown that a service 
transaction can be as easy and seamless as a chat with a “smart 
speaker” at home. Call center technology that incorporates 
AI can help government agencies join the ranks of these 
outstanding customer service organizations, saving taxpayer 
dollars while giving citizens exactly what they need.

SPONSORED CONTENT
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PCIO19 SS Nuance.indd   2PCIO19 SS Nuance.indd   2 11/1/19   2:08 PM11/1/19   2:08 PM

www.nuance.com


100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

16  

“AI doesn’t replace our cyber-defense team or the 

analysts who are monitoring our operations. But 

it certainly gives them greater visibility into what’s  

happening in our environment, and in turn, is saving 

us a significant amount of money and time if we find 

ourselves fighting an attempted ransomware attack 

or other threat.”

Understanding emerging health trends
Hendler and colleagues are working with New York 

State data to explore how to aggregate and analyze 

information more effectively. 

“We’ve been able to pull large volumes of data from 

across the state into a common visualization platform,” 

he says. “Now, we can ask questions of the entire data 

set to examine important trends.”

This will enable health officials to more easily probe 

the data sets to spot the first signs of an infectious 

disease outbreak so they can take steps to limit its 

impact. Similarly, the financial staff could determine 

where in the state Medicare expenses are highest and 

identify the underlying environmental factors that are 

driving those costs. 

Improving public safety
The Regional Transportation Commission of Southern 

Nevada and the Nevada Highway Patrol are using AI to 

improve safety and reduce crash-related tie-ups at danger-

ous intersections. The public organizations are working with 

a commercial company to gather and analyze data from 

vehicles, surveillance cameras and other sources. Using 

AI-infused algorithms, a year-long pilot program contributed 

to a 17 percent decline in crashes in the sections of inter-

states under study. Eyeing the success of this project, offi-

cials in Henderson, Nev., are evaluating how technology from 

the same contractor may reduce traffic accidents in their city.

Cape Coral, Fla., is also using advanced analytics to 

enhance public safety. The city is installing eight video 

cameras with associated analytics to scan license plates 

from passing vehicles. The goal: quickly compare plate 

numbers with those associated with stolen vehicles, 

Amber Alerts or other crimes.  

AI Helps Transportation Planners Prepare for Big Changes 
The city of San José has partnered with a young company to unlock insights from traffic data. The goal is to see the impact 
of changes in traffic flows, reduce traffic fatalities by understanding where accidents are likely to occur and predict how future 
economic development will impact transportation systems.

“AI is helping us envision how transportation characteristics might completely change in five or 10 years,” says CIO Lloyd. 
“Our transportation and planning/building teams tell us how seeing into the future will help us make better decisions about traffic 
designs. This impacts billions of dollars in investments as San José’s transportation modes and patterns continue to transform.” 

AI is a valuable tool because future transportation systems will be affected by a variety of complex factors that are hard to 
analyze using traditional tools. Planners must consider some easier-to-define issues, such as building characteristics and environ-
mental aspects when devising street designs. They also must gauge the likely accident rates for proposed designs by bringing 
historical, design and planning/building data into predictive models. 

“We aim to be more accurate about determining how some traffic patterns are more successful than alternative designs, 
including active traffic management practices,” Lloyd says. 

AI can then provide the analytical muscle to fold in a third and much larger set of data — information gathered by connected 
vehicles and IoT sensors that provide continuous updates about how existing traffic patterns are shifting and evolving. 

“We have to stay on top of the micro-mobility and autonomous vehicle trends that most experts expect to come,” Lloyd says. 
“Increasing changes are poised to come in faster intervals than we’ve seen before. The car culture has been relatively stable for 
the past 50 years. Now it’s changing, and we need new tools, skills and approaches to effectively manage what those changes 
mean in our communities.” 

(Continued from page 12)
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A handful of law enforcement 
organizations throughout the country 
are evaluating AI as a force multiplier 
to overcome resource constraints. For 
example, the Mayor’s Gang Prevention 
Task Force in San José allocates fund-
ing each year to 18 hot spots, or areas 
seen as being high risk for gang violence. 
In the past, funding decisions were 
made based on discussions among law 
enforcement staff, along with community 
input. While both of these are impor-
tant, leaders lacked information to make 
more data-driven decisions, says Albert 
Gehami, a data scientist who spear-
headed the use of machine learning to 
help predict where gang violence is most 
likely to occur in the future. Part of the 
goal is to direct funding to areas where 
interventions would have the biggest 
impact through community intervention 
programs and not just traditional policing. 

To do that, he gathered data from the 
police department, the task force and 
outside sources, such as the American 
Community Survey, a U.S. Census Bureau 
program that distributes local demo-
graphic, social, housing and economic 
information. Data from the various sources 
fed into an interactive map showing 
where violence was highest in the past. 

“Using machine learning, we try to 
predict where we expect risk factors 
for violence to be most present one, 
two and three years out,” Gehami 
says. “We also show reasons why each 
neighborhood faces these risks.”

The machine learning implemen-
tation is too recent to show whether 

it has had a direct role in reducing 
violence. But the analyses did influ-
ence the latest funding allocations. 

“When you have a large group of people 
trying to figure out where to direct money, 
the results are often dependent on how 
good some individuals are at holding the 
room,” Gehami says. “At times that leads 
to less than optimal funding decisions.” 

Data gives additional power to less 
vocal people with valid ideas about direct-
ing larger sums to alternative locations. 

“These individuals could point to data 
to add weight in what they’re saying,” 
Gehami says. “That helped change 
funding levels for a handful of gang hot 
spots for the upcoming three years.” 

Roanoke, Va., is also using analyt-
ics to identify crime hot spots, which 
are characterized by high rates of seri-
ous crimes, extreme unemployment 
and poverty, food deserts and large 
numbers of liquor stores. AI could help 
law enforcement officials drill deeper 
into those statistics to pinpoint specific 
neighborhoods where these factors 
will fuel the highest crime rates. 

Police Investigate 
AI for Safer 
Communities

“When you have a large group 
of people trying to figure out 
where to direct money, the 
results are often dependent on 
how good some individuals are 
at holding the room. At times 
that leads to less than optimal 
funding decisions.
Albert Gehami, Data Scientist

“Part of my role is predicting where 
violent crime is likely to occur over the 
next 15 days based on violent crime 
data gathered over the previous month,” 
says Isaac Van Patten, professor of 
criminal justice at Radford University 
and an embedded criminologist in 
the Roanoke Police Department. He 
works with the Intelligence, Statistics, 
Technology, and Research Unit, which 
performs crime analyses for the city.

After determining where, on aver-
age, violent crime is more likely to occur, 
the city can step up police patrols. 

“Hot spot policing is probably the 
most effective way of reducing total 
crime, including violent crime,” Van 
Patten says. 

However, as in San José, the 
newness of the effort makes it difficult to 
“ferret out a causal relationship between 
policing initiatives and their effectiveness 
on reducing crime,” he acknowledges. 

Rancho Cucamonga is also examin-
ing large quantities of data for patterns 
that can reduce crime. It currently pulls 
4,000 hours of video feeds from 150 
CCTV cameras throughout the city. 
Because the city can’t afford to have 
someone monitor live videos, they’re 
used retroactively to gather information 
after an incident. Innovation Officer Polk 
thinks AI offers a better alternative. 

“With AI, algorithms can act as 
a virtual watch dog to alert people 
in real time when something suspi-
cious is happening,” he says. 

Reducing vandalism in parks is 
one way the city could harness this 
power. Officials are evaluating AI appli-
cations that would monitor real-time 
video feeds from affected park areas 
during the peak hours that problems 
occur. If the virtual watch dogs detect 
motion from large objects, they could 
send the feed to the watch commander, 
who would then decide whether to 
send an officer to the scene. 

“We are preparing to pivot our video 
management system from an in-house 
DVR to a cloud-based system that offers 
this type of analytics,” Polk says. 

DAVID KIDD PUBLIC CIO SPECIAL REPORT    17

PCIO19_SR_Q3Q4.indd   17PCIO19_SR_Q3Q4.indd   17 11/4/19   9:27 AM11/4/19   9:27 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

18   SHUTTERSTOCK.COM18   

PCIO19_SR_Q3Q4.indd   18PCIO19_SR_Q3Q4.indd   18 11/4/19   9:28 AM11/4/19   9:28 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

PUBLIC CIO SPECIAL REPORT    19 

Government leaders are cultivating 

healthy skepticism about AI and machine 

learning. They’re balancing the hope and 

hype of these technologies with an appreciation for 

the roadblocks that must be addressed before their 

agencies can more widely adopt the tools.The following 

five challenges represent areas of concern. 

Challenge: The large data sets required 
for AI are difficult to manage and govern.

Solution: Government needs new 
policies and strategies for master data 
management and governance. 

Because AI analyses are only as good as the 

underlying data that supports them, government 

organizations must dedicate significant time and 

resources to ensure the information is accurate. 

Problems may begin early, when new data is 

recorded into a database. Someone in one depart-

ment may identify a street as Cedar Avenue, 

while someone else calls it Cedar Street and a 

third person misspells the same roadway as Ceder. 

Through manual intervention or a digital data 

cleansing tool, discrepancies like these need to 

be identified and remediated. 

The data that San José’s gang task force gath-

ered for its analyses required upfront work before it 

could help optimize funding decisions. 

“The hygiene of the data was not good,” Lloyd 

says. “We had to spend eight months cleaning it up 

Best Practices 
to Effectively 
Implement AI
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to put us in position to do two months of analyses. 

That tells us that building a management structure and 

maturity around data practices is going to pay off.” 

That process doesn’t take someone with a degree 

in data science, “but it does require getting depart-

ments on the same page about what their data should 

look like,” says Gehami, the data scientist and consul-

tant who worked with San José to clean its data. 

Data quality isn’t the only requirement — the infor-

mation also must be complete. This means aggregat-

ing data from multiple sources, which is difficult in 

government environments that have traditionally run 

siloed information systems. 

“We have to analyze data from across departments 

and look at it more holistically,” says San Francisco’s 

Gurell. “So, we’re busy building integrations with appli-

cation programming interfaces and web services to 

communicate across these data domains.”

San Diego officials faced data consolidation issues 

when they decided to expand their use of data and 

analytics. The city combined more than 30 separate 

systems run by its various departments into a central-

ized management system that now controls 3.2 million 

city assets. San Diego also entered GIS data into a 

commercial database management system that helps 

field staff efficiently manage work orders and route 

workers to job sites. 

The data consolidation paid off. The goal was to 

optimize routes for city services, streamline capital 

improvement planning, and combine projections for when 

infrastructure and other physical assets will need replacing 

with budget requirements. These insights will help the city 

save costs and reduce disruption for residents by coordi-

nating capital improvement projects with other scheduled 

activities, such as street paving and water pipe installations. 

“In 2015, Mayor Kevin L. Faulconer pledged to have 

1,000 miles of streets paved by 2020,” Behnke says. 

“Thanks to the efficiencies of data governance in capital 

improvement planning, we are well ahead of that with 

more than 1,400 miles paved so far.”

Challenge: Convincing end users to trust 
and value data and analytics.

Solution: Devise a multifaceted 
approach to create a data-driven culture.

No matter how excited IT leaders and data scientists 

get applying advanced analytics, end users may favor 

expertise and gut feelings when making decisions. 

This includes police officers, who have reputations for 

being “a very independent bunch,” Van Patten says. 

“If we tell them analytics indicate this area is where 

they need to focus to prevent violent crime, and there 

isn’t any crime right away, officers will see it as a waste 

of their time,” he says. “They’ll be unwilling to follow the 

advice again.” 

People in other departments can be similarly analyt-

ics adverse, which AI advocates are learning in Rancho 

Cucamonga. The city manager there mandated the use 

of data and performance metrics for decision-making 

processes related to budgeting, strategic planning and 

other areas. Innovation Officer Polk and his staff are 

now working with various departments to identify 

meaningful metrics.

“There are people who roll their eyes over this and 

act like they’re just going through the motions,” he says.

These staff members may worry that data-driven 

decisions don’t consider nuances that only human 

experts may know and could produce negative results. 

That’s why trust in AI must be built over time and grad-

ually become engrained in daily activities. 

“It’s important to start out slowly with proof of 

concept projects that realize the value of AI to get the 

organization moving toward a more data-driven culture,” 

says San Diego CIO Behnke. “Early successes help 

drive others in the organization to duplicate some of the 

proven successes.”

Polk agrees. “I suppose you could brute force it, but 

I wouldn’t want to be that guy in that situation,” he says. 

“Our mantra is ‘Go slow to go fast,’ which means find 

areas where there’s a hunger for information and then roll 

out analytics for people who want it.”

In addition, AI proponents should be clear that most 

operations won’t be run completely by AI systems. 

“AI is always going to be an accompaniment to 

human knowledge,” he says.  

Two other factors can help drive acceptance over 

time. One is clear executive-level commitment that 

shows how analytics are part of a larger mission. 

“Mayors and city managers in high-performing cities 

are driving the integration of modern technologies like 

“Our mantra is, ‘Go slow to go 
fast,’ which means find areas 
where there’s a hunger for 
information and then roll out 
analytics for people who want it.
Darryl Polk, Chief Innovation Officer, City of Rancho Cucamonga, Calif.

of CDG survey 
respondents 
say lack of 
staff expertise 
prevents 
them from 
adopting AI.

66%
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AI so 21st-century citizens can have 21st-century govern-

ments,” says CDG fellow Bennett. “These efforts are 

also driving efficiencies to make limited resources go as 

far as possible. In both cases, the top-down pronounce-

ment that modern technologies will be part of the way 

a city governs itself is required. Individual departments 

then must figure out where to apply technology to yield 

the greatest value to citizens.”

Finally, regular interactions between data analysts 

and end users will help promote the wider adoption 

of analytics. 

“Eventually, people will come to data specialists to 

ask for our help and support,” Van Patten says. “When 

they interact face-to-face with analysts, end users see 

the possibilities of using data, and they start to get 

enthusiastic about what we can do. That personal 

connection is critical.”

In addition to internal end users, it’s also important  

to establish and maintain trust with citizens who may 

be leery of AI and other emerging technologies.

“If you lose trust, you lose everything,” says Dante 

Ricci, global public sector marketing lead at SAP. 

“You should be able to explain how the algorithms 

were made in an AI application, how they digest and 

process data, how it was built, and what the system 

can and cannot do. You also need to ensure it is 

protected from someone accessing it and poisoning 

the data in some way.”

Challenge: Sorting through various AI 
implementation options to find the right 
choices for each situation. 

Solution: Develop a clear understanding 
of standalone vs. embedded AI as 
well as cloud-based or on-premises 
applications.

The first stages of AI integration by government are 

coming as vendors blend the technology into enterprise 

applications, such as cybersecurity programs or an 

email platform’s spam prevention capabilities. AI can 

quickly identify unusual behavior and signatures that 

may alert organizations to hackers. 

Over time, as AI matures for decision support 

and predictive modeling activities, organizations may 

procure additional platforms for AI and machine learn-

ing technology. As that happens, many government 

CIOs see cloud services as a practical way to add AI 

into IT operations.  

The infrastructure-as-a-service solutions that are 

becoming common in government for compute and 

storage resources will increasingly incorporate AI and 

machine learning as value-added capabilities. This 

approach capitalizes on the performance efficiencies 

of managing data, analytics and the required process-

ing power all within a cloud environment, where 

AI can perform comparative analyses and predictive 

modeling. 

“In this way, AI is going to become a ubiquitous 

service,” Polk says. 

Behnke is looking into a new analytics cloud 

service with built-in machine learning technology.

 “Many of our core functions run in the database 

solution, and we already have good data governance in 

that environment,” he says. “As a result, there’s potential 

to optimize our enterprise asset management activities, 

route services more effectively, perform predictive main-

tenance and run more powerful financial analyses.”

Other database vendors, as well as leading cloud 

services providers, also compete with mature AI offer-

ings, he notes. 

“The advantage of moving everything to the cloud 

is the huge compute power you get,” Goodall says. 

“The disadvantage is that some organizations just 

don’t have adequate networking capacities.”

Data feeds from hundreds or thousands of IoT 

sensors throughout a municipality may quickly burden 

the underlying networks. To avoid data overload, some 

CIOs are evaluating edge computing strategies, where 

instead of running in the cloud, AI analyses happen on 

or near sensing devices. 

“Mayors and city managers at high-performing cities are 
driving the integration of modern technologies like AI so 
21st-century citizens can have 21st-century governments.
Bob Bennett, Former Chief Innovation Officer, Kansas City, Mo.

of CDG survey 
respondents say 
they anticipate 
employees 
will resist the 
implementation 
of AI.

63%

(Continued on page 26)
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‘Regular BI’ Still 
Delivers Benefits 
During the Rise of AI 
Government has used business 
intelligence (BI) applications to support 
decision-making for decades. These 
applications have steadily matured 
over time and now offer important 
new capabilities, such as so-called 
self-service tools that make it easier 
for end users to analyze information 
without the aid of IT technicians or 
data scientists. As a result, BI will 
continue to play an important role 
for government workers rather than 
becoming obsolete because of AI. 

An example of BI’s continuing 
power is a mapping application 
used by San Diego. BI provides the 
underlying analyses and quality 
controls as city officials use the 
application to streamline the permitting 
and approval of public small cells, the 
mini towers needed for 5G cellular 
services. The application includes 
an interactive mapping interface to 
identify streetlights available to act as 
mounts for small cells. A dashboard 
monitors the permit submittal process, 
and a public-facing interface supports 
telecommunications vendor research 
and requests for asset usage. In 
addition, a mobile editing application 
helps ensure the accuracy of asset 
locations and attribute data. 

In addition to helping the city of San 
Diego comply with FCC regulations 
for approving small cell permits and 
placement, the tool reduced the time 
needed to process permits by 300 
percent in some cases, says Jonathan 
Behnke, the city’s CIO.
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Democratizing Data and 
Empowering Employees 
with AI-Driven Analytics
Organizations are drowning in data, but 
many of them still struggle to transform 
this information into insights. 

Governments experience these 
challenges, too, but arguably the stakes 
are much higher. The data agencies 
collect is a powerful tool to improve 
citizen service, solve public policy 
challenges and make the communities 
they serve a safer, better place.

How can agencies drive more value 
from their data, especially with never-
ending budget constraints and legacy 
technologies that don’t equip them to 
deliver the best citizen experience?

AI-driven analytics may be the answer. 

AI, or artifi cial intelligence, helps state 
and local governments automate and 
scale data collection and analysis and 

allows technical and non-technical users 
alike to increase their data fl uency and 
generate insights from the millions 
(and potentially, billions) of data points 
they collect. 

One company, ThoughtSpot, is building 
AI-powered analytics to make unearthing 
and leveraging insights simple. The 
company has brought the power of AI 
and search together to democratize 
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data and empower anyone within an 
organization to become both a creator 
and consumer of insights. 

The approach has proven successful 
so far. Organizations like Walmart, Rolls 
Royce, and Hulu — as well as agencies 
in both the federal and local government 
— have adopted ThoughtSpot. The 
company has received signifi cant market 
recognition for its secure, compliant 
solution for search and AI-driven analytics 
that is simple, smart, and fast. The 
company was named a leader in the 2019 
Gartner Magic Quadrant for Analytics and 
Business Intelligence Platforms, one of 
the 100 most important cloud companies 
in the world by Forbes Magazine, and 
a technology pioneer by the World 
Economic Forum.

With ThoughtSpot, anyone can quickly 
analyze billions of rows of data from any 
data source — including legacy systems 
— by simply asking a question in a search 
bar, or get answers to questions they 
didn’t even think to ask with SpotIQ, 
ThoughtSpot’s AI engine. ThoughtSpot 
provides true self-service for everyone 
within an organization, empowering them 

to effi  ciently gather granular insights 
and spot anomalies, correlations or 
trends in data more quickly than they 
could on their own. And with object-level 
security integrated into the search bar, 
organizations never have to worry that the 
right users have the right permissions to 
access certain data sets.

The solution has several public sector 
applications that can transform how state 
and local governments serve the public, 
including:

• Driving solutions for social services:

ThoughtSpot can drill down through
millions of records in seconds to
identify potential irregularities and help
an organization easily identify at-risk
populations so it can provide better
and more timely preventive care for
those in need. For example, SpotIQ
recently did this with 2.4 billion publicly
available DEA records and within nine
seconds found outliers of providers
that prescribed a high level of pills
per person. The system successfully
pinpointed the top outlier — a Ohio
pharmaceutical company that had been
indicted for opioid distribution.

• Delivering better citizen services:

The citizens that government agencies
serve expect timely and personalized
service.  ThoughtSpot gives agencies
access to transactional-level details
about the constituents they serve,
allowing them to provide better and
more timely services for citizens that
need it most.

• Building safer communities:

ThoughtSpot allows any municipality
to identify congested and accident-
prone areas and more accurately
deploy resources to reduce congestion
and potential traffi  c accidents,
making roadways safer for residents,
pedestrians and motorists. In a similar
fashion, law enforcement can now see
the area of most concern and deploy
resources more rapidly.

State and local governments spend 
too much time and human capital 
prepping and cleaning data sets and 
manually pulling reports and dashboards. 
ThoughtSpot can help organizations save 
valuable time and resources so they can 
reinvest into delivering a better, more 
personalized citizen experience. 

For more information, visit: 
https://www.thoughtspot.com/solutions/government-analytics

Recently named a leader in the 2019 Gartner Magic Quadrant 

for Analytics and Business Intelligence Platforms, ThoughtSpot 

has a secure, compliant solution for search and AI-driven 

analytics that is simple, smart, and fast.
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“The ideal use case for flood monitoring would 

be to have AI running with the sensor,” says UVA’s 

Goodall. “That way, the sensor can see an image of 

a road and report out when there’s flooding.”

If the AI-enhanced sensor doesn’t detect water 

on the road, it doesn’t have to burden the network 

with unnecessary data, he adds. 

Challenge: Ethical and privacy 
problems arise from biases hidden 
within data sets.

Solution: Government must work with 
community groups and others to pioneer 
ethical-use strategies.

Local governments are entering uncharted ethical 

and privacy territory thanks to detailed AI analyses 

and the large volumes of data collected through IoT 

devices, web traffic and other sources.

“As much as the technology and analytics will be 

hard, they are the easier part. Privacy and ethical use 

of data will be defining variables in how communities 

progress to ‘smart cities’ solutions. The ability to sense 

so much of what is happening in a community and in 

many aspects of a citizen’s life is making ethical use 

of that information essential to how we apply AI tools,” 

says Lloyd.

The challenge is exacerbated by the lack of 

common standards — ideas about the ethical use of 

AI in one community may be quite different than those 

in another community. For example, residents of cities 

that have suffered terrorist attacks may accept ubiq-

uitous video cameras and AI-based facial recognition 

systems as necessary safety measures. Citizens in 

more rural areas may feel less vulnerable to attack 

and resist such an invasive approach. 

Another component of ethical AI is the danger 

that biases against certain groups may be embedded 

in government data sets and AI algorithms. Bias may 

arise as people make decisions about what data gets 

collected and what information is relevant for each 

analysis. Thus, criminal activity may be exaggerated in 

some communities because they’re patrolled at higher-

than-average rates, which creates data showing large 

numbers of incarcerations. In similar ways, AI analyses 

may be skewed because of racial and gender biases 

hidden in inaccurate, incomplete and outdated records.

“An algorithm’s job is to find trends and make 

predictions based on the data that it’s given,” Gehami 

says. “If that data is biased against minorities, people 

in a lower socioeconomic status or other factors, the 

model will be trained in those ways.” 

How can government leaders reduce bias in their 

data? Promoting better understanding of the commu-

nity and deeper clarity in what the algorithms are 

doing are the first steps.

“An ongoing community conversation needs to 

happen in each city around privacy and the ethical use 

of AI,” Lloyd says. “Especially in the absence of federal 

and state leadership in this area.”

As new information becomes available to model 

builders through interaction with citizens, algorithms 

can be refined accordingly. 

“One approach is to tweak how the model learns 

to better reflect reality than the data does alone. For 

example, say we know minority citizens are twice as 

likely to be caught when they commit a crime. We can 

train the model to learn only half as much from each 

crime report on a minority citizen as it would from crime 

reports on other citizens, cancelling out the bias we see 

in the data.” Gehami says. “Tweaking how the model 

learns can be quite easy. The hard part is figuring out 

how much to tweak it. I don’t mean to sound cynical, 

but no model is going to be perfectly unbiased. All you 
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can really hope for is that you’re building a model that is 

less biased than the system in place today.” 

“Hence, the need to be open, to honestly dialogue 

with community stakeholders and to design in 

controls,” Lloyd adds.

The second step for reducing biased analyses is to 

ensure data scientists are monitoring and adjusting models 

over time as new insight about communities and groups 

creates more accurate data sets and weighting systems.

AI specialists and community groups aren’t the 

only ones who should be involved in discussions about 

ethics. Legislators must also contribute to the process. 

“It’s easy for me and my peers to see new use 

cases for emerging technology,” Gurell says. “But legis-

lation and governance policies are lagging the innova-

tions we’re seeing in technology. We must be much 

more nimble in developing and updating policies.” 

For example, algorithms associated with digital 

assistants have become persistent recognition systems 

— they can now analyze someone’s emotional and 

behavioral state based on his or her voice. Is that 

something that’s appropriate for sensors to do in public 

places? Or should citizens have the right to keep their 

emotions, their mental state and other biometric details 

private from persistent devices in public spaces?

By using AI to examine the 
city’s permit management 
system, Kansas City, Mo., 
officials can see upcoming 
developments and coordinate 
that with their schedules for 
laying fiber for high-speed data 
networks or IoT sensors.

San Francisco is addressing the questions 

through public hearings, community outreach 

programs and legislative processes that bring 

evolving privacy concerns to the attention of the 

board of supervisors. 

Challenge: Government agencies 
and IT departments want to use AI 
and machine learning, but struggle to 
fund the implementations. 

Solution: Augment internal budgets 
with new partnerships and grants. 

Some IT directors are engaging AI and cloud 

vendors in public-private partnerships to develop 

AI roadmaps and attract funds to bring them to 

life. Private foundations can be another funding 

mechanism to help pay for AI and machine learning 

pilot projects. For example, although the Rockefeller 

Foundation’s 100 Resilient Cities initiative formally 

ended this past summer, the foundation is still 

distributing $8 million in grants to support the 

resilience efforts of cities already in the network. 

Norfolk, one of those cities, has relied on foundation 

funds to help pay for problems related to climate 

change, including the AI-backed flooding research 

Goodall is conducting. 

Local colleges and universities are also possi-

ble sources for funding and technical expertise to 

augment the government workforce. The National 

Science Foundation’s Smart and Connected 

Communities initiative is designed to create 

scientific and engineering foundations for digitally 

advanced communities that bring new levels of 

economic opportunity and growth, safety and 

security, health and wellness, and overall quality 

of life to their citizens. Educational institutions that 

seek the funding are required to establish partner-

ships with cities, Goodall says. 

“At the University of Virginia, we’re working 

on a partnership to create closer ties to our local 

city,” Goodall explains. “Students in disciplines like 

civil engineering can benefit from the hands-on 

problem solving they learn when working with cities. 

Cities, in turn, are seeing potentially beneficial tech-

nologies like AI coming down the pike, but they don’t 

have the resources needed to try them out or fully vet 

them. These partnerships between cities and univer-

sities can be a huge win/win for everybody.”
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Tools for 
Better Government

SHUTTERSTOCK.COM

As citizen expectations and requirements for government services evolve in an age of    

  digital transformation, public sector officials are slowly gravitating to AI and machine 

    learning. New research shows leaders see these technologies as resources for 

boosting operational efficiency, reducing costs and improving decision-making processes. But 

the research also makes clear that government leaders must find ways to overcome significant 

roadblocks to AI adoption, including problems surrounding data governance, technology updates, 

ethical-use policies and other areas. 

By addressing these hurdles head on and building AI cultures gradually with the help of pilot 

projects, government agencies will have new resources to determine what services citizens will 

need in the future and how to fulfill those requirements.  

“One of the core responsibilities of City Hall is to make better decisions about the types of 

services it delivers for citizens,” Bennett says. “And good decisions are reliant upon the tools 

that are available for leaders to use. AI is one of those tools that can allow government to make 

decisions faster and better thanks to using much more information.”
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How to Find AI’s Niche in 
Data-Driven Government
Capitalize on AI expertise and end-to-end solutions 
to address high-potential use cases.

Q: How can state and local leaders decide if and where AI fi ts best 
within their organizations?
A: It starts with keeping their missions top of mind and then understanding the art of 
the possible. The range of potential applications is broad, from using digital assistants 
to supporting help desks to closing gaps in tax collections and detecting fraud in social 
services. Government stakeholders must also educate themselves about the diff erent 
technologies that fall under the AI umbrella, including robotic process automation, 
machine learning, deep learning and natural language processing, and then focus on 
security and privacy requirements. 

Q: Which government stakeholders should be involved in that process?
A: Representatives should include a diverse group of senior managers, business leaders 
and users; it’s not enough for IT people alone to guide AI projects. Also include legal 
representatives to outline ethical, compliance and privacy constraints, and eventually 
include citizens to help identify any hidden biases that may have found their way into 
data models.

Q: What does SAP off er to help state and local governments adopt AI?
A: SAP Leonardo is a combination of intelligent technologies, services and industry 
expertise that can help clients optimize processes and resources — and ignite 
innovation in any area of their organizations. The platform enables customers to 
use a mix of intelligent technologies — including machine learning, robotic process 
automation, the Internet of Things, conversational AI and blockchain — on an open 
cloud platform to meet their missions. The comprehensive technology unifi es scalable 
enterprise AI and intelligent information management, enabling clients to embed 
advanced machine learning capabilities into business processes, automate manual 
tasks, personalize services, and anticipate issues and risks. 

Q: What steps should government organizations take to move forward 
with AI?
A: Choose one use case that has a relatively high potential for success. Use it to develop 
an implementation framework and data governance model that are scalable and point the 
way for government to adopt a more data-driven culture.

Dante Ricci,
Lead, SAP Global 
Public Sector Marketing

www.sap.com/regulated

Artifi cial intelligence (AI) continues to evolve at a blistering pace as it spreads from the offi  ces of data scientists 
to citizen-facing government operations. This leaves public sector offi  cials wondering how to leverage AI’s larger 
potential and what use cases best support the missions of individual agencies. Dante Ricci, global public sector 
marketing lead at SAP, off ers advice to help answer these questions and move forward with pilot projects. 
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Endnotes

Sponsors

The Center for Digital Government is a national 
research and advisory institute focused on technology 
policy and best practices in state and local government. 
The Center provides public- and private-sector leaders 
with decision support and actionable insight to help 
drive 21st-century government.

The Center is a division of e.Republic, the nation’s only 
media and research company focused exclusively on 
state and local government and education.

www.centerdigitalgov.com

Government Technology’s Public CIO is a 
community of influential technology leaders in 
federal, state and local government brought 
together through print, online, and events.
Public CIO is a division of e.Republic, the nation’s 
only media and research company focused 
exclusively on state and local government 
and education.

www.public-cio.com 

1The Center for Digital Government surveyed 125 state and local government IT leaders regarding their understanding and use of 

artificial intelligence and machine learning in February 2019. All data in this report is from this survey unless otherwise indicated.
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The Responsive State CIO:
Connecting to the Customer
2019 State CIO Survey

In this tenth annual state CIO survey we received the perspective of 4
state and territory CIOs on the factors and trends driving the adoption 
of enterprise IT in the states.  This year’s survey follows an election cycle 
with significant turnover in the ranks of many states’ most senior tech-
nology officials.  A key theme that emerged from the survey was an 
increased focus on customers of the state CIO organization, whether 
they are state agency customers, local government partners, or citizens 
taking advantage of state technology services. 

For more information visit  www.NASCIO.org

https://www.nascio.org/
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