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Why is Active Directory such 

an important part of disaster 

recovery, and why do state and 

local leaders tend to overlook it?

Hymer: Active Directory is the primary 
way users in most organizations 
authenticate and authorize access 
to all the business resources their 
people need. Without Active Directory, 
it doesn’t matter if you restore the 
other pieces because nobody has 
the authorization to reach them. 
Patton: Many people think they are 
already covered because their disaster 
recovery solution has a checkbox 
for Active Directory. What they fail to 
realize is some of those solutions only 
restore data (objects) in the directory 
— but cannot restore the directory. 
Hymer: If they fail to back up and 
recover Active Directory properly, 
then they will probably fail to recov-
er the rest of their environment. 

How does the current threat 

environment make it more 

imperative to recover Active 

Directory eff ectively?

Patton: Ransomware gangs are on the 
rise — searching for affi  liates to infect 
networks. It’s not just external people to 

worry about. It may be somebody inter-
nal who’s not getting paid very well who 
wants to deploy a malware payload. 

Why do traditional backup 

solutions fall short for recovering 

Active Directory during a 

cyber event?

Hymer: With Active Directory, it’s not 
enough to restore a domain controller 
to a healthy state. Traditional backup 
solutions don’t understand how to 
re-sync Active Directory domain 
controllers. It’s not an easy task. 
Microsoft outlines some 40-plus steps 
which must be carried out on each 
domain controller — and coordinated 
across all domain controllers.
Patton: And it’s not just restoring the 
directory: It’s kicking the attackers off  the 
directory. If a Zero-Day exploit was used, 
then it’s likely that malware is sitting in your 
backup. That has to be part of your plan.

What else should government 

IT leaders be thinking about for 

Active Directory restoration? 

Patton: Practice your recovery. 
Practice every single domain 
controller going down, then restore 
them. Active Directory is designed 

At Quest, we create the software that helps you 
realize the benefi ts of new technology. We provide 
solutions that manage, modernize and secure your 
enterprise across your endpoints, on-premises in-
frastructure and in the cloud. We help you conquer 
your next challenge with confi dence. We’re not 
the company that makes big promises. We’re the 
company that fulfi lls them. www.quest.com

to be highly available. If one domain 
controller goes down, another one 
picks up the load. Most organizations 
across the world have not tested all 
their domain controllers going down at 
the same time. Practice that scenario 
so you have a chance of restoration. 
Hymer: Make sure you regularly back 
up your Active Directory offl  ine — airgap 
it. Because if it’s still on the network 
when ransomware hits, then it’ll get 
encrypted with everything else. It could 
be as simple as backing up to a USB 
drive you keep in your desk drawer. If 
you back up your Active Directory there 
once a week, you are in far better shape 
than if you have no backups at all. 

Don’t Neglect 
the Role of 
Active Directory
in Cyber Defense
Why an Active Directory disaster recovery plan 
is crucial for cyber resilience and security in 
state and local governments   

Microsoft networks use Active 
Directory to authenticate users 
and grant access to business 
resources like applications, 
databases and fi les. Neglecting 
the proper backup and recovery 
of an Active Directory dramatically 
increases the cyber risk level 
for government agencies. 

How so? We put this question 
to Brian Hymer (above left) 
and Bryan Patton of Quest 
Software, which specializes 
in managing, modernizing 
and securing enterprises and 
government agencies. Hymer is a 
solutions architect and Patton is 
a principal solutions consultant. 

A GOVERNMENT TECHNOLOGY Q&A SECURING DIGITAL INFRASTRUCTURE
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By Noelle Knell /  EditorPOINT OF VIEW

4         December 2021  //  www.govtech.com

When Do You Need IT?

You’ve heard the claim, harder than 
ever to refute, that every company 
is a technology company. The gov-

ernment equivalent of that is that every 
agency is a technology agency. No group’s 
work can be accomplished without tech-
nology underpinning it. Even the fi eld 
work of people in parks and recreation, law 
enforcement, public works and so many 
others is organized and managed by tech 
platforms to keep track of schedules, call 
volume, inventory and general effi  ciency.  

And all of that was the case prior 
to the pandemic. But the crisis and its 
lingering aftermath that includes a much 
heavier emphasis on digital government 
has underscored how central functional 
technology is to a well-run government 
enterprise. Many technology leaders had 
the ear of policymakers in their jurisdiction 
pre-COVID, but many more do now. And 
similarly, many IT shops worked closely 
alongside organizational business leaders 
to consider and eventually deploy solutions 
to meet business needs. But the pandemic 
cemented these collaborations in new ways. 

It has also accelerated project timelines. 
Indeed, IT has advanced at a fevered pitch 
in the past two years, and technology 
teams have risen to the occasion and 
settled into this new status quo. State 
CIOs gathered at the annual National 
Association of State Chief Information 
Offi  cers conference in October said as much. 

“Even though we’ve got this huge 
amount of demand, we’re running at an 
extremely fast pace, everybody’s running 
to the fi re. I think we’ve all settled into it 
and it’s almost made us a little bit more 
focused on what we need to get done and 
everybody feels the urgency,” said Illinois 
Acting Secretary and CIO Jennifer Ricker.

Her colleagues added that pandemic-
era demands have challenged traditional 

government procurement models, as well as 
emphasized resource constraints, especially 
human resources. But their ability to deliver 
under extraordinarily challenging circum-
stances has led to some positive changes too. 

Indiana CIO Tracy Barnes made the 
point that IT is now involved earlier in 
conversations about new and changing 
business needs that technology can help 
address, and stays engaged throughout the 
process. Barnes says this gives IT a more 
enterprise view, enabling them to better 
support the needs of the entire organization.  

“Our team and our agency has been a lot 
more engaged and involved in the early con-
versations, and mapping from an enterprise 
perspective,” said Barnes, “and then really 
making sure that we can put some standards 
in place that support the ability to maintain 
and manage these solutions long term.” 

Pointing out the security advantages 
of having a clearer big-picture view, 
Barnes understandably hopes this shift is 
a permanent one. 

Structural changes ushering in simi-
lar benefi ts have taken place this year in 
West Virginia. While Joshua Spence now 
has an updated title — CIO as opposed 
to CTO — the legislative change also 
brought about a new model in the state, 
in which Spence’s offi  ce gained new 
authority with respect to how executive 
agencies use technology. Both central IT 
and agencies can now bring their strengths 
to bear to better serve citizens. 

“Ultimately, we want to give the agencies 
a platform to build on and allow them to 
really focus on how they’re using the tech 
to bring benefi t and not so much on how 
the tech is delivered,” Spence said. 

These are good examples of a role for the 
IT offi  ce that’s continuing to evolve. The 
additional engagement, responsibility and 
authority are moves in the right direction.  
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A GOVERNMENT TECHNOLOGY Q&A SECURING DIGITAL INFRASTRUCTURE

How is cybersecurity in the hybrid 
cloud different from on-premises 
security needs?  

When organizations embark on their 
hybrid cloud journey, they generally 
don’t think about the impact on their 
security teams. A consideration should 
be ensuring both on-prem and cloud 
environments maintain the required 
level of security and compliance. Unlike 
traditional on-prem resources, cloud 
services offer enhanced capabilities. 
They provide customers a more 
secure foundation with the ability 
to modernize, scale, and innovate 
quickly. The application of security 
controls within a cloud environment 
can be vastly different from an on-
premises environment — especially with 
infrastructure-, platform-, and software-
as-a-service models. Technologies and 
methodologies may vary depending on 
who’s responsible for what, what level of 
visibility an organization has, its maturity, 
and the levels of control. 

What steps help reduce risk in 
hybrid cloud environments?

Organizations should start by 
assessing their security controls and 
identifying gaps between their on-prem 
and off-prem or cloud environments. 
A holistic framework for visibility that 
entails managing, and continuously 
monitoring both environments is also 
important. I recommend adopting 

native cloud security tools, which 
enhance the level of visibility that’s not 
typically available in the same on-prem 
tools. Lastly, training — and in some 
cases certifi cation specifi cally related 
to cloud cybersecurity — is critical 
for IT and security professionals’ 
growth and maturity in the cloud.

If the worst does happen, what 
needs to be in place to recover?

To recover as quickly as possible 
and with the least amount of damage, 
it’s important to develop a strong 
backup or disaster recovery plan that 
may include a cloud-based, immutable 
backup solution that is tested on a 
regular basis. Cyber insurance is also 
valuable — not as a measure to transfer 
risk, but as a means to obtain additional 
support for things like legal concerns, 
victim notifi cations, and forensics.

According to Marsh Insurance, 
cyber insurance premiums for U.S. 
clients rose 112 percent from August 
2020 to August 2021. Price increases 
are expected to continue in 2022.  

How can organizations get the 
lowest premium for cybersecurity 
insurance?

Insurance companies often provide 
a laundry list of requirements to get the 
lowest rate. I recommend addressing 
the top areas at a minimum. Multifactor 
authentication — not just for privileged 

users, but for everyone — could reduce 
premiums. Other key measures include 
patch management; a solid framework for 
encrypting data wherever it’s stored, an 
endpoint detection and response solution 
that provides a clear understanding of 
what’s connecting to the network and its 
security posture, and an email fi ltering 
solution that reduces the noise coming into 
the environment and allows security teams 
to focus on true threats. Patch management 
and immutable backups are also a high 
priority. Besides reducing premiums, all of 
these things also minimize the risks and 
impact to an organization if something 
goes south. But this all begins with a strong 
security foundation, which industry-leading 
cloud services can provide.

State and local governments increasingly rely on hybrid cloud environments to simplify operations and modernize 
services. In this Q&A, Maria Thompson, former chief risk offi  cer for the state of North Carolina and cybersecurity 
leader for state and local government at Amazon Web Services (AWS), discusses how to protect hybrid cloud 
environments from phishing, ransomware, and other increasingly sophisticated attacks.

Amazon Web Services (AWS) Worldwide Public Sector 
helps government, educa  on, and nonprofi t customers 
deploy cloud services to reduce costs, drive effi  ciencies, 
and increase innova  on across the globe. With AWS, 
you only pay for what you use, with no up-front physical 
infrastructure expenses or long-term commitments. 
Public Sector organiza  ons of all sizes use AWS to build 
applica  ons, host websites, harness big data, store 
informa  on, conduct research, improve online access for 
ci  zens, and more. AWS has dedicated teams focused 
on helping our customers pave the way for innova  on 
and, ul  mately, make the world a be  er place through 
technology. www.aws.amazon.com/stateandlocal

Cybersecurity and risk 
management in the hybrid cloud 
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In Defense 

WHO SAYS?
“It is quite possible that someone could be in their home watching 

Judge Judy in 4G and then step outside to the barn or work in the 

field and can’t even connect to call 911.”

govtech.com/quotedecember2021

govtech.com/extra: 
Updates from Government Technology’s daily online news service.

An updated version of the Center for Internet 
Security’s (CIS) Community Defense Model 
lays out a road map for public and private 
organizations to best defend against the most 
urgent cyber threats. CIS says that adopting 
all of the document’s recommendations 
should defend against 92 percent of 
ransomware techniques; adopting just the 
basics will still defend against 78 percent. 
The road map also takes into account real-
world costs of defenses to help determine 
where the most value can be found.  

Biz Beat 

BETTER TOGETHER 

The consensus from panelists at the inaugural InState GovTech Summit in October 

was that the booming gov tech market shows no signs of slowing down. Part of 

that is attributed to an active venture capital scene, boosting public-sector tech 

investment at all levels, along with the speed at which governments deployed new 

digital services during the pandemic. Panelists like veteran gov tech investor Ron 

Bouganim advised entrepreneurs that having the right talent on board is key to 

attracting top funding. 

To more easily work through some of the larger challenges around smart city tech, like privacy 
and connectivity, a new group called the National Smart Coalitions Partnership (NSCP)
brings together regional eff orts representing more than 100 local governments. Some of 
NSCP’s initial work will be around smart city projects with the potential to generate income. 

MOST READ STORIES ONLINE:
Study Compares Coding Bootcamps 

With Universities  

Is Cybersecurity Insurance Out of 

Reach for Government?  

Charging Up EVs Costs More Than 

Filling Up Gas Tanks  

Missouri CISO Stephen Meyer Leaves 

Post for Private Sector  

NASCIO Survey Shows a New Post-COVID 

Landscape for CIOs  

Texas Off ers ‘Big Vision’ for 

All-Encompassing Services App  

6         December 2021 //  www.govtech.com

The amount Comtech 
Telecommunications has secured 
to build out next-gen 911 services 

nationwide.

The percentage of Philadelphia’s 
carbon emissions that come from 

transportation, which the city 
hopes to improve by transitioning 
its fl eet of roughly 5,500 vehicles 

to mostly electric.

tech/bytes 

The number of schools getting 
funding to support broadband 

through the Emergency Connectivity 
Fund program from the Federal 
Communications Commission.

2,471

13

100M $

%

47
The number of states that currently 
have some allowance for cannabis

 on the books, although specifi c 
laws vary.
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By Stephen GoldsmithBECOMING DATA SMART

Stephen Goldsmith 
is a professor at 

Harvard Kennedy 

School and director 

of the Innovations in 

Government Program 

and Data-Smart City 

Solutions. The former 

mayor of Indianapolis, 

his latest book is 

The Responsive City: 

Engaging Communi-

ties through Data-

Smart Governance.

Comprehensive approaches 
to complex urban problems 
require comprehensive data, 

and the actions of the Baltimore City 
Department of Housing and Community 
Development (DHCD) demonstrate 
why and how. The department oversees 
permits, code enforcement, development 
and homeownership support programs. 
By integrating these responsibilities, 
housing offi  cials believe they can 
better understand trends and leverage 
resources to revitalize neighborhoods 
suff ering from historic disinvestment. 

In 2019, DHCD released a 
comprehensive Framework for 
Community Development, which 
outlines an investment strategy that is: 
1 / Asset-based, meaning investments 
are prioritized in areas near high-value 
community assets such as schools, 
hospitals, etc.; 
2 / Place-based, meaning they are focused 
on building and strengthening entire 
communities, utilizing an equity lens; and 
3 / Whole-block-based, meaning they 
are focused on outcomes at the block 
or neighborhood level and not on 
individual homes or apartments. 

“‘Building from strength’ 
is our tagline,” said Kim-
berly Rubens, acting chief 
of policy and partnerships 
and director of research and 
analytics for DHCD. With 
these priorities in mind, the 
framework identifi ed seven 
areas spanning 22 neigh-
borhoods across Southeast 
and Southwest Baltimore, 

chosen because of their proximity to an 
anchor for development activity and because 
they have strong community partnerships.  

To support the framework’s goals, 
DHCD has turned to GIS and location 
intelligence. Michael Braverman, the head 
of code enforcement for DHCD at the time, 
wanted access to a robust GIS tool to be 
able to leverage information about homes 
and neighborhoods. Braverman and two 
of his colleagues developed CoDeMap  
Classic and then built a 2.0 version with 
increased mapping options. Together 
they allow users to fi nd up-to-date infor-
mation about a property, including sale 
history, fl oodplain status, permit and cita-
tion history, and rental licensing status, 
as well as zoning  data. Staff  now use the 
platform to inform building or neighbor-
hood interventions such as demolitions.  

DHCD has developed a community 
planning layer on CoDeMap that enables 
long-term, block-by-block planning 
directly on the platform. The user-centric 
2.0 reforms include thematic group-
ing of the layers and a range of tools 
including an application that remem-
bers each user’s preferred GIS layers. 

According to Rubens, the CoDeMap 
platform “allows us to move from the 
theory of the framework to the practice 
of actually going into these communities 
to do the investment work.” The abil-
ity to layer data allows DHCD to take 
insights and discuss priority projects 
with community representatives in order 
to identify those with the most poten-
tial for positive whole-block outcomes. 

Technology facilitates demolition 
planning, as well as department planning 

and community engagement and 
awareness. Community policing takes 
advantage of mapping to do property-
level research for high-profi le illegal 
activities that might be taking place.  

The GIS team conducts extensive out-
reach and training, helping expand the 
scope and impact of the applications. After 
the major update in 2020, DHCD trained 
500 users in the fi rst few months, and 
continues to conduct regular trainings to 
ensure city staff  maintain the skills they 
need to access and navigate the application. 

These components of Baltimore’s suc-
cesses serve as helpful lessons. The project 
utilized data from various departments 
and combined it with the end user in 
mind through map data visualizations that 
broadly produced insights. Extensive train-
ing accelerated use and the ability of city 
and community offi  cials to access the same 
understandable data. Rubens emphasizes 
two other important factors: The data is 
outward facing, and someone is respon-
sible for making sure it stays current. 

Leadership matters, as always. When 
now-Mayor Brandon Scott served on the 
City Council, he was trained by Braver-
man on how to use CoDeMap and is now 
considered a “super user.” As Rubens 
noted, “Cities need to make sure we 
are investing in data systems that are 
not just functional for a specifi c agency, 
but ones that also have interoperabil-
ity and are not limited to certain users 
because of their legacy data systems.”  

Matt Leger, a research assistant for the 
Innovations in Government Program at the 
Ash Center, contributed to this column. 

Block by Block 
Baltimore Housing shows why comprehensive policies require comprehensive, useable data. 
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Government agencies face a growing 
variety of cybersecurity threats as 

cybercriminals become more sophisticated 
than ever. At the same time, agencies need to 
deliver digital services quickly via mobile apps 
and cloud services and become more data-
driven, which can add security risks.

For smaller agencies such as those at 
the local government level, cybersecurity 
challenges are even greater due to legacy 
systems and a lack of resources to defend 
themselves. Fortunately, these agencies 
can take several steps to improve their 
cybersecurity programs.

Reassess Risk

All agencies have experienced great 
disruption over the past year and a half, 
including lockdowns and the transition 
to remote work. This requires an updated 
security assessment that considers factors 
like employees using their own devices and 
networks.

Smaller agencies always need to be aware 
of their risk level, and that’s especially true as 
they transition to new ways of operating and 
doing business in a digital world.

“Any time you go through a major 
change, it’s a good practice to gain a 
clear understanding of what types of 

services you’re providing, what your overall 
mission is, and what types of threats might 
prevent you from continuing these critical 
services and achieving your mission,” says 
Christopher Montgomery, chief strategy and 
innovation offi  cer at Dell Technologies.

Agencies need to have a regular documented 
process in place to evaluate whether they need 
to update their security programs — including 
technology, processes and procedures — to 
address new risks. Then they need to take any 
necessary steps to help mitigate the risk.

Mitigation might include updating devices, 
providing new software, off ering training to 
employees or other initiatives. “Being able 
to understand where you are today and 
how you’re going to move forward over the 
next several months is extremely important,” 
Montgomery says.

Increase Visibility

To enhance security throughout the 
organization, it’s a good practice for 

agencies to look for opportunities to 
increase network visibility and situational 
awareness from a technology perspective.

One way they can do this is by leveraging 
technologies such as artifi cial intelligence 
(AI) and machine learning (ML) to help them 
detect and respond to cyber events.

For many smaller government organiza-
tions, cybersecurity is a part-time consid-
eration due to insuffi  cient resources. The 
automation capabilities of these technol-
ogies makes it easier for them to manage 
their environments.

Sometimes it makes sense to bring in outside 
experts to help augment the internal security 
team. Insiders can receive on-the-job training 
from seasoned experts. That can give 
agencies the confi dence to build out their 
own programs over time. This does not mean 
having the outside consultants around full 
time, but perhaps periodically to help fi ll any 
gaps in security coverage.

“Any time you go through a major change, it’s a good practice to gain 

a clear understanding of what types of services you’re providing, what 

your overall mission is, and what types of threats might prevent you 

from continuing these critical services and achieving your mission.”

Christopher Montgomery, Chief Strategy and Innovation Offi  cer, Dell Technologies

overnment agencies face a growing services you’re providing, what your overall agencies to look for opportunities to

Why Small Government Agencies 
Need to Make Security a Big Priority
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Create a Recovery Plan

Another best practice for agencies is to 
develop and test a recovery plan that they 
can deploy in the event of an attack such 
as ransomware.

To support such a recovery strategy, 
agencies can leverage third-party offl  ine 
backup services to protect their most 
critical data. This includes Microsoft Active 
Directories and confi gurations for IT 
infrastructure components.

Two examples of data that local and 
municipal agencies could copy offl  ine 
include information on residents and 
businesses, such as licensing and permitting, 
and case management data for legal or 
social services. “This data is really going to be 
crucial, and you want to back it up in a way 
that it is fully isolated offl  ine, so that it’s not 
subject to a potential ransomware attack,” 
Montgomery says.

When ransomware attacks occur, the 
fi rst thing malware goes after is an 
organization’s backup copies, Montgomery 
says. “What that means is your ability to 
recover is really blown out of the water in a 
lot of cases,” he says. “So taking advantage 
of a third-copy backup strategy and testing 
it enables you to recover. Make sure you’re 
familiar with your plan so you can respond 
when something occurs.”

Conclusion: 

A Cybersecurity Culture is Critical

The backdrop for all these steps is a strong 
cybersecurity culture. For agencies to 
successfully defend themselves against 
threats, they need to build a culture that 
supports eff orts to keep information 
protected at all times.

The fast-growing town of Gilbert, Ariz., is transforming itself into a digitally enabled 

city of the future. As it does so, Gilbert technology leaders are determined to build 

a resilient security infrastructure to safeguard the town’s systems and ensure 

uninterrupted service delivery. 

After evaluating a number of options, Gilbert deployed a layered security architecture 

solution from Dell Technologies that includes secure storage systems and servers, 

with replication for a secondary data center and the cloud. Monitoring software 

inspects data to ensure it’s not compromised and alerts the IT team if it detects 

suspicious conditions.

The solution safeguards data from malware and other threats and ensures continuity 

in the delivery of digital services. It also gives IT team members time to work on 

innovative initiatives.

“In Gilbert, what drives our IT roadmap is innovation with the goal of providing the 

best possible experience for our citizens and employees,” says Sasan Poureetezadi, 

CTO for the town. “Cybersecurity is a strategic pillar of our technology planning and 

service delivery.”

© 2021 e.Republic. All rights reserved.
IMAGES PROVIDED BY SHUTTERSTOCK.COM
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Part of building this culture consists 
of investing in people through training and 
education programs in cybersecurity and 
risk management. This includes teaching 
about the most pervasive threats, such 
as phishing and social engineering, and 
explaining good behavior vs. risky behavior 
with devices, email, etc.

Agencies can develop awareness 
campaigns, so everyone in the 

organization including senior offi  cials 
knows what they need to do to enhance 
security. Security awareness should blend 
into the personal lives of workers, so when 
they use their own devices they stay cyber 
secure aware.

This piece was written and produced by 
the Center for Digital Government Content 
Studio, with information and input from 
Dell Technologies.

Cybersecurity 

Success Story: 

Town of Gilbert

Dell Technologies brings innovation to government organizations of all sizes so they and their residents can 

transform and thrive in the digital economy. Becoming a digital organization means transforming operating 

models, people, and processes as well as IT. We uniquely power this digital transformation by delivering 

best-in-class technology for applications, data, infrastructure and security — from the edge to the core to the 

cloud. Dell Technologies is aligned to deliver a singular goal: helping governments transform the way they 

work, so they can transform the lives of the residents they serve. www.delltechnologies.com/slg
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1
Where are you seeing challenges 
around workforce? The key work-

force challenges for all industries, but 

particularly state IT, are recruitment and 

retention. Texas does a survey every 

few years of our state government, and 

interestingly, the category where we’re 

losing the most people is 30 and under. 

And of course there are retirements, which 

we expect, but to me this really signals 

that there’s something amiss: that we’re 

recruiting, that we’re getting that next gen-

eration of workers that we need to have 

the bench strength to keep going, but 

then we’re missing something. So we’re 

trying to drive on culture, drive on our 

mission, which really speaks to people: 

to be able to transform how government 

serves its constituents. We’re never going 

to be able to win the salary race with the 

private sector, but I think we can off er a 

lot through mission, and also by really 

promoting our successes in government 

Amanda Crawford 
CIO, Texas  
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FOUR QUESTIONS

Amanda Crawford has helmed the Texas Department of Information Resources 

(DIR) since November 2020, but she’s not new to Lone Star State government. She’s been with 

the state for two decades, including more than 18 months as executive director of DIR before 

becoming CIO. Crawford talked to GT in October about broadband, cybersecurity and making 

sure all Texans can connect with government. 

allows Texans to interact with our govern-

ment anytime, anywhere and from any 

device. We just launched with vehicle reg-

istration renewals that we can do through 

the app; we have occupational licenses that 

you can also renew through the app; we’re 

going to have driver’s license renewals. 

Coming in January 2022, you’ll be able to 

download the app through both iOS and 

Android and not just use it as a responsive 

web application. We think it really is trans-

formational technology. It’s secure, it’s easy 

and it’s frankly the way Texans want to be 

able to do business with government now. 

Our big vision would be that you could also 

interact with your local government, so 

maybe pay your utility bill, handle tuition, 

fi gure out wherever you need to go for the 

services you need.  

4
How are you tackling cybersecurity? 
There was a large bill that came out 

of our last legislative session, SB 475, 

a comprehensive data management and 

cybersecurity bill that is putting forth a lot of 

great initiatives, and most of the responsibil-

ity falls on my agency. For example, we’re 

creating a volunteer incident response 

force, sort of a cyber militia, so that we can 

respond to large-scale events. It’s creating 

regional working groups, so we’re getting 

the local governments and folks to work 

together under standards and a structure 

that we roll down to help strengthen cyber-

security at that level, and then do mutual aid 

agreements with that volunteer cyber force. 

We’ve created our own risk authorization 

and management program, called TexRAMP. 

All state agencies who contract for cloud 

computing services or products are going 

to need to contract with a TexRAMP-

authorized provider by Jan. 1, 2022. So it’s a 

fast timeline. We’ll accept FedRAMP certifi ca-

tion, StateRAMP certifi cation, Arizona’s RAMP 

certifi cation, as well as any other states’, but 

this is a no-cost way to help ensure the pri-

vacy and the protection of Texans’ data, and 

we are asking our cloud providers to just do 

what we ask our state agencies to do, which 

is meet our standards. 

— Lauren Harrison, Managing Editor

during the pandemic and being able to 

transform and modernize. 

2
Where is Texas on the path to getting 
everyone connected? 

We can talk about modernized 

technology, digital government, all those 

things, but if people can’t connect to it and 

connect securely, none of that matters. So 

legislation passed this last regular session 

to create a broadband development council 

that’s housed with our comptroller of public 

accounts, and they’ll administer grants. 

[DIR’s] role in that is going to be supportive, 

consultative, probably using some of the 

contracts we have through our cooperative 

contracts program with the providers to 

help provide those services. 

3
What big projects do you have on 
your plate? At the Department of 

Information Resources, we have our 

Texas by Texas app, or TxT, a web app that 

10           December 2021  //  www.govtech.com
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What’s the business case for 
agentless technology? 
It’s all about visibility, insights and 
action. You can see and secure 
everything — unifying your security 
goals with your business objectives. 
Lastly, you can remediate and 
eliminate threats in real time.

Why do IoT devices and other 
new kinds of network endpoints 
add so many more risks for 
today’s government agencies?
IoT devices are often deployed with little 
concern about compliance and security 
standards. They cannot be managed by 
traditional, agent-based endpoint defenses 
or system-management tools. Many existing 
network security tools are completely 
blind to IoT devices inside the enterprise, 
which is why attackers are targeting them.

Why is situational awareness 
so critical for agencies 
embracing IoT devices?
Cybersecurity teams need complete 
device situational awareness to 
fully realize the attack surface and 
landscape within their organizations. 
Any good security posture starts 
with 100 percent visibility into what’s 
running on the network. If you don’t 

know about it, you can’t secure it. 
Agentless tools passively discover all 
these devices and provide insights 
into behavior or malicious activities.

How does agentless monitoring 
close the gaps in popular 
security technologies?
Agentless monitoring software uses 
a knowledge database to look at the 
behavioral characteristics of devices on 
a network. It answers three questions 
for security professionals dealing with 
unmanaged devices: “What do I have? 
Why do I care? What actions do I need to 
take?” It does this by conducting passive 
scans of network activity without agents 
(hardware or software) that can disrupt 
IoT devices and system infrastructure. 

Agentless technology provides 
device discovery, asset inventory and 
risk management for every device — 
on and off  the network. It gives you 
real-time, continuous management of 
assets and vulnerabilities. Lastly, you 
get correct detection and response.

What should government 
agencies look for in an agentless 
monitoring solution?
Most importantly, you want a platform 
that covers all devices in your 

In an era when organizations face unrelenting cyberattacks, the digital transformation of the public sector is 
generating an explosion of connected IoT devices. This creates an imposing challenge for government agencies 
because they need to see every device on their network — and understand its vulnerabilities.  

In this Q&A, Michael Bimonte, fi eld chief technology offi  cer for government and education at Armis, a leading 
provider of network endpoint security, talks about why government agencies need a technology called agentless 
monitoring to secure their IoT devices. 

The leading enterprise-class agentless device 
security platform to address the new threat land-
scape of unmanaged and IoT devices.

environment such as IoT, medical 
devices, SCADA systems, whatever they 
might be. You want passive monitoring 
to lower overhead on your network. 
Look for device profi ling across the 
board and the ability to identify devices 
and follow their abilities without 
disruptive scans. The platform should 
store all the forensics for up to 90 
days and integrate with all the existing 
systems and tools in your environment. 

A GOVERNMENT TECHNOLOGY Q&A

Why Agentless Monitoring 
is Essential for Agencies 
Using IoT Devices

CYBERSECURITY RESILIENCE 

ADVERTISEMENT

GT21 QA CyberResilience Armis.indd   2 9/22/21   9:22 AM
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Cities across the country continue to navigate a pandemic-influenced status quo, but their technology efforts 

are getting a boost from unprecedented visibility as well as federal support. Digital services are on the rise 

alongside a more holistic look at the citizen experience across government. Here are a few hints as to how tech 

leaders in America’s cities are navigating these conditions. Go to govtech.com/digitalcities2021 for full coverage 

of this year’s Digital Cities Survey and our deep dive into the digital work underway by this year’s winners.

1ST PLACE
CITIZEN ENGAGEMENT/
CUSTOMER EXPERIENCE CHANNELS

CITIZENS 
CONNECTED:
Digital Cities 2021

PRIORITIES

Live Chat/Online Help  
40%

46%

Personalized Experience     
29%

44%

Single Sign-On  
23%

56%

 On the Way   In Use NowSan Jose, Calif.

Long Beach, Calif. 

Corona, Calif. 

Westminster, Colo. 

Shawnee, Kan.

The Digital Cities Survey is a program of the Center for Digital Government, part of e.Republic, Government Technology’s parent company.

✓  Cybersecurity

✓  Citizen Engagement/Experience

✓  Disaster Recovery/Continuity of Operations

✓  Networks: Broadband, Connectivity, Digital Divide

✓  Staffi  ng

of cities aren’t using a zero-trust 
cybersecurity model today, but plan 
to adopt one in the coming months. 

47%

https://www.govtech.com/dc/digital-cities/digital-cities-survey-2021-winners-announced
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TAKING OFF?

BUDGET BREAKDOWN
IT Internal Staff   

 39%

Software (licenses, purchases)     
  18%

Hardware (leased, purchased)  
 11%

IT Services (cloud, infrastructure services)    
 9%

Telecommunications     
 7%

IT Services (contract solutions development) 
 5%

IT Contracted Staff  
 3%

ON THE RISE
These types of emerging tech 

are on the upswing in cities.

2020 2021

Low-Code 

and No-Code 

Development

Robotic 

Process 

Automation

Augmented 

and Virtual 

Reality

Using Now Plan to Use

48%17%

25% 23%23%

20%50%

AI 59%49%

Digital 

Assistants
38%30%

Drones 85%75%

Edge 

Computing
54%52%

IoT 87%77%

of participating 
cities have self-
service kiosks 
available for 
citizen use.

of participating cities have 
cybersecurity insurance; 
23 percent of those plan to 
upgrade their coverage in 
the next year to year and a half.

93% 82%25%
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Year In 
Review 

2021: 
Settling 
In to the 

Next Phase

his was supposed to be 
the year when every-
thing went back to 
normal. 2021 did see 
vaccines approved 
and administered 
to millions of Ameri-
cans. At press time, 
the Pfi zer vaccine was 

approved for children aged 5 to 11, 
which was welcome news to many. 
But vaccine hesitancy remains and 
reluctance seems greater for parents 
of children in this age group. Vari-
ants like delta also threw a wrench 
in plans to put COVID-19 behind us. 
But with a majority of Americans 
fully vaccinated, most pre-pandemic 
activities have resumed, though 
they might look a little diff erent.  

In-person events have started to 
make their way back onto organiza-
tional calendars, seen as a welcome 
chance to connect with colleagues 
in person. And many in government 
have made their way back to physical 
offi  ces too, though there are signs 
that public-sector leaders largely 
realize that remote work options must 
remain. Staying agile, fl exible and 
resilient has never been more impor-
tant, and government has proven 
it is capable of doing all three.

As we reported last year and this 
year on govtech.com and in these 
pages, digital services have exploded 
in government during the pandemic 
as agencies strove to maintain and 
improve service off erings for citizens 
that didn’t require physical contact. 
Alongside that push has been major 
momentum behind single sign-on 
eff orts to simplify access to the 
growing number of online off erings. 
On the pages that follow, we examine 
how 2021 has changed the work 
of state and local government IT. 

www.govtech.com  //  December 2021           15      
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16           December 2021  //  www.govtech.com

I
If 2020 convinced the country that 

broadband for all Americans is essen-
tial, then 2021 underscored a reality of 
life: Goals often require longer time-
lines than we’d prefer. To put it another 
way, a worldwide emergency helped the 
U.S. recognize the importance of having 
ubiquitous high-speed Internet, and 
now we’re playing catch-up. There’s no 
quick and clean fi x, which is a clunky pill 
to swallow for millions of people who 
contend with substandard or nonex-
istent connectivity as a new world of 
hybrid education, remote work, online 
services and telehealth takes over. 

The urgency for wider access to high-
speed Internet has been palpable this year. 
The federal government has ramped up its 
focus on the issue. Like the Coronavirus 
Aid, Relief and Economic Security (CARES) 
Act, the American Rescue Plan Act allows 
states and local areas to use federal relief 
funding on connectivity projects. Further, 
the infrastructure bill that passed in 
November includes $65 billion for broad-
band. In turn, states are setting aside eye-
popping amounts of money, with California 
putting forth a $6 billion plan, Virginia 
committing $700 million and Missouri 
investing $400 million, to name a few. 

But is all that money enough to help 
everyone? The short answer appears 
to be no, according to various experts. 
While the unprecedented funding will 
lead to more widespread broadband 
infrastructure, cost remains a signifi -
cant burden for everyday Americans, 
and government stipends for monthly 
Internet bills could decrease in value. 
Perhaps Christopher Mitchell, director 
of the Community Broadband Networks 
Initiative at the Institute for Local Self-
Reliance, put it best: “If the states spend 
it [federal money] responsibly, it should 
largely resolve the challenge of people 
not having a network at their home. As far 

as the term ‘digital divide’ is concerned, 
we will still have tens of millions of 
Americans who cannot aff ord it.”

Moreover, as Government Technology 
contributor Kipp Bentley suggested 
in an article titled Is Broadband for All 
Really Possible?, the money must also 
come with greater emphasis on higher 
download and upload speeds and 
improved accountability measures. 

There is hope. At the federal level is an 
interesting potential shift in responsibility. 
In the past 20 years, the Federal 
Communications Commission has handled 
the lion’s share of federal dollars for high-
speed Internet. But after years of criticism 
from state and local stakeholders about the 
FCC’s failure to create fair and accurate 
coverage maps and to keep up with the 
ever-growing demand for higher speeds and 
lower latency, Congress wants the National 
Telecommunications and Information 
Administration (NTIA) to manage $42 
billion in broadband infrastructure funds. 
The idea is to leverage NTIA’s existing 
relationships with states so that citizens can 
get a better deal than they have received 
with many subsidized projects of the past. 

More than ever, state and local govern-
ments grasp the signifi cance of commu-
nity engagement and agency coordination 
when it comes to overcoming the problem 
of inadequate broadband access. Public 
and private organizations are putting 
their best minds together to fi gure out 
how money can be well spent. Fresh 
ideas like electric cooperative networks, 
multi-town partnerships and open-access 
fi ber are starting to take off  to help popu-
lations that have been overlooked.

The United States might have 
been a little late to the game, but 2021 
has seemingly revealed a collective 
epiphany that every dollar, and every 
decision, must count in broadband. 
JED PRESSGROVE

Broadband

The amount of 

funding earmarked 

for broadband in the 

infrastructure bill.
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resolve the challenge of people not 
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In 2021, cybersecurity got more serious. 

Already a growing threat, ransomware 

exploded, with attacks becoming more 

frequent and costly. The volume of 
ransomware attacks against U.S. targets 
rose 185 percent year over year in the fi rst 
half of 2021, according to Internet security 
solutions provider SonicWall. Criminals 
also leaned hard on double extortion and 
turned their eff orts against organizations 
like food supplier JBS and Colonial 
Pipeline, where system interruptions 
wouldn’t just harm the victim and their 
clients, but also a broad swath of society. 

Federal response got more serious, 
too, homing in on defending critical 
infrastructure, and states haven’t sat on 
the sidelines, either. Several moved to 
ban ransom payments and direct more 
resources toward defending against the 
threats, although researchers say fully 
tackling the problem requires national 
and international coordination. 

Nation-state-driven cyber espionage 
by Russia and China also loomed heavy 
in public consciousness, particularly the 
SolarWinds incident, attributed to Russia. 
That saw a compromised security patch 
spread malware to clients, including gov-
ernment agencies, and woke up the U.S. to 
the need for software supply chain security. 
Calls for reviewing software development 
environments and creating a software 
bill of materials became more pressing.

The White House has sought to infuse 
fresh energy into fi ghting cyber crime, 
appointing its fi rst-ever national cyber 
director and channeling new funding 
to state and local governments. Biden’s 
May executive order announced plans for 
holding federal agencies to higher cyber 
hygiene standards, and the administra-
tion signaled interest in putting more 
pressure on private fi rms to support a 
better national cyber posture as well. 

The federal government also turned 
attention to states and localities, where 
eff orts to modernize legacy systems and 
upgrade defenses are often held back by 
shortages of money, people and guidance 
on how to invest most impactfully. The 
Cybersecurity and Infrastructure Secu-
rity Agency (CISA) has been working to 
become a go-to resource, however, and 
could gain more powers and programs 
next year under the National Defense 
Authorization Act (NDAA) for Fiscal Year 
2022, which has not yet passed at time of 
writing. Federal eff orts like these are also 
unleashing more dollars, but states and 
municipalities will need sustained funding.

Workforce

Nationwide demand for cybersecurity 
professionals outstrips supply, and govern-
ments struggle to lure recruits able to net 
more lucrative salaries in the private sector. 
Experts increasingly call for expanding 
talent pipelines by taking a more fl exible 
approach, including considering appli-
cants with nontraditional experience or 
who are permanently remote and creating 
alternative job and training pathways such 
as apprenticeships. They also recommend 
engaging more K-12 students in cybersecu-
rity and ensuring that recruitment eff orts 
go beyond the usual sources to reach under-
represented groups like people of color 

and women. Some agencies are addition-
ally turning to outsourcing and automation 
to supplement limited workforces.

Even so, agencies cannot just hire their 
way into safety. They also need to continu-
ally train and retrain existing staff  about 
best practices for staying safe and prop-
erly implementing technologies. Artifi cial 
intelligence tools are helping scan for vul-
nerabilities and suspicious activity, but 
cyber criminals will always fi nd plenty of 
traction in tricking humans. Phishing is the 
jumping off  point for many successful scams 
and ransomware attacks, with one email 
fraud incident costing a New Hampshire 
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22TB
Employee error was 

behind the accidental, yet 

permanent, deletion of 22 

terabytes of data by the 

Dallas Police Department. 
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town $2.3 million. Agencies, therefore, must 
keep employees’ cyber awareness fresh.

Not all cyber risks come from deliberate, 
malicious action, either. Staff s’ technologi-
cal mistakes can also be devastating, with 
failures to adhere to the correct procedures 
resulting in the Dallas Police Department 
permanently deleting troves of case materi-
als and Wyoming leaking residents’ health 
data, to name just two 2021 examples. 

Privacy

The pandemic made digital services 
essential to governing, with many residents 
and state personnel working in remote 

or hybrid environments and not every-
one planning to go back to the old ways. 
This shift means agencies must be able 
to provide digital services without inter-
ruption and securely handle residents’ 
data. This hasn’t been easy, and 58,000 
unemployment applicants in Florida saw 
their personal data exposed in a breach. 

Agencies are becoming more attuned 
to the need to safeguard residents’ pri-
vacy, whether through security measures 
intended to thwart data breaches or by 
simply avoiding ever collecting or retaining 
information beyond what’s strictly neces-
sary. States continued to add chief privacy 

offi  cer posts in 2021, underscoring the 
growing attention put on such concerns. 

Elections

Election cybersecurity and misinforma-
tion will be top of mind in 2022. Election 
offi  cials sharpened skills in 2020 and shared 
information more closely with federal 
partners as they monitored and responded 
to potential cyber threats and physical 
attacks. But lingering fi ghts over that elec-
tion warn of the work ahead next year.

State and local governments are still 
grappling with unfounded allegations 
of 2020 voting fraud, with Maricopa 
County, Ariz.’s widely panned Cyber 
Ninjas election audit only concluding in 
September, and Wisconsin and Penn-
sylvania looking to launch their own.

Meanwhile, mis- and disinformation 
aimed at undermining trust and mislead-
ing voters spurred the Jan. 6 insurrection 
and death threats against election work-
ers. Advocates in 2021 have increasingly 
drawn attention to how social media plat-
forms amplify falsehoods, and combatting 
false information as well as curbing 
other social media harms will remain 
a major concern of policymakers. 
JULE PATTISON-GORDON
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$2.3M
Peterborough, N.H., fell 

victim to cyber criminals 

who fraudulently diverted 

$2.3 million away from 

intended recipients. 
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T
To understand what 2021 meant for 

digital services in government, one 

must fi rst understand what happened 

in 2020. That year, the advent of the 
pandemic forced government agencies to 
digitize as many services as they could, 
often as fast as they could. While many of 
us quarantined and stayed home to be safe, 
technologists in government were working 
overtime, fi ghting to quickly digitize vital 
services to help the public sector maintain 
continuity while minimizing health risks 
to the individuals it is designed to serve.

The idea was, simply put, to keep folks 
out of government buildings by putting the 
things they go to the buildings for — from 
paying taxes to renewing licenses — online. 
And this, of course, has been the goal of 
government digitization for a long while. 
But 2020 supercharged it all out of neces-
sity. Suddenly the work had new buy-in, 
support and focus that used to come at — 
to put it kindly — a more leisurely pace. 

As COVID-19 infection rates fl uctu-
ated throughout 2021, governments had 
to look at all the work that had been done 
and make some decisions. Physical services 
were able to return, along with things 
like in-person city council meetings and 
court proceedings. Yet, many agencies had 
new digital products or proofs of concept 
for ways they could be done remotely.

While the exact nature of what was done 
varied by region, agency and jurisdiction, 
quite a few decision-makers in govern-
ment had to pivot from emergency response 
mode to fi guring out what it would all look 
like moving forward. Would they go back to 
business as it was before? Would they stay 
with all-digital products? Would they codify 
those projects and make them permanent? 
Would they embrace a hybrid model? 

One area in which government tech-
nology saw major gains was in the often-
tricky work of procurement. Digital 
procurement companies specifi cally 
reported signifi cant growth in 2021. While 
procurement — government’s process 
of purchasing items or services, as well 
as hiring contractors — is one of those 

things that seems like it would already be 
online, that’s often not the case. During 
the pandemic, however, e-bidding plat-
forms for state and local government 
reported major client gains, with the 
Seattle-based company DemandStar, 
for example, reporting 200 new clients 
in the fi rst half of the year alone.

And that’s really a big part of the 
story for government digital services in 
2021 — areas of business that seemed 
like they should already be online tended 
to migrate online, or at least see signifi -
cant movement in that direction.

Another example of this is with digital 
driver’s licenses and other forms of 
identifi cation. State governments ranging 
from Florida to Utah made progress with 
digital licensing programs in 2021, while 
even more ambitious goals materialized, 
among them parlaying these digital 
licenses into a unifi ed form of digital 
identifi cation. What this means for the 
average person is they could not only store 
their driver’s license on their phone, but 
they wouldn’t have to go through such an 
elaborate registration process when they 
changed addresses or moved across state 
lines. It’s a wonderful thing to consider.

These are just a few examples of the 
way digital services provided by govern-
ment continued to evolve in 2021, riding the 
wave of momentum started out of neces-
sity by the pandemic. There are of course 
many more. Many agencies deployed 
kiosks in which residents could pay taxes 
or other fi nes, several states made major 
progress developing online adoption or 
foster care portals, and the list goes on. 

So while 2020 may be the year in 
which a major acceleration in digitizing 
the public sector began, 2021 is the year 
in which it was sustained and moved in 
the direction of permanence through 
policy and code changes, giving us all a 
glimpse of what may at last be possible 
should this work continue with this level 
of buy-in and support. At this stage of the 
pandemic, it seems likely that it will.
ZACK QUAINTANCE
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New clients in the 

fi rst half of 2021 for 

DemandStar, a company 

connecting businesses 

with government 

procurement 

opportunities.
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The Gov 
Tech Market
In many ways, 2021 felt like 

the realization of many years’ 

work in the marketplace 

of gov tech vendors. After 

numerous entrepreneurs 

took the plunge and created 

startups, after so many 

governments gave those 

companies chances with 

pilot projects, after investors 

sank millions of dollars into 

them, this year saw a fl urry 

of merger and acquisition 

activity. As of this writing, 

Government Technology has 

marked nearly 30 of these 

deals this year, and many 

of the companies that have 

been stalwarts of the GovTech 

100 list have now been 

bought out. That includes 

NIC, one of the oldest and 

most successful gov tech 

companies, which Tyler 

Technologies acquired for 

more than $2 billion, bringing 

together a giant of state 

government tech with a giant 

of local government tech. 

Other notable acquisitions 

include CivicPlus buying 

Municode, mdf commerce 

buying Periscope Holdings 

for $207 million and Rekor 

Systems acquiring Waycare 

for $61 million. Join us in our 

January issue, where we 

will analyze these market 

trends and unveil the 

GovTech 100 list for 2022.

BEN MILLER
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A
As Stephen Hawking once said, “Our 

future is a race between the growing 

power of technology and the wisdom 
with which we use it.” As the COVID-19 
pandemic pushed government to rapidly 
modernize for the remote world in 
2020, 2021 saw public agencies grapple 
with making this transition equitable, 
transparent and secure. During the 
past year, emerging technologies have 
reshaped not only what government 
is able to do for constituents, but also 
people’s expectations of government. 

While public-sector agencies found 
their footing in the remote world, private-
sector innovation has been reaching new 
heights — quite literally, as in the realm of 
space travel. Elon Musk’s SpaceX launched 
multiple rockets into space, while Jeff  Bezos 
and Richard Branson launched themselves. 
And the work of these three billionaires’ 
extraterrestrial exploration is happening at 

a time when satellite Internet is becoming 
a more viable option to connect currently 
unserved communities to the Internet. 

And as satellite Internet options skyrock-
eted, the pandemic challenged governments, 
driving new public-private partnerships and 
solutions; for example, private partners are 
helping government make signifi cant strides 
toward universal broadband. 

Other tech has followed a similar 
trajectory. Robots and drones are more 
commonly delivering food, medicine and 
other products. Some government uses 
though, like the New York City Police 
Department’s robot dog Spot, spurred 
feedback from the public and civil liberties 
groups holding on to surveillance fears.  

One notable advance in recent months 
is the use of virtual and augmented 
reality in the public sector. While its 
specifi c value is still being studied by 
organizations like the National Institute 

of Standards and Technology, it is 
reshaping the way many agencies engage, 
train and retain talent. From workforce 
development to tourism to emergency 
response, it has been found to improve 
retention and reduce training costs.

The pandemic also gave way to other 
signifi cant changes in the workforce, 
highlighting the gaps that exist in certain 
sectors, including IT. While some state 
solutions, like Indiana’s Hoosier Talent 
Network, use artifi cial intelligence to 
help match candidates with job openings, 
some experts have raised concerns about 
the technology’s potential for bias — 
an issue which frequently gets raised 
during debates on government use. The 
World Health Organization released a 
report this year off ering guidance for 
ethical use of AI within the health sector, 
but a comprehensive set of regulations 
for AI in government has yet to be 
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established. Meanwhile, government 
continues to explore its use, notably to 
advance cybersecurity defenses and 
achieve workfl ow effi  ciencies using 
tools like robotic process automation.

Ethical questions have also been 
raised about facial recognition as dispari-
ties are brought to light about the way 
this tech identifi es transgender people, 
people of color and nonbinary indi-
viduals. Several cities and states have 
implemented regulations banning or 
restricting the use of facial recognition 
and other AI-powered tools to calm fears 
over their use, suggesting the tech still 
has some work to do in proving its value.

Federal policymakers set their sights 
on deepfakes in 2021, videos that feature 
realistic audio and video of a person that 
has been fraudulently manipulated. For 
example, this technology could make it look 
like any authority fi gure is saying something 

they never said. These videos are an 
increasing concern in the misinformation 
discourse, prompting discussions on 
how to curb their proliferation online. 
Programs like Cyber Florida are off ering 
students the skills to determine validity of 
information they fi nd on the Internet and 
underlining the value of this particular skill. 

But while government entities have 
rapidly made modernization strides in 
the COVID-19 era, newer does not always 
mean better. In their rush to deploy new 
technology, some are quick to dismiss the 
value of legacy systems that can still capably 
do the important work of government. 
Take COBOL, for example, a program-
ming language fi ve decades old that 
surfaces often in conversations about the 
shameful state of legacy IT. But COBOL, 
and other older tech, is a known quantity 
with known capabilities. A more targeted 
problem-solving approach, rather than an 

abolish-all-legacy-tech approach, is likely 
the most prudent course, as new tech might 
not always add value to the enterprise.

“And at the end of the day, what you now 
have is a new program that does exactly 
the same thing as the old program, and you 
sit down and you say, ‘Why did I spend my 
money on that project?’” asked William 
Malik, vice president of infrastructure 
strategies at Trend Micro, in a piece exam-
ining COBOL this year on govtech.com. 

Ultimately, technology leaders in 
government must continue to smartly evan-
gelize the benefi ts new tools can bring in 
making public-sector organizations better 
at their core missions. By advocating for 
scalable pilots where results are closely 
measured and transparently reported, 
CIOs have a key role to play in main-
taining and growing the public’s appetite 
for innovation using new technology. 
JULIA EDINGER
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 “The return on investment 
for compassion, for 
empathy, for social equity 
… far outweighs the 
return on investment in 
concrete and asphalt.”
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A
As the nation’s transportation systems 

emerged from the COVID-19-imposed 

lockdowns, it became clear that a certain 
Rubicon had been crossed, a deeper 
understanding of transportation’s place 
in society had been reached, and a vision 
for the future had been glimpsed.  

“We’re in the public health business. 
We’re in the climate change business. We’re 
in the economic mobility business. We’re 
in the correcting racial inequities busi-
ness,” was how Seleta Reynolds, general 
manager for the Los Angeles Department 
of Transportation, summed up the work 
of public transit and transportation at the 
CoMotion MIAMI conference in June. 

What Reynolds and so many other 
public transit offi  cials have been repeating 
in various forms over the last year is this 
larger societal role that transit and trans-
portation have been called to serve as they 
embark on their next chapter. For decades 
transportation has been the business of 
building roads, bridges and rail lines to 
serve cars, buses and trains. But in the last 
several months the conversation — and the 
business of transportation — has taken a 
noticeable turn. It has become a conversa-
tion dominated by debates around equity, 
sustainability and the essential role of 
transit and transportation in society. 

“We’re having a conversation about 
strategic investment, which I really appre-
ciate,” refl ected Danielle Harris, director 
of mobility innovation at Elemental 
Excelerator, a funder of startups. 

“What is the best way to get the economy 
back and going? What is the best way to 
help people get back to work? And what’s 
the best way to put that funding in place? 
I think we’re questioning all things, today. 
And that’s what gives me a lot of hope,” 
said Harris on a panel discussion in July. 

When transit ridership plummeted in 
2020 — which meant fare revenue also 
took a nosedive — fresh debate began 
to emerge around fares, and how they 
impact the most vulnerable riders and 
can make for an unstable funding stream. 

Major systems like L.A. Metro are taking 
steps to eliminate fares for students and 
other residents living on the economic 
edge. It’s part of a larger mission toward 
“universal basic mobility,” which is itself 
a declaration to improve equity across 
the entire transportation ecosystem.

“We really think it’s made a diff er-
ence,” remarked Robbie Makinen, CEO 
of the Kansas City Area Transportation 
Authority in Kansas City, Mo., on the move 
to eliminate fares altogether. “We really 
think we designed our system around 
the people that need us the most.” 

“The return on investment for compas-
sion, for empathy, for social equity … far 
outweighs the return on investment in 
concrete and asphalt. What do you want 
to invest in?” Makinen said in July.

And of course, humming in the back-
ground of all these conversations is the 
federal infrastructure bill, approved by 
both the U.S. Senate and the House as 
of early November. The measure will 
send about $39 billion to public transit, 
and about $66 billion to commuter rail, 
Amtrak and other passenger rail services. 
A centerpiece of President Joe Biden’s 
domestic agenda, the legislation represents 
a major source of investment in innova-
tion across all transportation sectors. 

It’s in this vein that cities are moving 
forward with rethinking the public right 
of way, following many pandemic-inspired 
“slow streets” projects, which prioritized 
pedestrians, cyclists and even diners 
above parking and travel lanes. These 
hastily assembled confi gurations served 
as de facto proving grounds for what is 
possible on tomorrow’s city streets. 

John Rossant, a leading urbanist 
and CEO and founder of the mobility-
focused think tank CoMotion, referred 
to this period of transition as “a historic, 
unprecedented sea-change in how we 
approach equity and inclusiveness.” 

“We’re only at the beginning of this 
historic mobility revolution,” Rossant said.
SKIP DESCANT
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management, as well as the hiring process, 
with telework being a major consideration.  

“The bulk of our people will still 
work from home primarily,” Tennessee 
Deputy Chief Information Offi  cer J.P. 
McInnes told Government Technology
in June. “We are going to model what-
ever the [workforce development] agen-
cies decide to do. If the Department of 
Health, for example, says they are coming 
back to work three days a week, and two 
days a week you can work from home, 
then that’s exactly what the IT team that 
supports that department will do.” 

This all adds up to a more fl exible future 
for government work, especially as we 
continue to ride the waves of COVID-19 
variants and case surges. All-in-person and 
all-remote may be too stringent in the next 
chapter of public-sector employment.

The world of public K-12 and higher 
education, once considered among the 
most resistant to digitization eff orts in 
the public sector, has, like its government 
counterparts, embraced this new fl exibility 
off ered by technology. Tech is now seen 
as a means of enhancing instruction 
rather than as a distraction to students. 
Nearly two years and billions of federal 
and state dollars later, K-12 districts have 
made signifi cant progress in expanding 
Internet and device access to students for 
remote and hybrid learning. According 
to a February survey led by the RAND 
Corp., about 20 percent of schools began 
establishing and expanding online courses 
for families that elected to remain engaged 
in remote learning when millions of students 
made their return to brick-and-mortar 
classrooms in 2021. Internet connectivity 
and access to devices are now considered a 
central part of how learning happens, rather 
than a luxury or a quick fi x to temporary 
school closures. Expect this evolution, 
and the funding demands that come with 
it, to remain at the top of the agenda.  
BRANDON PAYKAMIAN
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Work

“I wouldn’t have 
a leg to stand on 
if I said remote 
working doesn’t 
work, because it 
has worked.” 

W
Working for the public sector in 2020 

meant reacting to the pandemic, 

shifting to remote as much as possible 
and keeping the business of government 
moving forward under extraordinary 
circumstances. 2021 told a diff erent story, 
however, one that looks at the next phase 
of what it means to work for government. 

The public sector has embraced 
digital tools to facilitate remote work and 
streamline day-to-day administrative 
operations in the past year. Technology is 
part of a “new normal” in state and local 
work, and the dramatic shift to telework 
that began in March 2020 will leave its 
mark on government workplaces in a 
post-COVID-19 landscape, according to 
then-Iowa CIO Annette Dunn and other 
state and local tech leaders across the U.S.  

In January 2021, Dunn’s team took over 
a lease for two fl oors in a privately owned 
commercial offi  ce building shortly before 
making their second shift to remote work 
during another upsurge in COVID-19 cases. 
By that time, most of her offi  ce had experi-
ence working from home and felt confi -
dent about their ability to work remotely.  

“When I go into the offi  ce, it’s almost not 
worth it, because there are maybe one or 
two people in a two-fl oor radius,” Dunn told 
Government Technology in June. “It’s very 
sparse, so I just make sure that I connect 
with everybody remotely … I wouldn’t have 
a leg to stand on if I said remote working 
doesn’t work, because it has worked.” 

According to the Pew Research Center, 
46 percent of workers who never worked 
remotely before the pandemic now prefer 
telecommuting at least part time or as part 
of a “hybrid” model mixing facets of digital 
and traditional in-person work. By April 
2021, about 95 percent of Dunn’s team, for 
instance, worked remotely, not unlike other 
government organizations at the time.  

This change in preference among 
workers and offi  cials has forced some 
HR and IT offi  cials to rethink workplace 
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of workers who 

were never remote 

pre-pandemic now 

prefer telecommuting 

at least part time.

Source: Pew Research Center
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career technologists focused on enhancing 
government technology and innovation, 
including work on critical governmental 
issues ranging from coronavirus response 
to cybersecurity and economic recovery. 
Federal offi  ces are also attracting more state 
and local tech leaders to their ranks. For 
more on who made the jump to the Biden 
administration, see Linking In on p. 43.

In another executive order, the Biden 
administration looked to advance racial 
equity and provide support for underserved 
communities. To do this, an interagency 
group has been established to identify 
inadequacies in federal data collection 
policies and programs to recommend 
strategies for addressing any defi ciencies. 
According to the order, it will allow the 
president’s administration to “pursue a 
comprehensive approach to advancing equity 
for all, including people of color and others 
who have been historically underserved, 
marginalized and adversely aff ected by 
persistent poverty and inequality.”

This issue has particularly impacted state 
and local governments after it was found 
that nearly half of states did not report data 
on race or ethnicity on those who were 
tested, hospitalized or died of COVID-19. 
To combat this problem, President Biden 
signed another executive order to authorize 
his administration to collect, analyze and 
share key equity indicators related to the 
pandemic across the whole of government.

As for what’s to come, a signifi cant 
portion of federal COVID-19 funds is 
still available, opening the door for more 
opportunities to address critical issues 
at all levels. And the need for modern, 
user-focused tech systems that eff ectively 
administer massive benefi t programs to 
citizens suggests continued attention from 
the feds on the work of state and local IT.
KATYA MARURI 

creating a grant program with $1 billion 
of funding through fi scal year 2025 to 
enhance jurisdictions’ security postures. 
A separate Cyber Response and Recovery 
Fund allows the federal Cybersecurity 
and Infrastructure Security Agency to 
assist state, local and tribal governments 
and private-sector organizations during 
the aftermath of a cyber attack. 

Other areas such as broadband also got 
a signifi cant boost from the infrastructure 
spending bill, with $65 billion put toward 
bringing high-speed Internet to places where 
it is either unavailable or prohibitively expen-
sive for those who need to connect. From 
these funds, $42.5 billion will establish the 
Broadband Equity, Access and Deployment 
Program administered by the Department 
of Commerce. The program will provide 
states with funds for broadband deploy-
ment and digital equity and help them meet 
congressional funding requirements.

Biden’s executive order creating the 
U.S. Digital Corps to add new tech talent 
to the federal government was another 
return to pre-Trump policies, harkening 
back to eff orts like 18F and the U.S. Digital 
Service, which while still active had 
been somewhat under the radar for the 
previous four years. The corps includes 
a two-year fellowship program for early 

The four years that Donald Trump 

was U.S. president were certainly busy 
ones at the federal level, but what didn’t 
make as many headlines were impacts 
on state and local IT operations. When 
Joe Biden took offi  ce in January 2021, 
it marked the beginning of a gradual 
return to federal work trickling down to 
states and municipalities, from the Amer-
ican Rescue Plan to the infrastructure 
spending bill. The question is, how much 
of an impact have these policies made? 

In March, $350 billion was earmarked 
from the $1.9 trillion American Rescue 
Plan to provide fi scal relief for states, 
localities and tribal governments. Of 
that $350 billion, states received $195.3 
billion, followed by $130.2 billion for local 
governments, $4.5 billion for territories 
and $20 billion for tribal governments. 
So far, a portion of these funds has gone 
toward improving unemployment benefi ts 
systems, expanding broadband infrastruc-
ture and bolstering COVID-19 initiatives, 
among other eff orts to combat some of the 
diffi  culties presented by the pandemic.

For example, the American Rescue Plan 
provides states with $2 billion from the 
Department of Labor to develop system-
wide program integrity improvements, 
remove access barriers and clear up back-
logs. State labor departments also utilized 
these funds to modernize their UI benefi ts 
systems, focusing on validating identities 
and preventing fraud. Other funds, including 
$7.59 billion from the Centers for Disease 
Control and Prevention, were put toward 
administering, monitoring and tracking 
COVID-19 vaccines, and $46 billion went to 
COVID-19 testing and contact tracing, along 
with building more testing sites, enhancing 
IT, data modernization and reporting. 

President Biden’s infrastructure spending 
bill focuses on improving cybersecurity by 

The amount from 

the American Rescue 

Plan earmarked for 

state, local and tribal 

government fi scal relief.

$350B

The Feds
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Finally, Cybersecurity 
Gets the A  ention 
It Deserves
A confluence of factors push the issue into the executive suite

SPONSORED CONTENT

2

Cybersecurity reached a tipping 
point in 2021. Although protect-
ing data and systems from cyber 
threats is a long-running concern 

for IT leaders — the issue has ranked at 
the top of CIO priority lists for years — 
executive attention and resources devoted 
to cybersecurity rarely have matched the 
scale of the problem. That’s changing 
now, thanks to a convergence of factors.

One big driver is a wave of disruptive 
attacks — some targeting critical infra-
structure and important supply chains 
— that has put a national spotlight on 
this long-simmering issue. In May, a ran-
somware attack on the Colonial Pipeline 
crippled fuel delivery to much of the 
southeastern United States, touching off 
panic buying and long lines at gas stations. 
Before that came the SolarWinds attack, 
where hackers compromised a supplier of 
IT management software that’s widely used 
by governments and private companies, 
enabling the hackers to distribute malicious 
code to the company’s customers through 
regular software updates.

These attacks — and others like them 
— are a wake-up call to elected officials 
and line-of-business leaders regarding 
the risk presented by growing cybercrim-
inal activity. That call has gone all the 
way to the Oval Office, where the Biden 

and the American Rescue Plan Act include 
funds for cybersecurity improvements. 
And the Biden Administration’s newly 
passed Infrastructure Investment and 
Jobs Act offers almost $2 billion for 
cybersecurity funding, more than half 
of which is set aside for state, local and 
tribal governments.

All this points toward cybersecurity 
having a long overdue moment. Snyder 
suggests it’s also an opportune time for 
state and local agencies to reassess secu-
rity plans and approaches before they 
make their next move.

“Agencies should look at the solutions 
they deployed fast and furious and under 
duress during the pandemic to see if they 
need to tighten security around them,” she 
says. “It’s also a good time for agencies to 
review the interim solutions they deployed, 
as these solutions may not be sustainable 
from a cost or maintenance perspective. It's 
okay to pause or pivot rather than invest 
further in a path that won't take the organi-
zation where it needs to go to support this 
new way of doing business.”

Snyder offers this advice for agencies as 
they move forward on security moderniza-
tion in 2022:

Prioritize cloud security: One big impact 
of the pandemic has been rapid adoption 

Administration issued an executive order 
aimed at shoring up the nation’s cyber-
security through better sharing of threat 
information, greater adoption of Zero Trust 
security architectures and secure cloud 
services, and other measures.

The COVID-19 pandemic has been 
another important driver, turning up the 
heat on modernizing security approaches 
and tools in state and local government.

“The pandemic was the pivot point,” 
says Deb Snyder, former CISO for New 
York State, who is now a Center for Digital 
Government (CDG) senior fellow. “The 
sudden adoption of remote work, the 
dramatic escalation of COVID-themed 
ransomware attacks, the need to deliver 
services to constituents online — it all 
forced government agencies to address 
security measures that in many cases 
should have already been in place.”

As a result, many agencies have stopped 
deferring critical investments in replacing 
outdated security technologies and tools. 
Now they’re looking to beef up proactive 
threat monitoring and visibility, intrusion 
detection and response, and other sophisti-
cated capabilities. 

Another critical factor: There’s new 
money available for cybersecurity mod-
ernization — and a lot more is on the way. 
Federal relief programs like the CARES Act 
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of cloud-based platforms and applications 
— and this trend will continue as state 
and local agencies prioritize the mod-
ernization of legacy systems. But as they 
migrate more systems and workloads to 
the cloud, they’ll need processes, gover-
nance structures, tools and staff skills for 
managing security in the cloud. 

This evolution includes integrating cloud 
security services into your overall security 
planning, Snyder adds. “Most cloud pro-
viders include built-in security services for 
data protection, regulatory compliance, 
privacy and access control. You shouldn’t 
rely on them exclusively — but you should 
use them.”

Embrace Zero Trust: This approach 
eliminates the concept of trusted users. 
Instead, it continuously authenticates 
and validates users whenever they try 
to access applications or data — even if 
they’re already logged into a network. 
“It’s not one technology,” says Snyder. 
“It’s a philosophy, design architecture and 
network access strategy built for the way 
organizations work and deliver services 
today. It moves your defenses from static 
network-based perimeters to perimeter-
less security controls.”

For most organizations, enterprise-wide 
adoption of Zero Trust will be an incremental 

3

SPONSORED CONTENT

Source: Center for Digital Government Digital Cities, 
Counties and States Surveys

process. Snyder recommends working with 
an expert partner to identify a suitable 
framework and set priorities. “You can 
leverage resources you already have that 
align with your strategy and drop things 
that don’t,” she says.

Strengthen digital identities: Strong 
digital identities will be foundational for 
sustaining remote work and expanding 
digital service delivery. “Identity validation 
ensures trust,” says Snyder, “and trust is 
really the underpinning of all these 
digital transactions we want to provide 
to employees and the public.”

Harness artificial intelligence (AI) and 
automation: Intelligent security tools are 
increasingly important for strengthening 
cybersecurity. AI-powered tools can aug-
ment human security staff by automating 
high-volume tasks like evaluating security 
alerts. They can also speed up response to 
potential security incidents.

Fortunately, greater adoption of AI for 
security is already underway. “I think 2020 
was the year that security teams finally 
embraced automation to improve their 
capacity to deal with the sheer volume of 
alerts and incidents,” Snyder says.

Invest in training: Upskilling internal 
staff will be critical as agencies seek to 
safely grow their use of cloud, manage 
complex hybrid computing environ-
ments, implement secure software 
development approaches and make other 
improvements.

“Organizations must take the time to 
assess their training and education needs, 
and then build those needs into their 
budgets to avoid gaps in critical skills and 
reduce the risk of losing talent,” Snyder 
says. “That's non-negotiable; it should be 
viewed as an investment, not an expense. 
It makes your human factor a strength, not 
a liability.”

Gear up for new funding: Finally, with 
millions of dollars in new cybersecurity 
funding on the horizon, now is the time to 
prepare. Agencies should perform security 
assessments, update strategic plans and 
identify priorities in anticipation of cap-
turing those dollars. 

“Get your prioritized initiatives in order 
and your grant folks working on developing 
sound proposals now,” Snyder says, “so 
you're ready to take advantage of those 
funds when they become available.”

Modernizing Key Security Tools

Plan to implement in 12-18 months

In use with no plans to upgrade

In use with plans to upgrade in 12-18 months
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How have the pandemic and other 
disruptors impacted cybersecurity risk 
in the past two years?
The pandemic accelerated trends 
that were already in motion. Digital 
innovation increased to meet the need 
for digital interactions when face-to-
face interactions weren’t possible. In 
addition, the massive shift to working 
from home impacted risk. When the 
pandemic hit, most organizations didn’t 
have all the policies, procedures and 
tools in place to effectively secure 
those environments. Another disruptor 
is the changing geopolitical landscape. 
Cyber warfare is becoming a mainstream 
weapon for many nation states. And 
then there is the explosion of fraud as a 
service. Attackers are taking advantage 
of the fact that organizations’ defenses 
are not ready for remote work and these 
other changes. 

What should organizations consider as 
they address security from the edge to 
the core?
With trends like 5G, bring your own device 
and the proliferation of IoT, the threat 
landscape is much bigger than before, and 
it's easier for attackers to exploit because 
so many devices are poorly secured. 

Sustaining a strong 
cybersecurity stance 
is more diffi cult 
as the threat 
environment expands 
and cyberattacks 
become more 

virulent. Carolyn Duby, fi eld CTO for 
Cloudera, discusses tactics — including 
greater collaboration between state and local 
governments — to maximize protection.

Organizations must think strategically 
about the assets they have, their value 
to an attacker, how they could be 
exploited and how they can be protected. 
Organizations also need to consider how 
they would respond to a cyber incident. 
Many local governments don’t have the 
resources to successfully address these 
issues on their own. Having a state-level 
response to help investigate and remediate 
an incident is increasingly important. 

How can AI and machine learning (ML) 
help strengthen cybersecurity, fraud 
protection and compliance?
There’s a lot of potential for AI and ML to 
improve detection and response. These 
technologies can help organizations 
find anomalies that may indicate a 
security threat, investigate security alerts 
and reduce the number of alerts they 
recieve. The strength of AI and ML is 
that they can adapt to changes within 
the environment. They also act as force 
multipliers. The volume of security alerts 
and information coming from networks 
is more than any human could possibly 
track. AI and ML augment the human 
workforce.

What platform capabilities are 
important for enabling AI, endpoint 
protection and other security 
capabilities?
First, you need to access data in a 
consistent, open format and in a secure, 
governed way so you can use the data 
to train AI models. Second, you need to 
retain a long historical context to train 
AI algorithms — so you need a platform 
that can scale to handle the storage, 
analysis and processing that goes behind 
that. Third, comprehensive information 

Achieving a Sustainable 
Cybersecurity Strategy 

about your network — including 
cloud environments and endpoints 
— must be in one place, so you have 
a complete understanding of all the 
pieces and what’s happening across 
the network. 

How can organizations better 
leverage their existing cybersecurity 
investments?
Leveraging existing investments well 
is really about investing in your team. 
Organizations must make sure staff 
members can effectively use the 
security tools that are in place. A lot 
of breaches and incidents happen 
because the team lacks training. Teams 
also need a unified environment for all 
those different tools, so information 
is in one place and they can easily 
correlate it. It's a combination of 
people, processes and tools, and 
then bringing them all together to 
constantly improve. 

State and local governments 
increasingly share services and 
resources with other entities. What 
should they keep in mind?
It’s a matter of examining how their 
relationships with others can be exploited, 
and then reducing that risk. Third parties 
can be used as an attack vector. So, 
agencies should always examine what 
data and other resources they’re sharing 
with outside organizations. Constantly 
evaluate those relationships — as well as 
the third party's relationships with others 
— and ask whether it’s necessary to 
share data with that entity. When sharing 
is necessary, ensure third parties are 
protecting your data in the best 
way possible.
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how to prevent maintenance problems
 from becoming safety problems.

I DISCOVERED

It’s not your data. It’s how you use it. Whether pushing the envelope of aerospace design or delivering 
vaccines years ahead of schedule, harnessing data to transform your business requires the power of artificial 
intelligence and machine learning to translate complex sets of information into clear and actionable insights. 
Cloudera’s enterprise data cloud platform accelerates data analytics at every stage of the data lifecycle, with 
security and governance built in, to make your hybrid cloud move your business. 

Learn more at cloudera.com/datamovesyou

#cloudera.com/publicsector

https://www.cloudera.com/solutions/public-sector.html
https://www.cloudera.com/campaign/data-that-moves-you.html
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What cybersecurity challenges do you 
see as government organizations move 
forward on remote work? 
Before the pandemic, most organizations 
had some understanding of their 
organizational boundary and the footprint 
of their remote workforce. Now, the 
increased need for “work from anywhere” 
and “bring your own anything” across 
a larger set of roles has blurred the 
traditional organizational boundary. 
Suddenly we need to secure a larger 
variety of devices located farther away 
from IT staff — while still ensuring 
operational excellence. As organizations 
expand work-from-home options, the 
IT department must support a flexible, 
virtual, and secure workforce.  

What should governments keep in mind 
about cybersecurity strategy?
While individuals can control what 
companies they reward with their 
business, they have little control over 
which government agencies receive 
their personal information. The public 
is tired of government and private 
sector organizations compromising their 
personal information. It takes years to 
build a sterling reputation and a few 
unfortunate clicks to tarnish it. The 

Protecting endpoints 
and personally identifi able 
information across the 
enterprise is no longer a 
job for siloed devices and 
cybersecurity staff working 

alone. Tony Lee,  vice president of global services 
technical operations for Blackberry, explains 
how AI-enabled security and automation will 
help state and local governments address the 
cybersecurity challenges of today and tomorrow.

largest U.S. government data breaches 
have affected millions of people — this is 
unacceptable.  

How can organizations secure end users, 
devices and other endpoints regardless 
of their location?
Organizations need prevention and 
visibility on the endpoints themselves 
because these devices are in varying 
risk environments and will eventually be 
connected to the network, if they aren’t 
already. Very few sizable breaches occur 
without accessing or compromising an 
endpoint. Organizations should focus 
on prevention first and then visibility 
because the value of visibility lessens if 
you don’t have the resources to act on 
what you see. Preventing an attack early 
is far less expensive and time-consuming 
than stopping it later. Organizations need 
to apply a uniform Zero Trust defense 
strategy across all devices — mobile 
included — and personnel.

Discuss the role of AI and ML in keeping 
up with evolving threats.
AI and ML need to be treated as force 
multipliers that compensate for a cyber-
security skills shortage. This technology 
augments our human workforce and takes 
over an increasing number of tasks as 
the models become smarter. AI-based 
defenses are becoming more predictive 
as the models witness and train on a wide 
variety of attacks. Unless extremely novel 
attacks occur, the models should be able 
to recognize an attack and know how to 
act without specifically being told. This AI 
augmentation frees up personnel to focus 
on strategic security initiatives designed 
to defend against more advanced threat 
actors and targeted novel attacks. 

Intelligent, Ubiquitous Security 

How can organizations evaluate their 
security practices, adjust course and 
plan for sustainability?
Enlist the help of expert consultants. 
Although there’s an upfront cost, their 
expertise in performing these tasks day in 
and day out should help achieve security 
goals faster. Start high-level with overall 
structure and architecture and then dig 
into the details. For example, start with 
security technology or program gap 
assessments to determine what may be 
missing or duplicated, and then improve 
coverage and efficiency in those areas. 
Both offensive testing and defensive 
readiness matter. Use offensive testing, 
such as penetration testing and red 
teaming, to validate security controls. 
Defensive readiness includes endpoint 
protection and visibility, threat hunting, 
threat intelligence, 24/7 monitoring and 
incident response readiness — whether 
in-house or via an incident response 
retainer. Develop an incident response 
readiness plan, and then drill and test the 
plan so you are ready in the unfortunate 
event of a breach. 

Where do you see device and user 
protection going in the next three to 
five years?
Both device and user protection will 
rely more heavily on AI and ML. Device 
protection has already grown tremendously 
in this area, with more vendors and 
organizations investing in this technology. 
We’re also seeing advances in continuous 
user authentication based on passive 
biometrics such as keyboard and mouse 
patterns. Being able to learn and uniquely 
identify the user helps enable a Zero Trust 
architecture, which moves us beyond the 
need for user names and passwords. 
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How have storage-related 
cybersecurity challenges changed 
since the pandemic? 
Security changed relative to all IT 
operations, but especially around storage. 
With the shift to remote work, content 
and other data was being generated 
everywhere and needed to be shared and 
backed up. Organizations suddenly had 
everyone outside the firewall, so every 
asset was more or less exposed through 
all these new endpoints. Organizations 
had to figure out how to keep things safe 
and secure in this new environment.

Are organizations as prepared as 
they think they are to recover from 
ransomware attacks?
Unfortunately, they’re not. There’s a 
belief that if you have good backup 
practices, you can just restore your data 
if something goes south. However, with 
ransomware, the bad actors go after 
backups to eliminate any reason their 
victims might have to not pay a ransom. 
In terms of best practices, it’s not just 
about having multiple copies of your 
data spread within the organization. 
You need to store backups outside your 
organization, so there is an “air gap” 
between the network and the data 
backup. Another issue is organizations 
often don’t practice how to restore their 

Drew Schlussel, director 
of product marketing 
at Wasabi, explains 
why traditional disaster 
recovery strategies 
aren’t effective against 
ransomware and what 

organizations can do to make their systems less 
attractive to attackers.

data, so they have no guarantee their 
backups will work. Imagine reaching the 
end of a 48-hour restore operation on 
your largest databases only to discover 
the backups are completely useless 
because they’re corrupt, incomplete or 
encrypted by the ransomware. 

“Immutability” has become a buzzword 
in data protection and disaster 
recovery. What does it mean and why is 
there more focus on it?
Immutability means that nobody can 
alter or delete your data — not the IT 
director, the root user, anyone in charge 
of your network or your cloud service 
providers. In the event of a ransomware 
attack, immutability puts you in a very 
powerful position. It guarantees that you 
have full integrity of your data so you can 
confidently execute the restore operation 
and not pay the ransom — even if the 
hackers take over your network and steal 
or encrypt your data. 

How can state and local governments 
use the cloud to achieve immutability?
They can capitalize on recent funding 
to enable immutability by combining 
better data backup solutions with an 
air-gapped cloud storage service. Before 
cloud storage services came along, the 
only way to air gap data was to dump it 
onto a tape, stick it on a truck and send 
it to a secure offsite vault. The problem is 
that it can take hours or days to retrieve 
that data. With the cloud, you get the 
same advantage of storing backups 
offsite. But you can also retrieve that 
data immediately and have a completely 
different set of credentials that protects 
access to that information and employs 
immutability. Air gapping and immutability 

Disaster Recovery in 
the Age of Ransomware

go hand in hand when it comes to 
leveraging a cloud storage service to 
protect your data. 

How can organizations balance the 
need for timely data access and rapid 
recovery with the need to minimize 
storage costs?
One reason cloud storage services are 
succeeding is because they provide high 
performance at a much lower cost than 
the large cloud providers. Many hyper-
scale cloud storage providers use service 
tiers where organizations can store 
certain data “deep and cheap” for gover-
nance or compliance reasons. However, 
data retrieval can take hours or days and 
data egress fees can be very expensive. 
By contrast, a high-performance storage 
service that doesn’t use service tiers 
offers a better model for organizations 
that are fighting ransomware and need 
active data and a fast response time. 
Cloud storage services also don’t charge a 
data egress fee — unlike many hyperscale 
cloud providers. This means disaster 
recovery teams can regularly practice 
restoring their data without paying a fee 
every time they do so.

What advice do you have for 
organizations as they consider 
storage and recovery requirements 
for specific data? 
Planning is paramount. Have a plan 
before you create a single byte. Have 
a plan for how you’re going to protect 
data and restore it. And make sure you 
actually follow your plan. Then practice, 
practice, practice. You need to be 
ready for when the real thing happens, 
otherwise what’s the point of having a 
backup and a plan in the first place?
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Considering Trend Micro’s recent 
cybersecurity report, what threats 
should be top of mind for state and 
local governments?
Ransomware tops the list. Organizations 
need to consider both the cost of the 
actual ransom and the cost to recover 
compromised machines or endpoints. 
But the greater cost is service disruption. 
Peoples’ lives and well-being depend on 
government services. We’re also seeing 
more advanced persistent threats against 
cloud services and the automation and 
orchestration layers of cloud services. 
Many employees working from home lack 
security controls you would find in an 
office setting. Adversaries are exploiting 
those vulnerabilities to target cloud 
applications. 

What high-level strategies are critical 
for a strong defense?
It boils down to three areas. First, define 
the capabilities you need to secure 
your environment. That depends on the 
maturity of your technical infrastructure, 
your risk appetite and your organization’s 
mission, which dictates who you serve 
and the types of data you collect. Next, 
decide what you want to cover and how 
you want to tune that coverage to the 

Remote work, the shift 
to cloud environments, 
expansion of digital 
services and other trends 
have altered the threat 
terrain. Chris Radosh,

vice president and general manager for U.S. 
public sector at Trend Micro, discusses emerging 
tools and practical strategies for advanced 
threat protection.

type of infrastructure you’re using. Last, 
examine your culture. Are you establishing 
a culture where security is front of mind 
and pervasive throughout the organization 
— not just IT? 

What should organizations consider 
as they develop a security strategy for 
workloads and other functionality that 
they move to the cloud?
The first thing to understand is whether 
you’re going to lift and shift on-premises 
workloads or have everything cloud 
native moving forward. Understanding 
your cloud strategy will inform your 
security approach. For example, if you're 
going to lift and shift a data center where 
applications are hosted on servers, your 
workload protection needs to be tuned 
toward server vulnerabilities, which 
are very different from vulnerabilities 
on laptops and desktops. Also, it's not 
just endpoints that are vulnerable. The 
automation or orchestration layer can also 
be an attack vector. Finally, it’s important 
to have tools that monitor conformance 
to your cloud governance standards so 
you can avoid misconfigurations that 
expose your environment to attack. 

What identity and access management 
(IAM) approaches help keep malicious 
actors at bay?
Multifactor authentication is an essential 
component of managing identity and 
access. Beyond that, organizations should 
review their approach to privileged 
access management. There have been a 
number of attacks where a compromised 
administrative password is used to escalate 
privileges and get access to sensitive 
data. Most IAM solutions haven’t changed 

Cybersecurity at Scale significantly in the last 15 years. They 
rely on legacy technology and things like 
passwords and vaulting. We encourage 
organizations to consider IAM solutions 
that leverage the security built into 
cloud architecture by design. Instead of 
vaults and passwords, cloud-native IAM 
solutions use temporal keys, which are 
used once and then expire. This event-
based approach is much more powerful as 
organizations transition to the cloud.

How can organizations best use AI 
to sustain their security strategy 
over time?
AI can be very effective, but it’s not 
a silver bullet. Because it’s based on 
algorithms that are designed by humans 
with inherent biases, a human has to 
vet either the input or the output. That 
vetting can cause bottlenecks, so even if 
you have the best AI, you may be unable 
to scale human resources to manage 
everything AI can do. Organizations 
should use AI where it makes sense and 
within the constraints of the resources in 
their environment. 

What do you anticipate in the next 
generation of threats and how can 
organizations prepare?
We’re on the cusp of a broad rollout 
of 5G technology. With 5G you get 
roughly 10 times the bandwidth you 
have now. That’s going to fuel edge 
computing and provide more bandwidth 
to transmit data. Very complex software 
is going to proliferate on these edge 
devices, because a lot more data can 
move between these endpoints and 
a centralized cloud repository. That 
in turn will compound the threat 
landscape dramatically. We can answer 
this scalability problem via a security 
abstraction layer. This next-generation 
technology abstracts and consolidates 
all the pertinent telemetry and value 
from security tools and makes analysis 
and response much more efficient. It’s 
just around the corner and organizations 
should start planning for it now. 
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T o outwit today’s cybercriminals, 
security professionals must 
think as cunningly as their 
adversaries. But doing so 

requires a change in perspective, says 
CDG Senior Fellow Morgan Wright.

Wright is an adviser to the U.S. 
Congress House Science, Space 
and Technology Committee. 
He previously served as a 
senior adviser in the U.S. State 
Department Antiterrorism 
Assistance Program and was senior 
law enforcement adviser for the 

2012 Republican National Convention. 
Here’s what Wright had to say about 
thinking differently about security.

We’ve seen some highly disruptive 
attacks in the past year — Colonial 
Pipeline, SolarWinds and others. 
Is something new happening? 
There is nothing new under the sun. 
The tactics are the same; only the tools 
have changed. The problem is the way 
we think about the problem. SolarWinds 
is a perfect example. Until SolarWinds, 
industry best practice was to put an 
application into a sandbox, monitor it for 
three days, and if nothing bad happens, 
push it into the production environment. 
What did the attackers do? They waited 10 
days. They just out-thought us. The other 
thing is we place too much trust in things 
like cryptographically signed software 
updates, even when we have no idea of 
what's inside them. If I've got a nuclear 
bomb inside a sealed container, it's still a 
nuclear bomb whether or not the seal has 
been tampered with. We need to know 
what’s actually inside of that container. 

How can government organizations 
counter these tactics?
We need to take time to think about the 
problem. We also don't spend enough 
time looking at the problem through 
the eyes of our adversaries. If you want 
to stop a bank robbery, do you talk to 
the bank tellers or the bank robbers? 
To use an overused phrase, we have to 
think outside the box. The SolarWinds 

attack came from that kind of thinking. They 
said, “We're going to attack the way they 
think about backups, and we're going to 
take advantage of the fact that they place 
way too much trust in encrypted updates.”

How do you get perspective on what 
your adversaries are thinking?
You need to get out of the office. With people 
working so much, they don’t have time to sit 
still, to stare off into space and think about 
how to think differently about the problem. A 
lot of people get "aha" moments in the shower 
because they’re not working. Their mind is 
somewhere else, and they suddenly make a 
connection between two seemingly unrelated 
things. When I worked in government, I 
would tell people, “I want you to attend a 
conference that has absolutely nothing to do 
with your work; if you're into gardening, go 
to a gardening conference.” It’s also important 
to remove the mental constraints. You 
don't get in trouble for drawing something 
out on a whiteboard. Throw caution to 
the wind and say, “If we really wanted to 
disrupt something, what would we do?” 

What issues should we be paying 
more attention to?
There was a joke when I was working inside 
the government: “Yesterday’s technology 
tomorrow.” Procurement is still the 800-
pound gorilla that nobody wants to address. 
When you look at some of the procurement 
schedules, by the time you’ve baked in a 

solution, it’s outdated and can’t meet 
current needs, so you’ve got to spend more 
taxpayer money. Again, the problem is the 
way we think about the problem. We think 
we need an RFP that’s very prescriptive. 
But if you and I want to meet somewhere 
for dinner, I don’t tell you what kind of 
transportation to use. We decide on a 
place and a time, and we each figure out 
the most cost-effective way to get there. 
In procurement, we need to start thinking 
about statements of objectives and the 
outcomes we want. We can’t smother 
innovation with the blanket of bureaucracy. 

Where do AI and ML come into all 
of this?
We cannot hire our way out of this 
problem. Even if people have the skills we 
need, we don't have enough people with 
those skills to address the problem. We 
have to get better at using automation, 
artificial intelligence and machine learning 
to defend our networks. Instead of legacy, 
anti-virus pattern-matching approaches, 
we need to look at behaviors and ask if a 
particular activity is appropriate given the 
context. In terms of automation, machine-
speed attacks need machine-speed 
responses. If ransomware gets a foothold 
in your organization, it takes milliseconds 
for it to start spreading. If you wait for 
a human to try and determine whether 
something bad is happening, you’ve already 
lost. Your organization is already infected. 

Learn more at Carahsoft.com/Innovation

ISSUES TO WATCH

Changing Your 
Perspec  ve on Security

S
H
U
T
T
E
R
S
T
O
C
K
.C
O
M

S P O N SOR E D CONTE NT

12

GT21 Carahsoft Dec.indd   12 11/12/21   11:34 AM

https://www.carahsoft.com/Innovation


100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

H E A D L I N E

www.govtech.com  // December 2021           43      

Michigan named Laura Clark state chief 

security offi  cer, and in October Gov. 

Gretchen Whitmer announced she would 

also serve as state CIO following Brom
Stibitz’s departure for the private sector. 

Clark had worked as interim CSO since 

Chris DeRusha left to head cybersecurity 

for the Biden-Harris presidential campaign 

in 2020. DeRusha was in January named 

CISO of the federal Offi  ce of Management 

and Budget under the new Biden 

administration.

 February 

A veteran of the federal government, 

Antonio  Sean Martinez was selected 

as executive director of the Colorado 
Mike Hussey

LINKING
IN Each year, we track public-sector IT leaders as they take on new 

roles, move to private-sector positions and tackle the high-tech 
problems of serving citizens. After the tumult of 2020, 2021 saw 
a pivot toward something resembling business as usual, and 
CIOs, CISOs, data offi  cers and more were there to keep moving 
government forward.

San Diego Mayor Todd Gloria named 

Kirby Brady as the city’s fi rst chief innovation 

offi  cer, in addition to her work as director of 

the Performance and Analytics Department.

After eight years, Bill Greeves left his 

post as CIO of Wake County, N.C., to join 

software company SAP.

New York City Chief Analytics Offi  cer 

Kelly Jin announced her departure from 

the role to take a position as vice president 

for community and national initiatives at the 

Knight Foundation.

Vitaliy Panych was named California chief 

information security offi  cer after serving in 

the role in an acting capacity for two years.

 January 

Longtime Utah CIO Mike Hussey retired 

from state service as newly elected Gov. 

Spencer Cox took offi  ce. In March, 

Alan Fuller was appointed to replace 

Hussey as CIO and the head of the Division 

of Technology Services.

044_GT_Dec21.indd   43 11/5/21   1:16 PM
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44           December 2021  //  www.govtech.com

Broadband Offi  ce, succeeding Anthony 

Neal-Graves, the state’s current CIO.

Washington CIO James Weaver left his role 

with that state to head up the North Carolina 

Department of Information Technology as 

chief information offi  cer and secretary.

Gov. Gavin Newsom announced two 

tech appointments, naming Liana Bailey-
Crimmins California’s chief technology 

offi  cer and Richard Klau the state chief 

technology innovation offi  cer.

 March 

Digital services chief for San Rafael, Calif., 

Rebecca Woodbury left city service to start 

her own consultancy, called Department of 

Civic Things, aiming to continue her work 

with local governments. 

President Biden chose Clare Martorana, 

who most recently served as CIO of the 

U.S. Offi  ce of Personnel Management, as 

federal CIO and administrator for the Offi  ce 

of Electronic Government and Information 

Technology for the Offi  ce of Management 

and Budget.

Montana Gov. Greg Gianforte appointed 

Kevin Gilbertson, a private-sector tech 

leader, as the state’s new CIO following Tim 

Bottenfi eld’s retirement at the end of 2020.

 April 

Adita Karkera stepped down as Arkansas 

deputy chief data offi  cer to take a role with 

Deloitte after 20 years with the state.

Baltimore Mayor Brandon Scott named 

Jason Hardebeck as the city’s fi rst director 

of broadband and digital equity, and Justin 
Elszasz to the post of chief data offi  cer.

Gov. Doug Ducey shifted Arizona’s IT 

structure so that CISO Tim Roemer now 

serves as director of the state’s Department 

of Homeland Security, bringing with 

him his responsibilities for managing 

cybersecurity eff orts.

After eight years with the Colorado Springs, 

Colo., Information Technology Department, 

Mary Weeks was named the city’s new CIO.

Following the retirement of Angel Petisco 

in February, Margaret Brisbane was named 

CIO of Miami-Dade County, the most 

populous county in Florida.

 May 

Austin, Texas, named Christopher Stewart
its new CIO, a role he’d held in an interim 

capacity since longtime IT chief Stephen 

Elkins retired in 2020.

Matthew Arvay stepped down as Phoenix 

CIO to take a position in the private sector 

and was replaced fi rst in an acting capacity 

and then permanently in September by 

Steen Hambric, who had been assistant 

CIO since 2017.

Following a high-profi le data leak in the 

Wyoming Health Department, state CIO 

Gordon Knopp resigned his position. 

He was temporarily replaced by State 

Information Services Administrator 

Timothy Sheehan.

Alaska CISO Mark Breunig left the state 

to take a role as a cybersecurity adviser 

for the federal Department of Homeland 

Security. Grady Treston took over the post 

in an interim capacity.

Jason Hebbe was named Pennsylvania 

chief technology offi  cer following the 

departure of former CTO Sean Crager, who 

moved to the private sector.

After eight years as CIO and director of 

the Information Services Department (ISD) 

for San Mateo County, Calif., Jon Walton 

stepped down from the position. Assistant 

CIO Michael Wentworth took over as 

interim ISD director.

 June 

Two years after taking over as Ohio CIO, Ervan 
Rodgers announced his move to the private 

sector. Katrina Flory, who had been deputy 

CIO since 2011, was named as his replacement. 

Maria Thompson, North Carolina’s fi rst 

chief risk offi  cer, left the state’s Department 

of Information Technology for a position 

with AWS. She was replaced in November 

by Rob Main. 

Evanston, Ill., CIO Luke Stowe was 

appointed as the city’s new administrative 

services director, in addition to his work 

heading the IT department. 

Former Ohio Department of Job and Family 

Services CIO Jason Sankey was named 

CIO of Atlanta, replacing Tye Hayes, who 

had been serving in an interim capacity 

since late 2020.

Los Angeles County CIO Bill Kehoe was 

appointed to head Washington IT following 

James Weaver’s departure in February.

Calvin Rhodes stepped down as Georgia 

CIO after a decade in the role. He was 

replaced by Shawnzia Thomas, a 13-year 

veteran of state service.

Utah Gov. Spencer Cox named Rich 
Saunders, executive director of the 

Department of Health, to be the state’s

fi rst chief innovation offi  cer.

Los Angeles Chief Innovation Offi  cer Amanda 
Dafl os left city service to become executive 

director of the Bloomberg Center for Public 

Innovation at Johns Hopkins University.

Andrew “Pete” Peterson left his post as 

chief information technology offi  cer of 

James Weaver

Shawnzia Thomas
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Oakland, Calif., to join executive search fi rm 

Riviera Partners.

Wayne County, Mich., CIO Carlos Perez
left the county government after nearly 

fi ve years. Hector Roman replaced him as 

interim CIO.

Following a 22-year career with the city’s 

tech department, Lynchburg, Va., CIO 

Terry Hutchens retired.

 July 

Longtime Detroit CIO Beth Niblock left city 

service to serve as CIO for the Department 

of Housing and Urban Development under 

the Biden administration. Mayor Mike 

Duggan appointed Art Thompson as 

her replacement.

Delaware CIO Jason Clarke announced 

Aleine Cohen will serve alongside him 

as the state’s fi rst deputy chief information 

offi  cer.

Saad Bashir stepped down as Seattle CTO 

after two years in the role. The position 

was fi lled by interim CTO Jim Loter, who 

anticipated that the city’s next mayor would 

select a permanent replacement.

Utah Gov. Spencer Cox appointed 

Christopher Bramwell as the state’s fi rst 

privacy offi  cer, part of the Department of 

Government Operations.

John Salazar stepped down as New 

Mexico CIO. In September, he was replaced 

in an acting capacity by Raja Sambandam, 

who most recently served as chief risk and 

security offi  cer for the state’s Taxation and 

Revenue Department.

 August 

Deborah Blyth left her position as Colorado 

chief information security offi  cer to take a 

role with private-sector fi rm CrowdStrike. 

The state’s chief customer offi  cer, William 
Chumley, was named interim CISO.

San Jose, Calif., hired two deputies, 

Eddie Kim and Ying Chan, to serve 

under CIO Rob Lloyd.

 September 

Karina Ricks, head of the Pittsburgh 

Department of Mobility and Infrastructure, 

left the city for a role as associate 

administrator for research, innovation 

and demonstration at the Federal Transit 

Administration.

The Georgia Technology Authority added 

to its C-suite with new Chief Cloud Offi  cer 

Dmitry Kagansky, who came to state 

government from Amazon Web Services.

Former Wisconsin Department of Health 

Services CISO Shane Dwyer was named to 

the same position for the state of Iowa. He 

replaced Jeff  Franklin, who left in 2020.

Cordell Schachter, formerly CTO 

of the New York City Department of 

Transportation, moved to the federal level 

to become CIO for the U.S. Department of 

Transportation.

Phoenix appointed its fi rst chief innovation 

offi  cer, Michael Hammett, who had been 

with the city since 2006.

Kevin Ford stepped down as North Dakota 

chief information security offi  cer to take the 

CISO role with Esri. He was replaced by 

Michael Gregg, North Dakota IT’s director 

of cyber operations, in November.

 October 

North Carolina Chief Data Offi  cer 

John Correllus retired after six years with 

state IT, and was replaced by interim 

CDO Carol Burroughs.

Daniel Dister left his post as New 

Hampshire’s CISO to work for the Biden 

administration’s Offi  ce of Management and 

Budget. CIO Denis Goulet took over the 

role in addition to his existing duties until 

the position is permanently fi lled.

Iowa CIO Annette Dunn resigned from her 

post to take a position in the private sector. 

CISO Stephen Meyer, who had been with 

the state of Missouri for nearly 21 years, 

announced his departure for a role with 

private-sector fi rm World Wide Technology. 

Clark County, Nev., CIO Nadia Hansen left 

her post to take a role in the private sector. 

 November 

Ravi Krishnan was named North Dakota’s 

second-ever chief data offi  cer, replacing 

Dorman Bazzell.

Sunny Hwang took the reins as CIO of New 

Hanover County, N.C., after his predecessor, 

Leslie Chaney, announced her retirement 

after 17 years. 

Little Rock, Ark.’s fi rst performance and 

innovation offi  cer, Melissa Bridges, left the 

city to join software company Socrata. 

Beth Niblock

Cordell Schachter

Annette Dunn
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OneRoof aims to be the hyperlocal answer to NextDoor, 

and the startup raised a $1.25 million seed round to get off  

the ground. It’s a building-level social network, meaning all 

members are residents of the same multi-unit block, 

and founders believe this will encourage more 

connection because people are more comfortable 

interacting with just a few neighbors rather than 

thousands. The OneRoof app is currently live in 

about 400 New York City buildings, with plans for 

expansion to other U.S. cities.  

SOURCE: TECHCRUNCH

TICKET TO RIDE
A deal between Tesla, Uber 
and rental car company Hertz 
could make your next ride-share 
experience greener. Hertz has purchased 50,000 
Tesla Model 3 electric vehicles that will be available 
exclusively for rent to Uber drivers at $334 per week, 
including insurance and maintenance. Drivers in San 
Francisco, Los Angeles, San Diego and Washington, 
D.C., with a 4.7-star rating and at least 150 trips on 
record are eligible for the program, which could help 
Uber get to its goal of zero emissions by 2040.
SOURCE: ENGADGET

Seeing Is Believing
About 3 percent of kids have the visual disorder 

amblyopia — commonly known as lazy eye — 
where the brain favors communication with 

one eye, causing visual impairment in the other. 
In October, the Food and Drug Administration 

approved a high-tech therapy to help correct the 
issue: virtual reality. Developed by Luminopia , 
the tool uses a VR headset to show children’s TV 

and movies to each of the patient’s eyes separately, 
gradually training the weaker eye to see the images 
properly. Clinical trials showed that 62 percent of 
participants had improved vision after watching 
one hour of shows through the headset six days a 

week for 12 weeks.
SOURCE: THE VERGE

That’s the “sweet spot” for 5G penetration, 
according to a recent study from British 
research fi rm Omdia. In other words, when 10 
percent of a network’s subscribers have regular 
5G access, the network provider can potentially 
start to turn a profi t. The study found that only 
14 percent of existing 5G networks worldwide 
had reached that sweet spot as of June 30, 
2021, but continued growth is expected.  
SOURCE: DIGITAL TRENDS 
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What experiences and lessons 
from the pandemic are 
shaping how governments 
view digital services now? 
During the pandemic, governments were 

heroic in their efforts to meet constituent 

needs for higher levels of information 

and service delivery. Digital government 

services went from a nice-to-have 

benefi t to a must-have need. Health and 

human services websites experienced 

unprecedented traffi c. Constituents 

searched online for real-time public 

health information and ways to enroll in 

assistance programs. Offi ce closures 

also accelerated the move online for 

routine services and payments, such as 

registering a new business or obtaining a 

hunting or fi shing license. 

Because many of these services and 

information sources were siloed, it quickly 

became clear that both government and 

constituents would benefi t from a one-stop 

online platform.

What comprises a unifi ed 
digital platform? 
A unifi ed platform integrates information 

and services to provide a one-stop service 

experience for constituents. There’s no 

need for a user to go to disparate web-

sites and create separate user accounts to 

perform multiple tasks. 

A unifi ed platform also gives users the 

convenience of accessing information 

and services through a web browser 

or mobile app. For example, during the 

pandemic a resident could use an app as 

a single access point to fi nd a testing site 

— and apply for unemployment benefi ts. 

Constituents are no longer required to 

make payments in person and have a 

variety of digital options for transactions. 

What benefi ts does a unifi ed 
platform provide for 
government and constituents?
Constituents clearly benefi t from the ease

of using a single, self-service digital 

platform to interact with their state and 

local governments. They can obtain a 

range of essential information and services 

in a way that’s timely and consistent.

As government offices remained 

shuttered throughout the pandemic, 

digital payment options became crucial 

for maintaining services to the public. As 

we move forward from the pandemic, 

the continued convenience of these 

options will be critical to the constituent 

experience.

Governments benefit from increased 

efficiency and easier service delivery 

because a cloud-based unified 

platform eliminates system silos on the 

backend of digital services. A platform 

even allows for service integration 

across agencies and jurisdictions for 

a streamlined user experience. And as 

constituents interact with the platform, 

governments receive data and analytics 

that identify current trends around what 

their communities need.

Looking forward, how will 
a unifi ed platform position 
a government for better 
response to the unexpected?
We know that in any time of crisis, constitu-

ents will turn to their governments for up-to-

date information and easy-to-access help. 

With a unifi ed digital platform in place, gov-

ernments can obtain rapid insights around 

residents’ concerns on a hyper-local basis. 

More importantly, they will be ready with the 

information and service tools that support an 

effective community response.

Acquired by Tyler Technologies (NYSE: TYL) on April 21, 2021, NIC is a leader in digital government solutions and payments, partnering with 

government to deliver user-friendly digital services that make it easier and more effi cient to interact with government. NIC and Tyler are united in their 

mission to empower public sector entities to operate more effi ciently and connect more transparently with their constituents and with each other. 

Tyler has more than 27,000 successful installations across more than 11,000 sites, with clients in all 50 states, Canada, the Caribbean, Australia, and 

other international locations. Tyler has been named to Government Technology’s GovTech 100 list fi ve times and has been recognized three times on 

Forbes’ “Most Innovative Growth Companies” list. More information about Tyler Technologies, an S&P 500 company headquartered in Plano, Texas, 

can be found at tylertech.com.

Bringing 
Digital 
Services to 
the Next Level

The COVID-19 pandemic accelerated the 

move to digital services in government. In this 

Q&A, Elizabeth Proudfi t, president of the NIC 

division of Tyler Technologies, discusses how to 

build upon digital deployments to bring greater 

benefi ts to government and its constituents.

A CENTER FOR DIGITAL GOVERNMENT Q&A
ADVERTISEMENT
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F
ew functions of government have faced greater challenges during 

the COVID-19 pandemic as health and human services after 

demand for unemployment insurance and other services spiked 

in the wake of large-scale layoffs and shutdowns in spring 2020. As 

the economy continues to improve, government technology leaders 

are seeking ways to ensure the steps they took to serve constituents 

during the pandemic can support longer-term modernization efforts.

“Use the things that are challenges right now to propel you forward,” 

Stacia Jankowski, director of the Offi ce of Integrity and Accountability 

of the Wisconsin Department of Workforce Development, said during a 

Government Technology webinar sponsored by Amazon Web Services 

(AWS). “It’s a really tough thing to do when you’re dealing with all the 

chaos…. [but] sometimes you don’t have the opportunity later.”

Lessons learned
The well-publicized issues with unemployment insurance in 

many states early in the pandemic illustrate some key challenges of 

modernization. First, systems did collapse in the face of unprecedented 

demand, but this wasn’t solely a technology problem — business 

processes involving people also buckled.

“People-based systems don’t scale quickly,” said Stuart Venzke, 

AWS state and local health and human services leader.  

The resulting backlogs and poor user experience found in many 

existing online services contributed to call centers becoming 

overwhelmed by constituents seeking information, and states were 

unable to train people quickly enough to meet the demand. Finally, 

attempts at fraud became widespread.

An important takeaway is the value of designing systems with the 

constituent in mind. “Even modern systems had a poor user experience,” 

Venzke said. “UI systems are designed more for compliance with policies 

and rules and less about how to help people. ... We could get away 

with that with low claim volumes, but when claims volume skyrocketed, 

the poor user experience added to the frustration and anxiety of people 

trying to feed their families and pay rent.” 

Bold steps
Some state governments and their partners worked quickly to address 

these challenges. Rhode Island became the fi rst state to launch a new 

pandemic assistance website, completed in just 10 days. The cloud-based 

system ingested data from existing mainframe systems, setting the stage 

for further modernization efforts. 

“That started a journey,” said Scott Jensen, CEO of Research 

Improving People’s Lives (RIPL) and former director of the Rhode Island 

Department of Labor and Training. “Once we did that, we kept going.”

This included plans for trackers to provide insights into the status of 

claim approvals and AI-powered career and training recommendations. 

In similar fashion, the New Jersey Offi ce of Innovation realized the 

information constituents needed to navigate the pandemic and human 

services was “spread all over,” said Xavier Hughes, senior innovation 

fellow for the offi ce. Leaders there quickly stood up a consolidated 

COVID-19 portal, which has since become the most visited website in 

New Jersey history, with more than 170 million unique views.

In Wisconsin, “we knew our system wasn’t scalable,” said Jankowski, 

whose department focused on immediate needs, including scaling 

call center operations and using AI to help reduce adjudication cases. 

Importantly, these interim steps provided the impetus to modernize the 

entire unemployment system, which dates to the 1970s, culminating in an 

RFP for a modern, cloud-based solution. 

“All those early wins led us to this place … and guided us to fi nding 

the solution we’re looking at today,” she said. 

Moving UI Systems to the cloud: 
Creating your modernization roadmap
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The way forward
Cloud-based systems like the ones these three states deployed 

represent a solution to governments’ biggest challenges — scaling 

quickly, improving the customer experience, and powering rapid 

innovation — and the scope of the demand provides the best argument 

for further modernization, speakers said. 

“You can do things at a scale appropriate to the pandemic because 

half the workforce was on assistance of some kind,” said Jensen. “Just 

surviving that made going to the cloud a necessity.”

Cloud-based technology can address challenges going forward in 

four key ways:

• Elasticity allows governments to scale services based on demand 

and usage.

• Pricing models align cost with usage — “which is absolutely critical 

to thinking about how to modernize UI systems moving forward,” 

Venzke said.

• Speed to delivery enables rapid deployment of new services, as was 

done in Rhode Island and elsewhere.

• Cloud as a platform for innovation allows states to leverage 

existing methodologies to rapidly respond to policy shifts and 

emerging needs.

Webinar participants offered strategies to help government 

technology leaders leverage the cloud to modernize their systems. 

Among them:

Ensure leadership buy-in. Leadership with a strong vision of 

the end solution is critical to communicate the need at all levels and 

ensure projects are supported “so we’re not getting trapped in a 

position where we’re constantly competing for those resources,” said 

Jankowski. “That’s helped to make sure we’ve protected the time and 

effort to get the results we want.”

Address business processes as well as technology. “The 

technology in the public sector is outdated, but it isn’t just a matter 

of old technology,” said Jensen. “The key to modernization is to 

attack some of those programmatic routines that are repeating 

themselves over and over and lead to the inability to scale.”

That’s also true of modern systems that aren’t fl exible enough to 

adapt to policy changes or new programs such as those stemming 

from federal stimulus during the pandemic. “We should think of 

technology as an enabler of policy, not a constraint on policy,” Venzke 

said. “To the extent it has been a constraint on innovation and effective 

practice, that’s a problem.”

Focus on iteration. Traditional government projects have followed 

a static list of requirements that can quickly become outdated and slow 

progress. “You can’t have it all from the beginning,” Hughes said. “You 

should identify needs quickly, research quickly, and start building and 

delivering quickly.” Among the key areas webinar participants noted: 

identity verifi cation and efforts to address fraud without locking out 

legitimate users. 

“We knew coming out of the pandemic … we needed to see 

successes as we went along,” Jankowski said. “We teased out the 

pieces that are the biggest pain points and saw the results of that 

sooner than we would have with a bigger bang approach.”

Leverage proven technologies and methodologies. 
Along with cloud-based solutions, governments can take 

advantage of agile development methodologies and resources 

provided by organizations such as the federal United States 

Digital Service (usds.gov) and the nonprofi t U.S. Digital Response 

(www.usdigitalresponse.org/). “In the federal, state, or local 

government, we’re in the business of managing risk,” Hughes 

said. “These things have been designed, vetted, and iterated upon 

by world-class experts.”

Maintain in-house expertise. Projects must be overseen by 

owners as well as technology talent focused on both the constituent 

experience and back-end processes. “We wanted something in the 

cloud, modern, and scalable, but at the same time wanted to keep 

resources in house so the experience and knowledge resides in the 

state so we can continue to improve,” Jankowski said.

Emphasize the user experience. “The reason it’s so important to 

get the user experience right is if someone is anxious about their claim, 

they’re going to call, and call, and call,” Jensen said. “You couldn’t hire 

enough people to pick up the phone.”

Shift the culture. Innovation communities of practice or other 

internal groups are critical to evaluate and iterate projects by examining 

business processes and technology, said Hughes. “The most important 

thing is establishing that culture,” he said. “The second most important 

thing is delivering value quickly.”

To learn more, view the webinar here.

This piece was written and produced by the Center for Digital 

Government Content Studio, with information and input from AWS.

© 2021 e.Republic. All rights reserved.
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Amazon Web Services (AWS) Worldwide Public Sector helps government, education, and nonprofi t customers deploy cloud services 

to reduce costs, drive effi ciencies, and increase innovation across the globe. With AWS, you only pay for what you use, with no up-front 

physical infrastructure expenses or long-term commitments. Public Sector organizations of all sizes use AWS to build applications, host 

websites, harness big data, store information, conduct research, improve online access for citizens, and more. AWS has dedicated 

teams focused on helping our customers pave the way for innovation and, ultimately, make the world a better place through technology. 

Contact us to learn how AWS can help you with your biggest IT challenges. 

aws.amazon.com/stateandlocal/digital-government 
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The Center for Digital Government, a division of e.Republic, is a national 

research and advisory institute on information technology policies and 

best practices in state and local government. Through its diverse and 
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sector leaders with decision support, knowledge and opportunities to 

help them effectively incorporate new technologies in the 21st century. 

www.centerdigitalgov.com.
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Turns out, the athletes in Tokyo weren’t the only ones in a massive 

competition at the 2020 Olympic Games. The Games’ cybersecurity 

team took home the gold medal for successfully fending off about half a 

billion attempted cyber attacks during the course of the event.

The team of 200 cyber pros hailed from the NTT Corporation, which 

secured both the Olympic and Paralympic Games. The company recently 

revealed that, in all, it saw 450 million attempted cyber attacks, 2.5 times 

more than the number of attacks made on the London Games in 2012.

The most popular attack methods were Emotet malware, email 

spoofing, phishing and fake websites. There were also many attacks 

on critical infrastructure, as well as ransomware and distributed denial 

of service (DDoS) attacks. The company also reported attacks on 5G, 

new to the Games this year, via unauthorized communications targeting 

vulnerabilities in terminals. The company credits four key factors for 

its success: threat intelligence 

and monitoring, total security 

solutions, quality employee 

training and awareness programs, 

and stakeholder management.

Every day on govtech.com, we explore a question about something 
new happening in the tech (and tech-adjacent) world. Here’s a look at 
a few recent Questions of the Day. For more, visit govtech.com/QoD, 
or subscribe to our newsletter to get them daily in your inbox. 

One of the U.K.’s iconic red phone booths, to be exact.

Nvidia has embarked on a fun new publicity stunt, 

launching what it is calling the world’s smallest gaming 

arcade. Built inside a repurposed phone booth in 

Manchester, the arcade uses GeForce Now hardware 

to allow visitors to participate in a quick cloud gaming 

session.

The box uses a 5G connection and includes a tablet, 

gamepad and headset. There’s also a mini fridge inside to 

ensure the user can have the proper sustenance. A cup 

holder and some neon lighting in Nvidia’s signature green 

round out the experience.

Just how small is the world’s 
smallest gaming arcade? 
Answer: The size of a phone booth.

spectrumMore research, more science, more technology.

The Tokyo 2020 Olympics saw 
how many attempted cyber attacks? 
Answer: 450 million.

What kind of storm could 
cause an ‘Internet apocalypse’? 
Answer: A major solar storm.

Major storms that originate on Earth aren’t the only danger to our 

modern infrastructure. According to Dr. Sangeetha Jyothi, a professor 

at the University of California Irvine, a major solar storm could 

cause enough damage to our infrastructure to create an “Internet 

apocalypse.”

To be clear, we’re talking about a once-in-a-century kind of solar 

storm. Unfortunately, though, there’s a decent chance that one of these 

storms could occur within the next two decades. If it does, it could be 

enough to cause months-long Internet outages in some places. The 

last one was in 1921, but luckily infrastructure at the time wasn’t nearly 

as interconnected as it is today, so the results weren’t anywhere near 

as catastrophic as what we’d see.

Not all areas would be affected the same — a solar storm disrupts 

the Earth’s magnetic field, so areas closer to the planet’s magnetic 

poles would be at greater risk of more significant damage. Most likely, 

parts of the globe — North America, for example — would end up 

experiencing blackouts and be cut off from the rest of the world. And 

these blackouts could last for months, depending on the severity of the 

damage. Internet apocalypse, indeed.

50           December 2021 //  www.govtech.com
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QElection security has been a 
front-burner issue for several 

years now, including the security of 
voting devices as well as back-end 
management systems. How has that 
conversation shifted as a result of 
the disruptions over the last year 
and a half?

In a way, the election management 
industry has been worried about 
cybersecurity for years, and working 
diligently on it. I think what’s happened 
after the last presidential election is 
that other industries related to elections 
and the general public are thinking 
about cybersecurity of elections more. 
In the elections management industry, 
people have known that the most likely 
weaknesses are email phishing attacks or 
something that happens when a person 
makes a mistake. I think those things 
have been brought to the forefront, and 
it’s created a higher level of fitness and 
a better security posture across the 
vendors, partners and even insurance 
providers that we deal with. It’s like 
everybody suddenly got in shape to run 
the marathon that we’ve been running 
for a while. Overall, it’s going to lead to 
greater resilience.

QWhat are some best practices 
people can do to stay safe?

A lot of people are now working in 
a hybrid or remote work environment, 
where they’re not behind a firewall. 
They have to just think about security. 
There should be a basic training, a boot 
camp everybody has to go through to 
learn the basics. Users need to have 

© 2021 e.Republic. All rights reserved.
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very strong passwords and rotate 
them whether or not the systems 
they’re on require that. They should 
essentially treat every system like it has 
a one-month password expiration. In 
addition, they need to be careful with 
what they reveal about themselves on 
social media, and be careful with how 
they answer or forward emails and 
how they treat privileged information. 
People need to be more diligent about 
identifying suspicious-looking emails. 
Those working remotely should have a 
workspace that is separated from home 
life. Overall, people need to be careful 
about information they reveal. A good 
healthy dose of paranoia will help us 
out here.

QHow can teams strengthen 
cybersecurity for elections in 

the midst of remote and hybrid work 
environments?

In the past organizations have 
done self-assessments and created a 
number of policies about how to treat 
hardware, incident management, etc. 
They would write up these 300-page 

word documents and then get a third-
party audit of the ongoing process. 
The bar has been raised, and auditors 
want to see more detail. So one recent 
trend we’re seeing is the emergence of 
compliance as code, infrastructure as 
code, policies as code. The basic idea 
is that your policy documents are less 
static and they’re treated and managed 
with the change control processes that 
software developers use. It’s ultimately 
more fluid and transparent.

QWhat should states and localities 
keep in mind as they approach 

hiring for cybersecurity?
It’s always been competitive. And it’s 

sometimes hard to hire someone with a 
specific specialty, with the right culture 
fit. I think governmental entities should 
pitch themselves as organizations 
that care about the public and where 
people can actually work on something 
that’s going to help society or 
maintain peace and order. Government 
institutions need to realize that they 
actually have a competitive advantage 
in attracting people.

Q&A with David Tate, 
CTO at EasyVote
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G overnment agencies need a be  er 
way to share data with other 
departments and external vendors. 

As more agencies modernize and digi  ze 
their opera  ons, they face growing demands 
for access to valuable data. At the same 
 me, many of these agencies have outdated 

access management tools that expose them 
to ransomware and other cyber threats.  

To understand the legacy challenges and 
data-sharing hurdles many agencies face 
today, consider a typical state department of 
transporta  on (DOT). It manages highways, 
bridges, vehicles, road signs, rest areas and 
a number of other assets. Other agencies — 
police, highway patrol, environmental protec-
 on, motor vehicles and so on — need access 

to DOT data. So do vendors supplying heavy 
equipment, light poles and other necessi  es. 
Meanwhile, DOT employees need access to a 
host of statewide databases that may reside in 
other agencies. 

Each stakeholder in that data ecosystem 
confronts the same security challenges. 
First, they must validate the iden  ty of 
everyone reques  ng data. Next, they 
must determine whether that person is 
authorized to access that par  cular dataset. 

The people reques  ng access face similar 
headaches: They must navigate confusing, 
inconsistent access management systems 
for di  erent agencies, which breeds 
frustra  on and heightens cyber risks. 

“We’ve seen over and over again that 
you can implement very good security 
controls, but if users are frustrated, they will 

always fi nd ways to circumvent them,” says 
Jeet Shah, public sector iden  ty architect 
at Auth0, a leading provider of iden  ty-
management solu  ons. “And that leads to 
users sharing data in unapproved ways.” 

Modern Customer Iden  ty and Access 
Management (CIAM) tools can help agencies 
reduce risk while they expand their data 
access. CIAM solu  ons simplify and unify 
the processes of confi rming user iden  ty 
and managing access to data to streamline 
collabora  on, improve effi  ciency and reduce 
costs. They do this by o  ering services such 
as single sign-on, mul  factor authen  ca  on 

and iden  ty federa  on, allowing users to log 
in the same way, with the same creden  als, 
across mul  ple websites (similar to the “sign 
in with Facebook” or “sign in with Google” 
op  ons many websites allow).  

Shah notes that as more agencies and 
vendors digi  ze their opera  ons, data access 
becomes a more pressing issue. If the login 

experience is easy to adopt and understand, 
users will be more likely to follow proper security 
protocols.  

The leading CIAM tools implement 
zero-trust architecture, which controls who 
can have access to what data. These tools 
also determine how and when users can 
view, modify or delete data. Ul  mately, 
CIAM tools improve risk management for 
government agencies. 

“Every breach can compromise your 
data and your mission, which can lead to 
regulatory fi nes as well as fi nancial losses,” 
Shah says. By managing these risks, he 

Modernizing Customer 
Iden  ty and Access Management

A CENTER FOR DIGITAL 
GOVERNMENT ISSUE BRIEF

Modern CIAM tools can help agencies 
reduce risk and expand data access.

CDG21 BRIEF AuthO_Data_mag.indd   2 10/28/21   11:49 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

adds, CIAM solu  ons reduce overall costs 
while building trust among the people and 
agencies sharing data.  

Best Prac  ces for Modernizing CIAM
Shah recommends a four-step maturity 

framework for implemen  ng a modern 
CIAM solu  on:
1. Establish proof of value. Building a 

business case starts here. “You have 
to understand the value points that 
are important to your organiza  on and 
your partners,” Shah says.

2. Check with your peers. Find out 
how other agencies have successfully 
addressed their CIAM. Talk to peers in 
other jurisdic  ons. Compare notes with 
colleagues who have gone through the 
process.

3. Assess your current state. Get 
an understanding of how much 
moderniza  on progress you’ve 
already made. Iden  fy what’s 
working and what’s failing. Check in 
with stakeholders and include their 
perspec  ves. 

4. Create an improvement plan. Map out 
how the new solu  on will drive be  er 
outcomes. “What does it take to create 
a great access management solu  on for 
your organiza  on?” Shah asks. “Do you 
need single sign-on? Do you have the 
resources to build, maintain and operate 
a solu  on? Understanding what you 
need and how you’ll get there is cri  cal.”

It’s also crucial to commit to con  nuous 
improvement, Shah advises. 

Agencies should think of CIAM 
maturity as a journey that has clear goals 
and specifi c milestones. Agencies also 

must ensure their access management 
so  ware meets current needs and has the 
capacity to grow and evolve over  me. 

The most flexible CIAM solution 
is hosted as a service in the cloud 
with architectures built on APIs and 
microservices. This has many benefits for 
cost-conscious agencies that 
are reluctant to dive headlong into 
new technologies. 

“Many agencies are looking at ways 
to keep their legacy systems while they 
con  nue to modernize,” Shah says. 
“Actually, many don’t need to rip-
and-replace. They just need to look 
for a system that can be the glue between 
their legacy systems and their future state 
and help them through that journey.”

What to Look for in a CIAM Solu  on
Agencies ve   ng poten  al CIAM solu  ons 

should look for tools and approaches 
that mesh with their security goals and 
moderniza  on strategies. 
The best vendors deliver: 
• Strong security and compliance, using 

NIST best prac  ces and open standards 
like OAuth 2, OIDC and SAML.

• Out-of-the box security protec  ons like 
access control lists, breached password 
detec  on, bot detec  on, IP thro  ling and 
strong mul  factor authen  ca  on. 

• Iden  ty federa  on, allowing similar 
log-in pa  erns across mul  ple sites and 
agencies. 

• Microservices architectures and API 
access to ensure scale and compa  bility 
to exis  ng systems. 

• Simplicity and automation 
that enable developers to focus on 
delivering applications that meet their 

business requirements without having 
to worry about logins.

Shah says so  ware-as-a-service (SaaS) 
pla  orms, which host their so  ware in the 
cloud, have the most fl exibility for staying 
abreast of the latest security threats and tech 
trends. Moreover, their architecture relies 
on API connec  vity for agility over the long 
haul. New services and be  er protec  ons 
roll out so o  en that it’s extremely diffi  cult 
for agencies to keep up if they’re buying on-
premises so  ware.

“Agencies that rely on these SaaS iden  ty 
solu  ons can make sure they’re the ones 
pushing the boundaries to meet customer 
demands,” Shah says. That’s the smart way to 
future-proof data sharing among employees, 
agencies and external vendors. 

The right vendor should deliver 
a simple, fl uid user experience. 

“Access to applica  ons should be fl exible, 
suppor  ng all device types from mobile devices 
to tradi  onal desktops,” Shah says. The tools 
should give users control over their data 
privacy. They should allow users to bring their 
own iden  ty through social logins or federated 
iden   es. And they should enable users to 
navigate smoothly between applica  ons with 
minimal fric  on. 

“A strong iden  ty solu  on is the founda-
 on of taking your IT moderniza  on project 

to the next level of security, increasing sa  s-
fac  on without compromising your mission,” 
Shah says.

This piece was wri  en and produced 
by the Center for Digital Government 
Content Studio, with informa  on and 
input from Auth0.
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By Paul W. TaylorSIGNAL:NOISE

W ith my computer’s latest 
operating system update, I now 
receive notifi cations about how 

optimized my workdays are. It reports that 
my weeks tend to begin with a subopti-
mized calendar because only 50 percent 
of my work week is booked with scheduled 
appointments. What the software considers 
suboptimized is what I consider precious 
opportunities to get real work done.  

It would be simple to game this new 
system by blocking out times for the 
work, but that could confound colleagues 
checking my availability for a quick 
call about something that needs to be 
discussed. Those quick syncs have become 
even more important in these work-
from-home COVID-19 times. They help 
keep projects moving while respecting 
the sovereignty of those responsible for 
certain functions or domains within the 
organization. Adding placeholders or fake 
appointments to my calendar to appease 
an algorithm would come at a cost to 
colleagues and collaborators who would 
just want to sync up on something. So 
I resist the temptation to clutter up the 
calendar, my productivity score be damned. 

Of course, my new automated minder 
can only monitor what it can see, and its 
analysis is simplistic. The data from such 
rudimentary measures is a surrogate for 
anticipated better metrics needed in a 
developing work world in which “virtual 
should be the default,” as David Graham, 
chief innovation offi  cer of Carlsbad, Calif., 

told the recent Smart 
Cities Connect Confer-
ence. During the opening 
session of the confer-
ence, Digi.City Founder 

Chelsea Collier told the gathering that 
“we’re learning how to people again.”  

Learning to people again could become 
a defi ning characteristic of the “after times” 
as the pandemic challenged the status 
quo, catalyzed virtual and hybrid work 
models, and spurred the development (or 
repositioning) of productivity and human 
capital management software. The situ-
ation remains fl uid thanks to everything 
from vaccine mandates to limited accom-
modations and changing work rules. 

If you believe governments hire 
smart and competent people — and, 
on balance, they do — this transition 
creates a potentially transformational 
moment around employee self-
management. The institutional structures 
(and constraints) of bureaucratic 
hierarchy are being reconfi gured and, 
in some cases, removed altogether. 

It opens up some interesting questions: 
What if dynamic roles replaced static job 
descriptions? What if distributed author-
ity displaced delegated authority? What if 
rapid iteration took the place of large-scale 
reorganizations, especially in these fl uid 
times? What if transparent rules elimi-
nated the need for alignment via politics? 

The result would be a fl atter organi-
zation that is more well suited to work 
being done at a distance and through 
smaller nodes of self-managed sole con-
tributors. Software entrepreneur Brian 
Robertson gave it a name, “holacracy,” 
which he adapted from the term “hol-
archy,” coined by Arthur Koestler in his 
1967 book The Ghost in the Machine. 

The Harvard Business Review off ers 
a three-part defi nition of the model: 
“(1) Teams are the structure. Within them, 

individual ‘roles’ are collectively defi ned 
and assigned to accomplish the work; (2) 
Teams design and govern themselves, 
while nested within a larger structure; 
and (3) Leadership is contextual. It’s 
distributed among roles, not individu-
als, and responsibilities shift according 
to fi t and as the work changes.” 

Five years ago, the state of Washington’s 
technology agency, WaTech, experimented 
with holacracy, complete with union 
involvement, a control group of employ-
ees in a conventional work environment 
for study purposes, and a Harvard-style 
case study that documented double-digit 
gains in productivity and job satisfaction. 
From an initial pool of 600 prospects, the 
experiment ended up focused on a team 
of 20 people. And that goes to its Achil-
les’ heel: the seeming inability to scale. 
WaTech was unable to make it scale, 
nor were much larger organizations 
such as GitHub, Zappos and Medium. 

But wait. In our present “after times,” 
the structural constraints — organi-
zational and physical — that worked 
against the Washington experiment 
are themselves being squeezed to fi t 
into a new (post?)  pandemic model. 

Autonomous, independent teams and 
individuals can bring reliability and adapt-
ability to the work of government. Flatter 
structures and self-managed employees 
won’t displace big government, but they 
can help public agencies be nimble and 
robust during rapidly changing times. After 
stumbling around in the confusion of a 
protracted pandemic, we may be enter-
ing an era of accidental holacracy. 

Flattening the Curve
Rethinking productivity and organizational agility. 

54           December 2021  //  www.govtech.com

052_GT_Dec21.indd   54 11/10/21   10:47 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

PUBLISHER’S STATEMENT

A Total No. of Copies 70,230 80,308

B Legitimate Paid and/or Requested Distribution

1 Outside County Paid/Requested Mail Subscriptions stated on PS Form 3541 68,979 79,491

2 In-County Paid/Requested Mail Subscriptions stated on PS Form 3541 0 0

3 Sales Through Dealers and Carriers, Street Vendors, Counter Sales, and Other Paid or Requested Distribution Outside USPS 0 0

4 Requested Copies Distributed by Other Mail Classes Through the USPS 0 0

C Total Paid and/or Requested Circulation 68,979 79,491

D Nonrequested Distribution

1 Outside County Nonrequested Copies Stated on PS Form 3541 176 171

2 In-County Nonrequested Copies Stated on PS Form 3541 0 0

3 Nonrequested Copies Distributed Through the USPS by Other Classes of Mail 0 0

4 Nonrequested Copies Distributed Outside the Mail 122 0

E Total Nonrequested Distribution 298 171

F Total Distribution 69,277 79,662

G Copies not Distributed 953 646

H Total 70,230 80,308

I Percent Paid and/or Requested Circulation 99.57% 99.79%

PS Form 3526-X,

a. Requested and Paid Electronic Copies 18,524 20,744

b. Total Requested and Paid Print Copies (Line 15C) + Paid Electronic Copies 87,504 100,235

c. Total Requested Copy Distribution (Line 15F) + Paid Electronic Copies 87,802 100,406

d. Percent Paid and/or Requested Circulation (Both Print & Electronic Copies) 99.66% 99.83%

I certify that all information furnished on this form is true and complete. 
Lauren Harrison, Managing Editor 

Average No. Copies 
Each Issue During 
Preceding 12 Months

No. Copies of Single 
Issue Published 
Nearest to Filing Date

• Over 38,500 Products 

ALWAYS IN STOCK

• Order by 6 PM for 

SAME DAY SHIPPING

• 12 North American Locations Mean 

SHIPPING SAVINGS and FAST DELIVERY

OUR ADVANTAGE

π
SHIPPING SUPPLY SPECIALISTS

ORDER BY 6 PM FOR SAME DAY SHIPPING   1-800-295-5510   uline.com

Statement of Ownership, Management and Circulation
(Required by 39 U.S.C. 3685)

Title of publication: Government Technology. Publication No.: 3729. Date of fi ling October 1, 2021. Frequency of issue: Monthly except February, May, August and November. No. of issues published annually: 8. 
Complete mailing address of known offi  ce of publication: 100 Blue Ravine Road, Folsom, CA 95630. Complete mailing address of general business offi  ces of publisher: 100 Blue Ravine Road, Folsom, CA 95630. 
Full names and complete mailing addresses of publisher, editor and managing editor; Publisher: Alan Cox, 100 Blue Ravine Road, Folsom, CA 95630. Editor: Noelle Knell, 100 Blue Ravine Road, Folsom CA 95630. 
Managing Editor: Lauren Harrison: 100 Blue Ravine Road, Folsom, CA 95630. Owner: e.Republic, Inc. dba Government Technology: Dennis McKenna, Robert Graves, Cathilea Robinett, Alan Cox, Lisa Harney, Paul 
Harney, 100 Blue Ravine Road, Folsom, CA 95630. Known bondholders, mortgages and other security holders owning 1 percent or more of the total amount of bonds, mortgages or other securities, none.

Extent and nature of Circulation
       

              

AD_page.indd   2 11/5/21   1:42 PM

https://www.uline.com/


100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

The word challenge can represent 
both di   culty and opportunity.
That dual meaning is especially 
true for cybersecurity, where the 
public sector faces multiple issues.

Although strengthening cybersecu-
rity was a priority for government IT 
teams before 2020, it’s even more 
urgent now, driven by ransomware 
and supply chain attacks that have 
grown more severe and wide-ranging. 
These attacks can cripple communities. 
They can lock up government appli-
cations and data fi les. Emergency 911 
calls may be disabled. Utility plants, 
healthcare facilities, and transit and 
traffi  c systems may be disrupted.

Vulnerabilities have expanded, too. 
In response to COVID-19, agencies 
rapidly transitioned to remote work 
and deployed new technologies 
and procedures so employees could 

continue to access their work appli-
cations and data. Making so many 
changes under the pressure of a crisis 
response may have created securi-
ty gaps that remain unaddressed.

For critical infrastructure teams, cyber-
security is a growing challenge, too, 
as operational technology (OT) and 
IT systems become more intercon-
nected. More Internet of Things (IoT) 
devices also increase the volume of 
sensitive data fl owing over networks. 

Fortunately, new opportunities are 
emerging to address these challenges 
as legislators and policymakers recog-
nize cybersecurity is a vital national re-
source that requires increased funding.

New attention and new funding 
President Biden’s May 2021 executive 
order covering IT security improve-
ments for federal agencies focused 

new attention on cybersecurity for 
government. State and local govern-
ment leaders should take similar 
executive or legislative action to pro-
tect their organizations by mandating 
the adoption of Zero Trust security 
architectures — which continually vali-
date identities and security credentials 
for network users — and making re-
sources available to implement them. 

Federal-level attention on cybersecurity 
also addresses protections for critical 
infrastructure such as power grids, water 
systems, highways and transit networks. 
A presidential memorandum issued in 
July established voluntary cybersecurity 
goals for control systems used by critical 
infrastructure operators. A pending bill 
in the U.S. Senate would also require 
governments that operate critical 
infrastructure to promptly report cyber 
incidents to the federal Cybersecurity 
and Infrastructure Security Agency.

Maximizing Value 
from New Security Funding
Strategies for making the most of today’s 
support for cybersecurity improvements
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For city and county governments, the 
American Rescue Plan Act’s State and 
Local Relief Fund provides funding to 
strengthen cybersecurity defenses in 
light of the COVID-19 pandemic’s 
impact on the threat landscape. 
Looking forward, more federal 
funding may become available under 
congressional bills for infrastructure 
investments, including the Infra-
structure Investment and Jobs Act. 

All hands on the 
cybersecurity deck
The growing frequency, scale and 
scope of cyberattacks call for more 
security resources and staffi  ng at 
all levels of government. Even if 
budgets temporarily expand with 
new federal funds, attracting and 
retaining qualifi ed staff  will likely 
remain diffi  cult. A more strategic 
approach for maximizing the 
benefi t of new security funding is 
to pursue cooperative eff orts, both 
within and among governments.

Within a government, the IT and 
OT teams traditionally operated 
separately. Today, system intercon-
nections reach across these realms, 
connecting networks, control sys-
tems, applications, data and devices. 
These teams must collaborate to 
maintain robust security protections 
across all IT and OT deployments.

Governments also must collaborate 
with each other and third parties 
to elevate security protections and 
response capabilities. This can start 
with simple information sharing among 
agencies or leveraging expertise 
from security solution vendors. 

A larger collaboration can share 
cybersecurity resources and functions 
across government jurisdictions within 
a county or region. By joining with 
others, participating governments 
may gain stronger capabilities 
and greater value from funding 
than they could obtain alone.

Strategies for wise 
security investments
To develop eff ective strategies for 
investing new funds in cybersecu-
rity improvements, focus planning 
across several key dimensions.

Assess your security needs.
Create an inventory of all technol-
ogies and connections, as well as 
security gaps and resources. Per-
form penetration tests to determine 
vulnerabilities. Identify all critical 
data and types of critical infra-
structure that need protection.

Maintain a single, comprehensive 
security plan. Develop or update a 
plan to address the identifi ed gaps 
in both IT and OT security. Consider 
requirements for regulatory compli-
ance, as well as new security needs 
driven by remote work, system mod-
ernization and digital transformation.

Centralize cybersecurity eff orts.
Consolidate security functions for IT 
and OT systems and improve informa-
tion sharing between IT and OT teams. 
Review legacy systems that should 
be replaced because they cannot 
support modern security functions.

Consider new security options. Look 
at how cloud-based security solutions 

and managed security services can 
supplement on-premises systems and 
in-house staff . Select security solutions 
that off er fl exibility to serve diverse 
operational and business needs and 
that can adapt to future change.

Follow a standard framework. Adopt 
or review adherence to a standard 
security framework, such as the one 
published by the National Institute of 
Standards and Technology (NIST). 

Start the move to Zero Trust. By 
validating users and devices with every 
access, Zero Trust provides a simple 
and powerful model to secure appli-
cations and data. This model replaces 
traditional fi rewall security with a 
combination of technology and policy 
for a proactive security posture that 
agencies can deploy incrementally.

Make the most of a 
big opportunity
The elements of urgency, leadership 
support, cooperation and funding 
have aligned to help the public 
sector improve cybersecurity. New 
federal funding will enable state and 
local governments to build strong 
and enduring security foundations. 
By developing a clear strategy for 
using these funds, governments 
can bolster security resources to 
better protect data, detect and 
mitigate threats, and increase 
resilience for both critical infra-
structure and business operations.

This piece was written and produced by the 
Government Technology Content Studio, with 
information and input from Microsoft.

ADVERTISEMENT
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By Daniel CastroDATA POINTS 

Daniel Castro is 

the vice president 

of the Information 

Technology and 

Innovation Foundation 

(ITIF) and director of 

the Center for Data 

Innovation. Before 

joining ITIF, he worked 

at the Government 

Accountability Office 

where he audited 

IT security and 

management controls.

D espite years of investing in 
better storage and analytics, 
many organizations, especially 

in government, still struggle to make use 
of their data. Too often, agencies have an 
abundance of “dark data” — data that is 
undiscovered, underutilized or otherwise 
untapped. Even if these organizations have 
fully embraced digitization, for example 
by converting all paper-based forms to 
electronic ones, one of the challenges for 
government agencies is that much of their 
valuable data is trapped in documents, 
such as contracts, invoices, policies and 
meeting minutes, and they have no eff ective 
way of getting it out and making use of it. 

To be clear, this problem isn’t entirely 
new. Government agencies have long 
struggled with how to make use of 
the unstructured data found in most 
documents. There are two general ways 
organizations address this issue, and 
both have serious shortcomings. 

One option is to manually extract data 
from traditional electronic documents, such 
as PDFs, Word fi les or HTML documents. 
For structured data, such as the amount 
owed on an invoice, this may be simple 
and automated. But for unstructured data, 

it is less straightforward. 
For example, an invoice 
may include a description 
of the services provided. To 
process this information, 
project managers must 
review and verify whether 
the services align with 
work on an approved 
contract and describe 
work that was actually 

performed. This likely involves reviewing 
multiple other documents, all of which 
also involve unstructured data, and 
may require the specialized skills of 
additional government workers, such 
as lawyers or procurement offi  cials.  

The other option is to use structured 
documents — electronic documents 
where the various elements of the 
document have meaningful labels. The 
most common method would be to use a 
standard like XML. In XML, the creator 
of a document can use a schema that 
defi nes the elements in the document, 
the data types of those elements, and any 
defaults or attributes of those elements. 
Unfortunately, as many software engineers 
have found, creating structured documents 
is easier said than done. The process can 
be tedious and technical, and changes to 
schemas must be closely monitored and 
validated, otherwise nothing may work.  

However, artifi cial intelligence is 
creating a new option for organizations to 
make better use of data in their documents. 
Using natural language processing, deep 
learning and other methods, AI can 
help recognize and categorize data in 
documents and then mark up that data to 
create a structured document. For example, 
NASA and the National Science Foundation 
have partnered with AI startup Docugami 
to explore how to use its technology 
to automatically scrape, structure and 
categorize documents and their elements.  

Again, the challenge is not just 
extracting data from documents, but 
obtaining data and metadata from them 
to create meaning so that information can 
be understood in context. Indeed, Tim 

Berners-Lee (the inventor of the World 
Wide Web) and others promoted a vision 
of linked data called the “Semantic Web” 
over two decades ago, and the World Wide 
Web Consortium (W3C) has promoted 
various standards for encoding semantics 
with data, such as the Resource Description 
Framework (RDF) and the Web Ontology 
Language (OWL). However, this vision 
for the web has largely gone unrealized 
for the same reasons organizations have 
struggled to move to structured data.  

Using AI might help solve this problem. 
For example, Docugami’s founder 
notes that his company is focused on 
understanding not just “big data” but 
also “small data.” So, for example, if 
analysts are searching through thousands 
of unstructured medical documents 
for the word “penicillin,” they are able 
to distinguish between those instances 
where the drug is listed in reference to 
an allergy and others where it is listed 
as a prescription. For government 
agencies, this opens up new possibilities 
too because more semantic data could 
help an agency not only better manage 
a wide variety of documents, such as 
invoices, contracts and proposals, but also 
eventually use the technology to answer 
questions using the data contained within 
them — a search engine on steroids.  

Many government agencies still have a 
lot of work ahead of them to fully digitize 
before these new technologies will 
likely be of signifi cant value to them. But 
these tools show the potential of where 
technology is leading and the possibilities 
that will emerge as AI continues to 
make inroads in government.  

Making Meaning 
Using AI to move from documents to data to value. 
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Why is this cer  fi ca  on important 
for Spectrum Enterprise?
At Spectrum Enterprise, we want to be 
the connectivity and technology solutions 
provider of choice for state and local 
government clients. We also want to be 
their partner of choice by having a deep 
understanding of the needs and challenges 
that our government clients are facing. Our 
sales team members are better positioned 
to help design solutions that meet not 
only current operational needs, but future 
innovation strategies. We encouraged the 
Center for Digital Government to develop a 
certification program focused on the needs 
of state and local government because 
we believed this market would be best 
served by having an education standard. 
We’re excited to be the first company to 
complete the program and pleased with 
the opportunity to lead the way. We hope 
others will follow, because we’d really 
like to see this become an industry-
recognized standard.

What does the cer  fi ca  on 
training cover and how are 
the ini  a  ves being rolled out 
within your organiza  on?
The curriculum focuses on the concepts 
and trends that are important to our state 
and local government clients. The goal is 
for our government sales team members 
to have a deep understanding of public 
sector challenges and opportunities. We 
want our team members to be true partners 
with public sector clients — not just selling 
products and services, but working with 
them to address critical government needs. 
The current certification modules focus 

on everything from budget cycles and the 
buyer’s journey to procurement rules and 
regulations. Each year we’ll suggest modules 
to add to the program to give our sellers 
continuing education on new technology 
trends and the evolving demands that our 
government clients face.

Is it becoming more important for 
companies that serve government 
to gain a deeper understanding 
and more specialized knowledge 
of the public sector?
I really do believe it is. The challenges, 
opportunities and technologies are all 
evolving, and we need to stay on top of those 
changes to best serve government clients. We 
saw demand for digital government escalate 
with the COVID-19 pandemic, for example, so 
we need to help state and local governments 
understand how to best modernize their 
networks. Helping jurisdictions to better 
serve their constituents is a key mission for 
Spectrum Enterprise. We are part of these 
communities. We not only serve government 
clients, we serve their constituents.

How will the cer  fi ca  on impact 
both your current and future state 
and local government clients?
We believe a certification program such as 
this encourages a deeper level of conversation 
with government officials. This helps our 
sellers have truly meaningful discussions 
about what governments are facing and how 
they’re looking to modernize their networks. 
Then we can design a technology solution that 
meets their needs today as well as tomorrow 
— with reliability and scalability as their 
requirements continue to grow.

Spectrum Enterprise: 
Invested in Government Success
Company’s public sector sales teams are fi rst to complete 
new Center for Digital Government cer  fi ca  on program

Spectrum Enterprise is the 
fi rst company to achieve 
state and local government 
market cer  fi ca  on from 
the Center for Digital 
Government. The 12-part 
cer  fi ca  on program 
gives companies deeper 
knowledge of unique 
public sector processes and 
requirements, ul  mately 
making them be  er partners 
for their government clients. 
We recently spoke about 
this with Richard Twilley, 
group vice president, 
ver  cal markets for 
Spectrum Enterprise.

Spectrum Enterprise, a part of 
Charter Communica  ons, Inc., is a 
na  onal provider of scalable, fi ber 
technology solu  ons serving many 
of America’s largest businesses and 
communica  ons service providers. 
The broad Spectrum Enterprise 
por  olio includes networking 
and managed services solu  ons: 
Internet access, Ethernet access and 
networks, Voice and TV solu  ons. The 
Spectrum Enterprise team of experts 
works closely with clients to achieve 
greater business success by providing 
solu  ons designed to meet their 
evolving needs. For more informa  on, 
visit enterprise.spectrum.com.

A GOVERNMENT TECHNOLOGY Q&A

© 2021 e.Republic. All rights reserved.
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2022 EVENT LOCATIONS:

We look forward 
to connecting with 
you in person!
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