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PROTECTING THE PUBLIC
SECTOR FROM RANSOMWARE
State and local government agencies are being held hostage by
À´¿¼¶¼ÂÈÆ´·É¸ÅÆ´Å¼¸Æ´Á·ÆÂìÊ´Å¸·¸Æ¼ºÁ¸·ÇÂÆÇ¸´¿·´Ç´
How prepared is your organization to deal with a ransomware attack?
Take 3 minutes to learn more:

att.com/govsecurity

ACCESS GRANTED

AT&T FIREWALLS
Fully managed security services
to help prevent unauthorized
access to your network

ACCESS DENIED

AT&T THREAT MANAGER
At-a-glance, situational threat
awareness for multiple sites and
“state of the org” view

AT&T CYBERSECURITY
CONSULTING

VULNERABILIT Y
ASSESSMENT

Lifecycle approach to vulnerability,
threat management and
path to compliance

AT&T SECURE
EMAIL GATEWAY
¸ÆÇ¼Á¶¿´ÆÆ¸À´¼¿è¿Ç¸Å¼Áº
and threat detection

All AT&T Cybersecurity solutions are
powered by AT&T Threat Intellect.
© 2017 AT&T Intellectual Property. All rights reserved. AT&T and the
AT&T logo are trademarks of AT&T Intellectual Property.
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POINT OF VIEW

By Tod Newcombe / Senior Editor

Emerging Isn’t Necessarily New

C

an a 10-year-old idea be an
emerging technology? In
2008, someone under the
name Satoshi Nakamoto wrote a white
paper that described a peer-to-peer
version of electronic cash known as
bitcoin. For this new-age currency
to work, it needed a system of trust.
Hence, blockchain was born.
While bitcoin has at times mystiﬁed
and outraged the public, blockchain has
steadily grown in popularity thanks to its
unique form of transparency — sometimes
referred to as a decentralized ledger —
that uses time stamps to securely record
transactions between two parties without
the need for third-party authorization.
Just about every industry in the private sector has begun testing ways to use
blockchain and wring efficiency and cost
out of transactions, while at the same time
providing greater security. But the public
sector could, perhaps, be the biggest beneﬁciary of blockchain. CIOs are investigating
existing databases that handle a wide range
of transactions to see whether blockchain
can make them simpler to operate, more
secure and less costly. Possible uses range
from motor vehicle and land record registry transactions to authenticating professional licenses and managing birth and
death certiﬁcates, to name just a few.
On a more transformative level, blockchain could create a safe and reliable platform for online voting. Already, the state of
West Virginia has begun testing blockchain
voting in federal elections. Last year, the

National Association of State Chief Information Officers added blockchain to its
list of the “next big, transformative technologies” that state CIOs need to follow.
Blockchain has its skeptics and
detractors, however. Some worry about
the disruption that it could trigger before
the technology has proven reliable.
In government, CIOs have stressed
the need for sound governance before
blockchain can move forward.
These are the kinds of questions that
should be raised, even for a technology that has been around for 10 years.
The fact that there are hardly any broad
deployments of blockchain anywhere —
private or public sector — indicates the
caution CIOs are taking with this highly
promising, still emerging technology.
The saga of blockchain ﬁts neatly
with the emerging technologies proﬁled
in this issue of Government Technology.
Age isn’t necessarily a factor in judging
whether a technology is new and innovative. There can be other reasons, including hype of course, that put a technology
into this category. Wireless tech has been
around since cellphones were introduced,
but 5G promises to take it to an entirely
new level, though not without passing
some hurdles. And as writer Adam Stone
explains, 5G could help the Internet of
Things break out as the driving force for
smart cities (see Better, Faster, Pricier, p. 18).
Next-generation wireless will also help
another emerging technology: autonomous
vehicles. In fact, so many AV projects are

underway and beginning to impact a broad
swath of government policies and practices
that we’ve created an infographic to help
explain it all (see p. 38). And what’s an issue
on emerging technologies without a deep
look at pivotal developments in artiﬁcial
intelligence (see Practically Speaking, p. 24)
and aerial drones (see Flight of the Drones,
p. 32). We cover the opportunities and challenges for those two technologies as well.
Ultimately, an emerging technology
has less to do with just how new it is (AI
has been around in some form since the
1960s) than with the growing recognition
that it can be tested, often at low cost, and
applied in new ways that bring signiﬁcant
value to a problem at hand. State and
local governments will never rush to
deploy emerging tech, in part because
they know it’s important to understand
them before embracing them.

RAISE YOUR

VOICE
Your opinions matter to us. Send
comments about this issue to the
editors at editorial@govtech.com.
Publication is solely at the discretion
of the editors. Government Technology
reserves the right to edit submissions
for length.
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What Comes After

Video Surveillance
A picture paints a thousand words, but sometimes a picture
isn’t enough. We need to know what the picture is telling us.
Similarly, body cams, dashboard cams, public CCTV and even
citizen video can contribute to improved public safety (one study
found a decrease in citizen complaints against officers and use
of force reports and an increase in arrests when officers were
outﬁtted with body cameras1), however, cameras alone are not
sufficient to reduce violence, ensure the public’s conﬁdence in
law enforcement operations or prevent lawsuits. The ability to
gather hours of footage does not in itself enhance public safety.
To make the best use of video technology, police departments
must be able to efficiently store, retrieve and analyze video data,
as well as manage the associated storage costs.

The sheer volume of data justiﬁes the need for analytics
software. It isn’t realistic to expect human analysts to visually
examine multiple streams of video data in real time. In addition
to efficient storage and retrieval processes, police departments
need sophisticated video analytics to sort through the footage
being gathered.

To make the best use of video
technology, police departments
must be able to efficiently store,
retrieve and analyze video
data, as well as manage the associated
storage costs.

THE CURRENT LANDSCAPE
Cameras can provide valuable situational awareness, but they
also create new issues around data storage, retrieval and
analytics. In simple terms, the data from video is only as good as
a police department’s ability to access and interpret it.
The need for high-performance storage is self-evident. One
local police department generated 142,000 separate video
ﬁles — or 33 terabytes of data — in its ﬁrst month of using body
cams.2 Michigan State Police estimates body cams deployed
across its entire force could produce 5,000 to 7,000 terabytes of
information over three years.3 CCTV and dashboard cams add to
this growing problem.
The burden of all that video has an impact on public safety.
Officials in Chesterﬁeld County, Va., say devoting time to
reviewing video footage will force them to “radically curtail” the
prosecution of some misdemeanor and traffic offenses.4

PARTIAL SOLUTIONS PRESENT PROBLEMS
Present methods to bridge the gap have so far proven
ineffective, relying on outmoded technologies and excessive
use of human labor. Most police departments depend on manual
methods of data retrieval and analysis, but this approach can be
time consuming, error prone and inherently inefficient.
When police departments have looked to technological
remedies, they have too often sought piecemeal solutions.
They’ve attempted to build out storage by leveraging existing,
outdated storage equipment or by signing expensive and
inﬂexible cloud contracts.
A new solution is needed, one that combines a powerful
storage capability with cutting-edge artiﬁcial intelligence (AI)
techniques in a single turnkey platform.
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ADVERTISEMENT

THE NEW VISION
Video is ripe to beneﬁt from the power of AI. Powerful analytics
solutions can help police departments capture and share crime
details more quickly and analyze data to predict crime and
prevent it from happening.5
Machine learning promises the ability to consume vast
amounts of raw, unstructured data to produce structured,
actionable insights. AI is about more than just the automation
of analytic tasks: it’s about applying learnable intelligence to
the operation.
To gain the advantage of AI, however, storage and analytics
solutions need to dovetail.

A COMBINED STORAGE/ANALYTICS
SOLUTION FOR POLICE DEPARTMENTS
WOULD ENABLE:
END-TO-END FUNCTIONALITY.
Rather than cordon off storage with a
dedicated operation, it would efficiently
integrate the archiving, retrieval and analysis
of video data in a single workﬂow.
COST SAVINGS. Automating analytics lowers
staffing costs and reduces the risk of litigation
due to human error.

For police departments seeking
to leverage video, a solution
that combines storage and data
analytics in an integrated, end-to-end
operation offers an expedited path to
improved citizen safety.

BETTER OUTCOMES. Analytics can help
police officers respond more quickly to
developing situations and take preventive
action based on emerging intel. A combined
storage/analytics approach puts real-time
information at their ﬁngertips, allowing video
data to be a valuable intelligence asset.

Enter Pure Storage. Enterprise ﬂash storage provider Pure
Storage offers a new approach to public safety video data that
combines high-performance storage solutions with innovative
and affordable real-time data analytic capabilities in a single
collaborative, integrated architecture.
Conventional storage mechanisms work in sequential or
serial fashion, accessing ﬁles one at a time. Yet it is in the very
nature of AI to ingest large quantities of information quickly to
make correlations and associations on a large scale. Traditional
storage systems are not well-suited to such a need.
Flash or memory-based storage intrinsically supports multiple
reads and writes, processing in parallel rather than serial fashion.
This makes it ideally suited to support the data streams coming
from multiple cameras, as well as sensors and other Internet
of Things (IoT) implementations. Memory-based storage allows
analysts to access that data at high velocity and with high
veracity, and to feed it full throttle into the AI engine.
The emerging solution will be an integrated platform that
marries ﬂash storage and AI capabilities. A platform approach
will help rein in engineering costs, simplify IT management and

speed deployment. It will also help pull data out of silos so
it can be shared effectively across the organization, giving
analysts easy access to information that has traditionally been
segmented and difficult to utilize.

AN EXPEDITED PATH TO
IMPROVED PUBLIC SAFETY
For police departments seeking to leverage the informational
power of video, a solution that combines storage and data
analytics in an integrated, end-to-end operation offers an
expedited path to improved citizen safety. Working with a
trusted partner with experience in government, and public
safety in particular, can help departments take the ﬁrst step
in harnessing the value from video data.

Endnotes:
1. https://www.cna.org/cna_ﬁles/pdf/IRM-2017-U-016112-Final.pdf
2. https://www.democratandchronicle.com/story/news/2017/04/24/police-body-cams-generatingmassive-amount-video/100621862/
3. http://www.govtech.com/public-safety/Price-Tag-for-Kansas-City-Mos-Body-Cam-ProgramReaches-6-Million.html
4. http://www.richmond.com/news/local/crime/time-burden-in-reviewing-police-body-cameravideos-may-force/article_91eb146b-0fa4-5e99-9833-430312e55efb.html
5. https://www.accenture.com/t20180117T093433Z__w__/us-en/_acnmedia/PDF-70/AccentureCollaborate-To-Innovate.pdf

To learn more about combined storage
and analytics video solutions, visit:
WWW.PURESTORAGE.COM/CLOUD

© 2018 e.Republic. All rights reserved.
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govtech.com/extra:

tech/bytes

Updates from Government Technology’s daily online news service.

Digging into Data
Vermont may not be top of mind when it comes to emerging tech, but the small state is hard at
work using big data, predictive analytics and neural networks to drive innovation. In 2017, Vermont’s
Agency of Digital Services, headed by CIO John Quinn III, began several pilot projects to more
effectively harness the many data sets collected by traffic engineers for inspecting the condition of
roads and bridges. Using artiﬁcial intelligence, the state has been able to take a nuanced look into
a bridge’s future one, ﬁve and even 10 years from now. This and other uses of data will prepare the
state for other next-gen transit, such as autonomous driving. “It’s going to be key that we use that
data to understand, and predict, everything from traffic congestion, to road conditions, to where we
need signals,” Quinn said. “Those types of things will all come from data.”

BIZ BEAT

SHUTTERSTOCK.COM

Small Cells for
Big Impact

Biobot Analytics, a startup out of MIT, is
collecting data from sewage to monitor
opioid use, and in May raised its ﬁrst
round of seed funding. The company
pulled in $2.5 million, with Chicago
venture capital ﬁrm Ekistic Ventures
leading the round. Biobot’s technology
works by sending robotic collection
systems into sewers to collect samples,
which the company then analyzes
to measure opioid use in the
area. The process is inherently
anonymous, since it taps into
shared sewers, and can deliver
data to government on how
consumption of the drugs has
changed over time.

A recent pact between San Jose, Calif., and
AT&T to deploy 170 small cells across the city
will help lay the foundation for 5G as well as the
forthcoming public safety network FirstNet. But
it will do even more for the sprawling community
— help bridge the digital divide. According to
Chief Innovation Officer Shireen Santosham, the
city has 95,000 residents without broadband or
Internet coverage, many of them low-income. The
ﬁve-year deal with AT&T, with options to extend
the contract for two more ﬁve-year periods, will
enable greater connectivity and improve quality
of life in the city.

WHO SAYS?
“A core of what we do as technologists is lead change. We will
know our value when the work we guide outlives us.”
govtech.com/quoteJuly2018
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DATA POINTS

By Daniel Castro

Collateral Damage
State biometric privacy laws reveal the unintended consequences of regulation.

I

n January, Google launched a new feature
in its Google Arts & Culture app that
allowed users to take a selﬁe and ﬁnd out
whether their face matched any of those
in historical paintings. The new search
tool was nothing more than a momentary
amusement for most people, albeit one
that was wildly popular. However, people
in two states — Texas and Illinois —
were left out of the fun because of state
privacy laws restricting the use of facial
recognition technology. Unfortunately,
laws like these may ultimately cost
consumers and businesses much more than
just access to the latest trending apps.
Biometrics — quantiﬁable measurements
about a person’s physical or behavioral
characteristics, such as how someone looks,
speaks or walks — are useful for many
different types of applications. For example,
they are used to increase efficiency, such
as by automatically identifying individuals,
and to increase security, such as by adding
an additional layer of veriﬁcation to a
multi-factor authentication system. One
company has even pioneered a wearable
device that provides a new type of “always
on” biometric, allowing users
to authenticate themselves
Daniel Castro is
by their unique heartbeat.
the vice president
of the Information
Unfortunately, some
Technology and
Innovation Foundation privacy activists have
(ITIF) and director of
vigorously opposed the
the Center for Data
growing ubiquity of
Innovation. Before
joining ITIF, he worked
biometrics since its earliest
at the Government
days. This opposition has led
Accountability Office
where he audited
to the passage of laws like
IT security and
management controls. the Biometric Information

10

Privacy Act (BIPA), the state law that kept
Illinoisans out of the recent Google app.
This law, which was the ﬁrst of its kind
when the state passed it in 2008, requires
companies to obtain prior written consent
from individuals before using biometrics,
as well as to provide written notiﬁcation
detailing the speciﬁcs of how they will
collect, use and store that information.
Now a decade old, the law shows the
unintended consequences of heavy-handed
privacy regulations. Originally, proponents
of the law were concerned about
widespread identity theft and government
surveillance. While these problems
have not materialized in any state, BIPA
has become a roadblock to even some
rudimentary uses of biometrics in Illinois.
One problem is that even minor
violations of the law can subject
companies to steep penalties of up to
$5,000 per infraction, even if there
is no actual consumer harm. And
since BIPA allows individuals to ﬁle
private lawsuits for violations, it has
opened the door to more than 30 classaction lawsuits against companies
operating in Illinois in 2017 alone.
A number of tech companies have
faced signiﬁcant class-action lawsuits
for potential violations. Facebook,
for example, faces massive potential
ﬁnes because of a feature on the social
network that used facial recognition
technology to automatically tag photos
of friends. Shutterﬂy, a popular online
photo publishing service, has already
settled a BIPA class-action lawsuit for an

undisclosed amount. The problem for these
companies is that obtaining prior consent
is impractical for certain applications, such
as analyzing photos uploaded by users.
But it is not just tech companies who
are caught in the crosshairs of this law.
Many businesses are running afoul of the
notiﬁcation requirements as well. For
example, some companies are upgrading
their antiquated time and attendance
systems to improve their employees’
work hours and replacing them with
more advanced biometric systems.
These biometric systems avoid problems
such as “buddy punching” where one
employee clocks in or out for their absent
coworker. But implementing these systems
successfully under BIPA has proven
difficult, and a number of companies
in Illinois now face lawsuits for using
these time clocks for their employees.
While state privacy laws are often
well-intentioned, as BIPA shows, their
unintended consequences can be farreaching. The Illinois legislator who
originally introduced BIPA has tried
to amend the law because he says he
never intended to restrict many of these
activities, but ﬁxing legislation is never
easy. Surprisingly, a number of states
are considering copycat legislation
that would similarly limit biometrics.
This would be a mistake. Rather than
imposing new restrictions on biometrics,
states would better serve local residents
and businesses by encouraging greater
use of this technology to increase
productivity and improve security.
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FOUR QUESTIONS

Sharon Kennedy Vickers
CIO, St. Paul, Minn.
“User-centric” is quickly becoming a core value for technology leaders, and St. Paul, Minn., CIO
Sharon Kennedy Vickers is putting it into practice. An IT veteran with a civic tech background,
Kennedy Vickers has been in her role since January, and residents are central to her approach
to driving the city forward. She comes to the CIO’s office after working with the city for five years
as a consultant. Kennedy Vickers is also the co-founder of Blacks in Technology Twin Cities and
works with civic hackathon Code Switch, both of which keep her engaged with the community and
focused on ensuring equity in technology.

1

2

What has been your approach so
far to St. Paul’s IT needs? For us
to be successful, I’d like to focus
on ensuring that we take a usercentered approach to everything we
do, across the department and across
the enterprise. We need to ensure
that users are at the heart of everything we do and that we engage
them as co-creators of the services
that they will ultimately utilize in a real
and a meaningful way.
What I’ve been focusing on the
last six months is basically people,
processes, and some of our products
and getting to understand those, and
making sure our people have the skill
sets that they need for us to make
sure we’re moving to this digital transformation age, as well as our processes. What are our processes? Do
they align with an agile framework?
And I think if those two things are put
in place we will ultimately produce
great products.

12

How does IT ﬁt into the city’s equity
initiative? If our data suggests that
there are some improvements we
can make in ensuring that our snowplowing,
our emergency management, any of our
systems can be more equitable, how do we
do that? How do we address that? How can
we be creative in doing so?
We are developing an overarching data
strategy that’s in alignment with mayoral
priorities. I’m meeting with city department
heads, and we’re going to be looking at
our values, which are equity, innovation
and resiliency, and the mayor’s initiatives:
lifelong learning, community ﬁrst, public
safety, economic justice and inclusion. So
each department head will be charged with
identifying data that they collect in those six
areas. Then the next step will be for us to
get that data into our open data portal.

3

What does your civic tech background bring to the CIO’s office?
If you want to build an innovation
economy in St. Paul, it has to be inclusive.

Code Switch is a civic hackathon, and
we’re very intentional about that space
being inclusive, ensuring communities
of color are there and actively participating, and letting folks know that it’s not
just technologists and hackers. It is about
identifying problems and thinking about
how data and technology can solve those.
It’s another opportunity for engagement
and tackling some of the challenges or opportunities that exist within our city through
our data and technology. That work will
continue and has real application for my
role because it allows me to engage with
people from different sectors. It allows
for that user-centered approach, asking
residents to be co-creators in our services.

4

How do you ﬁll the need for skilled
tech staff ? I’m interested in investing in the talent that we have, and
I’d like to draw that out. I’m meeting with
every member of my staff to understand
who they are, the work that they do, what
they want to do, how they want to grow and
ﬁgure out how we can invest in the talent
that we currently have. It’s not always about
going out and getting more talent or other
people, but about looking within and seeing
what talent we have and how we can make
investments in those individuals so that they
can help push the organization forward.
— Lauren Harrison, Managing Editor
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BIG PICTURE

Scooter Wars

SHUTTERSTOCK.COM

No longer the domain of kids
zipping around neighborhoods,
both manual and electric scooters
have hit streets across the country
as the latest shared transit service.
But like the shared bike programs
that came before them, not all is
well in the wide world of scooting.
Cities struggle to regulate the
two-wheelers at the same rate
companies roll them out, forcing
places like San Francisco to pull
all scooters off the roads until they
apply for permits. Austin, Texas,
and Santa Monica, Calif., have both
taken to impounding “dockless”
scooters left strewn about city
sidewalks when users are ﬁnished
with them, while Honolulu has
attempted to prohibit one company
from operating on its streets in
favor of another. And although
many may ﬁnd these complaints
mere annoyances, there’s liability
to consider: Riders regularly ﬂout
safety rules and regulations, such
as wearing helmets and obeying
traffic laws. Scooter shares may
help travelers make short trips
around town and possibly solve
the ever-present ﬁrst-mile-lastmile problem, but proponents
have a long way to go toward
winning over government.

14
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Left: Lime dockless scooters
in Washington, D.C.
Top: A man crosses an
Atlanta intersection on a Bird
e-scooter.
Bottom: Bird scooters in
Los Angeles.
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Around
the Corner
We talked to state
CIOs about what they
consider the next big
thing in IT. Here’s what
they had to say.

Dewand
Neely

PHOTOS BY DAVID KIDD

CIO, Indiana

Ed Toner CIO, Nebraska
“There are some technologies out there in the security areas that are really maturing. Of course,
everyone’s got multifactor authentication and things like that, but I am really looking at smart multifactor
authentication. In other words, if I have admin rights, we have tools that actually watch those folks
and look at their patterns, and if they log in at an unusual IP address or at an unusual time, we identify
that and it gets ﬂagged. I want the same type of thing where it doesn’t stop them from logging in, but
it challenges them if anything is unusual in their behavior, and that’s for anyone. So I think the next
technology is tools that protect your environment but don’t get in the way of you doing your job.”

Stephanie Dedmon
Deputy CIO, Tennessee
“For us, it’s around artiﬁcial intelligence and looking for
opportunities to leverage what can be done there. We
are beginning to work with our Medicaid agency in
the area of Medicaid eligibility to determine if there
are tools and techniques we can use. We really feel the
sky is probably the limit, but we have to start slow, start
small with something that makes sense. We’re really
beginning to do early research and understand what’s
on the market and what the opportunities might be.”

16
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“Realistically it’s
still IoT. It’s not
necessarily an
emerging technology
anymore, it’s
becoming a reality.
I think IoT in
the form of the
stoplights, light
sensors and things
like that, especially
as we talk more
about public safety
and FirstNet, those
all mold together
into the IoT space,
so there will be a
big shift in how we
can better use IoT
to increase public
safety. That’s more
of a play everyone
can get behind
and support, and I
think that’s where
we’ll see the next
movement for states.”
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Yessica Jones
CIO, Arkansas

“For me, there is still
a lot to learn from
blockchain. In my
opinion, it still needs to
mature. Especially on the
government side, I’ve still
yet to see a good, solid
business case for it. I think
for where its applicable,
it will be great. As far as
emerging technologies,
for us it will be how to
bring AI and machine
learning and how can
we incorporate that into
some of our processes.”

Darryl Ackley
CIO, New Mexico
“We have some limited evaluation of blockchain.
There is some interest in election systems
nationwide on that front, but there is a lot of
opportunity there for us to move toward a
blockchain ledger in some sense, when we
talk about managing constituent engagement
and the various transaction systems we have.
That could be a way to break down some of
the barriers between the various ways we’ve
done transactional systems, things like that.
The other big one is digital convergence from
a public safety communications perspective.
As we get to next-generation 911, we start talking
about voice and video and data at the 911 call
centers and that convergence. It’s Star Trek,
right? They had voice communication and data
that could look up anything. There’s a long way
to go for that, but convergence is on the way.”

Michael Dietrich
CIO, Nevada
“I think of AIs and AIs that are able
to adopt human emotions and have
a conversation with you where you
don’t know you are talking with
an AI. That’s all really cool stuff, but
at the state level, the government
level, we have to look at what is the
practical, the meaningful application
for these emerging technologies. For
instance, if an artiﬁcial intelligence is
able to learn and make decisions and
have those capabilities, it would be a
great thing for cybersecurity for an AI
to actually be looking at patterns in
the network, looking at traffic and be
able to make human-like decisions
of, ‘Oh, this is something malicious.’”

Eric Larson

CIO, Florida

“Historically, data in state government has been siloed in program areas, and there’s been little crosspollination of data across different program areas. The next big thing in government will be when we start
applying our AI, machine learning and deep learning. There are lots of different ways to characterize it,
but [we’ll see] the patterns and the evidence that comes out of analyzing the data sets we have, realizing the
value of and looking at the data, inspecting it and looking for insights and ultimately getting to a point where
we can support policy decisions based on observations within the data that we haven’t rooted out yet.”

Editor’s Note: Responses have been edited for length and clarity.
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EYRAGON EIDAM

SACRAMENTO CIO
MARIA MACGUNIGAL
ENVISIONS GREAT
POTENTIAL FOR 5G
NETWORKS — FROM
IOT TO SELF-DRIVING
VEHICLES.
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By Adam Stone

S

BETTER,
FASTER,
PRICIER

5G wireless networks could
accelerate the smart city
revolution. But the technology’s
hefty price tag has meant few
takers so far.

acramento, Calif.,
expects to soon be
the ﬁrst city in the
nation with commercially available 5G
telecommunications networking.
City officials see
big promise in the emerging technology.
“Smart city stuff, IoT, autonomous vehicles:
We will use it for all of those things,” said
CIO and IT Director Maria MacGunigal.
Yet MacGunigal isn’t primarily focused
on the whiz-bang municipal impact of 5G.
“The use cases will change 100 times,” she
predicted. “What we do know is that we
will need the infrastructure, so we want
to build it and build it well. The infrastructure is what needs to be strong.”
Nationwide, IT leaders in state and local
government are following a similar trajectory. They’re stoking enthusiasm for the
promise of 5G: a bigger, faster, more reliable
network built to empower a coming wave
of connected-everything. At the same time,
they’re taking a sober look at infrastructure
requirements, seeking a path forward that
is ﬁnancially viable and technically feasible.

THE PROMISE OF 5G
Along with increased bandwidth, 5G
networks promise speed and reliability,
with network latency reduced from about
50 milliseconds to one. Because 5G would
operate in the high-frequency spectrum,
between 30 GHz and 300 GHz, signal
would travel across hundreds or thousands of small cells, often attached to
telephone poles and light posts, rather
than relying on dozens of big cell towers.
As described in IEEE Spectrum, small
cells would be placed every 250 meters
across a city, forming a dense urban
network for efficient, uninterrupted signal
relay. “This radically different network
structure should provide more targeted
and efficient use of spectrum,” IEEE
predicts. Traffic-signaling techniques
such as “beamforming” (which concentrates Wi-Fi signals to improve signal
strength) could identify the most efficient
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BETTER, FASTER, PRICIER

route for data delivery, reducing interference and bolstering network efficiency.
All these technical enhancements
could open up a range of game-changing
use cases for municipal IT leaders.
In a world of connected devices, 5G’s
speed, bandwidth and super-low latency
could help shape vehicle traffic ﬂow
in real time. It could enable interconnected sensors to report on the status of
infrastructure elements, or leverage the
full potential of real-time video in emergencies. “As we move to the IoT area,
anything that has streaming video or large
amounts of data transfer will beneﬁt from
5G,” said San Jose, Calif., Chief Innovation Officer Shireen Santosham.
She’s especially excited about the potential to ensure the safety of self-driving
cars. “We are in the heart of Silicon Valley
and we have many of the autonomous
vehicle companies here,” said Santosham.
“5G can be very useful to them in terms
of vehicle-to-vehicle connectivity.”
Unlike previous telecom networking
schemes, the 5G specs were drawn up with
connected devices as a prime consideration. This means, for example, that the
network is optimized to prolong the battery
life of IoT devices, which could be a boon
for municipal IT executives looking to
roll out smart city solutions. “If you are a
municipality trying to deploy sensors and
you don’t want to change batteries more
than every ﬁve or 10 years, then power
consumption becomes important,” said
Dileep Srihari, senior policy counsel and
director of government affairs for the Telecommunications Industry Association.
The power-management standards are
part of a bigger picture. Unlike previous
iterations, the 5G network has standards
— for example, around network security.
“There has been a lot more thought put
into this than has happened before,” Srihari
said. “Consumers might not draw on this so
much, but for state and local government,
this becomes extremely important.”
A standards-based approach gives state
and local government some assurance that
their 5G investments will lead them in the
right direction. “In 2G and 3G, you couldn’t
forecast what the carriers were going to do,
you couldn’t know whether future networks

“We have police with mobile
networks in their cars, and what
happens to that under 5G?
Those are all unknowns.”
Phil Bertolini, Oakland County, Mich., deputy county executive and CIO

would be affordable or stable. 5G stabilizes
your business decisions. For the ﬁrst time
the carriers have laid out a road map, giving
a clear forward-looking view,” said Scott
Nelson, chief product officer and vice president of Product at IoT provider Digi International. “Having standards means you
can reduce cost and increase ﬂexibility.”
All this sounds promising: Standards
help deliver more bandwidth, more
stability, as well as the promise of realtime communication across a broad
spectrum of connected devices. That’s
5G in a nutshell, and while municipal
IT chiefs are excited about the potential, they acknowledge that getting there
may still be a long and winding road.

GETTING CARRIERS
TO COMMIT
In Oakland County, Mich., Deputy
County Executive and CIO Phil Bertolini

echoes a sentiment shared by many in
government IT. He likes 5G in principle,
but he’s looking for the catch. “We have
legacy equipment, so the question becomes:
What happens to that equipment and is
it capable of running 5G? Will we have
to change out all our devices? We have
police with mobile networks in their
cars, and what happens to that under
5G? Those are all unknowns,” he said.
If the unknowns are worrisome, so
are some of the knowns. Various estimates put the cost of 5G upgrades at $200
billion a year in the short term; a Deloitte
study suggests at least $130 billion in
new ﬁber-optic cabling will have to be
deployed to support the network. While
carriers will likely foot the bill for much
of the needed research and development, as well as for hardware deployments, local government still will have
to ﬁnd its way through a new and largely
uncharted telecom territory. Much hinges
on those “small cells,” the hundreds or
thousands of base units that will form the
core of the 5G network on the ground.
“Municipalities need to understand
the business case that will be needed to
get the carriers to make the commitment.
The cost structure for a million small
cells is very different from the cost structure around a cell tower,” said Tejas Rao,
managing director and global 5G offering
lead for Accenture’s network practice.
That means cities must rethink the
rules of engagement they apply when
negotiating with carriers over right of way
and access to critical assets like lampposts and stoplights. “The fees associated
with permitting, the rental fees associated with being on that pole — all that will
have to be drastically different,” Rao said.

SHIREEN SANTOSHAM, CHIEF
INNOVATION OFFICER, SAN JOSE, CALIF.
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This is a potential mineﬁeld, made
more complicated by the Federal Communications Commission’s recent efforts
to tilt the tables in favor of the carriers.
In March the FCC voted to loosen regulations, effectively making it easier for
operators to deploy small cell infrastructure. The commission removed
federal oversight of small cells outlined
in the National Historic Preservation Act
(NHPA) and National Environmental
Policy Act (NEPA) and nulliﬁed certain
required environmental assessments.
The changes don’t override state and
local regulations, but they are indicative of
what some see as a contentious environment, with carriers seeking unfettered
access to deploy small cells and cities
grasping to maintain control of their
local assets.
Still other potential pitfalls loom. Take,
for instance, the need for backhaul, some
kind of ﬁber connectivity to link together
those thousands of small cells. “If you are
going to be running ﬁber to all those small
cells, then a big part of the city’s role is
about permitting, managing the public right
of way,” Srihari said. “Digging up roads is
really expensive. Our association advocates
a policy of ‘dig once.’ Whenever a road is
being dug up, there should be a conversation with the local broadband providers to
talk about maybe putting in a piece of pipe
today while we’re digging that will save
everyone on costs further down the road.”

EARLY ADOPTERS
AT&T has said it will seek an early
rollout of 5G capabilities in Dallas and
Waco, Texas, two cities with which it
has close ties. Waco already has a 5G
pilot underway and retail availability
should come around by the end of 2018.
Officials in Spokane Valley, Wash., have
said they will write small cell installation
agreements with Verizon, Mobilitie and
MCI Telecom. They’re updating city
code to allow for implementation of this
key piece of 5G infrastructure. San Jose
officials approved a deal with AT&T in
May to deploy about 200 small cells on city
light poles, and Santosham said the city
is likely one to two years away from a 5G

EYRAGON EIDAM

BETTER, FASTER, PRICIER

MACGUNIGAL, PICTURED WITH SYSTEMS ENGINEERS RONNIE OYULA (CENTER) AND CURTIS CHIUU.
SACRAMENTO HAS GIVEN VERIZON ACCESS TO 101 UTILITY POLES AND EXPEDITED PERMITTING IN EXCHANGE
FOR THE COMPANY’S $150 MILLION INVESTMENT IN 5G INFRASTRUCTURE.

deployment. In order to get there, the city
must get some of its own assets in order.
“Deployment of 5G small cells will be
predominantly on streetlight infrastructure, so there need to be upgrades to that
including electronic upgrades, mapping of
that infrastructure, training for the Public
Works Department on how to work with
the new technology,” she said. “There is
also a conversation about where in the
city we will deploy small cells and what
the coverage is going to look like. We want
to balance access across the city so we
get 5G to all our neighborhoods and not
just in the wealthier neighborhoods.”
In Sacramento, those conversations
have been going on for some time, largely
between the city and its 5G partner,
Verizon. The city expects to deploy 5G
as early as this summer, thanks in part to
diligent legwork by municipal authorities.
Knowing 5G would require a dense
distribution of small cells, officials undertook a wireless master plan that calls for a
broad rollout of radio sites and supporting
infrastructure. In June 2017, the city inked

a deal giving Verizon access to 101 utility
poles and promising expedited permitting.
In exchange, the company agreed to establish 5G infrastructure throughout the city
and install free Wi-Fi at 27 parks, investing
$150 million overall in the 5G effort.
While other carriers can compete to
enter the 5G market in Sacramento, the
city’s strategic partnership with Verizon
clearly was key to its rapid adoption timetable. “They are building out the ﬁberoptic network and we get a piece of some
of that, with things like connected intersections. They also provide us smart city
solutions,” MacGunigal said. “In return,
we provide them with reduced or deferred
lease rates for streetlight attachments and
a streamlined development process.”
Looking ahead, many see this cooperative approach as a key element in
future municipal 5G implementations.
Where some describe a competitive situation — with carriers and cities vying
for control of key assets — others say
that a spirit of cooperation will likely
yield better results for all concerned.
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BUSINESS MODEL VS.
MUNICIPAL CONTROL

22

IN GEORGIA, CTO STEVE
NICHOLS SAYS THE
PRIVATE SECTOR NEEDS
TO COME TO THE STATE
WITH A ROAD MAP TO 5G.

DAVID KIDD

As Sacramento’s partner on the telecom
side, Verizon says it is equally invested in
the cooperation narrative. The company
sees an opportunity to partner with cities in
helping them achieve some of their objectives with the deployment of smart community solutions, while also deploying the
backbone that’s required for a whole array
of added solutions that will beneﬁt from 5G
in the future, according to Sean Harrington,
Verizon’s vice president of City Solutions.
Harrington acknowledges that cities
and carriers don’t always start out on the
same page: In his view, municipalities may
over-rate the commercial value of their
lampposts. But he also talks up the value
of honest dialog around these issues.
“Some cities may have higher expectations around what they think the value is
of the assets that they have, and we want
to take those expectations into account,
while also thinking about the realities of our
business,” he said. “It really is a partnership: Here are our objectives, tell us your
objectives. We have a bunch of tools in our
toolkit. Let’s put those pieces together.”
Some telecom industry advocates go a
step further, urging cities to rein in their
ambitions. “People should be focused on
reasonable cost recovery. If you are talking
$6,000 or $10,000 fees to put one small cell
on one lamppost, that’s not reasonable. And
we have seen that: There are all sorts of crazy
practices,” Srihari said. “The industry is very
concerned about this. There is no opposition
to reasonable cost recovery, but we do need
to change the paradigm to recognize that
these are not gigantic towers. If you charge
these kinds of fees you will slow down
deployment. Carriers won’t want to come.”
Santosham sees plenty of room for
compromise. “There is a narrative in
the space right now that says cities
are the problem and are getting in the
way of deployment because of overly
burdensome regulations. The reality is,
I don’t know a city that doesn’t want
broadband,” she said. “They really want
this technology and are looking for ways
to work with the carriers. There is mutual
interest here,” she said. “Our role in
government is to make sure we get those

deployments in a way that is equitable and
in the best interests of our residents.”
It isn’t all about the money, either. In the
run-up to 5G, IT leaders must think not just
about the monetization of lampposts, but
also about more fundamental infrastructure
questions, and some in government say they
are waiting for industry to take the lead.
The state of Georgia has sent out feelers
around 5G, with a couple of legislative
efforts to streamline permitting. But IT officials there say they need technical guidance
from the carriers in order to move forward.
“From a technology point of view,
our philosophy is to lean heavily on the
private sector to bring a solution. We look
to our partners: AT&T, Verizon, Sprint,
T-Mobile and Southern Linc. 5G will
show up when they say it is ready,” said
the state’s Chief Technology Officer Steve
Nichols. “At the moment we don’t have a
real technology strategy. Other than telling
us how great it’s going to be, they haven’t
shared with us any concrete road maps.”
As IT executives wait for those new
models to emerge, they can still lay
the groundwork for 5G by considering
internal issues.
“You need to look at your processes
about how you want to lease, what your
design standards are, how you will provide
electricity. All those things are really important,” Sacramento’s MacGunigal said. “We
have more than 40,000 streetlights but
only 9,000 are appropriate for attachment,
so you need to have a really good asset

inventory in order to understand that.”
With that asset inventory in hand, it
may be possible to ﬁnd ways to leverage
carrier investments for maximum municipal
beneﬁts. In simple terms, cities may want
to hang sensors on those same lampposts
where carriers want to install small cells.
“It’s a business model that beneﬁts
both the municipality and the carrier,” said
Brenda Connor, head of Smart Cities and
Intelligent Transport Systems for Ericsson.
The same logic works when it comes to
laying ﬁber. “If cities are digging ditches to
upgrade water and sewer, maybe you think
about growing some ﬁber down there. It’s
about having a combined consideration.”
Civic technology leaders should be using
this time in the run-up to 5G to look at the
big picture. With a major infrastructure
overhaul looming, it certainly makes sense
to ponder ﬁnances and also take a deep
look into processes around such things as
permitting and inspections. Underlying
these considerations, though, is a deeper
discussion about how 5G’s capabilities
will be used, by whom, and for what.
“Cities ﬁrst need to understand what
services and solutions they could leverage to
make it worth their opening up these assets,”
Rao said. “They need to look at their communities and the services they are already using.
That data could help them to make smarter
decisions in terms of the deployment and
also the services that might be offered.”
adam.stone@newsroom42.com
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W

hen the 2008
Summer Olympics were about
to open in Beijing,
China, government authorities grew increasingly concerned about the
city’s notorious pollution problem. Rather
than risk the health of athletes and guests
at the games, dozens of nearby factories
were ordered closed and driving restrictions
reduced traffic by 90 percent, according to
state news reports. While the moves were
considered radical and impacted the
region’s economy, the Beijing government
felt it had little choice.
Today, Beijing is saturated with sensors that can measure CO2 content and
other pollutants. Data from the sensors
is now combined with information from
the city’s weather service and run through
algorithms developed by IBM’s Almaden
Laboratory in Silicon Valley that help to
predict whether or not the city is going to be
impacted by high levels of pollution. Based
on the ﬁndings, authorities can select which
factories need to shut down if they want
to reduce the chances of high pollution by
50 percent, before the problem emerges.
The technology behind all this is artiﬁcial
intelligence. By collecting an enormous
amount of data and combining it with historical data on weather patterns, the city
can predict just how bad pollution will be
and then modestly dial back the industrial
sector and traffic, rather than shut down the
entire city, which is what happened in 2008.
“This is a practical way of using AI to
mitigate a problem, minimize the impact
on the economy and reduce pollution
overall,” said Jeff Welser, vice president
and director of the Almaden Laboratory.

importantly, strip out the mundane, manual
work that clogs up government operations.
This era of practical AI has already
taken root in the private sector. In a special report, The Economist showcased how
AI technology will reshape traditional
business functions, such as supply chain,
ﬁnance, human resources and customer
service. For example, companies will use
AI to predict when equipment might
fail or when a client is going to pay late.
Already, 30 percent of companies now
have standalone bots that can answer
questions and solve problems. In HR,
companies are building systems that can
predict which job candidates are worth
interviewing and can virtually screen
candidates to increase diversity in hiring.
These are just some of the examples
of what experts deﬁne as narrow AI, in
which machine learning, neural networks
and predictive analytics produce an output
that is well understood. “Narrow AI is

THRIVING ON LOTS OF DATA
If you’re looking for a single word that
sums up the status of artiﬁcial intelligence
today, it could be “practical.” While the general public might get excited or alarmed by
the concept of computers that can see, hear
and speak, government has become quite
bullish on real-world applications of AI
that can ﬁnd ways to improve the environment, make public spaces safer and, most

26

about intelligent automation of
processes that have too much manual
intervention, as well as questions that
require decisions that can be off-loaded
to the computer,” said Rick Howard,
vice president of research at Gartner.
AI thrives on data. Lots of it. Until recently, trying to store and process that data
was a costly endeavor for any organization. But there’s been a precipitous drop in
storage and computer costs, according to
Benjamin Cheatham, a senior partner with
McKinsey and Company. “Those costs were
a huge barrier to AI adoption,” he said. “Now,
we’re inundated with data, but storing and
processing it no longer costs so much. The
result? AI adoption has picked up rapidly.”
But, so far, the adoption of AI in state
and local government follows the same
arc of adoption as technology in general:
It’s happening at a much slower pace
and smaller scale when compared to
the private sector. “About 20 percent of
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EYRAGON EIDAM

AI could be a boon for customer
service in government, particularly
improving the speed and accuracy of
311 call centers.

our survey respondents in government
— CIOs — are actively experimenting
or have made investments in AI,” said
Howard. “But compare that to a rate of
50 percent among what Gartner calls
top performers in other industries.”
Howard said that government should
benchmark its adoption and deployment of
AI against similar industries in the private sector, such as ﬁnance, banking and
other ﬁnancial services. But when you look
at the top performers in those ﬁelds, 15
percent have made signiﬁcant investments
and have deployed scalable applications
versus just 2 percent in government. That
shows you how big the gap is, and more
importantly, how much quicker government needs to move with AI, said Howard.

CONVERSING WITH GOVERNMENT
Despite what have been modest efforts to
use AI in states and localities, the desire to

try AI is strong and experimentations have
become increasingly useful. Nowhere has
this been more evident than with conversational AI. “A lot of governments are starting
with chatbots,” said Kim Nelson, executive
director of state and local government solutions at Microsoft. “It’s one of the emerging
areas where AI will have an impact in state
and local government, and it’s where they
are experimenting to get comfortable.”
Nelson reeled off a series of examples,
mostly having to do with bots that provide
support by answering routine questions,
such as registering a business. But then
she mentioned how the San Diego County
Sheriff has launched a bot that helps
deputies get crucial information while
they are in their cruiser. Typically, deputies
call their dispatcher to run a license
plate number or to get a proﬁle check on
a possible suspect. “It can take up to 30
minutes for that information to get back
to the deputy in the cruiser,” she said.

But the bot, known as “Coptivity,” is a
voice-activated assistant that deputies can
access in their cruiser, and which is able to
pull criminal background information as
well as other sources of information from
back-end databases in real time. It will also
save dispatchers time on routine calls, allowing them to focus on more complex
information requests. Nelson said the AI
application wouldn’t be possible without
cloud computing, which brings together
data and cognitive services, along with
edge computing that allows for the fast
response time needed by the deputies.
Bots are probably the most recognizable
form of AI in government. For now, they
tend to be used in very narrow applications,
answering simple and routine questions.
But their value increases as they listen
to more conversations, hear more questions, learn from them and provide feedback that can improve customer service.
Jeff Gallino is the founder and chief
technical officer of CallMiner, an AI
software company. “We listen to phone
calls,” he said. “We take every word
spoken, how it was spoken, put it into a
database and mine that for insight.”
Those insights include whether or not
a customer was satisﬁed, whether there
might be a risk in the conversation and
other outcomes, such as the ability to
pay a bill. Over time, the algorithms that
CallMiner has developed can improve the
efficiencies of call center agents manyfold,
saving companies millions of dollars.
But Gallino sees a real opportunity
to use this special form of AI as a way to
improve customer service in government,
particularly 311 call centers. Gallino calls
311 an “inbound” form of phone service.
The public calls 311 to get answers to questions, to request a service or to complain
about a problem. By collecting all types
of calls into a database and then building
a machine learning system, local governments could start to predict who is calling — based on whether the call is from a
mobile phone or a landline — whether the
person has called before and the history of
their previous calls. By mining that information, AI can route particular callers to
speciﬁc agents who would be able to answer
their query or complaint more quickly and
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P R A C T I C A L LY S P E A K I N G

with more accuracy. Gallino refers to this
as call deﬂection and when done right, it
can quickly increase caller satisfaction.
As Gallino and other AI experts point
out, the value in the technology right now
is in its ability to sift through vast amounts
of data, ﬁnd certain anomalies or patterns that would take humans far too long
to notice, and then use alerts or nudges
to get agents to ask more pertinent questions, or trigger the bot to provide a more
targeted and accurate answer. When those
nudges, alerts and intelligent responses are
spread across the vast number of government service centers — from municipal 311
systems to Medicaid eligibility programs
— the efficiencies begin to have an outsized impact on operations, not to mention a surge in constituent satisfaction.

means the human expert who is making a
decision based on AI needs to understand
where the sources of data came from,
where the outcome came from and the
reasons the system came up with a particular recommendation or connection.
Keeping bias out of AI results is another ongoing challenge. Almaden Labs
spends a lot of time ﬁguring out how to
make sure unintentional bias hasn’t been
built into an AI system. But Welser admits the problem won’t be easy to ﬁx.
State and local governments face their
own particular barriers to deploying AI,
beyond the fundamental challenges with
AI itself. Not surprisingly, the historically
low levels of IT investment in the public
sector have slowed the introduction of AI
in government. “If you look at the technol-

AUGMENT, NOT REPLACE

What does
it mean to have
algorithms
supporting
public policy and
decision-making?

Gallino envisions a point in the near
future where bots will answer a growing
number of the calls, queries and complaints on 311 calls, and predicts that bots
could also siphon off some of the initial
questions that may happen on a 911 call
before handing it over to a live dispatcher.
But the technology isn’t quite there yet.
“The challenge is to make the conversation with a bot more natural,” said IBM’s
Welser. Right now, bots are pretty good
if a person asks a question that it understands and can give an answer to. But
that’s not how human interaction works.
Phone into any call center and the caller
and agent often exchange several questions and answers to clarify the situation.
“Getting to that natural kind of
conversation, where a bot can replicate how a caller and agent go back
and forth to understand a problem, is
an active part of research,” he said.
Welser points to other challenges that
can arise as the use of AI spreads. One issue is developing a better understanding
of where certain correlations are coming
from. It’s one thing to have correlations that
might help predict future air pollution patterns, but it’s quite another when it comes
to decision-making that affects health and
safety or some other important public policy.
“AI should augment what a person is
doing, not replace them,” he said. That

28

Benjamin Cheatham, McKinsey

ogy stack in state and local government,
it’s very antiquated,” said McKinsey’s
Cheatham. “The fundamental technology infrastructure hasn’t been upgraded
at the rate found in the private sector.”
Cheatham also points to the lack of
data scientists in the public sector as
another reason AI is spreading so slowly.
Without the knowledge or expertise to
craft AI solutions, state and local governments will be heavily dependent on
others to ﬁgure out the best way to use
AI. Then there is just the public’s leeriness about AI. “What does it mean to
have algorithms supporting public policy
and decision-making?” he asked. As a
result, government will need to be far
more transparent than the private sector
when it comes to adopting and using AI.

MIND THE TECHNOLOGY GAP
In a bullish report on potential uses
of AI in government, published in 2017,
Deloitte Insights predicted that, with
adequate investment and support, “AI
could free up 30 percent of government
workforce’s time within ﬁve to seven
years. Just as digital spreadsheets transformed ﬁnance departments, AI is expected to make routine, back-office work
more efficient,” reported The Economist.
That kind of efficiency is expected to
ripple throughout state and local government. “There is a huge value potential
for government customers that use AI,”
said Microsoft’s Nelson. She points to the
enormous possibilities to curtail fraud,
waste and abuse using AI. “There’s two
trillion dollars spent annually by government. Imagine the potential to save on
fraud and waste using cognitive services.”
The best way to get started with AI is
by identifying the major pain points in
a program that is amenable to AI, according to Welser. “Second, you want to
make sure there’s enough data in that
program to train a system effectively.”
The good news for state and local
government is that if they have a good
candidate for AI and they have the
data, there are now a number of predeveloped, cognitive programs out there
that can help launch a productive application. The vendor community is increasingly turning its attention to the government market, as far as AI is concerned.
To be strategic about AI’s future role
in government, Gartner’s Howard suggests that states and localities focus on how
they can become more conversational with
a greater percentage of citizens. “It’s all
about becoming more intelligent,” he said.
Given that citizens are already used
to interacting with AI in the commercial
space and have come to expect to use a
digital assistant, bot or some type of intelligent service, it’s important that government not fall too far behind with AI.
“If you let the technology gap window
grow more than 30 months, you are not
doing anything to increase the trust and
conﬁdence in public institutions,” said
Howard. “There is a digital urgency
today; time is not your friend.”
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Stay up to date on the
latest trends and gain
insights to some of your
most pressing challenges.
Case Study |

A

Intelligent Jail
Management

Streamlining the
Response to Public
Records Requests

Unlocking the Power of Data

MOVING
TO AGILE

All too often, fulﬁlling a public records request means carrying paper around
from department to department because it’s the fastest and easiest way
to assemble all the right documents. And because one employee typically
serves as the response coordinator, deadlines could be missed when that
person takes time off.

Incarceration is one of the costliest components of the criminal justice system.1 And even
though jails and other detention facilities are 24/7 data factories — generating volumes of information
HIV\[VќLUKLYZIVVRPUNOV\ZPUNOLHS[OJHYLJVYYLJ[PVUHSVѝJLYZHUKTVYL·THU`HYL\UHISL[V
OHYULZZ[OH[KH[H[VOLSWJVU[YVSJVZ[ZHUKTHUHNLMHJPSP[PLZLќLJ[P]LS`

For state agencies straining to ﬁll
professional positions with qualiﬁed
employees, the nation’s vast workforce
oﬀers an invaluable resource.

Many state and local officials now see agile
methodology as the fuel for making government
run faster, better and more transparently.

How La Plata County uses prebuilt process templates to
automate document gathering and request management
Snapshot: La Plata County
Location: Southwestern Colorado
Population: 55,000
FY 2017 Budget: $77 million

The ‘Gig
Economy’ for
Government:
It’s Not What
You Think

Using Laserﬁche to create online forms and automate workﬂows is a signiﬁcant
part of the county’s initiative to mitigate declining tax revenues by reducing
direct costs and working with leaner operations.
“Laserﬁche helps us increase our capacity to get work done, even in times
of tight budgets,” says Mike Hawkins, enterprise content analyst. The
improvements gained from process automation are instrumental to the
county’s goal of saving $1 million in hard and soft costs in FY 2017 and
to its Innovate La Plata initiative, a program that empowers staff to think
differently about their work in order to streamline processes, save money
and improve their job satisfaction.

Meeting Deadlines, Reducing Work
This was the challenge for La Plata County, Colo., where state law requires
a response to records requests within 72 business hours.
“The 72-hour response requirement is a tight timeline and requires everybody
to be on top of things because the legal implications for not meeting
the deadline are huge,” says Sarah Jacobson, manager of the county’s
administration ofﬁce.
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YLWVY[PUNKH[HTVKLSPUNWYLKPJ[P]LHUHS`[PJZHUKV[OLYI\ZPULZZPU[LSSPNLUJL[VVSZQHPSTHUHNLYZ
JHUNVIL`VUKIHZPJYLJVYKRLLWPUN[VUV[VUS`YLK\JLPUJHYJLYH[PVUJVZ[ZI\[HSZV[YHJR[YLUKZ
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JVTWSPHUJL^P[OMLKLYHSS`PTWVZLKWVW\SH[PVUJHWZHUKV[OLYNV]LYUTLU[YLX\PYLTLU[Z

Today, La Plata’s response process is largely automated within its
Laserﬁche enterprise content management system. County staff used
the Laserﬁche Business Process Library, a feature in Laserﬁche Forms,
to ﬁnd a prebuilt template that reﬂects a typical records request
workﬂow and automates task routing, document forwarding and due
date reminders.

When a public records request is entered into La Plata’s Laserﬁche system,
the automated workﬂow starts freeing up county employees’ time by:
• Tracking the status of required actions for each department and
automatically sending reminder emails about items due
• Supporting redaction and allowing drag-and-drop document submissions
into the response ﬁle
• Avoiding the need to manually convert documents into a PDF format before
responding back to the appropriate request
• Routing the response ﬁle to the county attorney’s ofﬁce for legal review
• Sending an email to the requester with cost information if
the request will involve charges for staff time, then issuing an
invoice when the response work is ﬁnished
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Delivering Informaঞon
Beyond a Web Page

New approach to content management helps governments beer
serve ciঞzens.

W
Deb McNew,
Senior Client
Experience Leader
CivicPlus

hat if residents could see a “boil water” alert on a
refrigerator display screen as they start to ﬁll their glass?
Or citizens could get a building permit using their digital
assistant device at home instead of going to city hall? What if
government employees could enter information once and have it go
live on all relevant web pages, electronic kiosks and digital displays?
In this Government Technology Q&A, Ben Sebree, CivicPlus®
Director of Platform and Technology and Deb McNew, CivicPlus®
Senior Client Experience Leader, discuss how new technology
for content management and information delivery can help
governments meet evolving citizen expectations.

Ben Sebree,
Director of Plaorm
and Technology
CivicPlus

What new devices are ciঞzens using and
how is this changing expectaঞons for their
interacঞons with government?

What do these changes mean for how
governments need to deliver ciঞzen
access to content, data and applicaঞons?

McNEW: Citizens commonly use smartphones and tablets,
smart watches and Internet of Things (IoT) devices in their homes,
including smart appliances and voice-activated digital assistants.
They want to engage with their local government from their couch,
not from the clerk’s oﬃce, and they want access to information
and services 24/7.
With limited budgets and outdated systems, government
leaders are challenged to reinvent citizen interactions in light of
these new expectations.

McNEW: The most signiﬁcant need is for technology that
helps content management and presentation evolve as devices,
communications and services change. With an integrated content
management system (CMS), a local government can create a
single, central source of content that can be shared easily across
departments and applications. Integrated systems also support
adaptive content display on multiple channels, including websites,
kiosks and electronic signs, as well as constituents’ mobile and
IoT devices.

GT18 Q&A CivicPlus.indd 1
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ADVERTISEMENT

Bringing Together
Informaঞon to
Improve Neighborhoods

Eﬃciency is also critical. Governments will beneﬁt from
new content management technology that supports automated
workﬂows for content sharing and reduces duplicate data entry.

How do content management plaorms
need to evolve?

A central content repository and a
new content management system
can make a diﬀerence in government
service delivery that citizens will notice.
Consider the case of one city, which
uses a central repository to bring
together data from separate reporting
systems for trash, graﬃti and potholes.
Running analytics on this data helps
the city identify areas that need extra
attention and repairs. The city uses this
knowledge to determine where to best
allocate grant money for neighborhood
improvement projects.

SEBREE: The key lies in the concept of a decoupled CMS:
The back-end content and front-end display applications are
not “coupled” to each other exclusively. Unlike a traditional
web CMS, a decoupled environment separates the data and
presentation layers. Data is stored in a decoupled CMS and
can be used for other applications and presentation tools via a
robust set of automatically generated application programming
interfaces (APIs).
In this environment, content can be automatically formatted
and pushed to multiple display types, not just a web page. For
example, our CivicEngage solution oﬀers a data layer that has all
the capabilities the most technically capable staﬀ will require with
a presentation layer that is easy enough for the least experienced
technical user to manage.

How does a new plaorm allow
governments to beer communicate
with and serve ciঞzens?
How can a government get started on
this evoluঞon?

SEBREE: A decoupled CMS gives local governments the power
and ﬂexibility to create content in one place that will seamlessly
adapt and render across diverse channels for meaningful
interactions with constituents. Governments can create a servicesﬁrst, citizen-ﬁrst approach, then leverage the CMS to personalize
the citizen experience via machine learning and artiﬁcial
intelligence. For example, when the CMS supports automatic
content tagging, it can show website visitors content based on the
context of their interactions with the site.

McNEW: First, examine your current website and look for ways
to provide citizens with better access to information and services.
Next, identify where ineﬃciencies exist in current methods for
entering, managing and displaying content and for accessing
content by each application. Finally, consider how a new CMS
could create eﬃciencies in how data is stored, accessed and used
to present information and services to citizens.

How will a new plaorm impact employee
producঞvity, both within IT and in the
business and operaঞons departments?
SEBREE: For IT teams, a new CMS eliminates content silos
through a single repository and robust set of APIs. It modernizes
the CMS infrastructure with a cloud-based service, maintains
strong information security with a certiﬁed cloud, and future-proofs
content because it can adapt to new devices and display types.
The CMS also makes it easy to create integrations and triggers
between content and applications.
For employees, a new CMS reduces data silos, creates simpler
interfaces and enables more automation, which allows for greater
eﬃciency and collaboration. It also eliminates the time, eﬀort
and error potential of duplicate data entry and oﬀers easy-to-use
templates and interfaces for content publishing.

CivicPlus is the integrated technology platform for local
government, working with over 2,500 local governments including
municipalities, counties, and municipal departments. CivicPlus
has been selected by Inc. Magazine as “One of the FastestGrowing Privately Held Companies in the U.S.” since 2011.
For more information visit CivicPlus.com
© 2018 e.Republic. All rights reserved.
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Flightof the

Drones
As the Federal Aviation Administration moves
to relax drone regulations, how will growing
interest in the technology beneﬁt local governments?
BY Ben Miller
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FLIGHT OF THE DRONES

nce a bulky, powerful tool
mostly used in the armed
forces, drones have ﬁnally
reached the hands of average
people and the local governments that serve them.
And they have a lot of ideas:
Use drones to gather intelligence during rapidly evolving public safety
situations. Fly them above ﬁres to get better
information on how to put them out. Send
deﬁbrillators to people having heart attacks.
Drones would be doing all those things,
except that the Federal Aviation Administration’s regulations make them impractical.
Operators can’t ﬂy drones above groups
of people, at night or beyond their line of
sight without getting waivers that can take
months to receive.
So the FAA has set out to relax those
restrictions. The administration is running
a program, called the Unmanned Aerial
System Integration Pilot Program, where
local government and private partners
will run tests doing exactly the kinds of
things they can’t currently do. The idea
is that the FAA will observe the tests and
use what they learn to rewrite the rules.
The 10 test sites they selected in May
— the Choctaw Nation of Oklahoma;
San Diego; Herndon, Va.; Kansas; North
Dakota; the Mosquito Control District in
Lee County, Fla.; the Memphis-Shelby
County Airport Authority; North Carolina; Reno, Nev.; and the University of
Alaska Fairbanks — will become important locations in inﬂuencing the future
of drone use in the U.S., especially as it
concerns state and local government.
But in running the contest, the FAA
gathered ideas from a lot more places than
it chose. In all, 150 different communities applied. The list of people who signed
up as interested parties is even longer —
more than 2,500 people from all across
the country, and some from other countries, contacted the administration.
In reviewing that list, Government Technology found that there are some places in
the U.S. that look like particular hot spots
for public-interest drone use. In fact, some
of them were sparsely populated areas that
exhibited more interest than major cities.
The four that really stood out were
Huntsville, Ala.; the Washington, D.C.-

34

Arguably the most limiting part of current
regulations is that drones can’t be ﬂown
beyond the operator’s line of sight.

Northern Virginia area; Denver; and the
state of Montana.
In the end, only one of those areas —
Northern Virginia — featured a winning
applicant. But the four areas, being
diverse and geographically distant from
each other, hold a lot of insight into how
drones might become important for
government in the future as they become
easier to operate in more situations.

DENVER AND COLORADO
The restriction probably holding back
drones the most is the prohibition on
ﬂying beyond the operator’s line of sight.
Ben Miller, director of the Colorado
Center of Excellence for Advanced
Technology Aerial Fireﬁghting (and of no
relation to the author of this article), knows
ﬁrst-hand why that’s important. He used
to ﬂy drones for the Mesa County, Colo.,
Sheriff ’s Office.
“I ﬂew drones on guys with guns,” he
said. “I would’ve loved to be farther away
from them.”
There are a lot of reasons Denver, and
Colorado in general, might be a hot spot
for drones. Miller points out that there’s
a history of aviation in the state — the
U.S. Air Force Academy sits just outside

Colorado Springs. And there’s a thriving
tech industry in the Denver area.
Mark Edson, a deputy sheriff in
the Arapahoe County, Colo., Sheriff ’s Office, thinks the weather might
have something to do with it, too.
“I would say having 300 sunny days a
year is beneﬁcial to drone ﬂight,” he said.
Edson and Nate Fogg, the Sheriff ’s Office’s emergency manager, have
several ideas for how they would use
drones if restrictions were relaxed.
The county they protect has some
unique challenges. It’s shaped like a long
rectangle, more than 70 miles from end to
end stretching from the southern suburbs
of Denver to the grassy ﬁelds out east. It’s
a long trek from one side to the other.
They have a lot of things to monitor in
that rectangle — particularly ﬁre. All that
grass is good fuel for a blaze. Then there’s
the matter of regular explosions nearby.
“We have a former bombing range … for
the Air Force from the end of World War
II up through Vietnam,” Fogg said. “The
Army Corps of Engineers is still doing all
the work of the unexploded ordnance out
there, and it’s not uncommon to have a ﬁre.”
Sending a ﬁre truck and crew out to
see whether a column of smoke is a blaze
or just a run-of-the-mill detonation isn’t
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FLIGHT OF THE DRONES

a good use of resources. For that matter,
neither is sending a truck out to a reported
ﬁre only to ﬁnd out that it wasn’t needed.
Flying a drone would be better. But
if an operator isn’t able to ﬂy beyond
their line of sight, they would have
to travel along with the drone.
There’s also the matter of ﬂooding. In
2013, Arapahoe was one of several counties in the area overwhelmed with water
during an intense storm. In responding to
those kinds of situations, emergency officials need to know where the damage is and
what kind of situation they’re headed into.
“Landscape changes,” Fogg said. “We
had … channels changing, roads that disappeared, that sort of thing. So we can get
good images, use that for disaster planning
[and] ﬁnancial reimbursement through
the federal government if it’s available.”

automatically going, ‘What do I need to
do for restoration? We’re talking about
logging operations, do I need to be out there
planting trees and when do I do that?’”
Fire is one reason Fowler thinks her
state showed so much interest in the
FAA’s drone program. She also pointed
out that the state doesn’t have a very
dense population or a lot of airports —
which means there’s a lot of more-or-less
unrestricted airspace. In other words,
it’s an easy environment to test in.
“Our certiﬁcates of authorization tend to
be much less complicated because our air
space is much easier to work in,” she said.
There are a lot of ways drones might
help ﬁreﬁghters. Operators could use
them to get a better view of where a ﬁre
has spread to, which could give them a
better idea of how to ﬁght it. As crews
move into areas that have been burned,
drones mounted with thermal cameras
could point out hot spots on the ground.
Fire departments are already starting
to do these things. But it’s fairly hard to do
while complying with the rule to not operate
the drone beyond visual line of sight.
“Particularly in western Montana,
the pilot could be on one side of a
mountain and the drone could be
on the other side,” Fowler said.
Drones could also help perform work
to prevent ﬁres from getting so bad;
more efficiently so if they could be ﬂown

beyond the operator’s ﬁeld of vision. Land
managers can use them to do studies of
forests — how many trees there are in
which places, what the moisture conditions
are, how much fuel there is for a blaze.
And it’s not just FAA regulations
preventing some of these things from
happening. Fowler can tick off a host of
questions she has that will affect when
and where drones are actually practical
for government to use — how long do the
batteries last? How fast can a drone deliver
its data to a user? What about in places
lacking a good Internet connection?
“What’s the maximum size of a ﬁre that
a UAV can actually ﬂy, get the information,
process it and get it back to a manager so
they can actually do something with the
information?” she said. “And depending
on how many pictures you’re taking, doing
photo barometry, it could take up to 24
hours just to process the information
and then you’ve missed your deadline.”

HUNTSVILLE, ALA.
Huntsville, population 180,000, is
perhaps one of the most disproportionately technology-heavy cities in the U.S.
It’s home to a public university, a NASA
space center that was instrumental in
the 1960s Space Race, and the U.S. Army
Aviation and Missile Command.
And Dave Arterburn, director of the
Rotorcraft Systems Engineering and Simulation Center at the University of Alabama
in Huntsville, thinks it’s a great place to
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Montana had a particularly bad ﬁre
season last year, with blazes sweeping
across more than a million acres of land.
“Last year, our ﬁre season ran pretty
late. It ran through September,” said
Jennifer Fowler, director of autonomous
aerial systems at the University of
Montana. “So then the land managers are
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While 150 communities across
the country applied for the
FAA drone pilot program, four
regions generated the most
public drone interest.
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FLIGHT OF THE DRONES

So it makes sense that the nation’s
capital city, home to the Department of Defense, would be a key area
for drone use. John Coffey, a retired
naval aviator, is well familiar with it.
“Watching over the past 10 years
how the market’s transitioned from
pretty much military-only use for
unmanned systems into the commercial space and now the consumer
space is very, very exciting,” he said.
Coffey is now executive director of
unmanned systems with Cherokee Nation
Technologies, which acted as a privatesector partner for multiple applications in
the FAA’s drone program (it’s part of the
successful Alaska proposal). He pointed to
a common understanding of the three Ds
of drones: dull, dirty and dangerous work.
“Going out and surveying a farm or
surveying a forest, which is just a boring
mission … that very same forest that you
just surveyed that was healthy and doing
well catches on ﬁre, and now you’re going
from a very dull mission to a very dangerous
mission surveying wildﬁres,” he said.
Thomas Zajkowski, a program manager
for Cherokee Nation Technologies and
also a ﬂight operations manager at North
Carolina State University, sees sort of a

“You’re giving
mobility to things
that had limited
mobility before.”

GREATER WASHINGTON, D.C.
Most people interviewed for this article
pointed to one particular driver of drone use
and development in the U.S. — the military.

36

backward relationship between D.C. and
state and local government when it comes
to drones.
That is, a lot of those governments
rely on the federal government to
provide drone operations when needed.
If a ﬁre or some other incident is too
small to merit federal attention, they
might not have access to drones.
But if the FAA lowers the bar for operation and those governments can use drones
more easily, that might not matter as much.
“That gives them information they
need quicker that they wouldn’t have had
unless they had a bigger response,” he
said. “They would have had to wait for
the federal government to get there.”
The winning proposal from the
area was from the Center for Innovative Technology in Herndon, Va., close
to Washington Dulles International
Airport. That proposal is broad, but will
include urban and rural package delivery,
mapping technology, radar and more.

READY FOR TAKE-OFF

SHUTTERSTOCK.COM

test drones. That’s because of the diversity of its air space — in addition to all the
military aircraft around, Huntsville is an
inland port with rail and truck service as
well as an airport. It has an urban core,
suburbs and lots of surrounding rural areas.
“We have all types of air space related
to speciﬁc issues in air operation,” he said.
Arterburn is particularly interested
in package delivery, and the ability of
drones to streamline the whole process.
“We’re talking about the range of
delivery, all the way down from cargo
to personal delivery,” he said.
But there are a lot of other ways he
could see drones being helpful with relaxed
restrictions. One of them is studying the
weather and improving forecasting models.
With balloon launches, weather
forecasters can get a lot of information. But balloons have a tendency to
drift. Drones go where they’re told.
Speciﬁcally, that means scientists
could use them to move up and down
vertical columns of air with all the
sensors they need to gather good data.
To do that, they would probably need to
ﬂy up high enough that operators on the
ground couldn’t see them anymore.
“If you can gather all the same [information] but for columns of air ahead
of the front … those models become
much more accurate,” Arterburn said.
Finally, he has an interest in studying
ways to help drones navigate on their own
when an operator isn’t directly controlling their movements. In particular, he
said, the government can use buildings as
markers to help drones orient themselves.
That could free them to draw their own
routes, keeping out of restricted air space
and dangerous areas while traveling to
where they can do something useful for a
public agency. Or, perhaps, deliver a package.
“My building at UAH isn’t going
anywhere, so why not let the UAS use that
as a highly accurate point of navigation that
doesn’t cost the city a lot?” Arterburn said.

There’s a whole constellation of other
possible uses for drones among state
and local governments. They might use
drones to inspect infrastructure. They
might use them to deliver supplies to
disaster victims. They could send them
out to spray mosquitos with pesticide. They could grab quick imagery of
a crime scene. They could map nature
trails or search for missing hikers.
In fact, local governments are
already doing most of those things.
The key to the future, according to
Miller, is expanding their ability to do
those things. If government operators can
use drones above people, at night and in
remote places, they could do all of those
better, faster and at more convenient times.
“The beneﬁt of UAS is mobility,” he
said. “You’re giving mobility to things
that had limited mobility before.”
And as costs come down and operating restrictions get rolled back, Miller
said he has a fourth D to add to the list.
“I might say dull, dirty, dangerous
and democratized,” he said.
bmiller@govtech.com
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Autonomous
Vehicles:
Coming to a Road Near You
(If They’re Not There Already)
AVs and the Law
Currently, 29 states and the District of Columbia have AV legislation enacted — a number
reﬂecting a signiﬁcant uptick in the past few years. Governors in nine states, meanwhile,
have signed AV-related executive orders. This wave of policymaking indicates a widespread acknowledgment that the technology is here, and states want to put the rules in
place to protect citizen safety and encourage any economic development beneﬁts to ﬂow
in their direction.

A survey by AAA
conducted in early
April revealed that 73

percent of drivers
in the U.S. are
fearful of riding in
a fully autonomous
vehicle — up from

States with AV laws on the books: Alabama,
Arkansas, California, Colorado, Connecticut, Florida,
Georgia, Illinois, Indiana, Kentucky, Louisiana,
Maine, Michigan, Mississippi, Nebraska, New York,
Nevada, North Carolina, North Dakota, Oregon,
Pennsylvania, South Carolina, Tennessee, Texas,
Utah, Virginia, Vermont, Washington and Wisconsin
— and Washington, D.C.

63 percent at the end
of 2017, likely due to
a couple of widely
reported fatalities. The
group whose conﬁdence
dropped the most
during that period
was millennials: 64
percent reported being
fearful, an increase
of 15 percent from the
December 2017 survey.
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Autonomous vehicles could pump up to $2 trillion into the United States economy
by 2050, according to research from Intel and research ﬁrm Strategy Analytics.
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People Movers
Driverless shuttles are out in front of the move to
populate the streets with autonomous vehicles. While
Las Vegas and San Ramon, Calif., have shuttles in regular
use, dozens of other pilots are underway or planned across
the country.

Traffic Deaths in the United States
The National Highway Traffic Safety Administration (NHTSA) has linked 94 percent of
vehicle crashes to human error, which highlights the life-saving potential of AVs.
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How automated vehicles work
Cameras

Lidar Sensor

Radar Sensor

GPS Unit

Controller

Onboard Basemap

CAMERAS

L I DA R

R A DA R

GPS UNIT

Cameras gather visual
information from the road and
traffic control and send it to the
controller for processing.

Lidar sensors bounce lasers off
of detected objects. Lidar can
detect road lines and assets and
differentiate objects.

Radar sensors bounce radio
waves off detected objects. Radar
cannot differentiate objects.

The GPS unit identiﬁes the
precise position of the vehicle
and aids in navigation.

SOURCE: DEPARTMENT OF CIVIL AND ENVIRONMENTAL ENGINEERING, UNIVERSITY OF WISCONSIN-MADISON
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Active Test Sites The following 10 sites were selected
by the U.S. Department of Transportation in December 2017 as
proving grounds to advance AV technology.
University of Wisconsin-Madison
Location: Madison, Wis.
Features: With a variety of testing environments, the Wisconsin
AV Proving Grounds is working on best practices for AV use in
commercial trucking, addressing data security issues, advancing
options to upgrade non-AVs with autonomous capabilities and
overcoming perception problems in the way of widespread
adoption, to name a few.

Contra Costa Transportation
Authority and GoMentum
Station
Location: Concord, Calif., outside
of San Francisco
Features: Located on the site of
a former naval weapons station,
GoMentum offers 5,000 acres of
varied terrain (the largest secure
test site in the world) with 20
miles of paved roadway focused
on the testing of connected and
autonomous vehicle technology.

Iowa City Area
Development Group
Location: Iowa City, Iowa
Features: Home to the
National Advanced
Driving Simulator at
the University of Iowa,
this site offers both
on-road and closedcourse testing, as well as
simulated transportation
environments. AVs can
test in different kinds of
weather and on a variety
of road surfaces.

Texas AV Proving Grounds
Partnership
Location: Various sites,
including the Texas A&M
University System (11
locations); the University of
Texas at Austin; and Southwest
Research Institute in San
Antonio.
Features: The vast network
of partners taps into existing
transit testing facilities,
many of which have been
engaged in AV projects for
several years. Other partners
include the Austin-Bergstrom
International Airport, medical
centers, ports and high-speed
corridors.

San Diego Association of
Governments
Location: San Diego, Calif.
Features: Three separate
environments make up this
site: the express lanes on
Interstate 15, city streets
in Chula Vista, Calif., and
part of the South Bay
Expressway. These diverse
sites offer real-world
conditions for AVs and
CVs and their associated
technology.

What’s in an AV?
Clear deﬁnitions on the levels of autonomy ensure
government and the private sector are on the same
page when it comes to setting policy.

WE ARE
HERE

LEVEL 0

LEVEL 1

LEVEL 2

LEVEL 3

NO AUTOMATION
Human required
to safely operate
vehicle at all times

DRIVER ASSISTANCE
Vehicle alerts driver
to information about
driving environment;
human required for all
critical functions

PARTIAL AUTOMATION
Vehicle and human each
perform some tasks; human
continues to monitor
driving environment

CONDITIONAL AUTOMATION
Vehicle manages most safetyrelated driving functions in
mapped conditions; human must
always be ready to take control

SOURCE: SOCIETY OF AUTOMOTIVE ENGINEERS, ADOPTED BY THE U.S. DOT
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According to Pew
Research, 75 percent
of Americans believe
widespread use of AVs
would help the elderly
and disabled lead more
independent lives. Of
survey participants ages
65 or older, however, just
31 percent said they
are willing to ride in a
driverless car.

American Center for Mobility at Willow Run
Location: Between Ypsilanti and Belleville, Mich.
Features: The recently opened 500-acre proving ground
started tests last December, taking advantage of infrastructure
like double overpasses, intersections, roundabouts, a curved
tunnel and a 2.5-mile loop of highway.

Pittsburgh and the Thomas
D. Larson Pennsylvania
Transportation Institute
Location: Pittsburgh and
the campus of Penn State
University, University Park, Pa.
Features: In addition to a
1-mile oval-shaped test track,
there’s an area for large
vehicles and a course meant
to test durability of cars and
accessories.

U.S. Army Aberdeen
Test Center
Location: Outside of Aberdeen, Md.
Features: Established more
than a century ago, the proving
ground opened six months after
the U.S. entered into World War I.
Its designation as an AV test site
suggests the facility will play a pivotal
role in exploring how autonomous
technologies can enhance U.S.
military operations.

Central Florida Automated
Vehicle Partners
Location: Locations
throughout central
Florida, including several
universities, NASA’s
Kennedy Space Center,
the city of Orlando,
expressways, interstates
and a dedicated high-speed
AV and tolling test center in
Polk County.
Features: Driver-Assisted
Truck Platooning will be
tested on nearly 150 miles
of State Route 91 from
Orlando to Palm Beach,
while the SunTrax facility
will occupy 475 acres, 200
of which will be dedicated
to testing emerging AVrelated tech.

North Carolina
Turnpike Authority
Location: North Carolina’s
Triangle Expressway,
about 20 miles west of
Raleigh
Features: Ready access
to several nearby
research universities,
a trait shared by many
other test sites, as well
as 19 miles of ﬁber optics
that enable electronic
tolling, live feeds and
pavement sensors, should
shed light on changes
needed to road signs and
markings for AVs.

According to McKinsey,
by the year 2030, the car
data industry could be
worth as much as

$750 million.

Sixty-ﬁve percent
of Americans think most
vehicles on the road will
be autonomous within
50 years.

LEVEL 4

LEVEL 5

HIGH AUTOMATION
Functional driver cockpit
in place; automated
system performs all
safety-critical driving
functions and monitors
the environment

FULL AUTOMATION
Vehicle is driverless;
automated system performs
all driving tasks in all
conditions that a human
could perform; driving
equipment no longer needed

Forty percent
of U.S. adults report
some level of enthusiasm
about the potential of
driverless cars.
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E-GOV

Digital
Licenses:
The Next Frontier
in Identification
Mobile driver’s licenses will
debut in Iowa this year.

By Theo Douglas / Staff Writer

L

ater this year, around a million
Midwesterners will get the
chance to use their smartphones
in a way that’s believed to be a ﬁrst for
any state — as mobile or digital drivers’
licenses. Iowa is in the early stages of
deploying the technology that will enable
residents to display and control their
personally identiﬁable information.
The state is conﬁdent this is what
the public wants. This spring, it signed
contracts with a number of ﬁrms, including
IBM for hosting and service support,
and expects to spend $3.5 million to
make mobile drivers’ licenses (mDL), or
digital drivers’ licenses (DDL), a reality.
The exact timing of Iowa’s mDL launch
has yet to be determined, but the effort is
sure to be watched closely by Delaware,
which began an mDL pilot in March; and
by Washington, D.C., Colorado, Idaho,
Maryland and Wyoming, which are also
piloting mDL technology from Gemalto,
an international digital security company.
Widespread use of mDLs is generally
believed to be inevitable, though years away.
Public officials and security experts view the
digital licenses as the best platform for what
is expected to eventually become a universal,
widely accepted, safer and more secure
form of single ID — the driver’s license 2.0,
with information that can be more closely
guarded by its owner, yet more quickly and
inexpensively updated by state agencies.

42

Iowa Department of Transportation (DOT) Director Mark Lowe said
the technology could enhance existing
uses for “hard cards” (plastic drivers’
licenses), and ultimately surpass them as
a universally accepted identity with the
beneﬁt of enhancing other services.
“From my perspective, the next place
we go with this is not so much showing up
at a state agency and showing the mDL,
as much as using the mDL as the portal
by which we connect with the person to
undertake transactions,” Lowe said.
Some of those transactions include
using the mDL when registering to vote
— still a paper option at some departments of motor vehicles — and ﬁling
state income tax returns, in which it
could help speed up the secure submission of the return as well as the refund.
Geoff Slagle, director of identity management at the American Association of

Motor Vehicle Administrators, described
Iowa as “solid in their resolve to see the
mDL come to light as quickly as possible.”
The state is also working to align its mDL
project with the AAMVA and the International Organization for Standardization. AAMVA’s joint mDL working group
has recently circulated a ﬁrst official
draft of international mDL standards.
“For the foreseeable future, we’ll
have both. In my opinion, we will see a
critical mass of mDLs within the next
ﬁve years,” Slagle said. “I believe that
10 years from now, physical cards will
far and away be the exception and that
most people will be carrying and using
an mDL as their preferred credential.”

I
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I believe that 10 years from now, physical
cards will far and away be the exception
and that most people will be carrying and
using an mDL as their preferred credential.
Geoff Slagle, American Association of Motor Vehicle Administrators

SHUTTERSTOCK.COM

Mobile drivers’
licenses could soon
help expedite tax
ﬁlings (and refunds)
and voter
registration.

also been closely involved in testing, as well
as the state’s retail and business communities that rely on drivers’ licenses to verify a
person’s age, address and origin.
The technology underpinning these
interactions and transactions is still being
developed but will be centered on an app
for residents; an app or software program
called Verify LE for the law enforcement community; and a reader or scanner
for business and retail that could reveal
digital features invisible to the naked
eye — though the mDL barcode may
also be readable by existing devices.
The mDL available for Iowa residents will resemble their current driver’s license, but its headshot will have
the ability to be rotated left or right as
a unique security feature. It will also
contain layered or “privacy” viewing
capabilities, enabling license holders to
screen their necessary information, for

example, displaying image and age to a
bartender, but not a home address.
Law enforcement’s mDL software will
allow officers to remotely request a driver’s
license information from a database for
all occupants of a vehicle detained during
a traffic stop. This will give officers vital
information about all the occupants and
improve police-citizen interactions.
The digital licenses will let the state
renew a driver’s data dynamically, according
to Robert Mikell, business development
director for IDEMIA, a software ﬁrm
working on the project. This will allow for
real-time updates of violations and suspensions, saving time and money now spent
dispersing changes via paper or email.
Iowa’s pilot, which concluded in early
2016, gave the state a more detailed sense
of the deeper meaning and the interoperability inherent in digital identiﬁcations;
and showed the signiﬁcance of using a
movable image with “a liveness that would
not just be a screen capture,” said Lowe.
The agency realized its mDL would
have to be “more sophisticated” than
previously thought, according to Lowe,
emphasizing that while its solution
will resemble an existing license visually, it must “convey information and do
it in a secure and authenticated way.”

T

he security challenge for agencies and technology providers is
how to adequately safeguard a
document that may resemble the physical driver’s license but will be capable
of doing much more, while providing
robust protections on a device and
during information transmission.
Adding a timestamp or movable, 3-D-like
qualities to the photo of its bearer may
help secure it. Presenting it in a “secure

container” on the smartphone, within
its own app, will also help. However, the
devices and methods used by law enforcement, retailers and private businesses, and
the digital handshakes that occur when
mDLs are viewed will have to be hardened.
Another key issue for agencies and
private-sector technology providers is the
interoperability between states and jurisdictions, technologists said, suggesting that
such ﬂexibility will be the deciding factor
in enabling mDLs to move from novelty
status to the preferred format for a driver’s personally identiﬁable information.
A key hurdle is that, while motor vehicle
agencies are beginning to contemplate
an eventual move to mDLs, states are in
different stages of adoption. Public agencies and potential mDL users possess
widely varying degrees of technology,
making the rollout of mDLs problematic.
Arjan Geluk, principal advisor for UL
Identity Management and Security, recommended states make sure any new infrastructure keeps pace with the availability of
mDLs to avoid deployment issues similar
to what happened with chip card deployments in Japan and Taiwan where payment
cards with security chips and card readers
were not always rolled out concurrently.
“There are a lot of promising opportunities around mobile drivers’ licenses. I
think what is important is, if you go, keep
it simple at the start,” said Geluk, who
also leads an AAMVA task force speciﬁcally focused on mobile drivers’ licenses.
The current landscape has room for states
to have their own take on the technology and
for vendors to compete, said Lowe, “but in
the end, we can all cross borders, recognize
each other, interact with each other and be
consistent in the way that we do that.”
tdouglas@govtech.com
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ADVERTISEMENT

A Roadmap for

BUILDING
SMARTER
MEDICAID
SYSTEMS
M

on one vendor to build their entire MMIS and instead move toward
a modular approach. With a modular approach, the system is broken
down into components — or modules — for different vendors to bid
on during the procurement process and later build out using their own
expertise and technology.
Modularity promotes interoperability, so all parts of the system work
together even though they are built separately. CMS has put additional
safeguards in place to ensure this through a rigorous certiﬁcation process
and by updating its Medicaid Enterprise Certiﬁcation Toolkit (MECT) to
outline requirements for modular and agile system development.4
Modularity offers several beneﬁts to state Medicaid programs.
• More competition. Modularity allows new vendors to enter the
government technology space, thereby encouraging innovation and
reducing costs.
• Improved ﬂexibility. In the past, adding new capabilities to
an MMIS required signiﬁcant updates, or in some cases was so
cumbersome and costly that it didn’t make sense for states to
pursue. But with modularity, states can more easily add components
to extend system capabilities.
• Better data sharing. A secure infrastructure enables data to
be securely shared between each module and approved outside
systems like health information exchanges and electronic health
records from other providers. States can in turn gather more insights
to improve programs.

edicaid — which provides coverage to 20 percent of the country’s
population1 — is ripe for innovation. State Medicaid programs
have typically relied on monolithic legacy systems to process claims and
manage data. But the Centers for Medicare & Medicaid Services’ (CMS)
push for modernization, 90/10 matching funds to build new Medicaid
eligibility and enrollment systems,2 and the expansion of state Medicaid
programs propelled by the Affordable Care Act all offer states an
opportunity to modernize their IT infrastructure and incorporate new
and innovative technologies.
The current environment gives states the chance to build smarter
Medicaid systems, and thereby more efﬁcient and effective programs. To
accomplish this, they will need to leverage technologies like application
programming interfaces (APIs) and cloud computing, as well as adopt a
more modular approach to system development. Moving in this direction
will pave the way for state Medicaid programs to adopt and integrate
more innovative technologies in the future, such as artiﬁcial intelligence (AI)
and the Internet of Things (IoT), which will further improve service delivery
and help our nation deliver quality health care at a lower cost.

BUILDING SMARTER MEDICAID SYSTEMS:
KEY COMPONENTS
Modularity
Many Medicaid management information systems (MMIS) are
decades old. California, Wyoming and Colorado, for example, built
their systems before the rise of the internet.3 But thanks to CMS’ efforts
and a favorable funding environment in recent years, states have the
opportunity to transition away from an approach in which they rely

Cloud Computing
As more states adopt modularity, it will enable them to take advantage
of cloud technologies. The cloud allows states to gather and store more
data and makes it easier for them to integrate modern technologies like AI
and the IoT.
In addition, the cloud helps states reduce data storage costs because
they don’t have to dedicate as much space to on-premises data centers.
Leveraging cloud-based applications also is typically less expensive than
building entirely new systems in house, and speeds up the traditional
20 to 30-year cycle of system development and upgrades that has been
common with Medicaid legacy systems.
Many states already realize the beneﬁts and are moving their
Medicaid systems to the cloud.

MANY MMISs ARE
DECADES OLD.
CALIFORNIA, WYOMING
AND COLORADO
BUILT THEIR MMISs
BEFORE THE RISE OF
THE INTERNET.
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ADVERTISEMENT

THE PATHWAY TO CREATING
SMARTER MEDICAID SYSTEMS

Wyoming, for instance, implemented a hybrid, cloud-based
model for its new MMIS, where some components of its system
will be hosted in the cloud and some will remain on-premises.5 At
the federal level, CMS is moving Medicaid data to the cloud. Last
January, CMS worked with the startup Nuna to create cloud-based
software that assembled data from separate systems for 74 million
Medicaid recipients into one central repository. The effort gave
CMS a system-wide view across its programs and more visibility
into how dollars are spent.6
As health care organizations at the federal, state and local level
continue to focus on value-based care and producing better outcomes,
modern technologies like the cloud will be invaluable for empowering
them with the data necessary to achieve this goal.

Creating smarter Medicaid systems requires careful planning,
prioritization and a thorough understanding of business requirements. States
should consider the following as they work to adopt smart technologies.
Work with an outside vendor. Most states won’t have the
capabilities or stafﬁng resources to build new systems in-house. Even if
they do, what they can build may not compare to what a commercial
cloud vendor can offer. Therefore, it’s critical they enlist the help of a thirdparty vendor to expand their IT capacity. Through its vendor certiﬁcation
process and other supporting materials, CMS has given states a roadmap
for how to select the right partner. Still, it’s up to each agency to
understand the needs of its Medicaid population, the organizational and
technological changes required to develop a new system, and to establish
a vision so there’s alignment throughout the IT procurement and system
development process.
Consider data security issues. Legacy systems weren’t built to meet
today’s cybersecurity threats. A key beneﬁt of modular and interoperable
MMISs is that data can be securely shared between modules and other
trusted platforms. Many third-party technology vendors have a long history
of successfully handling health data, especially with payers and providers
and the move toward electronic health records over the last decade. They
already use patient data and know how to navigate capabilities to protect
patient privacy. Building informed consent into new MMISs also can
mitigate privacy risks.
Establish a data governance structure. Medicaid programs
already house massive amounts of data, and the volume only will increase
as new technologies emerge that can plug and play into these systems.
It’s critical for states to create a framework within their organizations for
implementing, securing and improving upon newly adopted technologies
to achieve business or program goals, and to ensure any vendor they
work with is laser-focused on data governance, security and privacy.

APIs
APIs allow different types of software to speak to each other,
share data and work in concert with one another. Open APIs are
a requirement for modular Medicaid systems because they enable
interoperability and data sharing among programs. For example, open
APIs make it easier for Medicaid systems to share data with electronic
health records, the health information exchange and other social
service programs like the Supplemental Nutrition Assistance Program
(SNAP).7 This allows these programs to better target interventions
for speciﬁc populations and to possibly understand how certain
social determinants affect health care utilization. APIs also extend
the functionality of existing systems, allowing new capabilities to be
introduced in a way that requires much less time and cost for state
agencies and their IT teams.
CMS is developing an API that will allow Medicare
beneﬁciaries to connect their claims data to various third-party
apps and personal health record platforms.8 The move is part of
the agency’s effort to create a more user-friendly data-as-a-service
platform — which is no different than the MMIS-as-a-service
approach that states are adopting.
As state Medicaid programs move toward a more services-based
approach to meet the needs of the citizens they serve, adopting APIs,
a modular approach and the cloud isn’t optional — it’s vital. But to
take advantage of the possibilities these approaches and technologies
provide, there are several steps and considerations for states as they
move forward.

CONCLUSION
Medicaid is responsible for facilitating health care for 74 million
Americans.9 The monolithic legacy systems state Medicaid programs
have long relied on no longer meet the needs of these citizens. Smart
technologies and approaches like modularity allow government to move
at the speed citizens expect and drastically improve service delivery and
quality of care along the way.
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8. U.S. Department of Health and Human Services, “Privacy Impact Assessment, Feb. 2018. www.hhs.gov/sites/default/ﬁles/cms-blue-button-api-fast-healthcare-interoperability-resources.pdf
9. The Henry J. Kaiser Family Foundation, “Medicaid in the United States,” http://ﬁles.kff.org/attachment/fact-sheet-medicaid-state-US
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product news

By Miriam Jones | Chief Copy Editor
Send product review ideas to mjones@govtech.com, twitter@mjonesgovtech

Hot Ticket
The Globalstar Sat-Fi2 is a lightweight, portable satellite
hot spot designed for reliable communications through
any Wi-Fi-enabled smart device. Sat-Fi2 connectivity
is powered by Globalstar’s modernized satellite. The
device connects up to eight Wi-Fi-enabled iOS or
Android devices to send and receive email and SMS
text messages, transmit voice calls, access the Web,
post to social media and ensure access to emergency
responders through the integrated S.O.S. button.
The Sat-Fi2 app works on multiple
platforms including Gmail,
iCloud, Exchange, Outlook,
Hotmail and Yahoo. Users
will experience faster Web
page load times through
Sat-Browse, a built-in
Internet compression and
search engine technology
allowing efficient, affordable access to Web-based
information. www.globalstar.com

Banking Power
Avido’s WiBa dual-charging wireless power
system lets users place the power bank on
the charging pad to charge it wirelessly,
then set their phone on top of the power
bank to charge both simultaneously. When
traveling, take the power bank to wirelessly
charge the smartphone simply by placing the
phone on top of the power bank — no cables
necessary. WiBa works with all Qi devices,
including the iPhone X, iPhone 8, iPhone 8
Plus, Samsung Galaxy S9, Samsung Note 8
and LG G7. With 5,000 mAh capacity, WiBa
can charge a smartphone up to two times.

All Together

www.avidopower.com

Dell introduced a new family of OptiPlex All-in-Ones (AIO), including the
OptiPlex 7460 AIO, that include up to 8th Gen Intel Core vPro processors, up to 32 GB of DDR4 at 2666MHz memory and optional Intel Optane
Memory to quickly launch common applications and ﬁles. A pop-up
webcam improves video collaboration, with full HD or infrared
camera to enable Windows Hello sign-on support and video calls.
The OptiPlex 7460 AIO offers a 23.8-inch InﬁnityEdge display and
numerous port options. A touchscreen option is available,
as well as a 1 TB hard drive or 512 GB solid state drive.
www.dell.com

For more product news, log on to explore Government Technology’s Product Source. govtech.com/products
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CYBERSECURITY STRATEGIES

By Dan Lohrmann

Climbing the Ladder
There’s no one path to a career in technology leadership.

A

re you a cybergeek? Self-taught
hacker? Millennial entrepreneur?
Over-50 career government
staffer? Certiﬁed project manager? None of
the above?
Ask CxOs in tech-related ﬁelds about
their career journey, and the different
stories will likely surprise you — especially
in government. Nevertheless, with global
innovation happening all around us in
every area of life, and with pay scales rising
fast for these professional roles, questions
keep pouring in from young and old alike:
Is it too late to start a cybermanagement
career? What background and credentials
are needed to be a successful technology
leader? Are natural leadership skills, a techsavvy aptitude and street-smart experience
enough? How important is understanding
the business side of things? Or simply,
how can I become a technology or security
chief?

Planning Your Career in a
Changing World
There is no magic “yellow brick
road” to follow to reach
your technology or security
Daniel J. Lohrmann
is the chief security
Emerald City. But there is
officer and chief
pragmatic career advice that
strategist at Security
Mentor. He is an
can help. New York Times
internationally recogcolumnist and best-selling
nized cybersecurity
leader, technologist
author David Brooks describes
and author. From
the important differences
2002 to 2014,
Lohrmann led
between a “Well-Planned
Michigan’s awardLife” and a “Summoned
winning technology
and cybersecurity
Life” in which we respond to
programs, serving as
CSO, CTO and CISO. circumstances that unfold,

and most careers will see the need
for both planning and ﬂexibility.
My professional career began when
my brother Steve, a successful computer
salesman at the time, convinced
me to major in computer science at
Valparaiso University in the 1980s.
His advice: “Salesmen are born, not
made, but you need to learn the hard
computer skills to understand the
important lingo and be successful.”
After college, I accepted a role at
the National Security Agency, focusing
my efforts on networking skills since
numerous tech experts were predicting
that everyone would soon have a connected
PC in their home. (They were right!)
A few years later, despite being
“tired of school,” my dad convinced
me to get my master’s degree and
keep growing. This was long before I
discovered my passion for leading teams
within government cybersecurity.
Throughout my journey, there were
carefully planned job changes but many
unexpected twists. No two career paths
are identical. I know CxOs who have
strong technology backgrounds and others
who don’t even have college degrees,
but deliver other skills and bring unique
business knowledge to lead the tech team.

• Skill: No doubt, technology, security

Three Keys of Technology Leadership

and/or business administration abilities,
along with some relevant professional
experience, is needed to be a technology
CxO. Having college degrees and technical certiﬁcations may be required — but
not always. The speciﬁc skills needed
vary widely depending on the size of the
organization, your relationships with
others and particular circumstances.
Advice: Read several CxO position descriptions to learn what is required for
your dream job and steadily ﬁll in your
resume holes.
• Passion: What gets you excited about
your work week on a Monday morning?
If you care about people and have always
been a passionate leader, any technology
or security weaknesses can often be managed with trusted advisers on your team
with the needed skills.
Advice: You can’t fake passion, so ﬁnd
out what really drives you.
• Need: Do you see an intriguing leadership opening where you can make a
difference? I moved from CISO to CTO
in Michigan government when circumstances made it clear that my skills and
biggest organizational impact would
come from pursuing a larger infrastructure role.
Advice: Find a mentor in your chosen
area to help guide your decisions.

In my experience, reaching your
technical leadership career objectives
involves the intersection of your skills,
passion and the societal (or situational)
need. Here’s how:

Finally, as you research hot new
technologies, try to follow Wayne
Gretzky’s advice: “Skate to where the
puck is going, not where it has been.”
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Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people.

WASHINGTON’S ACTING CIO RETIRES

Michael Leahy Named
Maryland CIO
In April, interim Secretary of
Information Technology Michael
Leahy
y took over the position in a
permanent capacity after just over
a year on the job, following David
Garcia’s departure in March 2017.

After 33 years in public service, Rob St. John, acting CIO and director of
Washington Technology Solutions (WaTech), retired at the end of June. He held
the position since October 2017 after the departure of Michael Cockrill.

Douglas County, Nev.,
Appoints New CTO

DAVID KIDD

Following the April resignation of Sherri McGee as
CTO of Douglas County, Nev., on May 14, Tammy
James took over the role. James previously worked
for Douglas County for 24 years and was described
as “a proven leader in the department as well as the
entire organization, both in her assigned role and
frequently taking on duties of the chief technology
officer in the absence of one” in a statement from
Assistant County Manager Jenifer Davidson.

Simona Rollinson
Returns to Private
Sector Cook County, Ill., CIO

RIVERSIDE INNOVATION LEADER
PROMOTED In a reorganization of the C-suite,

Simona Rollinson is returning to the
private sector after four years in the
position. In her time with the county,
Rollinson spearheaded a multi-milliondollar transformation of several key
agency systems and an update to its
organization culture. This was her
ﬁrst public-sector role, having joined
the county after working for 14 years
at Follet Software. Rollinson has
accepted a position with Chicagobased design-build ﬁrm Clayco.

Riverside, Calif., Chief Innovation Officer Lea Deesing
has ﬁlled one of the city’s two new assistant city
manager positions. In addition to the Innovation and
Technology Department, she will now also oversee the
police, ﬁre and ﬁnance departments, among others.

New Jersey Appoints New CTO In June
Gov. Phil Murphy appointed Christopher Rein to lead
the New Jersey Office of Information Technology.
Rein was most recently deputy director of the state
Office of Homeland Security’s Cybersecurity and
Communications Integration Cell.

Shakeups at NYCx
JESSICA MULLHOLAND

In a ﬂurry of career changes at the New York City Mayor’s
Office of the Chief Technology Officer following the
departure of CTO Miguel Gamiño this spring, Deputy CTO
Jeremy Goldberg was named managing director at NYCx,
the city’s new municipal tech engagement program, and
at NYC Digital, the city hub for startups and technology.

48
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Oakland County, Mich.,
Names New CISO
At the end of May, Bridget
Kravchenko took up the role of
chief information security officer
for Oakland County, Mich., the
ﬁrst woman to hold this position.
Oakland County CIO Phil Bertolini
expects Kravchenko’s experience
with public-private partnerships
in particular to be a tremendous
asset for the IT department.

CHICAGO CDO
DEPARTS FOR
THE PRIVATE
SECTOR
Chicago Chief Data Officer Tom
Schenk
k in June left his position to
join consultancy KPMG as director
of strategic insights. Schenk, a
2018 Government Technology Top
25 Doer, Dreamer and Driver, held
the position since September 2014.

6/13/18 2:06 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
25

Liza Lowery Massey
y took over as
the new chief of the Department
of Information Services and
Technology for Marin County,
Calif., as of May 21. Massey
most recently served as CIO
for the Tennessee Department
of Human Services.
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spectrum

More research, more science, more technology.

71%

While the popularity of smart
cities projects grows, there
remain some areas of major
security concern, according to a
recent study by the Information Systems Audit and Control
Association (ISACA). In a poll of 2,000 global respondents
earlier this year, the survey found the energy sector to
be the infrastructure system most at risk of a cyberattack,
with 71 percent of participants labeling it as such. Communications (70 percent) and ﬁnancial services (64 percent)
took second and third place as most at-risk sectors. The
results are particularly interesting given that experts predict
energy to be one of the sectors most likely to beneﬁt from
smart city tech. SOURCE: ISACA.ORG

WEST VIRGINIA UNIVERSITY INTERACTIVE ROBOTICS LABORATORY

Robot Buzz

As fears grow about the potential extinction of bees and the impact on
our food supply, researchers are looking into ways to pollinate plants
without the winged creatures. At West Virginia University, Professor Yu
Gu is designing a pollinating robot called the BrambleBee. While other
engineers are developing different kinds of pollinators, like tiny, ﬂying
drones, Gu sees a rover traveling on the ground between plants as the
best option, and he created his prototype in partnership with an entomologist. First, the BrambleBee creates a 3-D map of the greenhouse in
which it’s being tested. Then algorithms estimate the size and shape of
ﬂowers, and the robot’s arm brushes against the plants’ pollen.

SOURCE: FAST COMPANY

Eye in the Sky
Drone operators are making
the case for public use of
the unmanned vehicles,
particularly in emergency
situations (see Flight of the
Drones, p. 30). In a real-time
use case during the recent
Kilauea volcano eruptions
on the island of Hawaii, one
eagle-eyed drone spotted
people who needed help. In
a live-streamed video by the
U.S. Geological Survey, an
unmanned drone spotted a
resident in distress very close
to the hot lava ﬂow. USGS
then used the drone to direct
emergency responders to
the resident’s location and to
chart a safe path away from
the danger zone. USGS was
originally using the drone
to safely monitor the ﬂow of
lava as it progressed around
the eruption site and its
surrounding areas.
SOURCE: DIGITAL TRENDS

SHUTTERSTOCK.COM

Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com
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GOVGIRL ON SOCIAL

By Kristy Dalton

Sell Your Boss on Social
Why leaders often don’t listen, and how to make sure they do.

as “GovGirl”
in the government technology
industry. A former
city government
Web manager with
a passion for social
media, technology
and the lighter side
of government life,
Kristy is the CEO
of Government
Social Media.

50

Break Down Your Asks
Asking your boss to trust you on social
media is very broad. It may be difficult for
them to wrap their head around exactly
what you want them to do. The reason
behind their “no” may be that they actually
appreciate your efforts, but they’re
concerned that giving you the
green light means you’ll be
doing some major avant-garde
social media experimentation.
Instead, break it down
to more speciﬁc requests
by articulating what their
support would look like.
For example, if you want
to break away from simply
spitting out press releases
and move toward promoting
two-way communication, you
might ask for their support
in a series of posts designed
for engagement related to a

Walk Through
#SocialMediaFails
Inevitably, another
government agency will
be highlighted in the news
for a social media fail.
This type of thing makes

particular topic. Maybe you want them
to help you internally route questions
and feedback from the public to the
appropriate department, or maybe you
want their assistance with getting your
summary report to speciﬁc agencies.
Always make sure to show your
boss the success of their buy-in,
including the impact and engagement
with your constituents.
Finally, it’s always easier to get your
boss to listen to your advice if you
can show that you have solid social
media management experience as a
practitioner in the ﬁeld. Hone your
skills with membership in relevant
organizations, participate in educational
conferences, learn from webinars and
get any other training you can ﬁnd.
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I

managers very nervous. Use this time as
an opportunity to explain why the post
failed in speciﬁc terms (e.g., not simply
that the agency “was trying to be funny,”
but that its attempted use of humor failed
to consider its audience and the context
of the situation). Show your boss that
the reason for the fail isn’t a mystery, and
illustrate that you can be articulate about
what went wrong for the other agency.
Finally, remind them that social media
training is important — both for social
media managers and agencywide staff.

s your boss completely sold on the
fact that your agency is using social
media? While many cities across
the country have had a presence on
social media for years, I still hear from
staff at agencies who are having a hard
time convincing their managers to let
them fully engage on social media.
Even agencies that are active on social
media need trust from leadership to fully
embrace the platforms and to get the
resources they need to operate a well-run
program. Why is leadership sometimes so
hesitant to authorize more than using the
platforms for one-way information blasts?
While government leaders may be
great at what they do to improve their
communities, some of them just don’t
realize the importance of social media
in providing a valuable customer service
resource for the people they serve.
And more often than not, they’ve seen
some very public social media fails and
they’re afraid of what could happen.
The good news is that many agencies
have been down this road before.
Here are some tips for
gaining boss buy-in.
Kristy is known
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EVERYTHING
YOU NEED
TO START
YOUR DAY.

GovTech Today
Original and breaking
technology news
for state and local
government readers.
Sign up today at
govtech.com/newsletters
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YOU SERVE
THE PEOPLE.
IS YOUR
NETWORK
SERVING YOU?
When local governments are seeking digital
transformation, Comcast Business responds.
We can deliver fast, reliable performance to your
municipality, from city hall to remote facilities, all on our
Gig-speed network.
So you can live-stream city council meetings. Make dataintensive records available to the public. Enable ofﬁces
to seamlessly share massive reports and blueprints. And
support ﬁrst responders, whose dispatchers count on a
constant, fast connection.
Delivering the connectivity to empower your community.
That’s how you outmaneuver.

comcastbusiness.com/enterprise

Restrictions apply. May not be available in your area.
Actual speeds vary. ©2018 Comcast. All rights reserved.
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