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Shure Solutions for AV Conferencing deliver everything you could want.   

Endlessly flexible, for the most demanding spaces. From microphones to DSPs to             

loudspeakers, the Shure Microflex Ecosystem offers a complete portfolio of networked        

audio solutions that can be precisely tailored to your needs, for best in-class collaboration            

experiences in any room. Everything is designed for seamless and secure integration with 

today’s leading third-party collaboration platforms ensuring smart, efficient and productive 

meetings throughout your enterprise. 

Explore Shure Microflex Ecosystem at shure.com/mxecosystem

MXA 
Network Mute Button

SELECT YOUR 
AUDIO TECHNOLOGY 
PREFERENCES:

ENCRYPTED AUDIO
INTUITIVE OPERATION
SCALABLE
CERTIFIED SOLUTIONS
ALL OF THE ABOVE

MXA710 
Linear Array Microphone

MXN5W-C 
Networked Loudspeaker

https://www.shure.com/en-US/conferencing-meetings/solutions/microflex-ecosystem
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Clear Skies?
A look at whether the 
forecast calls for more 
cloud use in government.
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Widespread cloud adoption is 
changing the composition of 
the IT workforce.
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governments of 2022.
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our roads will look like as the next 
evolution of shared infrastructure 
is realized. Experts weigh in on 
when and how autonomous cars 
will be more fully incorporated into 
our streets, and also when and how 
fl ying vehicles will graduate past 
pilot phases into the mainstream. 
Electric cars and the means to 
charge them will be an increasingly 
signifi cant part of this equation 
too, with billions in federal support 
recently pouring into the eff ort. 

 The data-gathering capabilities of 
ever more broadly used autonomous 
delivery vehicles — often with small 
form factors like sidewalk robots 
or drones — will contribute to our 
understanding of how people move 
through cities. This data can be 
channeled toward smarter cities that 
serve all residents more eff ectively. 

Professionals in the fi eld agree 
that projecting forward and planning 
for the future, especially given how 
quickly technology evolves, is a must 
in creating a sustainable transportation 
system that enables mobility for all. 

As Mark Rosekind, a former adminis-
trator with the National Highway Traffi  c 
Safety Administration, said, “If we 
aren’t asking these questions — What 
should it look like in 30 years? — we’ll 
get there in 30 years and go, is this 
really what we wanted?”  

F or this issue, we tried to thrust 
ourselves into the future by 
considering the impact of 

emerging technologies three decades 
from now. To get a sense of the scale of 
change we’re talking about, think about 
how diff erent the world looked in the 
early 1990s as compared with today. 

New technologies tend to evoke 
one of a few reactions: wonder and 
excitement for its revolutionary 
potential, a skeptical side-eye 
suggesting its savior-like qualities 
are hopelessly overblown or a 
thoughtful middle-of-the-road 
stance waiting for the use cases.  

GT had quite a few emerging tech 
questions for state chief information 
offi  cers at the recent NASCIO 
conference, and their responses 
included a healthy dose of each of 
those viewpoints, depending on 
the specifi c technology in question. 
In For the Record on p. 48, you’ll 
fi nd a compilation of some of their 
thoughts on things like robotic 
process automation, artifi cial 
intelligence, chatbots and, yes, the 
always controversial blockchain. 
They off er some compelling insights 
into the complex proposition of 
putting new tech to use to do the 
business of government without 
getting lost in the latest buzzwords. 

In the Lab (p. 42) checks in with the 
research and development community 
in some of the country’s top universities 

To 2050 and Beyond 

By Noelle Knell  /  EditorPOINT OF VIEW

for another view of where technology is 
headed. And while some of their projects 
may seem far removed from today’s 
biggest challenges, we’ve homed in on 
a few eff orts with direct repercussions 
for state and local government as their 
work matures. Check out the story to 
learn about developments in robotics 
that could help police departments, 
new AI-driven methods of gathering 
more extensive community planning 
input and advancements in plastic 
waste reduction that could also 
reduce carbon dioxide emissions.  

In Space Race (p. 22), we revisit 
the trajectory of this new market 
segment and, signifi cantly, the tangible 
impacts of space-based technologies 
on government. Investments in space 
across the public and private sectors 
totaled more than $15 billion last 
year. This “infl ection point” for the 
market, as one expert noted, comes 
amid a global push toward bringing 
Internet to far-fl ung and previously 
underserved areas of the world.  

Satellites are getting smaller and 
cheaper, and thus more accessible to 
governments looking for things like 
geospatial imagery for terrain mapping 
and disaster management. As just one 
proof point, Elon Musk’s SpaceX is 
a major player in satellite Internet, 
with its Starlink low-Earth orbit now 
off ering service in 32 countries.   

And fi nally, our cover story, 
Roads 2050 (p. 14), considers what 

6         July/August 2022  //  www.govtech.com
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A Guide to Government Platforms of the Future

Plug and Play

Download your free copy here: 
www.govtech.com/PlugandPlay

A Guide to Government 
Platforms of the Future 
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govtech.com/extra: 
Updates from Government Technology’s daily online news service.

The proportion of Chicago 
households without Internet, a 

number the city hopes to reduce 
with its new Digital Equity Council.

The number of absentee and 
mail-in ballots hand counted in 

Lancaster County, Pa.’s May election 
after a barcode error made digital 

processing inaccurate.

tech/bytes 

The percentage by which six cities 
in Maine, New York and Massachusetts 

reduced power consumption by 
replacing streetlights with LEDs.

69

22

1/5

%

10
The number of micromobility trips 
in the Denver area in recent years, 

replacing about 3 million taxi, 
ride-hailing and personal car trips.

M

Go to Ground

WHO SAYS?
“Where do we realize that we’re in the same boat, and I should 

no longer be saying, ‘Hey, the hole’s in your side of the boat, 

good luck with that’?” 

govtech.com/quotejuly2022

The California Department of Water Resources has undertaken a high-tech approach 
to understanding and sustainably managing groundwater in the drought-ravaged 
state. Helicopters pulling a loop of instruments will conduct airborne electromagnetic 

Biz Beat
Israel-based transit company Optibus closed a $100 million Series D funding 

round, increasing its total valuation to $1.3 billion and qualifying it for “unicorn” 

status, a label reserved for startups valued at $1 billion or more. Optibus said 

this makes it the fi rst public transportation fi rm to achieve the moniker. It joins a 

growing list of gov tech unicorns like Tyler Technologies, Mark43 and Granicus. 

MOST READ STORIES ONLINE:
CISA Issues Emergency Directive Over 

Widely Used Software  

Georgia Connected Vehicle Pilot to Cover 

18 Miles of Interstate  

Lincoln College to Close Permanently 

After Ransomware Attack  

Here Are the Top 5 IT Partners for

Local Governments  

Facing Cyber Insurance Woes, Local 

Governments Find Other Options  

What Is the Metaverse’s Future in K-12 

and Higher Ed? 

8         July/August 2022  //  www.govtech.com

surveys, sending 
signals to the ground 
that bounce back and 
help identify aquifers. 
In the near term, the 
goal is to get the 
resulting data to local 
agencies to help inform 
their groundwater 
management decisions. 
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PARKS AND REC
Michigan and the National Park Service have 

signed a memorandum of understanding to explore 

transportation options and access within and near 

the state’s national parks. The partnership will look 

at issues like parking congestion, electric vehicle 

charging and accessibility, including the lack of transit 

available to parks from low-income neighborhoods. 

Ideally, the solutions they fi nd could scale to other 

major parks like the Grand Canyon and Yosemite.
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Growing a Vision 

When Joy Bonaguro was San 
Francisco’s chief data offi  cer 
(CDO), she set a national 

example for improving public employee 
data literacy by pioneering the SF Data 
Academy, whose mission was to galvanize 
the use of data in decision-making and 
service delivery throughout the city. 
The initiative assisted departments 
with preparing data, dashboarding 
and digital storytelling, advancing 
statistical modeling, and using tools 
such as Power BI, ArcGIS and Tableau.

Now, Bonaguro is taking this approach 
to the next level in her new role as 
the state of California’s CDO, iterating 
and enhancing her original model.

According to Bonaguro, the 
DataSF academy “was a victim of its 
own success. We never could teach 
enough classes to meet demand. And 
sequencing of classes was especially 
diffi  cult due to limited room capacity and 
availability.” At the state, she is taking 
the lessons learned in San Francisco 
and combining them with the state’s 
newfound familiarity with telework.

The 2.0 model continues the basic 
premise of free courses, practical 
hands-on training and peer teachers. 
What is diff erent is how they plan to 

administer courses and 
their overall ambition. 
The state will explore 
combining live teaching 
with recorded content and 
participatory activities. 
As constraints of room 
availability and capacity 
diminish, the focus is on 
nurturing and maximizing 
the impact of its most 

valued asset: peer instructors. According 
to Bonaguro, “If a peer instructor has 
eight hours a month to give, what is the 
optimum use of that time? Is it eight 
hours live instructing; two hours live 
instructing, combined with recorded 
content, and then six offi  ce hours; 
something else? We aim to fi nd out.”

In addition to experimenting with a 
remote-centric format, they also intend to 
use this newfound capacity to reimagine 
what’s possible with the learner’s journey. 
In SF it was a challenge to get a single 
person through a standard sequence 
of Excel courses in a timely fashion; 
sometimes there would be a six-month 
waitlist between intro and intermediate. 
According to Bonaguro, “As a result 
we had a collection of courses, and not 
the true academy we envisioned.”

An analytics accelerator will 
complement the 2.0 model and 
“aims to provide an omnibus training 
experience for entire data teams,” 
said Blake Valenta, the statewide data 
programs manager. The accelerator will 
give interested data teams access to a 
curated schedule of classes and access 
to one-on-one technical assistance and 
offi  ce hours. In exchange, it requires 
department stakeholders to identify 
a relevant pilot project and commit 
staff  time for “out of classroom” 
homework. In this way, attendees 
immediately apply what they learn. 
This approach is more experiential. 
Contextual learning means that 
learners don’t need to complete a multi-
month course before applying skills.

Valenta added that having self-service 
components and optional offi  ce hours 
“helps individuals complete a project 

that they’re working on so there’s a 
tangible deliverable at the end … by 
tying training to a particular project 
and making sure the project has buy-in 
from the learner’s stakeholders, there’s 
a bit more guarantee that the learner 
will be given the time to apply the 
learnings and allow them to stick.” 

Bonaguro recognizes that many 
agencies frequently endure “data fi re 
drills,” where too much time is spent 
answering basic and ad hoc questions 
while scrambling to pull the relevant data. 
To address this, the analytics accelerator 
will initially be focused on skills and 
tooling to automate reporting. With that 
freed-up capacity, the team wants to 
provide toolkits, training and technical 
assistance to support departments 
moving up the data maturity levels 
from improving their metrics, building 
out modern data teams, leveraging 
agile and user-centered processes, and 
incorporating data science methods.

The data literacy initiative 
complements broader eff orts to 
transform state operations. Data literacy 
will empower data analysts at the agency 
level, while the work of the CDO’s 
offi  ce supports recruiting, hiring and 
retaining employees with these skills. 
Broad reform powered by data requires 
training that extends from top to bottom 
in each agency. Executive-level offi  cials 
will have dedicated trainings tailored 
to their needs, so they understand the 
best data and innovation approach for a 
given decision. Staff -level training will be 
available to support operationalizing any 
given data framework. “We are here to 
build capacity,” said Bonaguro, “not 
be capacity.” 

San Francisco’s Data Academy expands at the state level and sets a model for national work. 

Stephen Goldsmith 
is a professor at 

Harvard Kennedy 

School and director 

of the Innovations in 

Government Program 

and Data-Smart City 

Solutions. The former 

mayor of Indianapolis, 

his latest book is 

The Responsive City: 

Engaging Communi-

ties through Data-

Smart Governance.

By Stephen GoldsmithBECOMING DATA SMART 
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1
Do you have a zero-trust posture 
in North Carolina? Zero trust is 

absolutely essential to ensuring the 

confi dentiality, integrity and availabil-

ity of state data. However, weeding 

through the diff erent fl avors of zero 

trust, some which may not allow you 

to leverage your existing investments 

and infrastructure, is quite challeng-

ing, so having a consolidated picture 

or a standard for zero trust would be 

extremely helpful.  

At the beginning of the pandemic, 

we went from having to protect 

dozens of networks to over 80,000 

networks because of remote work. 

So as we move forward, we need to 

look at opportunities to realize work 

is done remotely and not necessarily 

Rob Main
Chief Risk Officer, North Carolina 

FOUR QUESTIONS

Rob Main was named North Carolina chief risk officer in October 2021 after two 

years in the deputy role. He oversees state cybersecurity and talked to GovTech at the 

National Association of State Chief Information Officers Midyear conference in May 

about zero trust, privacy and North Carolina’s whole-of-state approach to cyber. 

expect from government. Right now we 

have a signifi cant gap in the amount 

of talent that is coming in through 

our pipeline from K-12, community 

colleges and universities. So if I could 

wave a magic wand, I would have a 

mature pipeline model that provides an 

education to a student graduating from 

high school, coming into a two- or four-

year degree program, or transitioning 

from the military so that they get the 

education they need and in turn they 

give us an equal amount of time back in 

the public sector in cybersecurity roles.  

3
How do you balance privacy 
and security? Privacy is of the 

utmost importance in maintaining 

the trust that needs to exist between 

state government and the citizens we 

support. In recognition of that, North 

Carolina recently onboarded our fi rst-

ever chief privacy offi  cer. Oftentimes 

jurisdictions have a dual-headed state 

CISO and state chief privacy offi  cer, who 

does privacy functions as well, but in 

recognition of the diff erent lanes that we 

travel that are parallel, that’s going to be 

a strategic advantage to North Carolina 

and it’s going to provide that assurance 

to citizens that their data is in fact 

protected when we are entrusted with it.  

4
How is the state helping local 
governments bolster their 
defenses? We have a whole-of-

state approach to cybersecurity, and 

in modeling or providing services to 

our local governments, we fi rst look at 

where the gaps are, where our most 

economically depressed counties are. 

If funding were no object, I would be 

able to provide them 24/7 support 

and visibility into the threats facing 

their environments and provide them 

tools they can use to see themselves 

and where they fi t in North Carolina 

in a consolidated risk picture. We’re 

getting there, we’re not quite there, 

but we’re going to take advantage of 

funding opportunities as they become 

available to really push cybersecurity 

from Manteo in the east to Murphy in 

the west. 

— Lauren Harrison, Managing Editor

in an offi  ce, leverage our existing 

identity and access management 

solution as we mature that model, and 

account for the workforce challenges 

presented by companies that we’re 

competing against for cybersecurity 

talent. So trusting no identity, allowing 

those workers to come from wherever 

they’re at across the United States and 

do work for North Carolina will be a 

strategic advantage for us and bolster 

our cyber workforce.  

2
What’s one thing that can 
take state security to the next 
level? Maturing our cybersecurity 

practitioner pipeline is essential to 

be able to continue to support North 

Carolinians and the services they 
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Everything your team needs to 
track the legislation, officials, and 
news that impact your agency.

quorum.us/governing
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BIG PICTURE
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When the Wall of Wind at Florida 
International University (FIU) was built 
in 2012, it was designed to simulate the 
power of Hurricane Andrew, the Category 
5 storm that hit South Florida in 1992, 
killing 65 people and causing $25 billion 
in damages. The wall’s 20- x 14-foot set 
of fans can test everything from traffi  c 
lights to small buildings against 157 
mph winds, the minimum speed of a 
Category 5 hurricane. Since then, severe 
weather events have become even more 
destructive. After Hurricane Dorian hit the 
Bahamas with 185 mph winds in 2019, 
experts looked at creating Category 6 
conditions to account for its power. 

This January, FIU received a $12.8 
million grant from the National Science 
Foundation to design and build a new 
facility based on research conducted 
at the Wall of Wind. The new prototype 
will be able to test structures against 
the worsening hurricanes that the Gulf 
Coast now faces regularly. Together with 
researchers from nine other universities, 
the FIU-led project will subject buildings 
to 200 mph winds and 20-foot waves, 
helping cities prepare for even more severe 
hurricanes to come. The new simulator 
may be complete as early as 2030, 
depending on supplementary funding. 
Source: The Washington Post

Storm 
Surge

www.govtech.com  //  July/August 2022         13      
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What will high-
ways and byways 
look like in 
three decades? 
By Skip Descant 
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These are some of the concepts 
being explored today that could be 
more fully realized in two to three 
decades as the United States begins 
the monumental task of planning 
and developing new transportation 
infrastructures through initiatives 
like the federal Infrastructure 
Investment and Jobs Act.  

And just as transportation modes 
are evolving at a rapid pace, as the 
century-old industry transitions from 
gas vehicles to EVs, new conversations 
are opening up novel possibilities to 
see roadways as spaces for integration 
with other modes and technologies.  

“While people have talked about it, 
we’re at this moment now — especially 
with the infrastructure bill — that’s 
the once-in-a-generation opportunity,” 
said Mark Rosekind, chief safety 
innovation offi  cer at Zoox, a mobility-as-
a-service company developing shared 
autonomous urban transportation. 
Rosekind is also a former administrator 
with the National Highway Traffi  c 
Safety Administration (NHTSA).    

“If we aren’t asking these 
questions — What should it look 
like in 30 years? — we’ll get there in 
30 years and go, is this really what 
we wanted?” Rosekind added.  

Organizations like The Ray, an 
18-mile technology testbed in Georgia, 
are asking probing questions around 
the future of roadways and the trends 
bringing multiple sectors together.  

“The most obvious example is the 
energy sector and transportation, as 
it relates to electric vehicles,” said 
Allie Kelly, executive director of The 

Ray, adding that other examples 
include the intersection of the digital 
economy with transportation and 
mobility in the form of connected 
and autonomous vehicles, as well 
as delivery vehicles. Transportation 
agencies are now fi rmly in the digital 
world as they make decisions with 
the help of big data and analytics.  

Converged and coordinated sectors 
like energy and transportation are the 
prerequisite to eff ectively growing the 
widescale adoption of EVs, experts say.  

“But we can’t do it without 
building the infrastructure that 
supports that function,” Kelly 
said. “We can’t support electrified 
transportation without building 
at-scale EV charging hubs. And 
we can’t support functionality like 
platooning or functionality like Level 
5 autonomy without building the 
digital and the physical infrastructure 

to support more connectivity, and to 
leverage data and transportation with 
connected and autonomous vehicles.”  

Energy, transportation and charging 
hubs are coming together in the form 
of initiatives like using roadway rights 
of way for the installation of solar 
fi elds to generate electric power. 

“The right of way is the public’s 
land that off ers us the opportunity 
to dig in this infrastructure for 
resilience, and to avoid protracted legal 

R O A D S  2 0 5 0

16         July/August 2022  //  www.govtech.com

Roadways are being wired to charge 
electric vehicles as they drive across 
them. The road surfaces themselves 
are being made with asphalt derived 
from recycled tires. And visionaries 
are dreaming up new, nimble electric 
aircraft to buzz above urban regions, 
delivering passengers and goods. 

Roads that charge 

EVs driving across 

them are one aspect 

of the infrastructure 

needed to make the 

cars viable at scale.
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struggles and fi ghts with communities 
who don’t want this infrastructure 
in their backyard,” Kelly said. 

“So we think in 2050, it’s not going 
to be just BEV [battery electric vehicle] 
freight or hydrogen fuel cell. We think it’s 
going to be a combination of technologies 
that’s going to include both. And so we’re 
going to see hydrogen refueling stations, 
and we’re going to see high-powered 
electric vehicle charging for medium-
duty and heavy-duty [vehicles] on the 
roadsides as well,” she envisioned.  

Electrifi cation and the infrastructure 
needed to serve EVs are two 
technology areas shaping the roads 
of tomorrow, Rosekind agreed.  

“Those two things, with the new 
technology, should be right smack 
in the middle of the bull’s eye,” he 
remarked.   

A
side from the numerous 
projects to expand electric 
vehicle charging, a number 

of other projects are exploring 
other innovative marriages between 
infrastructure and technology.  

The Indiana Department of 
Transportation has a three-year 

project with Magment GmbH 
to develop in-road wireless 
charging. The project is part of the 
Advancing Sustainability through 
Power Infrastructure for Roadway 
Electrifi cation (ASPIRE) Initiative, 
a project funded by the National 
Science Foundation. The project will 
ultimately develop a 0.25-mile testbed.  

Similarly, the Michigan Depart-
ment of Transportation selected 
the company Electreon to build 

a one-mile section of wireless EV 
charging roadway in Detroit.  

And if roadways are getting 
wired with electricity, they are also 
getting built with a diff erent mix 
of materials with an eye toward 
improved sustainability. Old 
car tires are being recycled into 
asphalt in states like California.  

“Rubber-modifi ed asphalt actually 
makes better roads than virgin 
polymer asphalt,” said Maureen Kline, 

R O A D S  2 0 5 0
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“We can’t support electrified 
transportation without 
building at-scale EV charging 
hubs. And we can’t support 
functionality like platooning 
or functionality like 
Level 5 autonomy without 
building the digital and the 
physical infrastructure to 
support more connectivity, 
and to leverage data and 
transportation with connected 
and autonomous vehicles.”

014_GT_July22.indd   17014_GT_July22.indd   17 6/7/22   9:07 AM6/7/22   9:07 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

vice president of public aff airs and 
sustainability at Pirelli Tire, adding 
that the modifi ed asphalt leads to 
longer road life, fewer potholes 
and reduced maintenance. “Which 
saves money and also saves lives,” 
she said, speaking on a panel in 
mid-April to discuss the circularity 
of transportation and the eff orts to 
reduce the use of raw materials and 
reuse more of those materials. The 
panel was hosted by The Ray.  

States like Georgia are considering 
bills in their legislatures that would 
direct money paid in tire fees toward 
landfi ll remediation with some of the 
money set aside for innovation, namely 
for rubber-modifi ed asphalt projects.  

“Rubber-modifi ed asphalt, which 
is widespread in Georgia already, 
could get a boost from innovation 
funds to allow for getting exactly 
the right mix in a particular area 
on a particular road,” said Kline.  

T
he roadways of the future may 
not just be on the ground, but 
pathways carved out of airspace 

above urban areas dedicated to the 
movement of small, nimble, electric 
and possibly autonomous aircraft, 
capable of landing and taking off  
from the tops of buildings, or even 
freeways. Vertical takeoff  and landing 
(VTOL) vehicles have been the 
delight of urban futurists for several 
years, with no shortage of analysis 
and planning from transportation 
and urban design watchers.  

Urban Movement Labs, a nonprofi t 
transportation and urbanism think 
tank in Los Angeles, has been actively 
imagining the cities of 2050 to get 
a sense of what sort of planning 
should be happening today to prepare 
for a world of more coordinated 

electric, autonomous and multimodal 
transportation.  

“For the fi rst time in human history, 
we’re really able to anticipate a new 
transportation mode before we build the 
system,” said Sam Morrissey, executive 
director of Urban Movement Labs.  

When asked if we should expect to 
see VTOL technology become a reality 
in cities in the next several decades, 
Morrissey didn’t hesitate.  

“I would say in the next 20 or 30 
years, it’s a defi nite yes,” he remarked. 

Which is why Urban Movement Labs 
is working to develop an “integration 

manual” to help cities understand 
the regulatory landscape, and other 
concerns, for systems like these.  

“Really, what we’re trying to do is give 
that foreshadowing. Here’s all the things 
that might come up,” said Morrissey.  

The Ray in Georgia is also looking 
skyward and planning for VTOLs. Kelly 
speculated that the airspace just above 
interstates could serve as roadways in 
the sky for the aircraft, fl ying along the 
“concrete compass,” as it’s been called. 

“The right of way gives you the 
dedicated and organized airspace, and 
it also gives you the concrete asphalt 

R O A D S  2 0 5 0
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“We need to leverage these technologies to 
address persistent challenges in cities. And I 
think we’ll see more of that in the coming years.”

Air taxis, like this all-electric, self-fl ying model from Wisk, are poised 

to be a key component of transit as roadways and airspace evolve.
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of the interstate system that provides 
the most effi  cient pathway between 
point A and point B,” said Kelly.  

The density of many urban areas 
prohibits easy landing opportunities 
for these types of aircraft, which makes 
construction of landing infrastructure 
on top of freeways themselves 
attractive opportunities, said Kelly, 
particularly as cities plan uses for 
cap-and-lid projects that develop new 
land uses on top of urban freeways, 
creating new real estate and opening 
up new development opportunities.  

“So it’s a perfect marriage,” said Kelly.  
As modes converge and overlap 

— air taxis connecting with ground 
transportation, for example — never 
far from either of these conversations 
is the technology around autonomy.  

“Five years ago I think there 
was this push that we were going 
to have automation instantly. And 
I think what we’re seeing is that 
it’s very diffi  cult to make a car 
operate fully autonomously, in all 
environments,” Morrissey refl ected.  

“I don’t believe that by 2050 
we’ll see a fully autonomous city. I 
do think there could be dedicated 
locations where automated vehicles 
might operate. They could be sort of 
separated from the fray of human-
operated vehicles,” he said, adding 
the challenge for this scenario is in 
the notion of allocating road space 
for just one mode or one technology.  

But watch for some specialty 
transportation sectors to move more 
aggressively toward autonomy. Long-
haul trucking is an example, as is 
local package delivery, given the rapid 
development of sidewalk delivery 

robot technologies now in use in many 
cities. And, while we’re at it, consider 
the other tasks those bots can do 
while they’re roving down the street. 
They can do a lot more than show up 
with a burrito. The devices can gather 
data that can be used by the city.  

“These vehicles are out here 
mapping our physical assets,” said 
Morrissey, who noted sidewalk 
maintenance is often an ongoing 
challenge for cities, one that can 
involve multiple departments. “We 
need to leverage these technologies 
to address persistent challenges in 
cities. And I think we’ll see more 
of that in the coming years.” 

“There are a number of missions 
for these roving delivery systems that 
could be implemented that we haven’t 
even scratched the surface yet,” added 
Francis Pollara, director of strategy and 
development at Urban Movement Labs.  

R O A D S  2 0 5 0
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“We need to use every opportunity. Technology in the 
cars. Technology in the infrastructure we build. We 
need to build the roads safer, and not just for the 
vehicles, but the pedestrians, the bicyclists.”

Delivery robots’ ability to collect 

data as they travel sidewalks has the 

potential to exponentially augment 

urban mapping eff orts.

S
H

U
T

T
E

R
S

T
O

C
K

.C
O

M

W
IS

K

014_GT_July22.indd   19014_GT_July22.indd   19 6/8/22   7:05 AM6/8/22   7:05 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

Transit is another area ripe 
for automation. Today, there’s no 
shortage of autonomous electric 
shuttle projects across the nation 
in various stages of deployment.  

Another aspirational outcome for 
roadways of the future — perhaps an 
imperative — is that they are safer. 
In 2020, the latest year for which 
statistics are available, highway-
related fatalities increased 6.8 percent, 
with more than 38,800 lives lost, 
according to the National Highway 
Traffi  c Safety Administration. 

“This is a must. For everything else we 
do, safety’s got to be an imperative. And 
we use this moment to advance safety,” 
said Rosekind, a former NHTSA offi  cial.  

“And unless you use all your 
tools to solve these problems, we’re 
going to be stuck with these num-
bers going up, going up. And these 
numbers are peoples’ lives. That’s 
why we have a crisis,” he added.  

This is where placing technology 
within the infrastructure can 
help to shape and improve the 
safety of roadways, he added.  

“We need to use every opportunity. 
Technology in the cars. Technology in 

the infrastructure we build. We need 
to build the roads safer, and not just 
for the vehicles, but the pedestrians, 
the bicyclists,” said Rosekind. “It’s 
the system part that we have an 
opportunity to really address.”  

Cars and infrastructure could 
communicate more broadly, working 
in tandem to improve fl ow and reduce 
congestion. Perhaps the smart devices 
we all carry and wear could start 
communicating with infrastructure 
and cars to make pedestrians and 
bicyclists more visible, said Rosekind. 

“We need to think broadly about 
how we apply these technology 
innovations,” he added.  

“Lets say the technology really 
works, and all the benefi ts we 
think we can really get,” Rosekind 
continued. “If that’s true, then we 
should have eff ective public transit 
systems that complement all the 

new autonomous vehicles. They 
shouldn’t be in competition.” 

Which calls to mind the 
future of transportation itself, 
and in 2050, it should be more 
equitable and more accessible.  

“I think the thinking now is, 
how do we build our transportation 
systems to address the mobility 
needs of all people, in the best 
ways possible,” said Morrissey. 

“Our life is built around mobility. 
Our needs are based on mobility. 
So when we think about roadways 
and transportation, I think there’s 
a great shift that’s going on in the 
conversations around roadways and 
transportation and mobility,” he added. 
“And it’s a shift around how do we 
think about mobility? And how do we 
approach our solutions to mobility?” 

sdescant@govtech.com
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“Five years ago I think there was this push that we 
were going to have automation instantly. And I think 
what we’re seeing is that it’s very difficult to make a 
car operate fully autonomously, in all environments.”
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How Data and Technology are
Remapping Travelers’ Journeys 

©2022 e.Republic. All rights reserved.

How are technologies like auto-
ma  on and digital op  miza  on 
shaping the ways people travel? 
Transportation agencies are doing 

everything they can to provide coherent 
solutions for their consumers, aided by 
data and technology. As I look at this 
market, it’s all about smart mobility, also 
called mobility-as-a-service, and that’s 
what our customers focus on: making 
journeys easier and quicker. When it 
comes to digital optimization, travelers 
today are pretty technology agnostic. 
They just care about outcomes. They 
care about the solutions working 
eff ectively and effi  ciently, so technology 
is a very important means to an end.

How can agencies be  er meet 
the needs of their cons  tuents?
Transportation leaders need to 

understand how travelers’ journeys 
are constantly changing amid 
developments in data and innovation. 
Agencies’ services and solutions 
should follow the insights from the 
data they use, and they need to look 
at innovative ways to collect data and 
provide technology solutions that suit 
the traveler’s journey. Agencies are 
focused on outcomes like enabling 
smart mobility, shrinking their carbon 
footprints and automating where 

possible. And fi nally, they want to 
increase aff ordability and accessibility 
for travelers.

How can digital tools help 
achieve those outcomes?
I think it’s all about Internet of Things, 

or IoT, using tools such as cameras, 
sensors, monitors and data fl ow to 
manage congestion — especially during 
peak travel times. Technology can help 
control the rate of vehicles entering 
roadways and highways to keep traffi  c 
fl owing. That also helps with safety and 
traffi  c monitoring. The other thing is 
smart mobility, providing travelers with 
an array of options to complete their 
trips. These include transit, bicycling and 
micro-mobility to reduce the number of 
vehicles on roads. 

How are ci  es rethinking the 
use of curbs and sidewalks?
On a broad scale, there are diff erent 

demands for the curb. Cities need to 
accommodate all travelers, including 
pedestrians, bicyclists, transit riders, 
motor vehicles, etc. And then there’s 
the added pressure of delivery 
vehicles loading and unloading. 
There’s a recognition in the industry 
that the curbside should be fl exible 
and multipurpose — not just for parking 

— and rarely should space be available 
for one purpose 24 hours a day, seven 
days a week. We’re moving into a 
complete-streets approach to improve 
pedestrian safety and reduce vehicle 
collisions while enhancing traffi  c 
fl ow, accessibility and livability within 
neighborhoods. 
Finally, management has to be fl exible 

and dynamic. The future comes down 
to using data for things like curbside 
management, transit and road usage 
charging. There’s a plethora of data out 
there — agencies should use it to make 
better decisions within the city or the 
jurisdiction they manage. 

Travelers move through communi  es diff erently today thanks to numerous advances in 
technology and data analysis. How should state and local transporta  on agencies adapt to 
travelers’ evolving preferences? In this Q&A, Mark Brewer, president of transporta  on solu  ons at 
Conduent, a global provider of technologies for op  mizing business processes like payments and 
traffi  c management, discusses how residents — and transporta  on leaders — are rerou  ng.

A GOVERNMENT TECHNOLOGY Q&A | CONDUENT   FUTURE OF TRANSPORTATION 

ADVERTISEMENT

Conduent Transportation is a leading provider of automated and 

analytics-based smart mobility solutions for government agencies. 

These solutions, spanning roadway charging and management, parking 

and curbside management, and advanced transit and public safety 

systems, enable streamlined and personalized services for citizens and 

travelers who use them. The company has been helping transportation 

clients for more than 50 years and operates in more than 20 countries. 

Learn more at www.conduenttransportation.com.
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FLICKR.COM

A Starlink satellite 
launches from Cape 
Canaveral, Fla., in 
May 2022. 
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From satellite Internet to ground-station-
as-a-service, space tech is a big — and 

increasingly well-funded — deal. 

SPACE 
RACE 

BY ZACK QUAINTANCE 
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The space race of the 1950s and ’60s 
was a contest between governments, 
but in 2022 things are diff erent. There 
is a new space race unfolding, playing 
out this time in the private sector. It 
has aff ected most folks primarily by 
populating social media feeds with 
fl ashy headlines about billionaire 
CEOs, Jeff  Bezos fl ying on a rocket 
or Elon Musk proposing the creation 
of a city called Starbase, Texas.  

This new space race, however, also 
stands to have major implications for 
the wider world. 

Experts in the fi eld say that state 
governments, local governments 
and eventually even everyday people 
will come to rely more on new and 
emerging space-based technologies. 
While mayors and governors and most 
average folks aren’t likely to be seated 
beside the billionaire set on rockets to 
the stars any time soon, technological 
advances in space are likely to have a 
greater eff ect on our lives in other ways. 

Perhaps the most direct means by 
which this will happen is through 
the advancements being made in 
satellite technologies. To put it simply, 
satellites have shrunk, both in terms 
of their physical size — once the size 
of school buses, some are now as small 
as a loaf of bread — and in terms of 
the costs associated with launching, 
operating and benefi ting from them. 
As such, all things satellite have 
increased, from money companies 
are investing in them to the number 
orbiting the Earth at a given time. 

Consider the Start-Up Space 
Report 2022 from BryceTech, an 
analytics and engineering consultancy 
fi rm that works in both the government 
and commercial space arenas. That 
report shows a massive spike in space 
company investments between 2012 
and 2021, rising steadily both in 
terms of the amount of money and 
the number of new companies.  

In 2020, for example, space 
investments set a record with $7.7 billion 
in fi nancing, BryceTech reports. Then 
in 2021, investments shattered that 
level by reaching roughly double, with 
$15.4 billion. All of this marks a major 

increase over the less than 
$2 billion being spent annually 
as recently as 2012. Since 2000, 
cumulative space startup investment 
is now at $52 billion, with almost 70 
percent of it happening in the past 
fi ve years. And while the majority 
of this money in 2021 was from 
venture capitalists — $9 billion, to be 
exact — funds also came from private 
equity, grants, public off erings and 
acquisitions. All told, 10 space startups 
went public in 2021, while 241 total 
space startup deals were struck.  

To explore what this empirical 
spike in support for space technology 
means for state and local government, 
as well as the vendors in their 
space, Government Technology 
spoke with academics in the fi eld, 
as well as experts at BryceTech, and 
leaders in the private sector that 
are betting heavily on the market.  

An ‘Infl ection Point’ 
for Space 

Steve Kitay is the senior director 
of Azure Space for Microsoft, one 
of several industry-leading tech 
companies that while not traditionally 
involved with space are now investing 
heavily in their technologies being 
a signifi cant part of the world’s 
future. Kitay has worked for the 
company for about a year and a 
half, after a career spent largely 
within the federal government, 
where he also worked on space. 
Right before coming to Microsoft, 
Kitay was the U.S. Department of 
Defense’s deputy assistant secretary 
of defense for space policy. 

Kitay’s move from the federal 
government to the private sector is 

perhaps telling, emblematic of the 
larger shift that has happened with 
the development of space technology 
in general. It’s a notion that pops up 
in most conversations around this 
topic — private-sector investments are 
now largely leading the way in space. 

 “Huge changes [are] going on in 
the space sector,” Kitay said, “really 
kind of a transformational moment 
that we’re at for a variety of reasons.” 

Essentially, technology has changed, 
investments have gone up and the 
costs for being in the market have gone 
down, fueling the fi rst two factors. 
What this means for Microsoft Azure 
specifi cally, Kitay said, is that it is 
“bringing space technologies and cloud 
computing together with a partner 
ecosystem.” 

Microsoft is not building or launch-
ing satellites, which is also the case for 
the vast majority of companies in this 
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I5.4B$

The total value of 
space investments 
in 2021. 

Source: BryceTech

S
H

U
T

T
E

R
S

T
O

C
K

.C
O

M

Satellite dishes, like this one 
in Poland, make high-speed 
Internet possible in previously 
unserved areas.
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growing fi eld. Instead, they are partner-
ing with space-specifi c companies that 
already do that, like SpaceX, Airbus 
and others. What Microsoft off ers is 
called ground-station-as-a-service.  

And it means the company is partner-
ing with those satellite-launching fi rms 
on ground infrastructure that supports 
satellite Internet that can be used for 
connectivity, as well as data analytics 
around Earth observation technolo-
gies. Microsoft’s involvement in space 
comes down to data — moving data, 
understanding data, driving insights and, 
ultimately, getting those insights to 
customers, some of whom are public-
sector entities at the state and local levels. 

One common use case for space 
technology in this way has to do 
with wildfi res. During a wildfi re, 
satellite Internet can be used for 
communications when Earth-based 
infrastructure like cell towers goes 

down. In addition, imaging from space 
can help identify a fi re’s status and 
scope, and whether conditions are right 
for a new fi re to begin. 

Indeed, those kinds of geospatial 
insights are one of the growing uses 
for space technology. With more 
money leading to more satellites 
being launched, space imagery is 
going over sections of the Earth 
far more frequently than it once 
did, creating new and better data. 
Companies like Microsoft, Amazon 
Web Services and Google are all 
working to off er cloud-based analytics 
products that handle this data. 

Making sure these products are truly 
helpful requires use of other emerging 
technologies, specifi cally artifi cial 
intelligence and machine learning. 

“There are huge applications for 
artifi cial intelligence and machine 
learning to be used with space-born 

data because it’s such a large amount 
of data and large areas that are often 
being covered,” Kitay said. “What’s 
really helpful and important is 
when you’re talking about these 
use cases of monitoring the globe 
and monitoring the Earth, it can be 
very large areas … being able to take 
this data — geospatial information 
of the globe — and automatically 
run it through artifi cial intelligence 
algorithms and processing.” 

Within Microsoft Azure, Kitay 
notes, is a product called Custom 
Vision. It allows users to look at 

H E A D L I N E
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70%
The amount of 
investment in space 
tech that has come 
in just the last 
fi ve years. 

Source: BryceTech
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imagery, identify conditions they’re 
looking for and train a model to make 
the same identifi cations in the future, 
eliminating the need to manually sort 
through tons of geospatial data.  

Other Space Imaging 
Use Cases 

Use cases for geospatial imaging 
aren’t just limited to wildfi res, and they 
also aren’t entirely theoretical or solely 
possibilities to be realized in the future. 
There are state and local governments 
actually using this sort of space imaging 
right now, like Humboldt County, Calif. 

Humboldt County partnered with 
Planet, a spatial imaging company 
that boasts on its website that it “has 
1,700 images of every place on Earth.” 
Humbolt County, a relatively remote 
area on the Pacifi c Coast west of 
Redding, Calif., used Planet’s imaging 
to fi nd cannabis cultivation areas that 
were operating without a permit.  

Richard Leshner, vice president 
of consulting for BryceTech, was 
previously the executive vice president 
of operations for Planet, and he said 
examples like the work in Humboldt 
County have been possible for some 

time. They weren’t done at the county 
— or state or local — level, because the 
resources for that imaging were mostly 
dedicated to federal government 
work. For counties, the cost of such 
imagery was often just too high. 

“In the past several years, you’ve 
seen the market add more players 
with a couple of diff erent approaches 
to collecting imagery and adding 
new price points for that imagery,” 
Leshner said. “It enabled the 
demand to actually meet supply.” 

No new technology was invented 
that enabled that use case for 
Humboldt County. Instead, what 
made it possible was the creation 
of new business models.  

Lower prices and increased 
accessibility, of course, enable 
innovation, and that could mean the 
continued evolution of common use 
cases. Within this, one of the biggest 
would be for agriculture, with farms 
using satellite imagery to better monitor 
fi elds and crop health in ways that 
inform their decision-making. The list 
goes on from there. State governments 
could use it to pinpoint the sources 
of methane emissions. If things get 
granular enough, local governments 
could potentially use satellite imagery 
in combination with artifi cial 
intelligence to more eff ectively pinpoint 
construction happening without a 
permit, or structures that have fallen 
into disrepair. It could even be used 
to inform decision-making around 
traffi  c and parking. It’s all dependent 
on whether companies can make the 
analytics between the collection of 
the imagery and the end user work. 

“There is this intermediary step 
between a company like Planet 
collecting all this data and a big 
Fortune 500 company using it,” 
Leshner said, “and that is a lot of 
analytics work in the middle. For 
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I,700
The number of images 
that spatial imaging 
company Planet says 
it had of “every place 
on Earth” in 2021.

Humboldt County, Calif., partners 
with space imaging fi rm Planet to 
fi nd cannabis growers operating 
without permits.

S
H

U
T

T
E

R
S

T
O

C
K

.C
O

M

022_GT_July22.indd   26022_GT_July22.indd   26 6/8/22   7:10 AM6/8/22   7:10 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

IMAGE PROVIDED BY SHUTTERSTOCK.COM ©2022 e.Republic. All rights reserved.

A GOVERNMENT TECHNOLOGY Q&A

Z by HP enables you to power through your heaviest workloads with high-performance workstation laptops, desktops, displays and 
solutions. HP Inc. is a technology company that believes one thoughtful idea has the power to change the world. Its product and 
service portfolio of personal systems, printers, and 3D printing solutions helps bring these ideas to life. 
Visit https://www.hp.com/us-en/solutions/government-it-solutions.html.

How Data Science is Pushing 
Transportation into the Future

What are the biggest trends shaping the future of 
transit and transportation?
The big ones for us are:
↗ Self-driving cars, trucks and trains. We see a lot of 

companies getting into autonomous transportation, 
which is going to change the management of roadways. 

↗ Sustainable transportation, with drivers and cities using 
electric and solar cars and buses. 

↗ AI solutions for traffi  c management and safety. 
Departments of transportation [DOTs] are deploying 
applications to help drivers reduce travel time, avoid 
hazards and take alternate routes. 

↗ Collecting and analyzing data for making decisions, 
optimizing planning and predicting outcomes.

How can better data help transportation offi  cials 
improve safety and reduce congestion? 
Collecting, searching and analyzing data for certain outcomes 
helps you understand current and future issues and needs. 
For instance, the city of Pittsburgh deployed real-time traffi  c 
signal controls, which use AI and traffi  c theory to coordinate 
the fl ow of vehicles, cyclists, pedestrians and transit. This tool 
helped reduce travel times by 25%, wait times at signals by 
40% and emissions by 20%.

DOTs can use AI and machine learning models to build out 
datasets and model outcomes to help make more eff ective 
and effi  cient decisions. This also proactively saves money 

and time, increasing safety and allowing agencies to be more 
prepared for unforeseen events.

How can agencies make the most of funds from 
the Infrastructure Investment and Jobs Act and 
other sources? 
First, they need to understand their current and future goals 
and what success looks like. It sounds simple, but we can all get 
wrapped around the axle when we think about some of these 
more complicated transportation tasks. Look back at projects 
that have or haven’t worked — and why. Once these goals 
are clear, start implementing tools and building datasets and 
models to reach them. 

Talk to other departments of transportation to see what’s 
working and what isn’t. Look around the globe for similar 
cityscapes and highway systems that have already implemented 
successful traffi  c and safety tools with AI and machine learning. 

Work to future-proof your agency as much as possible. As 
data collection and analysis increase in importance, you want to 
make sure the solutions you choose can meet your needs for at 
least three to fi ve years.

There’s also a chance for DOTs to shape and push for 
innovative solutions that they desperately need. Talk to 
vendors, fi nd the right type of solution and push to get it built 
and completed. It’s important that transportation agencies 
communicate with all of us in technology — so we have what 
they need over the next 10 years.

Data-driven technologies like artifi cial intelligence (AI) and machine learning are giving transportation 
leaders a plethora of opportunities to improve safety and prepare for the coming age of autonomous 
vehicles. How should transportation technologists respond to this shift ? We asked Kristin Hempstead, 
North American business development manager for data science with Z by HP.   

   FUTURE OF TRANSPORTATION ADVERTISEMENT
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lack of a better way of putting it, it’s 
a lot of smart computers trying to 
make sense out of the imagery.” 

What About Satellite 
Internet? 

The other major crossover between 
what’s happening with private-sector 
space investments and government at 
the state or local level has to do with 
Internet connectivity, specifi cally 
satellite Internet. Satellite Internet 
is exactly what it sounds like, and in 
addition to being a viable means of 
communication during emergencies, 
it also has the potential to help 
connect residents of remote areas of 
the United States without needing 
costly infrastructure build-outs.  

Scott Pace is the director of the 
Space Policy Institute and professor of 
the practice of international aff airs at 
the George Washington University’s 
Elliott School of International Aff airs, 
and he said satellite Internet is having 
a growth moment as well, with major 
players powering it like SpaceX’s 
Starlink, which currently uses low 
Earth orbit (LEO) satellites to provide 
high-speed Internet in 32 countries. 

“Governments need communica-
tions,” Pace said. “They don’t need LEO 
communications; LEO just happens to 
be another way of solving it. The gov-
ernment is not going to make or break 
[satellite Internet]. The commercial 
market will determine their outcome.” 

Carissa Christensen, CEO of 
BryceTech, noted that the Federal 
Communications Commission’s 
decision to award some funds to sup-
port Starlink speaks to a government 
vision for it to help connect remote 

areas. The relationship between 
satellite Internet and terrestrial 
high-speed Internet providers, ulti-
mately, may end up mirroring that 
of the dynamic between cable TV 
companies and satellite television.  

Satellite Internet will off er better 
speeds and fi ll gaps where infrastructure 
can’t reach. It could also create 

competition in some areas, capturing 
new customers who don’t want to 
deal with other Internet providers. 

“If SpaceX and Starlink can 
become beloved,” Christensen said, 
“maybe that will open the door 
for them in the same way.”   

zquaintance@govtech.com
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32
The number of 
countries served by 
SpaceX’s Starlink 
low Earth orbit 
satellite Internet.  
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STARTUPS ON THE RISE
Amazon Web Services (AWS) recently announced the second group of 
participants in its space accelerator program, signaling the company’s signifi cant 
interest in space-related pursuits. Through its AWS for Aerospace and Satellite 
program, 10 startups will get strategy and development support and the 
opportunity to partner with other key players in the AWS network. Their work will 
be showcased at a demo day event in September. Here are a few participants:

Kayhan Space
Boulder, Colo.
Kayhan Space is developing next-generation capabilities for autonomous 
spacefl ight safety and space situational awareness.

Terradepth
Austin, Texas
An ocean data-as-a-service business, Terradepth has built a cloud-based 
ocean data management platform and marketplace. Their product, Absolute 
Ocean, provides an immersive interface for visualizing vast, high-resolution 
geospatial data sets.

ZaiNar Tech
Belmont, Calif.
ZaiNar specializes in positioning, navigation and timing solutions as an 
alternative to traditional GPS. ZaiNar has developed patented digital signal 
processing techniques to locate radio devices in 3D with meter-level accuracy.

SOURCE: AMAZON WEB SERVICES
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A confl uence of factors push governments 
toward a wireless future
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New in Mobility
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  2 The Great Unwiring
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 Mobile Threats
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The COVID-19 pandemic, user 
preferences and the need for 
digital equity are making mobility 
indispensable for state and local 

governments. It’s no longer a matter of fit-
ting mobility into the government enterprise. 
It’s a matter of fitting workforce operations 
and constituent services into mobility. 

In the last few years, visionary leaders 
— and in-the-trenches IT teams looking for 
ways to support remote work and contact-
less services — have pioneered programs 
that proved the utility of mobile applica-
tions while also providing valuable lessons 
for mobility’s maturation. 

Many organizations have already invested 
significantly in projects that support mobil-
ity. The Center for Digital Government 
(CDG)’s 2021 Digital Cities and Digital 
Counties Surveys found that on average 
85% of city respondents and 75% of county 
respondents are using location services, 
native mobile apps and text message/SMS 
channels. 

Ready for prime time
A convergence of trends makes mobility 

and mobile-friendly applications more 
compelling than ever:

completely cellular because it didn't make 
sense anymore to deal with traditional 
phone lines, power over ethernet or 
traditional CAT 5 lines,” says Omar Sandoval, 
former director of information for the 
park district and now CDG’s director of g
overnment programs. “Cellular — and 
the infrastructure to build it out — is 
much cheaper.”

Increasing maturity of mobile connectivity. 
Mobile technologies are maturing to the 
point where they are reliable, resilient, 
secure and ubiquitous enough to replace 
wired connections in many scenarios. 
Organizations are developing mobile-first 
solutions as well as integrating mobile 
applications with enterprise resource 
planning and other critical enterprise 
applications. The expansion of 5G will push 
mobility further into uncharted territory by 
allowing high-speed intelligent processing at 
the edge of wireless networks. 

“As 5G moves from hype to reality and 
localities start installing sensors, you’ll see 
traditional and new carriers provide higher-
speed connections either from some sort 
of a mesh network or a large-scale cellular 
network,” says Nelson Moe, former CIO of 

Digital equity and consumer preference. 
Mobility democratizes constituent access 
and lets organizations meet constituents 
and workers where they are and on the 
channels they prefer. For families who 
cannot afford a laptop and internet con-
nection, smartphones provide access to 
information, enable the submission of 
documents online and support digital inter-
action with government services anywhere, 
anytime. Government employees can use 
mobile devices to collaborate with team 
members or clients, submit time cards 
or work orders from the field, and work 
remotely. During the pandemic, these con-
veniences became necessities across most 
income levels, ages, education levels and 
other demographics. 

Lower cost of cellular/wireless 
connectivity. Running fiber and plain old 
telephone service (POTS) lines underground 
is extremely costly. As cellular coverage 
and 5G implementations become more 
widespread, many organizations will opt to 
use wireless or cellular connections as they 
replace or build out technology. 

“[At the Naperville Park District in 
Illinois] we had irrigation systems that were 

The Great Unwiring
Mobility moves from convenience to necessity.

1 CDG 2021Digital Cities Survey Topline
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the commonwealth of Virginia and now a 
CDG senior fellow.

Mobile is here; now what?
As organizations move forward with 

mobility, here are some issues to consider:

Compute and storage capacity. Think 
about how an application will render 
on a mobile device. Smartphones and 
tablets often cannot store as much data or 
process it as quickly as a desktop or laptop 
computer. While email will run fine, an 
application for paying bills or processing 
Medicare benefits on a mainframe 
may stall.

End-to-end security. Always assess 
risks and ensure that mobile devices 
and applications are protected at the 
same level as other enterprise resources. 
Zero-Trust approaches with continuous 
authentication are particularly critical in 
environments where users are accessing 
resources from outside the traditional 
network perimeter. The good news is that 
5G has security controls at the network 
layer that make it harder for cybercriminals 
to execute attacks.
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Service design and delivery. To accommo-
date smaller screens and thumb-defying 
data entry keys, organizations may need 
to redesign applications and processes for 
collecting, verifying and exchanging data. 
This is especially true for complex forms 
that residents must submit to apply for 
social services or unemployment benefits, 
and for documents used internally by 
agencies to onboard new employees. 

Application rollout. To address urgent 
mobile needs for government workforces 
or the public, it’s often best to start small 
and expand features incrementally. 

“COVID highlighted the need to roll 
out applications for mobile devices very 
quickly and nimbly,” Moe says. “The appli-
cation doesn't have to be full-featured at 
first; it just has to be secure. You can add 
more features in later releases.”

Strategizing for the future
It’s hard to anticipate exactly how a 

mobile future will unfold. Inflation, techno-
logical advances, consumer demand, world 
events and more will continue to influence 
mobility programs; however, certain trends 
indicate a path forward. 

“I think we’ll see more scrutiny of 
business outcomes, cybersecurity risk 
and resiliency at the cabinet level or city 
manager level of government,” Moe says. 
“Agencies will have to understand where 

they want to be from a resiliency posture, 
factor in the associated risks and costs, and 
then strategize around business cases.” 

With regard to federal funding from 
the Infrastructure Investment and Jobs 
Act (IIJA) and other sources, Moe sees 
an important opportunity to modern-
ize legacy systems using mobile-friendly 
cloud technologies. He cautions, however, 
that organizations must have a long-term 
strategy for operational expenditures and 
service sustainability. 

“Certainly, for mobile programs, you want 
a sustainable architecture where you roll out 
new applications to support them. My sug-
gestion is to look at this federal funding as a 
one-time capital expenditure and then figure 
out a long-term strategy for operational 
expenditures to sustain and support these 
services,” Moe says.

Another important strategy is to have 
multiple options, so the organization can 
adjust to cost changes and inflationary pres-
sures that could impact targeted business 
outcomes. 

“I’d make sure I wasn’t locked in to a 
specific direction — that I had contractual 
options to go with wired or wireless and dif-
ferent providers,” advises Moe.

Finally, working closely with connectivity 
partners and other mobile technology ven-
dors is essential — both for learning more 
and to lay the groundwork for continued 
mobile expansion. 

Source: 2021 Digital Cities and Counties Surveys; Note: Figures are rounded

Not in use;
no plans 

to use

Not in use; 
plan to 

implement in 
12-18 months

In use/mature; 
no plans to 
upgrade in 

12-18 months 

In use; plan to 
upgrade in 

12-18 months 

Ci  es

Loca  on services 11% 5% 55% 30%

Na  ve mobile apps 14% 5% 47% 35%

Text message/SMS 2% 9% 53% 36%

Coun  es

Loca  on services 15% 7% 37% 42%

Na  ve mobile apps 25% 13% 38% 25%

Text message/SMS 10% 3% 54% 33%

Maturing Mobile Government
Local jurisdictions have expanded their use of mobile channels to improve constituent experience.
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What mobility trends are you seeing in 
state and local government?
We’re seeing a broad spectrum of 
workloads and trends, especially 
post-pandemic as residents use 
mobile devices as their go-to channel 
for interacting with state or local 
government. Looking at health and 
human services, for example, people 
expect everything from Medicaid 
interactions to child welfare activities 
to be available on mobile devices. For 
organizations, that doesn’t mean just 
transferring an activity from a website 
where you need a big screen to see the 
content. Now it means looking at ways 
to do those things from a mobile-first 
perspective, where interactions are 
intended and designed to be mobile 
from the start.

What challenges do these trends 
present?
Most of this technology has been built 
on legacy technology stacks, so making 
information available at the speed and 
scalability that mobile phones enable is 
a challenge. Users expect mobile digital 
experiences to be much more seamless 
and well-designed. Organizations really 
have to think through the orchestration 
of their services and how to deliver data 
and applications at a speed and in a way 
that creates a satisfying user experience 
even when they’re delivered via mobile.

Kevin Tunks, chief 
architect and national 
technology adviser 
for Red Hat, discusses 
innovative approaches 
to integrate mobile-

centric workloads, secure mobile applications 
and prepare for 5G.

What should organizations consider 
when they integrate mobile apps with 
the rest of their enterprise?
It comes down to identity and Zero-
Trust concepts. Strongly authenticating 
someone and having confidence in 
their identity is especially important 
as organizations work with sensitive 
or private information. Organizations 
need to consider how users move 
through sensitive data from a strong 
authentication and authorization 
standpoint. That brings us to Zero-
Trust development models. How do 
you architect to create a safe landing 
space for people to come in and then 
traverse into legacy systems where 
critical information is stored? How do 
you set up safe, well-orchestrated and 
known boundaries, so employees and 
the public don’t have challenges when 
they try to access data? That’s critical in 
your systems.

How can organizations make the 
best use of time and resources when 
developing enterprise-wide or multi-
channel apps?
It’s important to have products that 
rely on open standards. With these 
products, you can incrementally add 
pieces because they’re loosely coupled 
but tightly aligned around open 
standards. That capability also enables 
systems to evolve, which is important 
considering most systems last 15 to 
20-plus years. Containerization of those 
pieces is also important. Given the flow 
of information for all those pieces — 
from developing and testing something, 
to running and scaling it in production 
— you need to manage the risk to 
underlying technology and address 
environmental differences to ensure a 
smooth, seamless experience.

Driving Innova  on with Mobility

How does 5G impact mobile 
initiatives?
There’s not much impact on most 
transactions and workflows. Where 
it gets interesting is in the delivery of 
support and services — to employees 
in particular — to share knowledge or 
highly technical capabilities to remote 
areas. If I'm a technician repairing criti-
cal infrastructure, I can now use things 
like augmented reality and wearable 
technologies to collaborate in real time 
with experts who are not physically 
there with me, but can help guide 
me through that repair process. 5G 
provides the speed and bandwidth to 
do that kind of thing. 5G also enables 
you to have more intelligence at the 
edge of your architecture. You can run 
business applications, rules engines 
and machine learning workloads on 
local devices that process incoming 
information right there — which allows 
things like connected autonomous 
vehicles and smart objects to commu-
nicate in more meaningful ways. 

How can organizations prepare 
for the transition to 5G?
This is an inflection point where 
you can rethink and enhance 
business processes, service design 
and staffing concepts. Update 
your plans to provide just-in-time 
training to equip people to use the 
powerful bandwidth that 5G offers. 
5G-enabled wearable devices, for 
example, will let staff collaborate 
remotely in entirely new ways. The 
technology is the technology. The 
bigger challenge is designing your 
business processes to leverage 5G 
capabilities to positively impact 
your organization in a deep and 
fundamental way.
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How have mobile apps and mobile-first 
strategies changed the government 
landscape?
The introduction of mobile applications 
has enabled state and local governments 
to directly communicate with their 
constituents and communities and 
provide services in new ways. Employees 
are free to work in the field or wherever 
they need to be. Information is available 
instantly wherever users are, on the 
mobile devices they’re carrying. Most 
organizations we work with now are 
leveraging mobile apps as much as or 
more than they’re leveraging laptops in 
the field.

What types of attacks are 
mobile apps vulnerable to?
There are two general types: direct 
attacks, where the attacker’s goal is to 
breach a system, and surveillance, where 
cybercriminals harvest data and use it 
for resale or other nefarious acts. We’re 
finding that too many mobile applications 
are insecure. They’ll allow a bad actor to 
surveil, monitor and collect data about 
a user. Or they have insecure network 
connections, where a bad actor can 
steal a user ID and password and then 
use those credentials to attack, steal 
or commit espionage against backend 
systems. Some mobile apps leak data 
such as the user’s GPS location, which 
could be used to track the location of 
employees. Some applications collect 

Mobile applications 
introduce new security 
vulnerabilities. Brian 
Reed, chief mobility 
offi cer for NowSecure, 
describes the risk 

landscape and shares key steps to a mobile 
application security program.

and transmit data to cybercriminals. The 
list never ends.

What challenges do organizations 
typically encounter when building a 
mobile app security program?
The first challenge is education — 
understanding what mobile app security 
means; what the risks are; and what 
tools, techniques and processes should 
be employed. The second challenge 
is determining whether to build 
the program internally or leverage 
third parties. Setting up your own 
program and building a security team 
to do things like continuous testing, 
penetration testing, security analysis 
and supply chain risk management is 
costly and complicated. Most agencies 
are turning to commercial off-the-shelf 
packages or managed service providers 
that scan and vet mobile apps. Doing 
so provides instant intelligence on what 
security risks might live in those mobile 
apps, so organizations can decide 
whether to allow them.

How can organizations securely 
mobilize their enterprise? 
First, establish a risk policy. Define risks 
and understand what is secure and 
insecure from a mobile perspective. 
Second, provide training as needed to 
technology and security teams working 
in this space. Third, leverage commercial 
software tools to test for risks in new 
mobile apps that you build or download. 
Fourth, continuously monitor mobile 
apps you have already approved to 
ensure updates haven’t introduced 
new vulnerabilities. You also need a 
mechanism to educate your organization 
about phishing and other risks and 
making the right decisions about which 
applications are safe to use. Finally, 
I advise leveraging programs offered 

by the big carriers — AT&T’s FirstNet 
and Verizon’s Frontline, for example — 
which help organizations vet and deploy 
secure mobile apps and infrastructure 
for use in public safety scenarios.

Why has mobile supply chain security 
become so important?
The SolarWinds and Colonial Pipeline 
attacks were supply chain attacks. 
Supply chain attacks occur on mobile 
apps as well. Organizations must be 
sure the mobile applications they 
use and deploy to constituents are 
safe. Organizations need a thorough 
testing program to ensure those apps 
are properly vetted and continuously 
monitored over time. We’re also 
seeing a need for a software bill of 
materials, where your app-vetting 
vendor or services supplier provides 
an inventory of components used to 
create an application, so you can track 
and understand potentially nefarious 
components.

How does 5G impact mobile 
app security? 
What’s exciting about 5G is that it has 
security controls at the network layer. 
Some of the most common attack 
vectors for web and mobile applications 
are at the network communications 
layer, where data is transmitted 
between, say, the mobile application 
and the back end. With 5G, you can 
deploy fine-grain security controls at 
the network level, which prevents bad 
guys from seeing and harvesting data 
from insecure network connections. 
Because 5G’s inherent network-level 
security controls are below the layers 
that attackers traditionally use, it’s 
substantially harder to do bad things. 
5G is like a wrapper around every piece 
of data that gets transmitted. 

Mobilizing Your Enterprise Securely
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How has the risk landscape changed 
with the introduction of mobile 
devices and mobile applications into 
government enterprises?
With the shift toward remote work, 
everybody is using multiple devices. 
It’s not just the laptop anymore. 
A lot of folks are working from 
their personal devices and their 
government-issued device. More 
devices than ever are connecting to 
government infrastructure, which 
means the overall threat landscape 
has dramatically expanded over 
just the last few years. We’ve seen 
a skyrocketing number of phishing 
attacks. People get phished through 
their text SMS channel daily. We've 
also seen a dramatic rise in zero-day 
attacks. One-third of all zero-day 
attacks are now targeted at iOS and 
Android devices, and one-fifth of 
mobile endpoints worldwide have 
encountered malicious applications. 

What challenges do state and local 
governments encounter in securing 
mobile devices and applications?
These organizations have been 
underfunded for many years, so they 
haven’t been able to invest in keeping 
their defensive arsenals up to date. 
They’re not equipped to deal with 
the growing threat landscape and 

Today, mobile devices 
are prime targets 
for cybercriminals 
because they contain 
more and more 
sensitive employee, 
constituent and 

operational data. Jim Kovach, vice president 
for public sector at Zimperium, explains why 
signature-based threat detection is obsolete 
and device attestation is in.

modern-day attacks such as ransomware. 
Essentially, they’re attempting to 
address today’s threats with yesterday’s 
technology. Virtual private networks and 
mobile device management have specific 
purposes and were never designed to do 
threat detection, be it phishing attacks, 
rogue Wi-Fi attacks or device threats. 

How can organizations close the 
Zero-Trust gap in their mobile 
strategies? 
A lot of Zero-Trust conversations today 
revolve around validating identity and 
making sure that a person is who they 
purport to be. However, if their device 
has a malicious payload when they’re 
granted network access, then all we’ve 
really done is identify that they were the 
source of the attack. We believe that 
when you validate the person’s identity, 
you must simultaneously do device 
attestation to validate the integrity 
of their device. Only then should 
the person be granted access to that 
particular resource or infrastructure. 
You can’t say you have Zero Trust if you 
haven't attested the device. The two 
go hand-in-hand.

How can organizations strengthen 
mobile application security without 
disrupting existing programs?
Again, you need to modernize to 
address today’s threats. If you’re 
performing mobile application 
development, keep in mind that it 
requires a specific tool set, separate 
and distinct from traditional web 
application development. In addition, 
it’s important to protect against zero-
day attacks, which are increasing. 
Signature-based threat detection 
technology is obsolete. With the 
advent of machine learning and 
AI, there are better solutions for 

Addressing Today’s Mobile Threats

8

identifying and addressing threats 
that you’ve never seen before. 

How can organizations better 
secure mobile devices themselves?
It’s important to implement a 
mobile threat defense solution that 
integrates with the organization’s 
existing IT ecosystem or “tech 
stack.” When organizations evaluate 
solutions, an important criteria 
should be integration with identity 
management, device management, 
office productivity programs and 
other parts of the organization's 
ecosystem.

Where should organizations 
start on an enterprise mobile 
security program? 
A number of resources will help 
organizations get a good understanding 
of the ecosystem. The National 
Institute of Standards and Technology 
(NIST) produces a wide variety of 
reference architectures and practice 
guides, where they have performed 
and documented real-world 
implementations and constructed best 
practices. I highly recommend NIST 
SP 800-124 rev 2, which provides 
comprehensive guidelines for managing 
the security of mobile devices. The 
Cybersecurity and Infrastructure 
Security Agency (CISA) has an entire 
section of mobile resources and 
content for organizations that want 
to get started. Finally, the Advanced 
Technology Academic Research 
Center (ATARC) has a Zero-Trust lab 
series that includes best practices, 
reference architectures and actual 
demonstrations. Apart from that, 
I’d encourage organizations to take 
advantage of current federal funding 
opportunities where possible. 
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What does mobility look like in state 
and local governments today?
The definition of “mobile device” now 
encompasses not just phones but any 
non-stationary computing system, 
including laptops, vehicles and vehicle 
charging stations. As technology 
continues to advance at lightning speed, 
mobile is becoming the norm rather than 
a luxury, with individuals owning multiple 
devices. Along with this movement and 
society’s acceptance of work-from-home 
models (where appropriate), we’ll see 
desktop use give way to a mobile-first 
approach, which will soon take us to a 
mobile-only approach. 

What trends are you seeing as reliance 
on mobile devices increases?  
COVID-19 created an awakening 
that a high percentage of historically 
office-only jobs could be shifted to 
mobile-only. Personal devices must 
be protected at the same level as 
organization-issued devices to maintain 
security, protect users, and prevent the 
compromise of personal and enterprise 
data. CISOs can no longer afford to 
secure only the network. They must 
secure the operating system, mobile 
applications, browsers, access controls 
and digital signatures. Mobility of the 
future will expand device protections by 
converging capabilities such as mobility 
management, mobile threat detection, 
data security and Zero Trust — all of 
which have been a patchwork of apps 
across vendors.

In this Q&A, the BlackBerry Sales Engineering 
team lays out key considerations for state and 
local governments as their mobility programs 
expand and morph to take advantage of emerging 
technologies and accommodate new use cases.    

What challenges do these trends 
present? 
Cost, staffing and the balance between 
security and user experience all play 
critical roles in mobility protection. 
Today’s mobile-generation users 
demand easy, innovative ways of 
getting the job done. This has driven 
an influx of third-party software 
attempting to tie into an agency’s 
infrastructure, databases and existing 
websites — which weren’t designed for 
the security demands of mobile access. 
To meet mobile security requirements 
without sacrificing the user experience, 
organizations need to update back-
end infrastructure as well as security 
at the user’s fingertips. Using a suite 
of products from a single vendor — 
along with software as-a-service or a 
managed services approach — frees 
staff resources and licensing budgets for 
use in other areas.

What should organizations consider 
when they integrate mobile apps with 
the rest of their enterprise? 
Mobile apps introduce exponentially 
more risk than desktop applications. 
They’re created by countless 
developers — some professional and 
some amateur. Historically, mobile 
apps have not received the same 
penetration testing, vetting and 
inspection as desktop applications. 
Loading mobile apps onto a user’s 
device without that scrutiny opens the 
flood gates for undetected back doors, 
insecure transmissions, database access 
and other vulnerabilities. Mobile threat 
detection solutions that employ AI and 
machine learning provide prevention 
rather than the detection and response 
methodologies of traditional solutions. 
Using these next-generation solutions 

Moving from Mobile-First 
to Mobile-Only

along with mobile device management 
platforms lowers the risk as much 
as possible.

What would you recommend for 
creating a strong, secure foundation 
for mobile initiatives? 
Organizations must secure all devices 
that process enterprise data. It’s 
important to look past “industry 
standard” protections of yesterday 
and embrace newer technologies that 
employ AI and machine learning to 
provide smarter, quicker and lighter-
weight ways of protecting assets. 
In addition, it’s best to implement 
mobile-first architectures, 5G (as well 
as the anticipated 6G release) and 
cloud architectures simultaneously 
with their non-mobile infrastructure 
counterparts. Non-negotiables include 
yearly penetration testing, programs to 
review and test third-party applications 
within agency environments, and 
securing mobile devices as strongly as 
desktops. It’s also wise to ensure the 
security posture of cloud environments 
is equivalent to on-premises 
environments. Of course, securing 
data in transit and at rest is essential. 
Finally, end-to-end security can’t take a 
back seat to appeasing users’ demands.

What do you foresee in the near 
future for mobility?
The successful roll out of 5G and 
the anticipated 6G development 
get technology closer to mobile-
only. Mobile devices of all kinds 
will continue to emerge in new and 
unexpected places. Technologies for 
access control and to protect against 
hacking, ransomware and malware will 
continue to improve, diminishing risks 
to near zero. 

10          
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Many CIOs are reorienting their service 
delivery strategy around mobility. 
Has mobile finally become the default 
channel for user engagement?
Yes, and there’s no turning back. The 
pandemic uncovered the digital divide. 
Not everyone has quality internet 
at home; many people depend on 
their mobile phones for connectivity. 
If families have to choose between 
spending on a phone or a PC, they’ll 
usually opt for a phone because they 
can access a computer at work, school 
or elsewhere. When COVID hit, a lot 
of people lost that access, so now 
they’re trying to do everything on 
their phone. Mobility has become the 
answer to that lack of availability and 
bandwidth. It has made things more 
accessible, and now it’s all around us. 

What does this shift mean for 
IT leaders and their teams?
Technology providers and the technology 
itself are pushing organizations to shift 

more toward wireless rather than wired 
connections. Supporting underground 
infrastructure — plain old telephone 
service (POTS) lines — is no longer 
viable. The cost to maintain POTS 
lines is increasing exponentially, and 
people with the skill sets to maintain 
them are retiring. The infrastructure 
to build out cellular is much cheaper. 
However, as providers push for mobile, 
IT leaders have to assess whether 
mobile truly meets their needs, and 
then determine the best path forward. 

You developed an innovative mobile app 
for the park district several years ago. 
Would you do it the same way today?
Definitely not. The cost of ownership 
over time and the rapid pace of 
technology change is not conducive to a 
native mobile app, where the application 
is downloaded onto your phone. I would 
do a mobile friendly web app for one 
reason: a native phone app responds 
differently depending on each phone’s 

manufacturer. In addition, users often 
ignore notifications for app updates, 
so traditional mobile apps can become 
stale and unstable. With a web app, 
there’s just an icon on your screen 
that takes you to the most current 
version of the web application. Most 
phone apps operate this way now.

Any thoughts on how to proceed into 
the future?
It’s becoming much more cost effective 
to put things out on cellular rather 
than through an internet service. If 
I were in my previous role, I would 
look to offload some of my traditional 
ISP services to cellular services. I’d 
evaluate the return on shifting to 
that technology and how that shift 
affects everything moving forward. 
To ensure solution viability, I’d work 
with my cellular providers on going 
to 5G and expanding coverage to 
make sure users have the best, most 
reliable coverage wherever they are. 

Learn more at Carahsoft.com/Innovation
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Why going wireless is more compelling than ever

In his former role as IT director for the Naperville Park District in Illinois, Omar Sandoval developed (and 
obtained a patent for) a mobile app that helps residents find park locations, register for activities, report 
issues and more. Now the director of government programs for the Center for Digital Government, Sandoval 
shares insights on how mobility implementations are changing and how agencies can take advantage of the 
opportunities these shifts present.
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Government has problems: 
ensuring citizen voices 
are heard, keeping fi rst 

responders out of harm’s way, mining 
agency data to support policy decisions 
without compromising privacy, etc. 

The solutions to these and other 
challenges are emerging in university 
research labs around the nation. From 
robotics and cryptography to artifi cial 
intelligence and machine learning, 
academia is on the cutting edge when it 
comes to developing technologies that 
could someday impact the work of state 
and local governments — and the world. 

BETTER LIVING 

THROUGH CHEMISTRY 

At Rice University, synthetic organic 
chemist James Tour is looking to 
alleviate the crushing burden of plastic 
waste, while simultaneously reducing 
harmful emissions that are fueling 
climate change. 

“Every state and local government is 
interested in reducing CO2 emissions. 
And every state and local government is 
beset with massive amounts of plastic 
waste,” he said. Nano-scale chemistry 
might make it possible to address both 
problems with a single solution. 

Tour is experimenting with the idea 
of upcycling high-density polyethylene, 

HOW UNIVERSITY TECH 
RESEARCH ACROSS THE 
COUNTRY WILL DRIVE 
THE NEXT CHAPTER OF 
GOVERNMENT INNOVATION. 

one of the most abundant types of plastic 
waste. He’s looking to break down the 
material and reconfi gure it into low-cost 
fi lters that could be inserted into the fl ue 
stacks of power plants, thus trapping 
carbon emissions before they can get 
loose in the atmosphere. 

To create the fi ltering materials, 
Tour’s lab fi rst turns plastic into powder, 
which then is mixed with potassium 
acetate and heated at 1,112 degrees 
Fahrenheit for 45 minutes. “When we 
convert the plastic waste into this carbon 
material, with nanometer-size pores, it 
traps carbon dioxide coming out of a fl ue 
gas,” he said. 

Once the carbon dioxide is trapped, 
“you can do whatever you want to 
with it: Pump it down a hole and it 
stays there for thousands of years, or 
convert it into useful products. Either 
way, we trap it, rather than using our 
atmosphere as a waste dump,” he said. 

(Tour’s process also produces a wax 
byproduct, which can be recycled into 
detergents or lubricants.) 

Government would likely work in 
cooperation with private industry to 
bring such a solution to life. Once the 
technology is commercially mature — 
Tour says that’s still about fi ve years 
off  — governments could, for example, 
require its use in power plants as part 
of the regulatory structure, and could 
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make plastic waste readily available for 
such reuse as a component of an overall 
waste management plan. 

“Government has an interest in 
reducing carbon dioxide emissions, but 
you can’t just snap your fi ngers and say, 
‘Carbon dioxide be gone,’” Tour said. 

By diverting plastic waste in support 
of that eff ort, local authorities could 
solve two civic problems at once: keep 
the stuff  out of the landfi lls, while simul-
taneously addressing climate change. 

HEARING OTHER VOICES 

At the Massachusetts Institute 
of Technology, Deb Roy wants to 
ensure that resident voices are 
heard. As director of the MIT Center 
for Constructive Communication 
(MIT CCC) and a professor of Media 
Arts and Sciences, he’s leveraging 
artifi cial intelligence in support of a 
technology known as a Local Voices 
Network, or LVN. 

“Through a powerful combination 
of AI and human listening, LVN enables 
organizations to gather people for 
recorded small group conversations 
around their life experiences, to make 
sense of the conversations they collect, 
and to surface community voices into 
public dialog and decision-making,” said 
Roy, who is already operationalizing the 
technology in his role as co-founder and 
chair of the nonprofi t Cortico. 

LVN combines human storytelling 
and machine listening, with the AI 
capabilities packaged in a platform 
that supports audio capture and 
uploading, management of conversation 
archives, semantic content analysis 
and visualization, and online posting 
of audio highlights. 

Researchers are working “to develop 
and integrate even more powerful 
capabilities — such as conversation 
analytics, and novel ways of enabling 
data access and ownership — into the 
LVN platform,” Roy said. 

The public sector could look to such 
technologies to elevate citizen voices. 

“As we listen to people in recorded 
small group conversations across the 
country, we hear one sentiment again 

and again: ‘When we speak up, we don’t 
feel heard,’” Roy said. In-person forums 
such as town halls and open meetings 
also fall short: They typically attract the 
“usual voices” of the same committed 
community members, “in what are 
often symbolic, ineff ective eff orts to 
capture real community input.” 

Surveys and focus groups likewise 
rarely capture the rich breadth of peo-
ple’s lived experiences. “It’s clear that we 
need better ways of listening to the expe-
riences of real people in order to spark 
decisions that are informed by commu-
nity members themselves,” he said. 

He describes LVN technology as a 
potential means to amplify people’s life 
experiences in support of a stronger 
democracy. This can happen in two 
directions: “laterally,” by improving 
listening and learning across the 
divides that isolate people from one 
another; and “vertically,” by informing 
the policy- and decision-making with 
community input grounded in lived 
experience and inclusive of often-
underheard voices. 

In the eff ort to promote LVN, he 
encourages government agencies “to 
build transparent community input 
practices at scale, making it possible to 

effi  ciently and meaningfully include a 
range of perspectives, ideas and needs 
in decision-making processes,” he said. 
“In this way, we imagine fostering 
communities of individuals who feel 
heard by their governments and, 
as a result, are more empowered to 
participate in civic processes.” 

Some are already putting this into 
play. Madison, Wis., used the technol-
ogy in its police chief selection process, 
and Cambridge, Mass., put it to work 
in the process of hiring a city manager. 
The New York City Department of 
Health and Mental Hygiene used it to 
collect stories to inform a citywide well-
ness road map, and Chicago offi  cials are 
documenting conversations as part of 
We Will Chicago, a three-year citywide 
planning eff ort. 

ROBOTS TO THE RESCUE 

Richard Voyles is looking to 
robotics as a means to elevate a range 
of civic functions. “I’m working on a 
number of projects, from agriculture to 
manufacturing to emergency response 
and even medical robotics,” said Voyles, 
the Daniel C. Lewis Professor of the 
Polytechnic at Purdue University. 
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Rice University graduate student Paul Savas feeds raw plastic into a crusher. 

Researchers want to use plastic waste to sequester carbon dioxide from fl ue gas.
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He’s not talking about robotics in 
the conventional sense (e.g., Robby 
the Robot). In the academic world, 
“robotics is anything that brings 
together sensing, computation, and 
then acting on those,” he said. 

For example, consider cow 
digestion. What goes on inside a cow is 
of great civic interest in a world where 
we’re looking to feed an ever-increasing 
population. To that end, Voyles is 
experimenting with “ingestible robots.” 

These tiny devices “operate inside 
the cows to monitor their health and 
well-being,” he said. “We can make 
more effi  cient animal products in a 
world that relies an awful lot on animal 
protein. There is a growing need for 
food in the world, and this is something 
that all governments are concerned 
about.” 

Another eff ort focuses on what 
Voyles calls “programming by dem-
onstration,” a robotic-driven means of 
sharing information. 

“When a parent teaches their child 
to tie their shoes, they don’t write a 
procedure down in a foreign language. 
They just show their kids what to do 
and they help them learn by example,” 
he said. 

“That’s what we’re doing: Someone 
who knows how to assemble a fuel 
injection unit or some other piece 
of equipment can show the robot 
what to do, and it can learn from the 
demonstration,” he said. This could 
make robotic processes more readily 
available to state and local leaders 
looking to leverage such capabilities. 

But government may be even more 
interested in the work Voyles is doing 
in the area of emergency response. 

In a natural disaster such as a 
hurricane, tornado or earthquakes, 
“emergency response robots are really 
important for going where humans 
can’t go, doing things that humans 
often can’t do,” he said. “With growing 
climate instability and worsening 
weather, we’re seeing more and more 
need for robots that can help humans 
look for survivors, to fi nd people who 
might be hurt but are still alive.” 

Rescue work is inherently dangerous, 
and the need to keep fi rst responders 
safe can often slow down an operation. 
“If an emergency responder gets trapped 
in rubble, gets caught in a secondary 
collapse or something like that, typically 
it’s going to take 10 other people 10 hours 
to get that person out,” he said. “You’ve 
lost 100 person-hours of rescue time.” 

Robotic solutions promise to make 
such operations safer and ultimately 
more eff ective. To move along this path, 
Voyles said, civic entities will need to 
do some upfront planning. 

“It’s more than just the robots 
themselves,” he said. “When you’re 
talking about robots for things like 
this, you also need to have commu-
nication [with those robots], and of 
course in a wide-scale disaster like a 
hurricane or an earthquake, often the 
communication has been wiped out.” 
To make eff ective use of these emerg-
ing tools, planners thus will need to 
incorporate emergency communica-
tions into the response protocols. 

There’s a potential added bonus 
here: By planning for robotic deploy-
ments, emergency managers will have 
an opportunity to rethink their overall 
strategies. 

“If we can plan motions for robots, 
we can also plan more eff ective 
evacuation routes for cars and people. 
We can plan evacuation strategies for 
stadiums and arenas,” Voyles said. 
“We can apply the software we use for 
robots to simulated humans. There are 
all these potential spillover eff ects.” 

… AND SMARTER ROBOTS 

ARE BETTER 

An assistant professor in the 
department of computer science at the 
University at Albany, State University 
of New York, Chinwe Ekenna also has 
her eye on robots. She’s leveraging AI 
to make them operate more eff ectively, 
which in turn could have repercussions 
for government. 

Her work looks specifi cally at 
robotic motion-planning algorithms.  

“Mathematical topology variants 
are being introduced to improve the 
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A training session for facilitators learning to use the Local Voices Network at MIT. 
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usability of previously complex algo-
rithms and scalability across diff erent 
robot platforms. These algorithms help 
improve informed methodologies that 
exploit various AI and machine learning 
approaches,” she said. 

We need this, she said, because 
faulty algorithms can get in the way 
of robotic operations, while improved 
algorithms can improve the outcomes 
signifi cantly. 

“When it comes to human-robot 
interactions, appropriate feedback on 
failures can aid in improving diagnosis 
as well as increasing robot safety,” she 
said. With better algorithms, operators 
can predict obstacles in a robot’s 
path, for example. “Failures are more 
accurately recorded, and more plausible 
paths are developed in the process.” 

All this matters at a time when 
governments are looking to robotic 
processes in support of citizen service. In 
Dubai, for instance, the public interacts 
with robotic police assistants to report 
crimes and pay traffi  c fi nes. Other 
researchers point to the potential use of 
robots in everything from tax processing 
to supportive roles in medical care. 

“Service robots [could] assist human 
beings in certain redundant, dirty 
tasks,” Ekenna said. Street and highway 
cleaning, lawn mowing, adaptive traffi  c 
control — smarter robots could help 
with all of these. 

MAKING THE ‘SECRET’ VISIBLE

A professor of computer science at 
Boston University, and the director of 
the Center for Reliable Information 
Systems and Cyber Security, Ran 
Canetti says advanced cryptography 
could be a boon to government entities. 

“Cryptography has legs in math-
ematics, in logic, in computer science, 
in algorithms — and it is smack in the 
center of society, of human experience 
with computers. It is in some sense the 
science of fi nding mathematical solu-
tions to social problems,” he said. 

What can it do? Take, for instance, 
a law enforcement application. 

“You have people looking at child 
sexual abuse material, which is illegal 
to own and sell. Law enforcement is 

trying to catch them and bring them 
to trial, and they’re using hidden 
software tools, so that people will not 
see it and go around it,” Canetti said. 

“When people get caught and are 
brought to trial, defendants have the 
right to inspect the evidence against 
them — to know how it was collected 
and to verify any issues with the soft-
ware,” he said. “At the same time, 
there is clear interest for the govern-
ment, for law enforcement, for the 
public in general, to keep this software 
secret in order to keep it eff ective.” 

Cryptography off ers a way to cut 
that knot. “We have actually been 
building a prototype of a system that 
can get around this. If law enforcement 
builds their tools in a certain way, 
using cryptography, they can actually 
prove out the diff erent properties of 
the software without revealing the 
secrets of the software,” he said. 

Government could apply the same 
strategies in areas such as trade secret 
litigation. With the right cryptography, 
“I can show that you used my secret 
algorithm, without actually exposing 
my secret algorithm,” he said. 

An even more urgent use case has 
to do with the government’s role as an 
aggregator of civic data. State and local 
entities need to leverage often-sensitive 
personal data for statistical purposes, 
in order to shape policy. But they need 
to do it in a way that protects privacy. 

“How can we share that kind of 
information selectively? This looks like 
a lawsuit waiting to happen,” he said. 
But cryptography makes it possible. “It 
allows you to compute joint statistics on 
the secret information, while keeping 
the actual information hidden.”  

adam.stone@newsroom42.com
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Robotic police in Dubai can help residents with tasks like paying traffi  c fi nes.

042_GT_July22.indd   46042_GT_July22.indd   46 6/7/22   9:31 AM6/7/22   9:31 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

© 2022 e.Republic. All rights reserved.

Why is it so important for governments 
to invest in connectivity right now?
When we look at the technology landscape, 

and specifically 5G, we see that for gov-

ernments and constituents there is a need 

for greater speeds and more connectivity. 

Everyone from young students to older 

adults needs secure and reliable connec-

tivity to accomplish so many daily tasks. 

That’s why 5G is important, as well as 

investing in and adopting that technology. 

We have a great 4G network, but building 

on top of that and having a 5G network will 

meet today’s requirements for bandwidth 

and speed while preparing for future 

accommodations and new advancements.

What role does public expectation play 
in the push to enhance connectivity?
During the pandemic, connectivity efforts 

increased rapidly. Today, people still expect 

those enhanced connectivity options. 

Instead of going into a government office to 

turn in paperwork, for example, users want 

to be able to do that from their phone.

Having 5G infrastructure enables governments 

to find new ways to serve their constituents. 

For example, if someone sees a pothole, they 

can simply take a picture of it and submit that, 

which includes information on the location of 

the pothole. With 5G technology, an agency can 

now send out a drone for immediate inspection 

and stream back what is needed for repairs.

As we see 5G connectivity develop and 

expectations grow, we find we can push 

the boundaries of what is possible. Soon, 

communities will be diving deeper into technology 

like augmented reality or machine learning, 

autonomous vehicles and other possibilities.

What are some of the biggest benefits 
to bridging the digital divide?
The first is highly skilled or educated workforces, 

which is good for everybody. Connectivity 

allows students, faculty, universities and 

other organizations to attract talent. But more 

importantly, no student will be left behind.

There’s also a huge focus on rolling out 5G to rural 

communities, not just urban areas. In addition to 

supporting school systems and higher education, 

bridging the digital divide is about providing 

for previously underserved communities. It’s 

critical to provide that digital equity. We’re seeing 

the ability to text into 911 and upload videos 

into 911 systems, which has so much potential. 

By bridging the digital divide, opportunities 

like this will be possible for everyone.

What are some steps communities can 
take to enhance their connectivity?
The first step to addressing connectivity 

challenges is having budgets to enable action, 

so actually earmarking funds to acquire this 

technology and provide broadband access 

is No. 1. To get that funding, we encourage 

governments to explore federal legislation 

that earmarks funds for qualifying technology 

projects. My biggest recommendation 

to government agencies is to take a step 

back. What is the problem you’re trying 

to fix, and are you sourcing that solution 

accordingly? Too many people focus on the 

ingredients, not necessarily what the end 

result of those ingredients will produce. 

Meeting constituent 

expectations and bridging 

the digital divide are top 

concerns for local and 

state governments. Bryan 

Schromsky, managing 

partner, Connected 

Solutions at Verizon, 

discusses the importance 

of investing now.  

Verizon is here to help 
the public sector
Verizon serves as a trusted partner 

to the public sector, from rural 

communities to the largest State and 

Federal agencies. We enable better 

government through our best-in-

class networks, innovative solutions, 

exceptional customer experience, 

and decades of success helping 

get mission-critical projects done 

right. With Verizon on their team, our 

customers can serve their constituents 

better, work more effi  ciently and 

remotely, create smart communities, 

empower young learners, help ensure 

public safety, and respond quickly to 

emergencies.

For more information, please 

visit Verizon State and Local 

Government solutions 

A CENTER FOR DIGITAL GOVERNMENT Q&A     

Boosting Connectivity 
Prepares Communities for 
New Opportunities and Services

ADVERTISEMENT

CDG22 Q&A Verizon_Schromsky.indd   1 5/26/22   2:22 PM

https://www.verizon.com/business/solutions/public-sector/state-local-government/


100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

CMY grey        T1       T2       T3

By Noelle Knell and Lauren Harrison

PHOTOS BY DAVID KIDD

On 
Emerging 
Tech 
48         July/August 2022  //  www.govtech.com

For the 
Record: 

048_GT_July22.indd   48048_GT_July22.indd   48 6/7/22   9:34 AM6/7/22   9:34 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

www.govtech.com  //  July/August 2022         49      

Amanda 

Crawford, Texas 

We use AI today. We 
certainly use robotic 
process automation 
in a variety of 
applications and 
projects across the 

state. One of the exciting areas for us is 
using AI for security. That’s certainly 
a place that we have really seen a lot 
of gains and tremendous value from 
having that technology when we’re 
protecting our most critical systems. 

John 

MacMillan, 

Pennsylvania

We have AI, we have 
conversational plat-
forms in many areas, 
but not every area. 
And like many other 

things, it takes people, time and money 
to create the projects and execute the 
projects that make those things happen. 
We’re big supporters of it, but we want 
to make sure that when a business area 
is taking advantage of that technology 
that they understand they have a role 
in feeding it the intents and feeding 
it the responses and making sure it’s 
delivering the business results intended. 

Artifi cial 
Intelligence

Bill Smith, 

Alaska

We’ve used it on 
the fi nancial side, 
we’ve used it on 
some timecard 
applications and 
things like that to 

see where the value would be. And I 
anticipate we’re going to be bringing 
those technologies into our environment 
in the relatively near future on a small 
scale, focused on specifi c problems we’re 
trying to solve. We really are focused 
on our foundational environment and 
getting that architecture put together 
and so I haven’t seen a huge case for 
large-scale implementation just yet that 
makes sense for us.  

Bill Vajda, 

Wyoming

In order to put in 
place an eff ective 
AI you have to have 
the underlying 
semantics, the 
ontologies, the 

data dictionaries … you have to have 
all those tuned for whatever smart 
engagement you want to have. There’s 
a lot of customization in commercial 
technology like Google or Microsoft or 
Amazon that tracks patterns of behavior 
over time, and they have some internal 
semantics and ontologies that support 
their customer sets. But until we get 
to a point where we have a common 
understanding, an interpretation of 
things as simple as fi re — if you talk to a 
fi reman, those ontologies and semantics 

GT caught up with state T
technology leaders at 

the recent National 
Association of State 

Chief Information 
Offi  cers Midyear 

conference. Here’s what 
they had to say about 
artifi cial intelligence, 
chatbots, blockchain 

and other headline-
grabbing technologies.
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mean one thing; if you talk to an HR 
specialist, those ontologies and semantics 
mean something completely diff erent. 
How fi re is associated in Alabama 
culture might be very diff erent from how 
fi re is associated in Wyoming culture. 
And there’s not standardization of that 
at the government level because there 
can’t be, they’re cultural things. So we 
have the basic tool sets that we’re playing 
with now, and we have some really good 
work that’s been done over the last 20 
years to bring us to where we are now. 
But I think we’re miles away from having 
an eff ective AI capability for most of the 
government applications we’re using.  

Alan Fuller, 

Utah 

I had a legislator 
give me a call and 
say, “I want you 
to build me some 
blockchain. ” And 
I was like, I’m not 

sure what that means, “build me some 
blockchain.” I think distributed ledger 
technology has a place. I know it’s 
heavily used in cryptocurrency, and I 
look forward to other use cases for it — 
but I don’t think it really makes sense 
to say “build me some blockchain .”

Stephanie 

Dedmon, 

Tennessee

For us in Tennessee, 
we haven’t yet seen a 
use case that makes 
blockchain the 
right thing to do. It 

may exist, and we may a year or two 
down the road have a diff erent story 
about how we feel about blockchain. 

Steve Nichols, 

Georgia  

For government 
blockchain use 
cases, I’m still just 
not seeing any com-
pelling examples 
out there. I’ve 

spent a lot of time looking around 
and talking to people inside my 
government who want to roll out 
blockchain, and that’s always my 
fi rst question: What unique require-
ments require this to be blockchain 
that we can’t solve it with something 
else? Show me anyone else who’s got 
something running in production 
where this was the best solution.  

Jonathan 

Askins, 

Arkansas

We have got a 
couple chatbots 
for very specifi c 
applications. If 
we’re going to 

take chatbots further, we’ve got to 
make sure we understand the natural 
language; we’ve got to make sure 
we understand what our citizens 
are really asking. I think it can 
work and I do think it can lift and 
shift various responsibilities from 
a help desk and customer service 
standpoint out to the chatbots, but 
at the same time, I want to make 
sure we do that very methodically. 
If we do it too quickly, we’re going 
to create a lot of frustration.  

Amanda Crawford, Texas 

I do think chatbots are getting 
smarter, but so are we. And I think 
part of it is a learning process. You 

have machine learning, but you’ve got 
human learning too, and we’ve all got 
to be smarter about that and fi gure 
out what’s the best place for chat-
bots. We’ve had some success with 
them and as that technology evolves, 
we’re defi nitely exploring other 
ways to implement them through-
out government to create a better 
experience for our constituents. 

Alan Fuller, Utah  

For me personally, when I use a chat-
bot, I hate them most of the time. I 
think chatbots still have a way to go in 
terms of really meeting the needs of the 
user or the customer. Most people can 
tell if they’re speaking to a real person 
or speaking to a chatbot, and chatbots 
are often not quite as good, but on 
the other side of the coin, sometimes 
chatbots do a really great job at answer-
ing specifi c questions. I’m positive on 
chatbots and look forward to investing 
more in them, but I don’t think they’re 
quite where we want them to be yet.  

Steve Nichols, Georgia 

We all learned with chatbots what we 
already knew about websites, which is 
content is king. Having a framework 
or the underlying technology is just 
a small part of it. You really just have 
to have compelling content. What 
we’ve learned with chatbots is that 
you can’t just load up a bunch of ques-
tions and walk away. The questions are 
constantly evolving and that’s a lot of 
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 Blockchain
 Chatbots 

I do think chat-
bots are getting 
smarter, but so 
are we. And I 
think part of it is a 
learning process. 
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What are some specifi c ways technology 
can automate processes in government?

Technology can help the public sector complete whole 
processes in a way that is paperless, automated, and 
transparent to both staff  and cons  tuents.

For example, an agency can use intelligent document 
processing to extract informa  on from a document and 
create structured data sets. This can be useful for an accounts 
payable process where an agency is receiving thousands of 
invoices a month and manually inpu   ng and approving each 
invoice. By using automated processing, those invoices could 
be submi  ed electronically and the data could be extracted 
automa  cally. 

Another example is verifi ca  on services. Departments 
that provide benefi ts, such as unemployment offi  ces or 
other social services agencies, must validate and qualify 
applicants to prevent fraud. Typically, staff  must manually 
check several diff erent sources to verify that an applicant’s 
informa  on is correct. That manual process can cause delays 
when there is a surge in applicants, such as when there is a 
big swing in unemployment. Instead, agencies can use robo  c 
process automa  on (RPA), where a so  ware robot can do the 
verifi ca  on process instead. Robots can work 24/7, and usually 
at be  er accuracy rates than humans. 

How might this evolu  on toward automa  on 
enhance the nature of work for employees?

Instead of having mul  ple staff  members manually 
inpu   ng, valida  ng, and approving informa  on, those staff  
could be doing more meaningful work. For example, if a 
so  ware robot that’s verifying unemployment applica  ons 

spots an excep  on or error, a staff  member can step in and 
review the applica  on.

Staff  might even be freed up to do a whole other job or 
duty, and agencies can focus on new projects that can be  er 
serve the public.

How can low-code pla  orms help 
agencies implement business process 
automa  on solu  ons?

Tradi  onally, agencies would hire a developer to create 
customized solu  ons, or they would rely completely on an IT 
partner or internal department to develop a solu  on for them. 
But recently we have seen new low-code pla  orms that do not 
require agencies to create a custom-coded solu  on. Any tech-
savvy employee can dig into these low-code pla  orms. More 
and more, these processes can be developed within the agency 
itself, with an IT or vendor partner there for support. This allows 
agencies to develop solu  ons that are right for them, and it 
creates a true partnership between the agency and IT.

What best prac  ces would you recommend 
for government agencies looking to automate 
processes?

Agencies should start by doing an impact assessment. They 
want to ask themselves, “What is the real challenge we want to 
address? What will the return on investment be?” The impact 
can be measured by how many hours of work staff  members 
will save, or the reduc  on of legal risk. This assessment will help 
an agency pick a specifi c process that, when automated, will be 
highly impac  ul. Once the agency successfully automates one 
process, they can move on to another challenge.

Increasing Efficiency through 
Intelligent Automation

A GOVERNING Q&A

©2022 e.Republic. All rights reserved.

Government agencies are focused on reexamining their opera  ons and crea  ng more effi  cient 
processes. President and CEO of MCCi Donny Barstow off ers insight into how automa  on can 
streamline business processes, enhance the employee experience, and increase cons  tuent sa  sfac  on.

FUTURE OF WORK

MCCi is a business process automation company that accelerates digital transformation by adding intelligence to your processes. As an 
IT services company with expertise in delivering end-to-end professional services provider, we provide our clients some of the leading 
technologies for business process automation, including Laserfi che for content services, Blue Prism and UiPath for robotic process 
automation, ABBYY for intelligent capture, and OneSpan for digital signatures. We are a trusted partner to over 1,100 government 
organizations, including cities, counties, state agencies, special districts, K-12, and higher education. www.mccinnovations.com.

ADVERTISEMENT

GOV22 QA MCCI FOW_Barstow.indd   1GOV22 QA MCCI FOW_Barstow.indd   1 5/20/22   7:13 AM5/20/22   7:13 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

work to constantly go in and tune that 
stuff  up. It just takes people looking at 
it, what are citizens asking for, what 
are we not answering, what’s new? 
During the pandemic it was literally 
just changing on a weekly basis because 
no one’s heard of, say, omicron, and 
suddenly all the questions are about 
omicron and you’re not ready for it. I 
think it’s more of a maturation situa-
tion of recognizing that the focus was 
fi rst on the technology and now it’s a 
whole operational thing where we have 
to keep up with the content and care 
and feed this thing as we go forward.  

Bill Vajda, Wyoming 

I hate them. I think what you’re seeing 
is that human interaction is critical. 
People don’t get the immediate comfort 
they need from chatbots, that they’ve 
been understood, that their problem is 
being addressed with the priority that 
they expect, and that there’s a human 
being responsible at the end of the 
day for making sure that their issues 
are resolved. You have to navigate 
the menus, you have to know how 
to interact with the chatbot, you’re 
not interacting on the terms that you 
want. So it’s actually a very one-sided 
communication and for most people 
that’s not very satisfying. So I don’t 
think that chatbots are a particularly 
good solution for government because 
I think that constituents deserve more.  

Stephanie Dedmon, Tennessee 

We are primarily focused on robotic 
process automation. We have stood 
up an enterprise capability and 
are working across agencies to 
identify potential automations and 
then developing those. Granted 
there’s varying fl avors of emerging 

technology, but for us, starting with 
robotic process automation and then 
growing from there is our plan. 
I do wish we would balance our focus 
between fundamental principles and 
emerging tech. On the cybersecurity 
side, 95 to 98 percent of cybersecurity 
threats are defeated with basic cyber 
hygiene. It’s not a magic bullet, it’s 
not, “Hey, there’s a brand-new bot out 
there that could just solve the world’s 
problems.” It’s making sure people can 
identify a phishing email and not click 
on it, and it’s making sure that pass-
words are protected. So emerging tech 
has certainly enabled us to address 
some of those issues, but I really want 
to make sure we maintain the context 
of our foundational requirements. And 
then use emerging tech where it makes 
sense to address specifi c problems.  

Alan Fuller, Utah

One of the things we want to do to 
address technical debt is to move as 
much as we can to application devel-
opment platforms of commercial 
off -the-shelf solutions, particularly 
SaaS solutions. If we can buy some-
thing at a reasonable price off  the shelf, 
specifi cally a SaaS solution, we’re 
happy to buy instead of build. Where 
we do need to build, we want to build 
on an application development plat-
form, a low-code/no-code platform, 
because we can reduce our total cost 

of ownership. It’s easier to support, 
easier to maintain, easier to enhance. 
And if we have someone leave, we can 
bring in another person who under-
stands that platform. The continuity 
of support is much better for us.  
Another one for us that we’re really 
excited about is robotic process auto-
mation. We’re really looking to invest 
in automating and using tools to 
try to reduce where there’s a lot of 
repetitive, manual work that people 
are doing. We think we can save the 
state a lot of money in doing that. 

Angelo “Tony” 

Riddick, 

New York 

We move very fast 
in New York, as 
everyone knows. 
I am careful 
with leading-

edge concepts and leading-edge 
ideas. We want to execute our job 
by providing our customers with 
leading-edge technologies, but we’re 
very careful not to get sucked in 
to the next latest and greatest that 
doesn’t add value to the state. We 
want to make sure that technology 
helps add value to the state, helps us 
deliver services to our residents. 

Josh Spence, 

West Virginia 

I think the issue 
around emerging 
tech is the concept 
of the buzzword. It’s 
not that the buzz-
word is the problem. 

It’s that we confuse the buzzword as 
the goal. When we’re talking about 
emerging tech and the buzzword asso-
ciated with it, it’s describing a tool, 
whether it’s a framework, a service, an 
appliance, that’s a tool to accomplish a 
goal. It’s not so much that you want to 
achieve the buzzword or achieve that 
as the goal; it’s making sure you under-
stand the business outcomes that you’re 
wanting to leverage that tool for. 
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State and local governments have embraced innovation 
during the COVID-19 pandemic, and they are seeing the 
value of advanced technologies like artifi cial intelligence 

to accelerate and scale important constituent services. 

Artifi cial intelligence (AI) — a technology that uses data and 
intelligent machines to perform human-centered tasks — holds 
so much promise for government organizations. They can use 
this technology to drive better outcomes for vital programs 
and create more equitable and empowered experiences for 
the people they serve.

For all its potential and promise, however, there are still miscon-
ceptions about AI. There are concerns, for example, that intelligent 
technologies will displace human employees. But in fact, AI tools 
can empower state and local governments to scale automa-

tion and better deploy their resources. This allows agencies to 
leverage employee talent to focus on mission-critical work — not 
routine manual tasks.

In addition, adopting powerful AI tools is easier than many 
government organizations think. Steady improvements to AI 
technologies and services have lowered traditional barriers to 
entry by reducing the cost and the amount of expertise agencies 
need to get started. 

Today’s organizations don’t require large hardware invest-
ments and deep technical expertise to deploy AI. With the 
help of out-of-the-box, AI-driven, cloud-based solutions, 
governments can begin putting their data to work now to better 
serve a diverse range of constituents and foster more equitable 
service delivery.

Harnessing the Power 
of AI for Government 
New intelligent tools and approaches make agency services 
more accessible and impactful
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Tapping AI’s Potential
Modern AI technologies give government agencies low-
code or no-code tools to improve constituent interactions 
with government.

Agencies can use AI to improve service delivery and provide a 
foundation for collaborative workspace platforms, self-service 
portals, emergency communications management solutions, 
virtual contact centers and more. For example, Dialogfl ow and 
Contact Center AI (CCAI) from Google Cloud let agencies easily 
create advanced virtual agents that seamlessly switch between 
topics, handle supplemental questions and operate across 
multiple channels 24/7 to minimize live agent interventions. 
There’s also voice AI and language AI from Google Cloud which 
can make government services more equitable by translating 
information into multiple languages and facilitating touchless 
interactions that expand access for constituents with disabilities.  

In addition, AI can help agencies digitize and automate paper 
processes and manual tasks. It supports dynamic forms and 
real-time responsive applications for licenses, permits and 
social service programs. And fi nance and audit departments 
can use AI to streamline procurement and invoicing 
processes, as well as detect improper payments to combat 
fraud, waste and abuse. 

In conjunction with the cloud, AI can strengthen resilience 
and improve business continuity for government agencies. 
This was critical over the past 18 months, as public sector 
employees performed tasks ranging from processing 
unemployment claims to holding virtual court hearings from 
their homes. 

A virtual agent at the Illinois 
Department of Employment 
Security handled more than 
three million queries in 
its fi rst three months 
of operation

AI-driven tools also support better informed decision-making, 
enabling agencies to use analytics for forecasting, planning and 
assessing potential outcomes in critical areas such as disaster 
management, social service programs and more.

“AI is really starting to shift that mindset about how we create 
things that allow us to be as fl exible as possible and let us adapt 
and change in ways that our constituents want or need,” says 
Alexis Bonnell, emerging technology evangelist and strategic 
business executive, public sector for Google Cloud.

AI in Action
Call center optimization is one of the most relevant use cases 
for AI in government. CCAI from Google Cloud leverages virtual 
agents and analytics to improve the call center experience. This 
technology also can be integrated across mobile applications 
and agency websites to deliver an omnichannel experience.  

One example of AI in action comes from Illinois, where the state 
government implemented chatbots to respond to residents’ 
needs during the pandemic. Virtual agents were deployed on 
the state’s Employment Security and Commerce department 
websites, as well as the Illinois coronavirus response website, to 
answer routine questions from the public. 

Chris Wollesen, manager of web content management for 
the Illinois Department of Innovation and Technology, says 
the state’s use of intelligent tools like virtual agents is poised 
to expand. 

“This is defi nitely a growing sector within our organization,” he 
says, “and we see the return on investment in these intelligent 
technologies.” 

AI technologies have been a lifeline during the COVID-19 
pandemic, enabling the state to scale its call center operations 
to meet overwhelming resident demand for information and 
services. The Department of Employment Security virtual agent, 
for example, handled more than three million queries during its 
fi rst two weeks of implementation.

“When the pandemic fi rst hit, like everybody, we were 
caught off  guard and we were overwhelmed. Agencies were 
overworked,” Wollesen says. “We didn’t know how to handle 
the sudden infl uxes. We were looking at a lot of diff erent 
solutions for how to solve the problem and artifi cial intelligence 
and virtual agents seem to fi t the bill quite well.”
Illinois used AI-driven virtual agents to signifi cantly improve the 
performance of state call centers, which initially could handle 
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only a small percentage of the pandemic-driven call volume. 
Besides increasing call center capacity, virtual agents facilitated 
after-hours service. 

“We took the agent and we put it at the front of the phone 
tree all the time, so when you called for support, it was 
answering your call fi rst. This had a massive improvement 
in our ability to service calls, because we didn’t have to use 
a live agent for calls that the bot could handle,” Wollesen 
says. “It could tell you how to reset your password or give 
you general eligibility requirements. The virtual agent gets 
those routine questions out of the way, and more complex or 
personalized questions get transferred to a live agent.” 

The virtual agents within Illinois contact centers now handle 
more than 140,000 phone and web queries daily with 90 
percent accuracy. 

“Within the telephony system, virtual agents equated to adding 
4,000 human agents for a year,” Wollesen says. “How many of 
us can just walk out and hire 4,000 employees for a short-term 
pandemic? This was like grabbing 4,000 people off  the street, 
training them, and having them up and running. It was a great, 
great benefi t.”

The state estimates AI-driven virtual agents and chatbots will 
save millions annually, compared to hiring temporary staff . 
Constituents also routinely leave positive comments with the 
website agent — sometimes not even realizing they aren’t 
talking to a live person, which showcases just how eff ective and 
human-centered this technology is. 

Illinois implemented virtual agents in response to the pandemic, 
but the technologies will continue to serve the 
state long after it emerges from the current crisis.
“We’ve already seen the long-term benefi ts,” Wollesen 
says. “This is lessening our call volume. This is assisting our 

customers better. This means fewer people get lost in the 
shuffl  e. This really could alleviate pain points that have existed 
for a while.”

How to Get Started
As state and local governments work to adopt AI-driven tools, 
they should keep the following best practices in mind:

Don’t let the perfect be the enemy of the good: You 
don’t need perfect data or an army of data scientists to start 
putting AI to good use within your organization. 

AI and machine learning models get smarter as they ingest 
more data, enabling more proactive decision-making and real-
time response to constituent queries, so getting started right 
away can help you reap more value from these tools over 
time. 

Start with a test case to lower your risk: Keep it simple 
and start small with one specifi c application or use case, 
such as converting information from FAQ pages into virtual 
agents that can answer basic constituent questions. Illinois, 
for example, started with a phased implementation and tested 
certain call center features at night when they were less likely 
to impact service. 

“Virtual agents equated to adding 
4,000 human agents for a year. 
How many of us can just walk out 
and hire 4,000 employees for a 
short-term pandemic?” 
Chris Wollesen, Manager of Web Content Management, 
Illinois Department of Innovation and Technology
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Don’t reinvent the wheel: Agencies can use enterprise 
versions of AI-driven, out-of-the-box solutions to incrementally 
transform their processes. “There’s a lot of great AI already 
out there,” says Bonnell. “You don’t have to start from scratch 
or abandon your legacy system. You can reuse AI code and AI 
tools that already exist.”

Build buy-in: Agencies can use small test cases as proofs of 
concept to build executive support for a larger enterprise-wide 
rollout. Starting with publicly available information, such as 
FAQs, also can help speed up implementation, reduce risk and 
show the immediate value of AI. Agencies can build on these 
successes to execute more expansive or complex integrations. 

Find a strategic partner: To accelerate your transformation, 
collaborate with partners that have deep public sector 
expertise and offer secure, AI-driven collaboration and 
communication tools. Potential partners also should off er 
a secure-by-design infrastructure; encrypt data at rest and 
in transit; and employ multi-layered security that protects 
applications, systems and devices. 

Measure and track: Agencies should create key 
performance indicators (KPIs) and track progress toward 
organizational goals. They can adjust and make improvements 
based on the results. These insights let agencies optimize their 

use of AI-driven tools and increase the likelihood that future 
technology investments produce the desired outcomes.  

Create Living Systems
AI-driven technologies equip governments to be more 
responsive, eff ective and constituent-centric. What’s more, 
agencies can tap into cloud-based AI capabilities incrementally 
and use low-code or no-code development techniques to 
reduce cost and risk. These powerful tools have never been 
more accessible to government — or more important.

“More than anything else in the last year, we’ve realized we 
have to create living systems, because we know that situations 
are going to change — talent might change, resources might 
change,” Bonnell says. 

“As public servants,” she adds, “moving from ‘what do I need to 
do today?’ to ‘how can I be able to respond tomorrow?’ is really 
the game-changing outcome of the last year for us.”

For more information, visit goo.gle/government

This piece was written and produced by the Government 
Technology Content Studio, with information and input from 
Google Cloud.

Google Cloud accelerates organizations’ ability to digitally transform their business with the best

infrastructure, platform, industry solutions and expertise. We deliver enterprise-grade solutions 

thatleverage Google’s cutting-edge technology – all on the cleanest cloud in the industry. 

Customers inmore than 200 countries and territories turn to Google Cloud as their trusted 

partner to enable growth and solve their most critical business problems. cloud.google.com

Government Technology is about solving problems in state and 

local government through the smart use of technology.  Government 

Technology is a division of e.Republic, the nation’s only media and 

research company focused exclusively on state and local government 

and education. www.govtech.com

By:Produced by:

©2021 e.Republic. All rights reserved.

“This is lessening our call volume. This is assisting our customers better. 
This means fewer people get lost in the shuffl  e.” 
Chris Wollesen, Manager of Web Content Management, Illinois Department of Innovation and Technology

ADVERTISEMENT

https://cloud.google.com/


100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

Download a copy today: www.govtech.com/futureoftransportation

THE FUTURE OF 
TRANSPORTATION
Trends and Technologies Changing the Way We Move

A  G O V E R N M E N T  T E C H N O L O G Y  G U I D E

Download a copy today: 
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More research, more science, more technology.

Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com

$100M 
Masterschool, an ed-tech company aiming 
to address the shortage of IT talent, in May 

announced it had raised $100 million in a seed 
funding round. Based in Israel, Masterschool 

off ers a platform where tech experts or 
companies can launch their own online schools 

that will prepare students for careers in the 
fi eld. The platform provides the back-end 

infrastructure and technology needed to teach 
the courses. Student tuition is $15,000, with 

payment deferred until the graduate lands a job 
earning at least $30,000 annually. 

SOURCE: VENTUREBEAT  

“Smishing,” a portmanteau of “SMS” and “phishing,” is on the rise. While most phishing attempts are still made via 

email, the number of text messages enticing users to click on malicious links is gaining ground, up 24 percent in 

the U.S. last year, according to security company Proofpoint. Experts say that although users are more accustomed 

to being on alert for suspicious emails, text attacks are less familiar and easier to fall for. SOURCE: CNET

Something’s Smishy 

58         July/August 2022  //  www.govtech.com

30 MINUTES: That’s how quickly you could 
have an order from Walmart delivered to your home 
via drone. The retail giant has been testing a drone 
delivery program since 2020 and is now expanding its 
DroneUp network to off er the service to 4 million homes 
in Arizona, Arkansas, Florida, Texas, Utah and Virginia. 
Walmart anticipates that drones will be able to deliver 
1 million orders annually before 2022 comes to a close. 
SOURCE: ENGADGET 

CRASH TEST: In a recent series of trials, 

AAA found that the active driving assist feature on all 

tested passenger cars resulted in head-on collisions 

with oncoming vehicles in traffi  c lanes. Only the 

Tesla Model 3 managed to at least slow down as it 

approached the oncoming car. In one-third of the 

tests, the cars slammed into cyclists crossing travel 

lanes. AAA urged carmakers to improve these existing 

driver assist functions before moving on to more fully 

autonomous goals. SOURCE: GIZMODO
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Extended detection and response — or XDR — is an emerging 
endpoint-management technology that’s becoming increasingly 
important in governments’ efforts to safeguard their digital assets. 
In this Q&A, Jason White, a federal solutions architect with 
Trellix, a leading XDR platform, provides a concise overview of the 
value of endpoint management and the growing importance 
of XDR for state and local government organizations.

Q / What are the biggest challenges 
in endpoint management for 
government agencies today?
With hybrid work environments 
becoming standard, agency leaders 
struggle to assess the true security of 
the devices accessing their networks. 
Part of this is because device posture 
is constantly evolving as users 
interact with internet applications 
that could bring new threats into the 
network environment. Before agencies 
authenticate and validate a device, 
they must make sure it’s in a condition 
suitable to connect to agency resources.

Q / How does XDR help agencies cope 
with endpoint security challenges?
There’s a big push right now for endpoint 
detection response (EDR) capabilities 
across federal, state and local 
government agencies. The EDR market 
has taken off because it can surface 
threats that perhaps weren’t detected by 
scanning files or scripts in an endpoint. 
Moreover, EDR can pull together multiple 
behaviors to get a better understanding 
of not just a specific threat, but how 
that threat targets a set of systems.

The evolution of that is extended 
detection response (XDR), where 
we pull telemetry data from a Zero-
Trust architecture from networks, 
endpoints, clouds and the web into 
a single platform that can surface 
advanced attacks against devices 
and other endpoints. Ultimately, 
XDR helps us continuously 
decide the proper level of 
authentication and validation 
for each particular device. 

Q / Zero-Trust security is a complex 
approach that requires continuous 
validation of every device, 
application and user in a network. 
One critical component of Zero-
Trust adoption is a maturity model. 
Why is this important now?
The U.S. government requires federal 
agencies to move to a Zero-Trust 
architecture by 2024. They’re also 
providing a tremendous amount of Zero-
Trust resources, many of which have 
value outside of the federal government. 

As part of this effort, the Cybersecurity 
and Infrastructure Security Agency 

(CISA) recently released a Zero-
Trust maturity model1 that allows 
organizations to understand 
the beginning and intermediate 
steps, and then, ultimately, what a 
mature Zero-Trust model looks like. 
Technology is really only going to 
be part of the challenge here.  

Q / How will governments have 
to invest in technology in the 
evolution toward XDR?
There’s no easy answer. Organizations 
will have to put together a lot of 
moving parts that might be in silos 
or segmented for security. It has to 
start with the investment they are 
willing to make internally to change 
their operating procedures and then 
assessing the tools they already have.

Q / What do agencies often 
overlook when managing endpoints 
in this evolving landscape?
In a dynamically shifting threat 
landscape, they need the ability to 
provide context to threat intelligence, 
which allows them to be predictive and 
proactive on defending their devices. 

A critical step sometimes gets lost 
when people say, “Oh, I’ve got EDR; 
I’ve got machine learning.” Yes, but 
are your making that intelligence 
actionable? The more agencies can 
make threat intelligence actionable, 
the better they’ll be able to stay ahead 
of the emerging threat landscape. 

A GOVERNMENT TECHNOLOGY Q&ASECURING DIGITAL INFRASTRUCTURE

What is XDR? And 
How Can It Help Keep 
Governments Secure?

© 2022 e.Republic. All rights reserved.1. https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf

At Trellix, we bring your security to life. When your security learns and adapts at the speed of dynamic 
and malicious actors, tomorrow’s threats become today’s protection. We call this living security. Curious? 
Let’s connect today at www.trellix.com.
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How many cocktails can this 
robot bartender make in an hour? 

Answer: 120.
There are no limits to what we humans will try to 

get robots to do for us. Robotics company Makr Shakr, 
aside from following the trend of dropping vowels from 
ordinary words to make their name look cooler, has 
invented a robot that can whip up cocktails in no time. 

There are two iterations of the robot: Toni, a fixed unit 
that comes in varying configurations; and Bruno, a mobile 

unit that can be rented out 
for events. The robots were 
programmed using the arm 
movements of a human 
bartender and can make 
drinks at a rate of 120 per 
hour. To order, patrons simply 
use the Makr Shakr app to 
select from a list of premade 
recipes or create their own. 

The company has units 
operating in a handful of 

cities worldwide including Las Vegas, Milan and Prague, 
as well as some Royal Caribbean cruise ships. And in 
November of last year they opened their first Robo 
Bar in Amsterdam, staffed entirely by Toni units. 

What’s the latest natural process being used 
to power a computer chip? 

Answer: Algae photosynthesis. 
Talk about green electricity. A team of researchers at the University of Cambridge was 

able to prove that a computer chip could be powered by algae. 
They did this by sealing a colony of cyanobacteria, known as blue-green algae, into a small 

metal container. The container was then placed on a sunny windowsill and hooked up to an 
Arm Cortex-M0+ chip. The algae started photosynthesizing, which generated a tiny amount of 
electricity that kept the chip running for six months. 

The process only generated about 0.3 microwatts per hour, which wouldn’t even remotely 
be enough to power a computer. The average desktop computer uses about 100 watts per 
hour, so you would need about 333 million of these power-generating algae units in order to run 
one. But it’s not hard to imagine a field of algae one day being used to generate electricity. 

What city may have more Airbnb 
listings than rentable apartments? 

Answer: New York City.
Just in case you needed any more evidence that there 

is a housing crisis, here are some new numbers. Reports 
have found evidence that there may be fewer rentable 
apartments than there are Airbnb listings in the Big Apple. 

A Douglas Elliman report found that in April there were 7,699 
units available to rent in Manhattan, Brooklyn and northwest 
Queens. According to AirDNA and Inside Airbnb, there were 
between 10,000 and 20,000 short-term rental listings for the 
entirety of the city of New York on Airbnb during the same period. 

Of course, this could just be a coincidence. New York 
has stringent laws around short-term rentals in multi-unit 
buildings, so those who abide by the laws only list rentals for 
short periods throughout the year. That could be contributing 
to such high numbers, but it’s hard to tell for certain. 

Here’s a look at a few recent Questions of the Day
from govtech.com. Subscribe to our newsletter to 
get them daily in your inbox. 

More research, more science, more technology.
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What’s driving the increased usage of biometrics?
Individuals are becoming more comfortable with applying for things 

like driver’s licenses and unemployment benefi ts online. At the same 

time, they see that passwords are not a very good solution because 

most breaches involve passwords. People are also becoming more 

comfortable with using biometrics to authenticate for basic things. 

Over 75% of U.S. consumers have used some biometric credential, 

even if it’s a face ID on a phone. 

And governments see biometric solutions quickly and successfully 

deliver on three major goals: improving access for constituents, 

reducing costs, and improving trust and security. 

How does biometric presence assurance support 
stronger digital identities and Zero-Trust models?
The premise is that a digital identity should always remain the property 

of the person and not be owned or stored by the solution vendor. 

The key to that is passwordless authentication, which enables a user 

to access an account without needing to input a knowledge-based 

password. Genuine biometric presence assurance solutions are more 

secure, improve the user experience, and eliminate a lot of the cost and 

inconvenience associated with users forgetting passwords. The most 

secure versions of biometric presence assurance deliver on the most 

rigorous Zero-Trust requirements of the federal government — and, 

increasingly, states — as well as the most stringent NIST guidance.

What are some common misunderstandings 
about biometrics?
First, authentication is not identifi cation. Constituents, employees 

and other users willingly enroll and then authenticate as they deem 

necessary to access services and other things. The solution is 

not used to identify random people in a crowd. 

Second, it’s important to understand the diff erence between “liveness” 

solutions and genuine presence assurance solutions. Liveness simply 

detects that a live person, rather than an image or mask of a person, 

is attempting access. A genuine presence assurance solution assures 

a real person — and the right person — is authenticating in real time. 

It’s almost always the most appropriate solution for anything involving 

sensitive data or government-to-constituent interactions. 

The third misconception is that biometrics are diffi  cult to implement 

or use. Advanced solutions support thousands of diff erent mobile 

devices, and users can authenticate themselves, on average, in fewer 

than eight seconds. 

The fourth concern is that biases related to things like age, gender and 

disability are inevitable; however, the best presence assurance solutions 

achieve a success rate of 97% when it comes to avoiding bias errors.

What does the verifi cation and authentication 
process look like?
There are two main steps. There’s enrollment, which is voluntary and 

collaborative with the individual who wants to create the enrollment 

event. Then there’s ongoing authentication, as needed, whenever the 

person desires a government service that uses a high-security, genuine 

presence assurance solution.

©2022 e.Republic. All rights reserved.

IDENTITY & CYBERSECURITY

iProov onboards and authenticates online 
users with patented biometric technology. 
Right person. Real person. Right now. 
Learn more at www.iproov.com

IDENTITY & CYBERSECURITY

Biometrics is a proven identity authentication technology that is 
rapidly being adopted by states and the federal government for 
employees and constituents. In this Q&A, John Fanguy, federal sales 
director for iProov, addresses a variety of concerns that arise around 
biometrics and explains how the right solution strengthens security, 
improves the user experience and reduces operational costs.

A GOVERNMENT TECHNOLOGY Q&A

Biometric Authentication and
The End of Passwords
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A DIGITAL COMMUNITIES ISSUE BRIEF  |  LASERFICHE

F or the public, submitting documents to government 
agencies tends to be time-consuming and frustrating. For 
agency staff , managing these documents is fraught with 

bottlenecks and manual processes.   
Fortunately, a new generation of document management automation 

tools is easing the strain on agency staff  while streamlining government 
services and reducing the workload for IT departments.  

This brief explores how applying low-code automation to document 
management can drive strong results for state and local jurisdictions. 
We open with real-world examples that illustrate the potential of this 
kind of automation. We then explore some challenges for agencies to 
address when embracing low-code automation and close with best 
practices for successful implementations. 

Proven Use Cases for Automated 
Document Management 

Agencies implementing public service programs to ease the impact 
of the COVID-19 pandemic found that low-code automation helped 
them eliminate time-consuming, repetitive processes. The net impact: 
faster relief for people in need. 

Low-code automation allows everyday users to quickly assemble 
online applications in an easy-to-use drag-and-drop interface. “It’s 
been a lifesaver for us,” says Debbie Brannan, former area manager of 
innovation for Cabarrus County, which serves about 226,000 people 
northeast of Charlotte, North Carolina. 

For instance, low-code automation helps government agencies easily 
create online forms for residents to automatically enter data and upload 
documents. A low-code app can manage the entire data and document 
approval workfl ow, sharply reducing agencies’ development timeframes 
and paperwork volume.  

“We’re constantly looking for ways to improve automation and 
remove paper from the process when possible,” says Ryan Drake, 
senior IT analyst in Santa Clarita, California, a suburban city of about 
230,000 north of Los Angeles. 

Both Drake and Brannan saw the benefi ts of low-code automation 
fi rst-hand when their jurisdictions needed fast, eff ective ways 
to distribute federal rent assistance funds to families during the 
pandemic. The Emergency Rental Assistance Program made up to 
$45 billion available to state and local governments. Once the money 
became available, low-code tools allowed Drake and Brannan (and 
their colleagues nationwide) to spin up data submission forms that 
could be optimized for mobile devices. “We knew a lot of people 
didn’t have access to the internet on other devices,” Brannan explains.

The apps sped the process of verifying individuals’ documents 
and personal data. Cabarrus County also implemented a chatbot 
that asked applicants questions to make sure they were eligible for 
assistance. This prevented people from fi lling out pages of forms 
only to fi nd they were ineligible. 

Low-code automation also helped with case management, 
payment workfl ows and payment confi rmation. The tools removed 
choke points and prevented misuse while ensuring those entitled to 
benefi ts got them. 

Low-code platforms democratize development because they let 
agency staff  do their own programming, which eases the strain on IT 
and frees agencies to automate many more everyday processes and 
workfl ows. Moreover, IT teams and agency staff  gain more time to focus 
on big-picture challenges because they have fewer manual processes 
bogging them down.  

Indeed, low-code applications are ideal for any busy government 
department that has an abundance of time-consuming manual 
processes that are ripe for automation. 

Top Challenges for Agencies 
Exploring Automation

Low-code platform providers design their software to be easy to 
use for people with little or no formal technical training. Those people 
are called “citizen developers” because they are the department 
users who need their work automated and can do it themselves with a 

Using Low-Code 
Automation to Improve 
Public Services and 
Government Operations

ADVERTISEMENT
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The Center for Digital Government, a division of e.Republic, is a national 

research and advisory institute on information technology policies and 

best practices in state and local government. Through its diverse and 

dynamic programs and services, the Center provides public and private 

sector leaders with decision support, knowledge and opportunities to 

help them eff ectively incorporate new technologies in the 21st century. 

www.centerdigitalgov.com.

Laserfi che is the leading SaaS provider of intelligent content management 

and business process automation. Through powerful workfl ows, easy to 

use low-code automation tools, document management and analytics, 

the Laserfi che® platform accelerates how business gets done, enabling 

leaders to focus on growth across the enterprise. Learn more here.
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low-code platform. Apps can be up and running in days without having 
to route requests to the IT department. “The most important benefi t 
is the fl exibility to respond to changing conditions,” says Kurt Rapelje, 
director of strategic partnerships with Laserfi che, a leading provider of 
low-code tools to government agencies. 

Rapelje says that with a little eff ort, agencies can address some 
common challenges when embracing low-code automation, including:

Integrating third-party data and applications. A low-code 
application may need to pull data from other departments or 
coordinate with software for enterprise resource planning and other 
capabilities. Appropriate controls should be in place for enabling 
and limiting access to that data through low-code apps. Deploying 
robotic process automation (RPA) can empower citizen developers to 
make the integrations they need. RPA uses user-interface interactions 
to automate manual activities. The “bot” watches the user copy 
and paste date between applications to learn how to integrate 
those applications. Using RPA, citizen developers are able to create 
integrations themselves without needing IT to write code that uses 
the APIs of the applications.

Partnering with IT. Do-it-yourself development may require working 
together with IT teams to do things like utilizing APIs for communicating 
with legacy backend systems. The best low-code platforms include 
support for calling APIs when needed with minimal confi guration 
required of the citizen developer. 

Training and encouraging adoption. Rapelje notes that people may 
fi nd it surprisingly simple to build low-code applications and processes 
― especially digital natives who have been immersed in digital 
technologies for years. Still, some training may be required to help 
people take their fi rst step. And agency leaders may need to set aside 
time to motivate their people to adopt the technology. 

In Cabarrus County, some agency staff  were slow to embrace 
low-code applications like automated data-submission forms ― until 
COVID-19 restrictions forced them to put more services online. “When 
the pandemic came, those particular people were wanting their digital 
forms right now, so our demand certainly increased,” Brannan recalls.   

Best Practices for Implementing Low-Code 
Automation in Document Management 

To draw the full potential from low-code platforms, agency leaders 
must use sustainable development practices while encouraging 
innovation. 

Rapelje recommends these best practices: 

Document your eff orts. Professional coders create documentation to 
explain their programming decisions and provide guidance to future 
developers who may have to manipulate the code. Robust low-code 
platforms have similar options for do-it-yourself developers. “Having 
that documentation there really makes it easier for other people to 
understand the app and to build upon it,” Rapelje says. 

Build a community. Large application providers often have a global 
community of citizen developers who share their ideas with their 
colleagues. Government agencies can apply the same concept locally. An 
agency might create a wiki or convene meetings for people to show off  
new processes they have built and get feedback from their peers. “That 
really helps build momentum for doing this kind of process automation,” 
Rapelje adds. 

Curate the app catalog. Some agencies get so adept at low-code 
automation that departments start to duplicate each other. Thus, it helps 
to curate the catalog of processes and applications by staging quarterly 
reviews to avoid redundancies.  

Keep IT in the loop. Low-code automations can evolve into key 
components of crucial public-facing applications. Thus, agency 
IT departments must maintain oversight of low-code automation 
throughout the government. “IT oversight is an important step to reduce 
the chance that processes unintentionally break in a way that interrupts 
public services,” Rapelje cautions. 

Making Automation Work 
Low-code automation can improve services to the public while 

streamlining workfl ows within agencies. This can be done with minimal 
participation of IT departments, ensuring rapid implementation and agile 
responses to the needs of an ever-changing populace. 

Drake in Santa Clarita sees a bright future with low-code technologies, 
which give his agency an incentive to scrutinize manual processes and 
optimize them when it’s practical: “We won’t hesitate to make those 
things digital or fully automated.” 

This piece was written and produced by the Center for Digital 
Government Content Studio, with information and input from Laserfi che. 
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Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people. 

San Francisco Taps Cyd Harrell 

as Digital Services Chief 

San Francisco has selected 
Cyd Harrell as its next digital services 
chief. Taking over the position from 
Carrie Bishop, Harrell brings a long 
resume of public-sector tech work 
to the job, including stints with 
18F, Code for America and the 
Judicial Council of California. 

Ohio Gov. DeWine Appoints 

Cyber Advisor 

Ohio has appointed Kirk Herath
as the state’s fi rst-ever 
cybersecurity strategic 
advisor. Herath most 
recently served as chairman 
of the CyberOhio advisory 
board, and also brings a 
background in academia 
and the private sector to the 

role. This new post is housed within 
the governor’s offi  ce. 

Raleigh CIO Joins Harris 

County, Texas, IT 

Sindhu Menon has left her position 
as CIO of Raleigh, N.C., for a new role 

as CIO of Harris County, 
Texas, which is home 
to Houston. Menon 
previously served as 
CIO of College Station, 
Texas, and also held 
tech roles with the city 
of Dallas. Raleigh CISO 

Rob Reynolds is serving as CIO on an 
interim basis. 

Gov Tech Veteran Selected 

to Lead CapMetro IT 

Tanya Acevedo has moved into 
public transit, taking the position of 

CIO and senior vice 
president for Capital 
Metropolitan Transit 
Authority (CapMetro) 
in Austin, Texas. She 
previously held a 
number of public-
sector IT roles, leading 
IT for Miami Dade College, the 
Houston Airport System and Travis 
County, Texas, as well as Orange 
County, Calif. 

Clark County, Nev., 

Names New CIO 

Former Deputy CIO Bob Leek of 
Clark County, Nev., was promoted 
to the top IT spot in May. Leek 
brings more than 30 years of tech 
experience in the private and public 
sectors to the role, including time as 
CIO of Multnomah County, Ore. 

Tanya Acevedo

Kirk Herath

Sindhu Menon
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A GOVERNMENT TECHNOLOGY Q&A | ORACLE

Ransomware, 
Cryptocurrency 
& Cyber Defense

                 

How does cryptocurrency help criminals hold 
governments hostage to cyberatt acks?
Cryptocurrency is a means to an end. Getting rid of 
cryptocurrency would not get rid of ransomware. The 
misconception is that cryptocurrency is anonymous and 
non-reversible. The reality is the blockchain technology 
underlying cryptocurrency is essentially an open ledger 
designed to provide visibility into transactions. 

Law enforcement can see and track these transactions, 
and some agencies have even seized ransomware pay-
ments that were made via cryptocurrency. That said, 
specifi c acts within the fi nancial system that would be 
illegal in traditional markets have not been regulated in 
the crypto markets. 

Cybercriminals tend to follow the path of least resistance, 
so agencies and municipal governments need to focus on 
cyber hygiene and protecting their most valuable assets 
fi rst. Profi tability also encourages ransomware. As long as 
organizations pay or until they increase their level of cyber 
hygiene, we’ll continue to see ransomware proliferate. 

Bad actors steal compute resources to sup-
port cryptocurrency processes. How can 
governments protect themselves?
Cryptocurrency uses a process called mining to enter new 
Bitcoins into circulation and to confi rm transactions. 
Mining is a critical component of the blockchain, and it 
uses hardware to solve complex computations. This is a 
concern because bad actors steal compute resources from 
unsuspecting organizations to spin up large machines and 
mine for Bitcoin. 

Organizations need to harden their environments by using 
enhanced detection and response software, looking for 
unfamiliar processes and keeping endpoints up to date.  
In the cloud, spotting bad actors can be diffi  cult because 
their activity is similar to your developers’ activity — they’re 
spinning up resources in the cloud. The key is to detect 
abnormal patterns. 

Besides implementing standard security controls, gov-
ernments should set thresholds at which approvals are 
required for provisioning certain types of resources.  

How can government leaders be confi dent 
in the cloud services they procure? 
Organizations have to stay vigilant. They must work 
to clearly understand and verify via regular audits the 
processes that the cloud services provider (CSP) follows 
to secure their information. Top-tier cloud services pro-
viders stay ahead of threats by constantly gathering and 
analyzing threat intelligence, running threat vulnerability 
management processes to evaluate and respond to risk, 
conducting red team exercises and working with other 
CSPs to share information about the threat landscape. 

Agencies also need to ensure they understand the roles 
and responsibilities within the shared responsibility 
model of the cloud services they are using. Cloud pro-
viders off er tools to help reduce risks on the organiza-
tion’s side, but agencies need to enable and make use 
of them. Lastly, they should always push their providers 
to be as transparent as possible both for the compliance 
documentation they make available and in their investi-
gations and root cause analyses when there’s 
an incident.

Within just a few 
years, ransomware 
att acks have evolved 
into a sophisticated, 
highly targeted and 
profi table enter-
prise. In this Q&A, 
Sean Sweeney,
senior director for 
the Field CISO Team 
at Oracle, discusses 
cryptocurrency, 
cyber hygiene and 
how to defend cloud 
resources against 
ransomware threats.

© 2022 e.Republic. All rights reserved.

Oracle off ers integrated suites of applications plus secure, autonomous infrastructure 
in the Oracle Cloud. Learn more about Oracle for state and local government at
oracle.com/stateandlocal.

IDENTITY & CYBERSECURITYADVERTISEMENT

https://www.oracle.com/industries/government/state-local/


100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

By Dan Lohrmann CYBERSECURITY STRATEGIES
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O ver the years, cybersecurity 
actions and protections 
have maintained strong 

bipartisan support. As chief 
information security offi  cers serve 
governors across the nation from 
both ends of the political spectrum, 
for decades the conventional wisdom 
has always been “no leader wants 
to get hacked” and “cybersecurity 
is a top priority — everywhere.” 

And when it comes to topics like 
ransomware, nation-state hacking, 
online fraud, phishing attacks and 
data breach reporting, that “across 
the aisle” consensus is still very 
strong. Indeed, the recent Cyber 
Incident Reporting Act, signed by 
President Biden in March, enjoyed 
widespread Republican Party support. 
The U.S. House of Representatives 
approved the legislation with a huge 
majority, and the Senate unanimously 
approved it after failing to pass 
similar legislation in recent years.   

But when the topic of election 
security surfaces, political disagree-
ments quickly escalate. There are 
many reasons for this, including heated 
battles around election security since 
the 2016 presidential election. There 
have been new twists and turns in 
most states over the past few years, 

with diff erent opinions 
that often fall along politi-
cal lines regarding the 
processes used for previ-
ous elections. Also, new 
emergency voting rules 
and procedures that 
were put in place during 
the pandemic became 

hotly contested political debates. 
Should these procedures continue 
for the 2022 midterm elections?  

With a growing left/right divide 
over the sense that the other side 
is acting in unfair ways that undermine 
election integrity, there is an urgent 
need to come together on election 
security to build societal trust.  

Many of the arguments around 
election integrity involve local voter 
identifi cation laws, absentee ballots, drop 
box availability and other voting process 
issues that are being decided state by 
state and by various courts. These ten-
sions will certainly continue for years 
in the form of political debates in state 
legislatures across the country. No doubt, 
many people will be happy and others 
not so happy with the resulting election 
process changes in their jurisdiction.   

But we can, in my opinion, still fi nd 
common ground on other security 
matters, such as the reliability of voting 
machines, susceptibility of technology 
(including voter rolls) to hacking, and 
steps that can be taken to ensure that 
legal processes are being followed 
and enforced fairly nationwide.           

Election Cybersecurity Steps for All  
So what can be done that both 

sides should agree on regarding 
election security as we head into the 
2022 midterms?  

First, we need to move faster to 
ensure paper ballots are available for 
100 percent of elections and remove 
paperless voting machines. Previous 
elections have shown that paper choices 
can be easily verifi ed by voters. Paper 
ballots also facilitate post-election 

audits, so election workers can check 
the paper records against electronic 
vote totals to confi rm that voting 
machines are working correctly. 

Second, election offi  cials and wider 
government organizations need to ensure 
that they are following the Shields Up 
direction provided by the Cybersecurity 
and Infrastructure Security Agency 
for all of their critical infrastructure 
protection against cyber threats.  

Third, government offi  cials need to 
provide more transparency regarding 
what they are doing to ensure election 
integrity and security in alignment 
with the law. A great example to be 
followed is Santa Clara County, Calif.’s 
Election Administration Security and 
Integrity White Paper released in May 
2022. This excellent report off ers 
information on county procedures and 
processes, security infrastructure and 
partnerships, voter data information , 
information on voting centers, voting 
by mail, post-elections processes, 
and much more. While there will no 
doubt be people who disagree with 
actions they are taking, the openness 
is a great start to building voter trust. 

Fourth, security partnerships with 
the private sector, other government 
peer entities and the Elections 
Infrastructure Information Sharing 
and Analysis Center are key. Utilizing 
industry best practices to protect and 
monitor elections will help build trust.  

And fi nally, communicate, 
communicate, communicate. Help 
your community understand that 
you are doing everything possible to 
ensure elections are secure and legal 
processes are followed with integrity. 

Finding Common Ground 
Election security has become a contentious issue, but there are a few matters both sides 

of the aisle can agree on. 

Daniel J. Lohrmann 

is an internationally 

recognized 

cybersecurity leader, 

technologist and 

author. From 2002 to 

2014, Lohrmann led 

Michigan’s award-

winning technology 

and cybersecurity 

programs, serving as 

CSO, CTO and CISO.

066_GT_July22.indd   66066_GT_July22.indd   66 6/7/22   10:10 AM6/7/22   10:10 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

Download your free copy here: 
www.govtech.com/ConnectedCommunities

The Local Government Leader’s Guide to

A GOVERNMENT TECHNOLOGY HANDBOOK FOR

Connected 
Communities
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