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44  /  A Place for States 
IoT projects in cities grab most of the headlines, 

but what role do states play in the push to get smarter?
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By Noelle Knell /  Editor

RAISE YOUR 

VOICE
Your opinions matter to 

us. Send comments about 

this issue to the editors at 

editorial@govtech.com. 

Publication is solely at the 

discretion of the editors. 

Government Technology 

reserves the right to edit 

submissions for length.

A More Agile Future

A ble to move quickly and easily; 
quick, light and clever. The 
defi nition of “agile” might not 

easily connect to government projects, 
but if you’re talking about IT, maybe it 
should. Government Technology visited the 
NASCIO Midyear Conference in Balti-
more last month, and talked to state CIOs 
about whether more iterative deployments 
for major systems make sense for them.

It’s a worthwhile conversation. The 
arguments against traditional waterfall 
methods are familiar: Technology can be 
obsolete by the time a project is fi nished, 
thoughtful analysis at critical milestones 
can be overlooked and business users 
are often left on the outside looking in.

“To be honest, when people start 
talking to me about projects that are 
going to take four years, I just doze off . I 
just can’t even process that,” said Dela-
ware CIO James Collins. “We work in 
technology, so everything is moving 
exponentially faster all the time.”

Collins enlists a hybrid process that 
combines the big-bang approach with more 
agile development, where appropriate, 
breaking projects up into modular pieces 
that can be turned around in a year or less.

Ohio CIO Stu Davis echoed these 
sentiments, pointing to the adoption of 
agile development methods in the state’s 
Department of Taxation. “The old days of 
having four years to complete a project 
are long gone,” he said, adding that agile 
involves the business side from the 
beginning. “They’re engaged through 
that process.”

A more iterative approach is central 
to Illinois CIO Hardik Bhatt’s plans to 
transform IT and make the state smarter, 
as he discussed in our A Place for States 
feature (page 44) that explores how 
states are positioning themselves within 
the smarter government conversation. 

Bhatt is at the helm of a huge 
consolidation eff ort to transform 
Illinois’ technology across the board — 
a daunting task, to be sure, in a state with 
continuing budget uncertainty and many 
overlapping core systems, including ERP 
and inventory management. Bhatt has 
his sights set on reclaiming IT leadership 
by improving both the business of IT 
and the customer experience by hitting 
75-day milestones, an agile strategy that 
mirrors private-sector standards. 

These examples represent a conscious — 
and encouraging — shift to embrace more 
fl exible deployment models that ultimately 
deliver more effi  cient government and 
improved services to citizens.

I also wanted to take a moment (and a 
paragraph) to say how fortunate I feel to 
work with such a talented group of writers, 
editors and designers on this magazine. 
Government Technology was named the 
best publication in its category this past 
month by the Western Publishing Asso-
ciation. They are your stories that we 
devote ourselves to telling, in the hopes of 
advancing best practices in public-sector 
technology innovation. It’s our privilege, 
so we share this honor with you.  

POINT OF VIEW
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Digital Done Right

WHO SAYS?
“The genie is out of the bottle. ... Digital government is here to stay; it 

is what people expect. They want to be able to get their visa as easily 

as they can buy a book from Amazon.”

www.govtech.com/June16

govtech.com/extra: 
Updates from Government Technology’s daily online news service.
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As social media use shifts from simply 

tallying likes and views and dives into 

measuring more meaningful engage-

ment, Wichita, Kan., is perfecting the 

use of popular social tools to better 

its budgeting process. For its annual 

budget meeting, the city pulled back 

from time-consuming, in-person meet-

ings with low constituent turnout and 

opted to engage its public online — with 

impressive results. Since the program’s 

early days, staff  members have honed 

their approach from all-day events to 

tailored live sessions where they can 

interact directly with constituents through 

popular social channels. A series of fi ve 

to seven questions posted to the city’s 

social pages allows participants to give 

feedback on pertinent topics without 

having to drill down into the 500-page 

budget. Interaction through the city’s 

Facebook page jumped from 671 

comments in 2013 to 1,074 in 2015.

Tech-Savvy Taxing
The movement to come up with an 

alternative to the gas tax has become 

$15 million bigger. That’s how much 

the Federal Highway Administration 

is off ering to states in grant money, 

which will be available to state agen-

cies or groups of state agencies that 

are proposing user-based systems 

for collecting revenue that can bolster 

transportation budgets. Some states, 

such as California and Oregon, have 

already begun experimenting with “road 

use charge” programs. Though there are 

diff erent approaches to fi guring out how 

far participants drive, a common method 

is to have volunteers plug devices into 

their car’s standard computer ports. 

Those then report mileage back to the 

state so it can learn how to best design a 

program to charge people for how much 

they use the roads.

reader/comments: 

“ We need a system that enables 

individual voters to verify that their votes 

have been counted accurately. The 

voter needs an option to print a record 

of their vote at the time they vote. This 

record would have a unique transaction 

number and proprietary 3-D barcode. 

The 3-D barcode would also contain 

a record of whom the voter voted for, 

which could not be read or counterfeit-

ed by any devices available to the gen-

eral public. At any time after the vote 

is counted, the voter would be able to 

go online and verify, using the unique 

transaction number on the receipt, that 

his or her vote was counted correctly.

BCW in response to Could the Election 
Be Hacked?

“ Dismissing the current generation 

as expendable is a tragic mistake of 

epic proportions that is already under-

way in most organizations. The result 

has been crashing infrastructure, mas-

sive security breaches, failed projects, 

unmet client needs, and a total loss 

of confi dence in IT both as a profes-

sion and as a legitimate function of 

any business. As noted, most of these 

organizations end [up] hiring the older 

workers back as contract workers. 

What this article leaves out is that 

these contract workers come back 

at 4-5 times the cost that would have 

been incurred had they remained on 

the payroll.

Older Millennial in response to 
Workforce Disrupted: Major Changes Ahead 
for Public-Sector IT Workforces

“ A good backup is vital, but please 

do not forget about educating the 

end users. We must be vigilant in 

training end users to think before 

clicking. They must be aware of social 

engineering to prevent pitfalls, which 

could bring down hospitals or possibly 

[wipe] out their business because they 

do not have a backup. Typically I see 

this virus disguised as [a] UPS or DHL 

email with an attachment. Train them 

to not randomly open emails and 

especially to not open attachments.

Jeremiah Penn in response to 
Ransomware Emergency: What Can You Do?

MOST READ STORIES ONLINE:
Top 25 Doers, Dreamers 
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By Stephen GoldsmithBECOMING DATA SMART 

Stephen Goldsmith 
is a professor at 

Harvard Kennedy 

School and director 

of the Innovations in 

Government Program 

and Data-Smart City 

Solutions. The former 

mayor of Indianapolis, 

his latest book is 

The Responsive City: 

Engaging Communi-

ties through Data-

Smart Governance.

Steadily cities are deploying sensors 
— in streetlights, in water and 
waste systems, and to measure 

air quality and manage mobility. These 
very real breakthroughs provide tangible 
examples of the more foreboding-sounding 
Internet of Things (IoT). These IoT 
initiatives can produce vast quantities of 
data to help city governments manage 
infrastructure and improve operations. 

Increasingly, though, governments are 
pondering how to pull all this information 
together, wrestling with the platform they 
need for this data. However, is that really 
the right question? Offi  cials should consider 
how IoT data needs to be integrated into 
a broader citywide data plan focused on 
solving priority problems and producing 
responsive services. As with all data 
sources, merely collecting the information 
won’t create public value. Rather, IoT 
should be approached as a rich data source 
that can feed analysis and insights when 
analyzed and incorporated into broader 
eff orts. Here are fi ve key themes to consider 
when implementing IoT initiatives.

Leverage existing physical assets. 
Infrastructure upgrades are 
an opportune time to add IoT 
data collection capabilities. 
When upgrading parking 
meters to accept credit cards, 
cities can look for solutions to 
add space occupancy detection 
to those meters. When rolling 
out new streetlights, various 
sensors can be added that 
control the lights, as well as 

cameras or gunshot-detecting sensors. 
When incorporating the sensors in capital 
improvements, cities can procure the 
service of installing and maintaining IoT 
sensors, while adhering to data standards. 

Engage the local data ecosystem. 
Partnerships with research groups, local 
nonprofi ts or corporations can help cities 
manage the technical complexity as well 
as the funding and analysis needs of IoT. 
For example, Chicago’s expansive Array of 
Things network of environmental sensors 
is being developed through a partnership 
with Argonne National Laboratory and 
the University of Chicago and funding 
from the National Science Foundation. 
These sensors will collect data citywide, 
including air quality, noise, weather 
and traffi  c information. This data will 
then be published on Chicago’s open 
data portal, which helps ensure that the 
initiative will be integrated and available 
along with the city’s other data work.

Employ a clear data management 
strategy. To maximize data, cities must be 
able to analyze it collectively with similar 
data sets, often from other departments 
or sources. When agencies independently 
collect data with no overarching guidelines, 
it can become siloed or incompatible with 
other data sets, blocking collaboration 
and cross-department insights. Data 
compatibility is an issue cities have 
struggled with for years, but can worsen 
when IoT solutions generate multitudes of 
new information without a plan for its use. 
Developing clear standards for how data 
is collected, stored and shared can prevent 

this fragmentation by creating a template 
that encourages collaboration and growth. 

Address security and privacy concerns 
with transparency. Because expansive IoT 
solutions collect massive amounts of data, 
security and privacy issues are critical for 
cities to address. Governments must take 
the necessary precautions to ensure data is 
stored properly and securely, and that the 
understanding with any involved private 
companies is clear. This is particularly 
important to consider with IoT initiatives, 
as off -the-shelf products may not have 
adequate security for government needs. 
Transparency on how a city is using IoT 
data, who can access what degree of data 
and the measures taken to protect sensitive 
data is essential to show citizens their 
information is being properly handled.

Turn collected data into action. IoT is 
a tool to enable better governance and not 
the end goal. Operational implementation 
is crucial — IoT data must be analyzed and 
visualized to allow for better decisions in 
city operations or for research purposes to 
improve the quality of life. Having constant, 
real-time information is useful only if a city 
can keep up on the analysis end and use the 
fl ow of information to pre-empt problems. 

IoT can help governments foster 
innovation, promote information sharing, 
engage the public and understand 
their cities like never before. But to 
fully take advantage of IoT, cities must 
integrate it into existing data strategies 
while addressing new challenges and 
continually refi ning their procedures 
as they grow these new projects. 

Remember the Big Picture
Data collected from the Internet of Things must be integrated into existing strategies 

while keeping new challenges in mind.
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Our integrated software for
smart communities

analyzes processes

improves workflow

and integrates agencies

so people like Brandi can  spend  
less time looking at multiple reports

and more time looking at multiple
goals from her 9-year-old soccer star.

w w w . t y l e r t e c h . c o m

Put our  
integrated  
software to work
for you.

See how the City of Hartford  
became a smart community  
using Tyler software.
http://www.tylertech.com/hartfordsuccess
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The Denmark city of Aalborg is 
considering the use of driverless, 
electric buses as part of its public 
transportation off erings. Designed 
by the French company Navya, the 
autonomous vehicle, called Arma, 
can reach a maximum speed of 
nearly 28 mph and carry up to 15 
people. The steering system uses 
lidar sensors, GPS navigation, 
stereovision cameras and an 
odometer, which work to analyze 
the vehicle’s surroundings and 
track its position. If the testing 
goes according to plan, Aalborg 
will use the autonomous buses 
on a 1-mile route by 2018.

Arma hit the open road for the 
fi rst time last year, shuttling more 
than 1,500 passengers during the 
Intelligent Transport Systems World 
Congress in Bordeaux, France.

Smart Transit

www.govtech.com  //  June 2016         13      
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Candace Faber
Civic Technology Advocate, Seattle

FOUR QUESTIONS

Through the creation of a new role early this year, Seattle took a step toward maximizing the 

talent of the tech community while working to improve IT’s integration across city departments. 

In January, Candace Faber became the city’s first civic technology advocate — a position that 

she said is “not terribly different” from diplomacy, having started her career in the U.S. Foreign 

Service. Soon after moving to Seattle in 2013, she became involved in the civic tech and startup 

scene. Now Faber reports directly to Seattle’s CTO, but works most closely with the city’s digital 

engagement team, where initiatives like the open data program are housed.

Open Seattle community, for example, grow 

signifi cantly in just the last fi ve months since I 

took the job. I don’t organize that community, 

it’s volunteer driven, but it is sort of the main 

gathering space for people interested in 

civic hacking. I see a lot of that as a result of 

doing outreach to groups that maybe haven’t 

been included before. There’s been a strong 

response from our local tech industry and 

the people who work in it who really want to 

help us solve some of our major challenges. 

And I’ve also had a good response from the 

code schools and other education institu-

tions, and people who are looking to build 

even basic applications that serve a social 

good purpose.

3
How does the role fi t into the 
internal structure of the city?
It’s a brand-new role, and so I’m still 

defi ning it and trying to be responsive to the 

needs within the city. It’s challenging anytime 

you come into an institution that works well 

and has people who are very dedicated to 

their work with an approach that could be 

perceived as disruptive. We really like to 

use the word “innovation,” but it’s only fun if 

you’re the innovator. It’s not so much fun to 

be a person who’s being innovated upon. So 

I’m working to create more of a community 

of practice around the city where I’m trying 

to help people see the potential for data and 

technology and then give them ways to ac-

cess it on a voluntary basis. 

4
Is a government setting conducive 
to innovation?
Innovation in government is tricky. It 

takes time for a reason and that’s something 

that I’ve learned since joining the city. It’s 

actually quite good that we move slowly be-

cause when government makes a change, 

it has to last for a very long time. People 

rightfully want to be thoughtful about how 

we implement things. … With civic tech in 

particular it’s important to think about things 

like, “What is the equity impact of this tool?” 

If we switch to using a new technology, 

whose voices are we privileging in that 

conversation? There’s tremendous potential 

in tech to improve outcomes, engage more 

people and serve more people’s needs, but 

we need to be really deliberate about what 

choices we make with the data stance and 

the technology side. 

— Elaine Pittman, Managing Editor

1
This is a new position for government 
— how are you approaching it?
Many cities have made investments in 

their open data program or data analyt-

ics or digital equity. I am connected to 

those eff orts, but also the position is new 

and diff erent from anything I’ve seen 

elsewhere, which is a bit of a challenge 

in that I need to fi gure out how to create 

real space for more innovative thinking 

about how we use technology to solve 

civic problems. 

With the title of “advocate,” I’m a team of 

one, so I don’t actually do data analytics or 

build applications. I am instead in this two-way 

advocacy role where I am advocating for tech 

innovation within the city and for civic engage-

ment out in the tech community — and then 

trying to create spaces where both cultures 

can come together and solve problems. 

2
How has your role been received 
by the community?
It’s been largely positive. I’ve seen the 
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1-877-900-0246
brighthouse.com/enterprise

Secure your network. Protect your data. And rest assured your IT infrastructure is cared for 

by a leader in the business. We’ll work with your IT team to handle the day to day network 

tasks, so they can focus on the big picture. From reliable bandwidth to accountability and cost 

MANAGED SERVICES. 
A POWERFUL IT SOLUTION FOR GOVERNMENT AGENCIES.

©2016 Bright House Networks. Some restrictions apply. Serviceable areas only. 
Service provided at the discretion of Bright House Networks. 
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A $50 million prize awaits one of seven cities testi ng   t
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Ben Miller/Staff Writer

g   the best ways to deploy intelligent transportation.
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The DOT will award one city a single big 
prize of $50 million along with a conglom-
eration of services and products from tech 
companies that have scrambled to attach 
their names to the project. While only one 
city is getting that prize, its very availability 
has helped fuel a movement that may well 
set the tone for smart transportation proj-
ects for a long time to come. That’s because 
the fi nalists in its Smart City Challenge are 
proposing projects involving technology 
that’s only just now beginning to emerge 
— things like self-driving cars, vehicle-to-
infrastructure connections and wireless 
electric vehicle charging.

The DOT granted seven fi nalists in the 
challenge — San Francisco; Portland, Ore.; 
Denver; Austin, Texas; Kansas City, Mo.; 
Columbus, Ohio; and Pittsburgh — $100,000 
to build partnerships and develop proposals 
to deploy that technology. Representatives 
of those cities say they want to pass along 
the lessons they learn during the process to 
the rest of the country.

I n the world of transportation, there’s 
constant chatter about emerging 
technology that could upend the 

status quo, redefining even basic 
concepts like the need for personal 

vehicle ownership. But some of that 
technology has been “on the horizon” 
for a long time. For example, in 2004, 
the Federal Communications Commis-
sion set aside a band of radio frequency 
exclusively for connected cars. And yet 
little has been done to take advantage 
of it beyond making it available to a 
small sliver of the automobile market.

But the ability of cars to connect 
with networks could be hugely impor-
tant. It could save lives, reduce conges-
tion, speed emergency vehicles to their 
destinations and pave the way for self-
driving cars. It could make it easier for 
people to fi nd the most effi  cient means 
of transportation, and give engineers the 
insights needed to make the best deci-
sions about building infrastructure.

The DOT’s challenge will be getting 
one city to build up its transportation 
connectivity capabilities in ways as of 
yet largely unexplored at scale. That 
city will have plenty of lessons to give 
to others that will help them complete 
connectivity projects of their own.

“We can show them, here’s what 
we did well and here are the mistakes 
we made,” said Bob Bennett, chief 
innovation offi  cer of Kansas City.

Many of the cities marked as fi nalists are 
already in a good place to be able to do that. 
Kansas City is one of fi ve worldwide munic-
ipalities in the Institute of Electrical and 
Electronics Engineers’ smart cities tech-
nology sharing program. Pittsburgh touts 
its participation in the U.S. Conference of 
Mayors and the National League of Cities.

And then there’s the simple geograph-
ical reality that none of the cities involved 
in the contest exist separately from the 
others. Major transportation work in 
Kansas City will inevitably stretch into 

M O V I N G  T R A N S P O R T A T I O N  F O R W A R D
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Following a trend that was already gaining ground before the Smart City Challenge, several of the cities 
propose to either demonstrate or fully deploy self-driving shuttles.

Consistent with the relatively immature state of the technology, most of these proposals have 
limitations. The shuttles might operate on fi xed tracks near key areas such as airports, downtowns and 
colleges where engineers can look to limit unpredictable circumstances. In addition, some might only 
travel at low speeds.

Regardless, the technology fi ts in well with other components of the challenge. For example, vehicle-
to-vehicle and vehicle-to-infrastructure connectivity could help autonomous vehicles navigate and adapt 
to situations. And because the conceptual autonomous vehicles being tested today are largely electric, 
they also fi t in with plans to encourage electric vehicles and charging infrastructure in the winning city. 

Autonomous Vehicles as Shuttles

Informational kiosks, like these in 
Kansas City, can become a vital part 
of a city’s data-sharing network.

The end of congestion brings many tantalizing promises: safer roads, less 
pollution, a better life for people in low-income neighborhoods. The technology 
to make that happen — intelligent transportation — always seemed to be just 
around the corner. 

Until now.
The effort to build a smarter transportation network, which could put a big dent in 

congestion, is taking a step forward in the form of one gigantic carrot the U.S. Department 
of Transportation (DOT) is dangling in front of America’s cities.
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the auspices of state government in both 
Missouri and Kansas. San Francisco 
sits in a unique, sprawling urban area 
dependent on commuting and spread 
out across multiple counties. The lead 
offi  cials behind Columbus’ proposal 
point out that they’re within a short 
day trip of other major transportation 
hubs such as Detroit, Cleveland, Pitts-
burgh, Indianapolis and Louisville.

“That adds to our ability to quickly 
transfer information and project ideas 
and successes to these other cities so 
that they can implement them too,” said 
Randy Bowman, assistant director of the 
Columbus Department of Development.

The Smart City Challenge fi nal-
ists have focused on project 
proposals they hope will infl uence 

the future of smart transportation.
In Kansas City, that would mean auto-

mated vehicles shuttling people to the 
airport and possibly the downtown core. 
Kiosks, which the city is already installing 
along its 2.2-mile streetcar line, would be 
deployed in more areas to give citizens 

without Internet access the ability 
to fi nd their best options for getting 
around. Sensors would tell drivers about 
pedestrians entering crosswalks, and 
traffi  c signals would give priority to certain 
vehicles. Smart streetlights and cameras 
would improve safety, and gunshot detec-
tion systems would feed directly into 
police patrol cars. The scheduling of the 
city’s transit options would be coordi-
nated, and the bike-share program — 
now with more stations — would off er 
better information about how many 
bicycles were available and where.

As one of the busiest freight hubs in 
the country, Kansas City would work to 
make conditions better for truck drivers. 
Trucks coming to pick up freight from 
trains might connect to traffi  c sensors 
to keep them from piling into rush-hour 
traffi  c. Vehicle-to-vehicle connections 
could enable them to drive in platoons, 
giving them better gas mileage.

“They’re able to follow each other, 
instead of three to fi ve car lengths 
from each other, about half a car length 
from each other,” Bennett said. “And 
they can draft off  each other.”

Columbus has a slightly diff erent 
idea for its freight operations. That city 
wants to develop an application that will 
combine real-time information about 
traffi  c conditions, height and weight 
restrictions and other factors impor-
tant for heavy vehicles and use all of 
it to guide drivers to the best route.

“You’ve got the 30-year veteran looking 
for a trucking job, they probably know 
where things are,” Bowman said. “But 
the newer driver who’s on a tight dead-
line, they don’t know where things are.”

Meanwhile, the city would look to 
connect specifi c underserved neighbor-
hoods to education, job centers and all 
Columbus has to off er. A particular area 
of emphasis would be South Linden, a 
neighborhood north of downtown with 
high incarceration rates, low education 
levels and an average lifespan about eight 
years shorter than the rest of the county.

“We have a lot of residents in the 
neighborhood that may not have 

www.govtech.com  //  June 2016         19      

Though Sidewalk Labs announced halfway 
through the Smart City Challenge that it will 
be offering more than 100 Wi-Fi spreading 
kiosks to the winner of the competition, 
many cities were already planning on 
working kiosks into their projects. There are 
a lot of possible uses for the technology, 
but the core idea is to spread connectivity 
to citizens who lack it, provide a physical 
infrastructure to support smart vehicles and 
act as data-gathering nodes.

That’s because the kiosks would repre-
sent a new form of infrastructure ready to 
serve as stationing points for data-gathering 
sensors in the future. They could help 
users book rides and then connect with 
the vehicle they’re planning to ride in. They 
could gather data on traffi c movement or 
let people know where parking is avail-
able. They could even work to support the 
coordination of traffi c signals to give priority 
to transit.

Essentially they are part of the strategic 
build-out of infrastructure to establish a 
connectivity and data-sharing network. 

Kiosks for 
the Unconnected
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ready access, that may have challenges 
on a daily basis in gaining access to 
transportation,” Bowman said.

Part of the plan is to put a smart 
corridor right through South Linden that 
would connect it directly with major 
employment centers. The corridor would 
include bus rapid transit, traffi  c signal 
prioritization to support the BRT line, 
and a program targeted at people who 
use cash instead of electronic payment. 
Because many people in South Linden 
rely on physical money (cash, checks), it 
can be tough for them to access services 
like Uber and Lyft. So Columbus is 
reasoning, if it can fi nd a way to bridge 
the payment gap, neighborhoods like 
South Linden should have better mobility.

Though the proposals were all guided 
by emphasis areas the DOT identi-
fi ed at the outset of the competition, 
each city brought its own unique spin 
to the concept of smart transportation. 
Denver’s plan focuses a lot on electric 
vehicles, while Austin wants to build out 
its network of park-and-ride centers and 
outfi t them with technology to trans-
form them into “one-stop shop” travel 
hubs — the idea being that instead of all 
trying to cram into the same place, citizens 
travel to their closest nexus point and 
ride together to common destinations.

Portland’s big push would be to launch 
a “mobility marketplace” supported by a 
cloud and pushed out to smartphones. The 
marketplace would not only give people 
information about the state of traffi  c near 
them and what their best options for travel 
are, it would also give them the ability to 
both buy and sell mobility services. The 
exchange would enable “actors” in the 
sharing economy, public transit sector and 

private transportation companies to all 
list their services side-by-side, and users 
would be able to compare the services 
based on factors such as price and green-
house gas emissions.

San Francisco might use the money 
to help address mobility challenges in 
low-income neighborhoods before they 
even develop. With a massive project 
promising to bring a couple thousand 
units of aff ordable housing to nearby 
Treasure Island, which is located in 
San Francisco Bay and isolated from 
the city’s main transit services, San 
Francisco County Transit Authority 
Executive Director Tilly Chang said she 
wants to have plenty of transportation 
options in place for future residents.

“We want to have what we call a car-
light lifestyle on the island in the future,” 
Chang said.

Pittsburgh wants to leverage its existing 
data network to support the development 
of “smart spines,” or major non-highway 
traffi  c corridors in the city outfi tted with 
sensors and controls. The idea would 
be to use the systems to improve traffi  c 
while also tackling other city priorities 
such as stormwater management and the 
development of a smarter power grid. 

The city would then open that data to 
the public so its citizens could help the 
system adapt to changing technology.

“We don’t necessarily know the direc-
tion that the technology is moving,” said 
Alex Pazuchanics, a policy adviser in the 
Pittsburgh mayor’s offi  ce. “It certainly 
helps to have Carnegie Mellon [University] 
involved as one of the leading [players] in 
that fi eld, but we don’t necessarily know 
that what’s on the table today is going to 
be top-of-the-line fi ve years from now.”

In an ironic twist, the selection of one 
winner might not even matter in the 
long run. Regardless of which city actu-

ally wins, each fi nalist got to where they 
were because they already had many of 
the pieces in place to achieve the plans 
they were talking about: scores of local and 
national partners interested in high-tech 
transportation solutions, relationships 
with innovators in other cities, existing 
pilot projects, research centers and more. 

What the challenge did was prompt 
leaders to pool all those resources and 
come up with a plan. “I think in both 
cases, just the exercise of going through 
this process, and being able to go through 
this process as a fi nalist — we’re already 
making progress,” Pazuchanics said.

And then there’s the fact that the DOT 
gave each of the fi nalists $100,000 early 
in the year to refi ne their proposals. That 
means the DOT has eff ectively pushed all 
the fi nalists into getting the ball rolling. 

The only diff erence between the winner 
and the rest of the fi nalists might be timeline.

“We need to be doing this stuff , with or 
without a grant,” Bowman said. “So [if we 
don’t win the challenge], we would expect 
to continue making Columbus a smart city.”

Many of the other fi nalists feel the same 
way. Whether they become technology 
pioneers or learn from the winning city, 
the wheels are already in motion to start 
deploying the sort of smart governance they 
hope will make their cities more equitable 
and easier to navigate.

“[It’s] going to come regardless of the 
grand prize,” Pazuchanics said.

The winner of the DOT’s Smart City 
Challenge is expected to be announced this 
summer.  
bmiller@govtech.com

Cloud Support for Smart Transportation
Since many — if not most — of the proposed projects involve gathering data or mining existing data, it makes sense that cloud technology plays a 
big role in the Smart City Challenge. In some plans it’s more central than in others, but the basic idea is that establishing a cloud infrastructure for the 
transportation operations of the winning city will both allow easy access to data and enable all sorts of new mobility projects.

For example, the cloud might be the infrastructure through which kiosks in low-income neighborhoods connect people with bus rapid transit and 
other out-of-reach transportation options. The cloud could enable systems to handle fare payment, and it could help connect autonomous vehicles 
with the infrastructure that supports their movement.

And perhaps most importantly, the cloud could serve as an open data source providing unparalleled insights to planners, engineers and 
entrepreneurs. By making it easy to collect and analyze transportation data, the winning city could be giving itself a resource that allows it to better 
plan infrastructure funding choices, target programs and develop mobility strategies.

M O V I N G  T R A N S P O R T A T I O N  F O R W A R D
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By Tod Newcombe

The Digital Communities 
Special Report, which 
appears twice a year in 
Government Technology 
magazine, offers in-
depth coverage for local 
government leaders and 
technology professionals. 
It is part of the Digital 
Communities program, 
a network of public- 
and private-sector IT 
professionals working 
to improve local 
governments’ delivery of 
public service through the 
use of technology. 
The program — a 
partnership between 
Government Technology 
and e.Republic’s Center 
for Digital Government 
— consists of task forces 
that meet online and 
in person to exchange 
information on important 
issues facing local 
government leaders 
and technologists. 

About 
This 
Report

Or, they may reference Rio de Janeiro, Brazil, with 
its Centro de Operacoes, a high-tech control center run 
by the city government that can monitor everything from 
crime to traffi  c congestion to water levels on streets after 
rainstorms. Similarly, they might suggest Santander, Spain, 
where thousands of sensors do everything from counting 
the number of cars in parking garages to deciding when 
to turn on sprinklers in parks to brightening streetlights 
when they sense a car driving down a street late at night.

Those, of course, are the eye-catching, headline-grabbing 
examples of smart cities. But for most cities and the public 
offi  cials who run them, a digital city is something more 
mundane: an open data platform; an enterprise geographic 
information system; a multi-channel customer relationship 
management platform for customer service; analytics tools 
to digest large streams of data. And while these technolo-
gies may seem routine — GIS has been around for nearly 
30 years — they have been evolving to where they have 
become integral and essential in fulfi lling the goal of digital 
cities, which is to improve the lives of their citizens.

With urban areas continuing to grow at a substantial 
rate — from 30 percent of the world’s population in 1930 to 
a projected 66 percent by 2050, according to the United 
Nations — getting the urban experience right has become 
paramount. To help understand the building blocks to a 
successful digital city, this report looks at fi ve key technolo-
gies — broadband, open data, GIS, CRM and analytics — and 
provides a window into how they are helping city governments 
cope with economic, educational and societal demands. 

The good news is that these essential technologies are 
getting cheaper, faster and better all the time. But technolo-
gies like these still cost money, need talent to run them and are 
dependent on the right policies if they are going to succeed. In 
other words, digital cities need smart thinking in order to work.

Ask someone to describe a digital city 
and they may mention Songdo, South 
Korea, a sustainable city built from 
scratch more than a dozen years ago. 
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Education is another big reason why 
broadband infrastructure is critical for 
the ideal digital city. 

A growing number of studies point to 
the fact that cities that lack wide adoption 
of broadband will struggle when it comes 
to educating and graduating students 
with the skills needed to advance in 
college or for sustaining an economy that 
is increasingly tech-driven. Local govern-
ments also have an opportunity to cut 
costs by creating more online services, 
but only if there’s close to universal adop-
tion of broadband in the community.

And that’s where the problem lies 
with urban broadband infrastructure. 
Nationally, 75 percent of Americans 
had a connection to broadband in 2014, 
according to Brookings. But there’s a 
great variation in connectivity across 
demographic groups and between 
metropolitan areas. While the San Jose-
Sunnyvale-Santa Clara (Silicon Valley) 
area has the nation’s highest rate of 
adoption at more than 88 percent, cities 
like Laredo, Texas, have adoption rates 
of less than 58 percent.

work from home; it’s also a university 
town (University of Iowa); and it has 
fewer senior citizens compared to 
other cities of its size. Most impor-
tantly, it’s a city where broadband is 
seen as a necessity, not a choice.

For decades, when it came to infra-
structure and potential, the cities with a 
well developed network of roads, bridges, 
rail and subway lines, as well as good elec-
trical and water utilities, were considered 
world leaders. Now, local governments are 
expected to have a digital infrastructure 
consisting of cable and fi ber with deep 
penetration into every neighborhood, if 
they are to compete regionally, nation-
ally and even globally. Broadband is now 
essential for 21st-century communica-
tions and commerce. 

Take jobs. Broadband is the catalyst 
for economically competitive cities. 
America’s 50 most research- and 
technology-intensive industries have 
added 1 million jobs since 2010, and 
these industries are disproportionately 
based in cities, Bruce Katz, a researcher 
with Brookings, told The Economist. 

Broadband: 
21st-Century Infrastructure

Iowa City, Iowa, is a modest-sized city, 
with a population of just over 73,000. 
But what makes it stand out is the fact 
that it ranks fi fth in the nation overall 
when it comes to the percentage of 
households that subscribe to broad-
band. With 86 percent of its homes 
connected to high-speed Internet, Iowa 
City outranks San Diego, Seattle and 
Washington, D.C., to name just a few of 
the best-connected cities in the country, 
according to a survey by the Brookings 
Institution. Cities that have high levels of 
fast Internet connectivity to households 
reap more economic and educational 
benefi ts, according to Brookings: “There 
is no question that the Internet is a huge 
boon to the economy and society, but 
maximizing its potential is only possible 
if all individuals are online.”

What makes Iowa City so special? 
It has an educated workforce that has 
a relatively high average household 
income and large numbers of tech-
nology workers, as well as people who 

Broadband is a necessity, not a choice, 
in municipalities like Iowa City, Iowa.
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have rarely been attempts to open up the 
data and publish it in a way that people, 
whether they are city employees or resi-
dents, can understand. But attitudes on 
making city data publicly available have 
undergone a sea change in recent years. 
Starting with calls to make government 
more transparent and information easier 
to disseminate, the idea has spread 
throughout the public sector. But its 
biggest impact, arguably, has been at the 
local level, where citizens interact with 
government most frequently.

GovLab, a research laboratory run 
by New York University, credits open 
data with changing our world in four 
signifi cant ways:

1 / It has improved government 
primarily by increasing transparency 
and tackling corruption, but also by 
improving public services in new and 
innovative ways.

2 / It has empowered citizens by 
giving them information to make more 
informed decisions and to make it 
easier to mobilize socially, aided by 
new ways of communicating and 
accessing information.

3 / Unlocking data has fostered inno-
vation and, more importantly, economic 
growth and job creation.

4 / It is playing an increasingly impor-
tant role in giving citizens and policy-
makers new ways to assess problems 
while enabling civic engagement that 
has produced targeted interventions 
and enhanced collaboration.

Governments began making data 
openly available to the public through 
Web portals. These somewhat ad hoc 
eff orts often brought mixed results 
when it came to the usefulness of open 
data. In some cases the data was still 
locked because of the format used (often 
PDF fi les). More importantly, cities 
failed to develop the proper application 
programming interfaces (APIs) that 

existing broadband infrastructure have 
begun to actively market their plans to 
provide gigabit service.

In February, a municipally owned 
electric utility in Huntsville, Ala., 
announced that it would lease its fi ber 
lines to Google Fiber, which would 
deliver gigabit service to residents and 
businesses starting in 2017. Some see the 
partnership as a game-changer in how 
municipalities provide broadband. “The 
Huntsville model changes Google’s path 
to scale as it potentially decentralizes 
construction eff orts to multiple cities,” 
according to Brookings. The partner-
ship will “decouple” ownership of the 
fi ber network from providing Internet 
service, speeding up the delivery of fast 
Internet service. It’s also expected to 
bring more municipalities into the world 
of gigabit service, as incumbent cable 
and telecom companies will compete to 
provide a similar service.

That’s good news for cities, big and 
small, that need abundant, aff ordable 
broadband for the next generation of 
economic growth and education.

Open Data & APIs: 
Collecting and Consuming 
What Cities Produce

Nobody likes to see their streets 
dug up for some utility project. Worse, 
nobody likes to discover a new street 
project is slowing them down during 
a morning commute. In Los Angeles, 
where just about everybody drives, 
street projects are a nuisance, and when 
the work isn’t well coordinated and 
timed it can be a major headache.

That’s why the city government 
launched Street Wize. It uses open data 
so that city employees can see whether 
the road they want repaved is also 
scheduled for utility repair. Residents 
can also look up the same information 
and fi nd out in advance whether a street 
they commute on is going to be partially 
shut down for a sewer repair.

Information like this has always 
existed in local governments, but there 

Then there’s the speed factor. The 
Federal Communications Commission 
defi nes minimum broadband speeds 
as 25 Mbps for downloads and 3 Mbps 
for uploads, but 44 million Americans 
are more likely to experience download 
speeds of 4 Mbps or less. Meanwhile, 
closure of the availability gap between 
those who have broadband and those 
who don’t appears to be slowing, 
according to the FCC. In other words, 
broadband progress has stalled.

To become the ideal digital city, 
urban areas realize their broadband 
infrastructure has to reach near-
universal availability at speeds ranging 
from 100 Mbps up to 1 gigabit per 
second. Seattle commissioned a study 
on what it would take to implement 
a municipal broadband service for 
universal adoption, but balked at the 
$480 million to $685 million price tag. 
Still, other major cities continue to 
explore the idea of municipal broad-
band to make the Internet as univer-
sally available as water and electricity. 
Boston is considering the idea and, most 
recently, San Francisco studied what 
it would take to create gigabit Internet 
service for the entire city.

While San Francisco may be the 
largest city to contemplate this, it’s not 
the only one. At least 48 cities have some 
kind of gigabit service available at resi-
dential rates, according to Highspeed-
geek.com. Chattanooga, Tenn., is perhaps 
the most famous and largest of the cities 
off ering gigabit broadband as a municipal 
service, but others provide very fast 
Internet service either as a municipal 
utility or through a provider.

For a long time, the major broadband 
providers have downplayed the need 
for gigabit Internet service in cities. But 
Google Fiber has begun to change the 
equation. The service, launched in 2012, 
has brought gigabit service to a handful 
of cities, including Kansas City, Mo.; 
Provo, Utah; Austin, Texas; and Atlanta, 
with plans to add service in San Antonio, 
Nashville, Tenn., and Charlotte, N.C. As a 
result, cable providers that dominate the 
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 L ocal governments are charged with maintaining safe, 
prosperous and healthy communities. Chief information 
offi  cers (CIOs) play an important role in achieving these 

goals by implementing technology to improve service delivery 
and enhance the overall citizen engagement experience.  
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5GAmerica’s broadband infrastructure
is considered to be overpriced and slow when compared 
to Internet speeds in other countries. Worse, it’s far from 
universal. Nationally, 75 percent of households have 
broadband, and 53 percent of rural Americans lack access 
to even moderate-speed service. Critics of the country’s 
broadband infrastructure say the lack of universal access 
to high-speed broadband is a drag on education and 
the economy.

“Think if we were at 75 percent for electricity or running 
water,” Adie Tomer, a research analyst with Brookings, 
told Governing earlier this year. “With 25 percent of the 
population without broadband, it has ramifications for 
students who don’t have access, for job seekers,” he said.

Laying cable or fi ber in the ground or on poles and 
connecting homes to the Internet backbone is an expensive 
proposition, holding back the goal of low-cost, universal 
adoption. But high-speed wireless might be the answer. 
Already a small but growing number of households rely 
entirely on 4G mobile networks to provide not just phone 
service, but data needs as well. The network has been 
around since 2010, and it adopted IP technology in a way 
that signifi cantly boosted broadband access to mobile 
devices with higher speeds and an emphasis on streaming 
data rather than just transmitting voice communications.

Now, the wireless industry is stirring interest in 5G 
networks. While far from being a global standard, there’s 
already growing excitement that it could take wireless 
broadband to a new level with speeds reaching 1 gigabit per 
second (and perhaps reaching 10 Gbps as the technology 
matures) and a latency of no more than 1 millisecond versus 
today’s 4G latency of about 50 milliseconds, according to 
The Economist.

But it could take years before standards emerge. There’s 
also a question of where the spectrum for 5G might come 
from, since today’s wireless devices operate in a crowded 
part of the radio frequency, leaving little room for 5G. 
Stay tuned.
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GIS: An Established 
Technology Finds 
New Purpose

It was a mild winter for most parts 
of the country. But don’t tell that to 
residents in the Washington, D.C., 
region, which got clobbered by a 30-inch 
snowstorm in January. As government 
workers sent plows out into the streets, 
residents were able to do something 
rather unique: enter their address on 
the city’s website and fi nd out when the 
snowplows would be nearby. The map 
also showed where the city received 
311 requests for snow removal and gave 
users a chance to look at recent photos 
from road cameras showing driving 
conditions.

The secret sauce behind this applica-
tion and others like it is location-based 
data, digital maps and software known 
as a geographic information system. 
GIS has been one of the longest running 
success stories in government tech-
nology. Throughout the 1980s and ’90s, 
GIS was a godsend to city operations, 
helping plot development plans, track 
road and sewer repairs, and manage 
natural resources and other assets.

But with the rise of the Internet and 
now open data and mobile technology, 
GIS has been transformed from a 
technology to aid internal government 
operations into one that supports a new 
generation of customer services. Tradi-
tionally, only the biggest cities with the 
biggest IT budgets could aff ord GIS and 
have been the leaders in terms of new 
location-based services that use the 
wealth of geo-coded data in public-
sector servers. 

However, GIS has become cheaper 
and faster, opening up opportunities for 
smaller jurisdictions, while providing 
new options for cloud-based solutions 
that can be accessed by smartphones 
and tablets in real time. Open data has 
also helped expand the way the public 
can access and use geographic informa-
tion. A key reason GIS has become so 
embedded in local government is that, 
by some estimates, nearly 80 percent 

data as well, becoming one of the largest 
government users of GitHub, a hosting 
service for open source code manage-
ment that has boosted collaboration 
and faster development of new software 
services that use the city’s open data.

The importance of open data and 
APIs doesn’t stop at the public good they 
create. Open data is increasingly seen 
as a powerful economic development 
tool. The consulting fi rm McKinsey esti-
mates open data’s economic potential 
at more than $3 trillion in added value 
to the world’s economy. GovLab’s Open 
Data 500 is a list of fi rms that benefi t 
from information published by the 
federal government.

But economic development doesn’t 
start to fl ow when a city publishes data. 
The information has to be in a standard-
ized format that companies can use, and 
it must be kept fresh. Cities also need 
to decide which data to publish. There 
are hidden costs to publishing open data 
and expenses can rise quickly if a city 
isn’t smart about which data to make 
publicly available. Governments that 
pay attention to these best practices will 
fi nd their open data initiatives are not 
only more cost-eff ective, but also deliver 
more value for the public overall.

developers can use to consume the data 
and create value through new services.

Initial eff orts at creating APIs for open 
data were informal, often done as part 
of a hackathon. But as cities recognize 
how they can spur new forms of service 
delivery either at the desktop or, more 
signifi cantly, on a mobile device, the 
pressure to formalize how APIs are 
developed has increased. And for good 
reason. APIs combined with open data 
have led to the creation of apps that put 
the “smart” in smart cities.

For example, a growing number 
of cities have launched bike-share 
programs. But savvy cities have 
supported software developers to create 
mobile apps that help guide bike riders 
in choosing the best routes to reach their 
destination. Well developed APIs allow a 
user to query data to fi nd an answer. 

But APIs are more than just a way to 
connect a user with data in an innovative 
way. They’re also about functionality, 
empowering citizens to do new things 
more effi  ciently. One of the leading 
cities in API development is overseas. 
Barcelona, Spain, has developed a global 
reputation for publishing APIs across 
government departments that include 
transit, environment, land use and 
business data. The city also has an open 
source infrastructure platform that uses 
APIs to access sensor data that moni-
tors temperature and air quality, garbage 
collection, parking and pedestrian fl ows.

The development of APIs for digital 
cities has become so important that the 
European Union launched an initiative 
known as the City Service Development 
Kit that fosters development of interop-
erable and uniform APIs for cities that 
can turn data from 311 systems into new 
types of services, and link transportation 
and geographical data for mobility solu-
tions, as well as APIs that can provide 
location-based services for tourists.

In the U.S., several cities — including 
Boston, New York City, San Francisco 
and Seattle — have been aggressive about 
opening up their data and developing 
APIs. Philadelphia has led with its open 

G
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Leaders at the Kansas City 

Board of Public Utilities 

wanted modern fi nancial 

management tools that 

would help them support 

innovation in the industry.

P ublic utilities are undergoing major 
change as new technologies such as 

automated meters and smart grids help 
deliver better service, conserve energy 
and cut costs. To get the most out of 
those innovations, in 2014, offi  cials at 
the Kansas City Board of Public Utilities 
(KCBPU) decided they also needed the 
most up-to-date fi nancial management 
tools. “Our chief fi nancial offi  cer wanted 
a system that could support industry best 
practices, regulations and system capabili-
ties,” said Paul Pauesick, the public utility’s 
director of information technology. 

The 90s Called, They Want Their Hardware Back 

KCBPU had been using the same 
enterprise resource planning (ERP) system 
for fi nancials and human resources (HR) 

since 2005. “It was a great system, but it 
was born in the late 1990s,” Pauesick said. 
“We wanted a fi nancial system that would 
evolve with us and not get stagnant.” 

Running on servers in KCBPU’s data 
center, the fi nancial system had not 
been upgraded since 2008. Updating 
the existing system would have required 
several months and thousands of dollars 
in license fees and new hardware, not to 
mention additional labor to maintain the 
system. “And we would have been stuck 
with the eff ort and expense of doing a 
‘forklift’ upgrade every three years,” 
Pauesick said. 

Instead, KCBPU replaced its old 
system with Oracle Fusion Financials. 
Implementation was swift and future 
updates promised to be painless. 

New ERP system 
reduces costs while 
helping the Kansas 
City Board of Public 
Utilities keep pace with 
industry innovations. 
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The Kansas City Board of Public Utilities (KCBPU) is an agency of the Unified 
Government of Wyandotte County/Kansas City, Kan. It provides electric service to 
63,000 customers and water service to 50,000 across a 127.5-mile territory.

Hear the latest on cloud adoption at an upcoming Oracle 

Digital Cities event — visit www.oracle.com/digitalcities 

to fi nd an event near you.

For the full range of Oracle Cloud products, go to 

cloud.oracle.com

In fact, KCBPU upgraded to Version 10 
of Fusion Financials only six weeks after 
going live with Version 9. “We did that 
upgrade in about four weeks,” Pauesick 
said. “Typically, that would have taken 
six months or so.”  

To purchase Oracle Fusion, KCBPU took 
advantage of a U.S. Communities contract 
off ered by DLT Solutions. This coopera-
tive contract gives public agencies a price 
advantage while eliminating the eff ort 
attached to a traditional procurement. 

“The RFP [request for proposals] 
process and review could have consumed 
the better part of a year,” Pauesick said. And 
the work involved carries a cost of its own. 
“I saved a lot of money by using an existing 
co-op contract,” he said. With a shorter 
procurement cycle, KCBPU could get the 
Oracle system up and running quickly and 
start enjoying its benefi ts. 

Numbers Don’t Lie

By moving to a cloud-based system, 
KCBPU saw immediate savings to the tune 

of $375,000. Including the cost of soft-
ware, it’s estimated the agency’s net 5-year 
benefi t will be $1.8 million. 

KCBPU reaped “soft savings” as well, 
such as ensuring uptime in the case of a 
regional disaster and increasing security 
without hiring additional staff . 

“The Oracle cloud provides secu-
rity through encryption. The data is 
encrypted in motion and at rest. And we 
do that across a spread of IP addresses, 
which improves my security posture. It 
also offers business continuity through 
a dual-site approach, with a primary 
cloud in Chicago and a backup cloud 
in Austin,” Pauesick said. “I could not 
provide that locally without spending 
millions of dollars, and it still wouldn’t 
be secure against a regional disaster.” 

Same Staff, More Time 

An added benefi t of moving to the 
cloud is that Oracle handles the day-to-day 
operations for the fi nance system. “In the 
cloud, you don’t have to upgrade your oper-

ating system, servers or fi rmware, and you 
don’t have to devote staff  to maintaining 
hardware,” said Pauesick.

Pauesick’s staff  now attends to higher-
end work, such as integrating Fusion 
Financials with tools for business planning 
and budgeting and asset management. 

Looking Ahead

KCBPU has plans to move more systems 
to the cloud. In 2017, it will migrate from 
its old HR system to Oracle Fusion Human 
Capital Management. Now that the agency 
has experience in the cloud, Pauesick 
anticipates an even faster implementation 
than the Fusion Financials project. “I 
expect we’ll be able to move HR to the 
cloud in less than half that time.” 

Including the cost of 
software, it’s estimated 
the agency’s net 5-year 
benefit will be $1.8 million.

KCBPU saw im

Sponsored by:

©
 2

0
1

6
 e

.R
e
p

u
b

lic
. 

A
ll 

ri
g

h
ts

 r
e
s
e
rv

e
d

.

ADVERTISEMENT

www.govtech.com  // June 2016         29      

DC16 CASE STUDY Oracle.indd   29DC16 CASE STUDY Oracle.indd   29 5/16/16   3:12 PM5/16/16   3:12 PM

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

cloud.oracle.com


 B IANNUAL REPORT      

30 June 2016 //  www.govtech.com

customer relationship management customer relationship management 
(CRM) software could be just the (CRM) software could be just the 
answer to that conundrum. Cities have answer to that conundrum. Cities have 
been using CRM for years, primarily as been using CRM for years, primarily as 
the back end to 311 hotlines, in which the back end to 311 hotlines, in which 
callers talk to operators to get answers callers talk to operators to get answers 
or to request services that were non-or to request services that were non-
emergency in nature. The fi rst 311 opera-emergency in nature. The fi rst 311 opera-
tion began in Baltimore in 1996 and has tion began in Baltimore in 1996 and has 
been growing across the country ever been growing across the country ever 
since. But running a call center is costly, since. But running a call center is costly, 
and few cities can aff ord to staff  them and few cities can aff ord to staff  them 
adequately, given the surging demand. adequately, given the surging demand. 

That’s where the next generation That’s where the next generation 
of CRM technology comes into the of CRM technology comes into the 
picture. Customers — as they are called picture. Customers — as they are called 
by city call center managers — now have by city call center managers — now have 
a choice to call an operator, submit a a choice to call an operator, submit a 
query online, access information over query online, access information over 
their smartphone, lodge a complaint via their smartphone, lodge a complaint via 
interactive voice response, text or use interactive voice response, text or use 
live chat. They can get answers to many live chat. They can get answers to many 
of their questions — some managers of their questions — some managers 
say they can post answers online to 85 say they can post answers online to 85 
percent of the questions they receive — percent of the questions they receive — 
by looking them up on the city’s website.by looking them up on the city’s website.

Cory Fleming, 311/CRM program Cory Fleming, 311/CRM program 
director for the International City/director for the International City/
County Management Association, has County Management Association, has 
pointed out that governments now pointed out that governments now 
recognize that city services must be 24/7 recognize that city services must be 24/7 
and that residents expect the level of and that residents expect the level of 
customer service in their city or town to customer service in their city or town to 
match what they get in the private sector. match what they get in the private sector. 
And CRM can help make that happen And CRM can help make that happen 
without blowing a big hole in the budget.without blowing a big hole in the budget.

Having multiple channels doesn’t Having multiple channels doesn’t 
mean citizens will stop calling a city’s mean citizens will stop calling a city’s 
hotline number — local governments hotline number — local governments 
have rarely seen more than 20 percent have rarely seen more than 20 percent 
of CRM interactions that are classifi ed of CRM interactions that are classifi ed 
as self-serve — but it refl ects the diverse as self-serve — but it refl ects the diverse 
ways that people want to interact. ways that people want to interact. 
As one 311 call center manager put it, As one 311 call center manager put it, 
“Some people will also want to talk with “Some people will also want to talk with 
an operator, and there are others who an operator, and there are others who 
only want to use the Web or chat.”only want to use the Web or chat.”

When it comes to CRM’s impact When it comes to CRM’s impact 
on the digital city, there are a number on the digital city, there are a number 
of factors to watch:of factors to watch:
✓ First, CRM is moving to the cloud, First, CRM is moving to the cloud, 
making it possible to implementmaking it possible to implement

can be used to monitor social media can be used to monitor social media 
activity in specifi c locations. Other cities activity in specifi c locations. Other cities 
have developed similar ways to link loca-have developed similar ways to link loca-
tion to social media activity to spot trends tion to social media activity to spot trends 
or issues it might have to deal with.or issues it might have to deal with.

Cities have also turned to GIS to Cities have also turned to GIS to 
passively engage citizens in terms of passively engage citizens in terms of 
improving services and infrastructure. improving services and infrastructure. 
Boston developed Street Bump, an Boston developed Street Bump, an 
app that residents can install on their app that residents can install on their 
smartphones. The app records vibra-smartphones. The app records vibra-
tions as the user travels over city streets tions as the user travels over city streets 
and sends geo-tagged information back and sends geo-tagged information back 
to the city that would indicate the loca-to the city that would indicate the loca-
tion of a pothole or other street surface tion of a pothole or other street surface 
issue.issue.

For digital cities, collecting loca-For digital cities, collecting loca-
tion information about everything tion information about everything 
from potholes to pollution hot spots or from potholes to pollution hot spots or 
rat infestations has become standard rat infestations has become standard 
operating procedure. And GIS makes operating procedure. And GIS makes 
that happen. At the same time, when that happen. At the same time, when 
location data is analyzed by asking location data is analyzed by asking 
the right questions, it provides public the right questions, it provides public 
offi  cials and policymakers with insights offi  cials and policymakers with insights 
for better decision-making. The wealth for better decision-making. The wealth 
of geo-data has really empowered cities, of geo-data has really empowered cities, 
and when used strategically, it can and when used strategically, it can 
help cities make better decisions while help cities make better decisions while 
reducing costs. reducing costs. 

If there’s a concern with GIS, it’s If there’s a concern with GIS, it’s 
around privacy. Cities need to have around privacy. Cities need to have 
proper policies in place if they want to proper policies in place if they want to 
leverage the power of location without leverage the power of location without 
violating citizens’ privacy. GIS also has a violating citizens’ privacy. GIS also has a 
lingering reputation as a hard technology lingering reputation as a hard technology 
to use, according to Esri’s Leadbeater. But to use, according to Esri’s Leadbeater. But 
when done correctly — and city govern-when done correctly — and city govern-
ments have had years of experience ments have had years of experience 
learning how to use GIS — it’s a powerful learning how to use GIS — it’s a powerful 
platform for improving how cities can platform for improving how cities can 
work, both internally and externally.work, both internally and externally.

Customer Relationship 
Management: 
Diversity in Service

People like service that’s good and People like service that’s good and 
speedy, all at a low price. While parts speedy, all at a low price. While parts 
of the private sector have excelled at of the private sector have excelled at 
providing all three, few local govern-providing all three, few local govern-
ments are able to be so consistent. But ments are able to be so consistent. But 

of all city information is address-based, of all city information is address-based, 
making the technology extremely useful. making the technology extremely useful. 
GIS has gone from being a niche system GIS has gone from being a niche system 
favored by a select few city departments favored by a select few city departments 
to one that’s used by everyone, including to one that’s used by everyone, including 
management, said Richard Leadbeater, management, said Richard Leadbeater, 
government industry solutions manager government industry solutions manager 
at Esri, a GIS software fi rm.at Esri, a GIS software fi rm.

The result? A growing number of The result? A growing number of 
interactive public services have emerged interactive public services have emerged 
in cities. Besides weather-based apps in cities. Besides weather-based apps 
for snow-fi lled streets (Los Angeles has for snow-fi lled streets (Los Angeles has 
developed a map to help residents navi-developed a map to help residents navi-
gate the city during downpours from the gate the city during downpours from the 
most recent El Niño), there are mamost recent El Niño), there are maps for ps for 
pinpointing where and when the worst pinpointing where and when the worst 
outbreaks of smog are occurring, and outbreaks of smog are occurring, and 
apps that tell residents when their trash apps that tell residents when their trash 
and recycling will be picked up based on and recycling will be picked up based on 
address information.address information.

Chicago recently launched a map that Chicago recently launched a map that 
lets users search for certain data like food lets users search for certain data like food 
inspection reports, street closures and inspection reports, street closures and 
potholes. Users can narrow searches by potholes. Users can narrow searches by 
ZIP code, or use a tool to select areas on a ZIP code, or use a tool to select areas on a 
map they want information on. map they want information on. 

Cities have always used GIS to plan Cities have always used GIS to plan 
development. But now, some have development. But now, some have 
opened up their GIS assets so that the opened up their GIS assets so that the 
public can use location data to help public can use location data to help 
new businesses get started or expand new businesses get started or expand 
existing ones. One example is a mapping existing ones. One example is a mapping 
tool created by Rancho Cucamonga, tool created by Rancho Cucamonga, 
Calif., that lets users search and browse Calif., that lets users search and browse 
available buildings for business needs. available buildings for business needs. 
They can narrow choices based on They can narrow choices based on 
square footage, zoning and building square footage, zoning and building 
type. Users can also fi nd businesses by type. Users can also fi nd businesses by 
name or address, and look at property name or address, and look at property 
exteriors via an embedded connection exteriors via an embedded connection 
with Google Street View.with Google Street View.

GIS is still a powerful tool for internal GIS is still a powerful tool for internal 
operations, but now it can incorpo-operations, but now it can incorpo-
rate some of the latest tech trends. For rate some of the latest tech trends. For 
example, in Huntington Beach, Calif., the example, in Huntington Beach, Calif., the 
police department has started to monitor police department has started to monitor 
real-time social media activity using real-time social media activity using 
software for analyzing location data from software for analyzing location data from 
social media. The police can monitor live social media. The police can monitor live 
social media activity, target key words like social media activity, target key words like 
“gun” or “fi ght,” and then identify where “gun” or “fi ght,” and then identify where 
trouble might start. The same technology trouble might start. The same technology 
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customer service without all the IT customer service without all the IT 
infrastructure traditionally needed for infrastructure traditionally needed for 
an enterprise application. That opens an enterprise application. That opens 
the doors for smaller cities to use CRM, the doors for smaller cities to use CRM, 
and it can lower the cost for larger cities and it can lower the cost for larger cities 
too. Philadelphia was an early adopter too. Philadelphia was an early adopter 
of cloud CRM for its 311 services. Cloud of cloud CRM for its 311 services. Cloud 
CRM is expected to be used in as many CRM is expected to be used in as many 
as 85 percent of all deployments by 2025, as 85 percent of all deployments by 2025, 
according to IT research fi rm Gartner.according to IT research fi rm Gartner.
✓ Second, open data, a cornerstone of Second, open data, a cornerstone of 
smart cities, is impacting the use and cost smart cities, is impacting the use and cost 
of CRM. Nearly 40 percent of the most of CRM. Nearly 40 percent of the most 
common service calls into Chicago’s 311 common service calls into Chicago’s 311 
are either duplicates or residents calling are either duplicates or residents calling 
to check on the status of a request. By to check on the status of a request. By 
opening up that portion of 311 data to opening up that portion of 311 data to 
public viewing, Chicago and other cities public viewing, Chicago and other cities 
have found a way to leverage open data have found a way to leverage open data 
so that it improves customer service so that it improves customer service 
while holding down costs. Other jurisdic-while holding down costs. Other jurisdic-
tions are using open data in similar ways.tions are using open data in similar ways.
✓ Third, just a few years ago, it was Third, just a few years ago, it was 
hard to fi nd anyone linking the topic of hard to fi nd anyone linking the topic of 
citizen engagement with 311 and CRM. citizen engagement with 311 and CRM. 
Today, citizen engagement has becomeToday, citizen engagement has become

CRM is moving to 
the cloud, making it 
possible to implement 
customer service without 
all the IT infrastructure 
traditionally needed for 
an enterprise application.
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to run them can be expensive. Some 
cities, especially smaller jurisdictions, 
that have launched 311 systems in recent 
years have seen demand surge, putting 
a strain on budgets. Training is another 
concern. Teaching call takers to be 
knowledgeable about city operations 
takes time and eff ort. 

But there’s no mistaking the fact that 
what started out as a solution to the 
problem of too many people dialing 911 
with non-emergency requests has been 
transformed into an interactive, multi-
channel strategy to make customer 
service a top priority.

Analytics: Making 
Sense of City Data

The New York City Fire Department 
(FDNY) has gone from reacting to fi res 
to anticipating them. No, it doesn’t have 
a crystal ball, but it does have data, algo-
rithms and predictive analytics on its 
side. The FDNY has taken paper-based 
information from building inspections 
and built a database that can be analyzed 
based on a risk-scoring algorithm to help 
anticipate a potential building fi re. The 
predictive tool works because the data is 
clean and the system shares information 
from other departments.

City fi re departments aren’t the only 
agencies taking advantage of analytics. 
The technology can be found in police 
departments, economic development 
eff orts, public works, permitting, utili-
ties and public transit, to name a few.

Fueling the growth is the explosion 
in data collection taking place in cities, 
whether it’s data from sensors or from 
unstructured sources, such as Web 
forms and video. At the same time, 
cities are under pressure to release 
the data and make it available to the 
public, creating new opportunities to 
analyze what was once hidden from 
view. Just as important, analytics 
technology is becoming cheaper 
to own, faster to use and better at 
complex problem solving, making it 
more valuable.

to measure performance to improve 
internal processes and services. City 
managers like CRM because it generates 
a complete audit trail, which can help 
them understand a variety of factors, 
such as where there might be staffi  ng 
needs, or it can help them spot defi cien-
cies in certain operations.

CRM continues to evolve. One trend is 
known as “omni-channel” CRM, in which 
users can connect with the city through 

one channel and then reconnect through 
another, but have the same user experi-
ence, explained Spencer Stern, president 
of Stern Consulting  and an expert on 311 
systems. Another trend is to personalize 
each contact between citizen and city, so 
that call takers have a profi le of a user’s 
past queries and service requests. And 
another trend is to allow for a single 
sign-on to reduce the number of accounts 
a citizen might have with the city to just 
one that’s accessed through CRM.

“The goal is to make citizen interac-
tion more retail-like,” said Stern. “This 
dovetails with how smart cities want to 
simplify the user experience.”

CRM does face some challenges, 
however. Despite lower technology 
costs, call centers and the labor needed 

 B IANNUAL REPORT      

extremely important in local government, 
thanks, in part, to the merging of CRM, 
social media, mobile technologies and 
customer service. An excellent example 
of the interconnection between engage-
ment and CRM can be found in Boston’s 
Citizens Connect mobile 311 app, which 
allows users not only to report problems, 
but also to provide feedback on commu-
nity issues. Social media is beginning to 
play an important role in CRM services. 

Initially cities used Twitter, Facebook 
and other social platforms as a means to 
send outbound marketing and service-
related messages. However, as residents 
have turned to social media to solve 
customer service issues, 311 service 
centers have responded and are begin-
ning to use the tools as a way to interact, 
engage and help constituents.
✓  Finally, CRM collects so much data 
about citizen complaints, queries and 
requests that it only makes sense to use 
analytics to try and measure gaps in 
service performance and to even predict 
what services might need more funding 
(and which ones need less) before the 
next budget cycle begins. New York City, 
with the largest 311 service in the country, 
has been running CRM analytics for years 
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“If you are talking about being a smart 
city, you are talking about information 
technology, which is about data,” said 
Jennifer Robinson, director of local 
government solutions at SAS. “And data 
only becomes information when it can 
be digested. That’s why analytics is the 
backbone of any smart city solution.”

So far, many cities are pilot testing 
analytics to tackle discrete problems. 
But the goal is for cities to use analytics 
across the government enterprise. 
That requires a data center that can 
pull information from many diff erent 
sources, similar to how the FDNY is 
using data from the city’s building 
department to predict potential fi re hot 
spots. In Chicago, data sharing is helping 
the city predict rodent infestation and 
food safety. In the case of the latter, the 
city prioritizes food safety inspections 
by statistically classifying food establish-
ments with respect to the probability of 
a possible violation.

But these cities are the exception when 
it comes to enterprise analytics. Most 
entities struggle with getting an analytics 
project off  the ground. According to 
Gartner, more than half of analytics 
projects either fail or don’t deliver the 
expected results. Part of the problem is 
bad or unclean data, which produces 
poor results. Also, the data needs to be 
integrated. Despite years of discussion 
around the value of data sharing, many 
public-sector agencies are still unwilling 
to share with other departments.

But the good news is that analytics 
is getting better. New advances allow 
data to be analyzed prior to it being 
stored. Given how much data govern-
ment is collecting and how much more 
it will have to handle as the Internet of 
Things matures, this could be a game-
changer for analytics. “This technology 
is going to help make sure the right data 
is collected and analyzed appropriately, 
so that the non-relevant data is dumped,” 
said Robinson. The process is known as 
“analytics at the edge,” she said. “It’s a 
way to make sure data collection doesn’t 
become overwhelming.”

Getting It Right
When the President’s Council of 

Advisors on Science and Technology 
released its 2016 report, Technology 
and the Future of Cities, it made an 
important point regarding the role of 
IT: “The urban ecosystem can benefi t 
from the integration of a wide array of 
technologies that have been evolving 
rapidly, including systems to increase 
energy effi  ciency, renewable energy 
technologies, connected and autono-
mous vehicles, water and wastewater 
management systems, communications 
technologies to enhance connectivity, 
and new ways to do farming and 
manufacturing.”

The report looks at the entire urban 
ecosystem and presents a variety of 
ways that the federal government can 

help cities collaborate when it comes to 
advancing technology in a cost-eff ective 
way. Similarly, this report looks at fi ve 
key technologies that every city govern-
ment should have if it’s to become a 
so-called smart city. On their own, each 
of the technologies — broadband, GIS, 
CRM, open data, analytics — provides a 
benefi t to city operations and services. 
But the true impact comes when they are 
treated as part of an integrated system, 
rather than as singular solutions.

Along with having an enterprise vision 
when it comes to technology, govern-
ment needs to have a coherent and 
sensible set of strategies and policies if it 
wants to maximize the smart city impact. 
That means having eff ective policies 
around privacy, security and open data 
sharing. Governments will need to 
craft creative initiatives to attract the 
talent needed to develop and run smart 
city solutions. And they will have to be 
willing to invest in the core technologies 
described in this report, but in a way 
that’s strategic and has enterprise objec-
tives. In other words, the days of siloed 
solutions need to end.

For decades, cities have faced a host of 
challenges that have tested their ability to 
function. Today, new ideas and answers 
are emerging that have the potential to 
help them cope with growth and also to 
transform into sustainable and resilient 
places to live and work. At the core of 
this transformation will be information 
technology. Best to get it right.  
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SCHEDULE YOUR FREE DEMO HERE: WWW.LASERFICHE.COM/DEMO

Despite the nation’s recovery from the recession, state and 
local governments can still fi nd themselves in fi nancial 

straits. A March 2015 Rockefeller Institute report notes that tax 
revenue is slowing and even declining in most states, leading 
to budget shortfalls. At the same time, many organizations 
are losing manpower and expertise to retirement. In some 
state agencies, 40 percent of the workforce will be eligible for 
retirement by 2017.1

How are state and local governments addressing these 
challenges? According to CDG’s 2015 Digital Counties Survey, 
47 percent of counties are implementing enterprise content 
management (ECM) systems — it was counties’ most popular 
technology investment after security. It’s no surprise government 
agencies are turning to ECM — automating paper- and labor-
intensive processes allows them to cut costs by freeing up 
valuable staff time and streamlining services for citizens. 

Laserfi che can help agencies automate complex, multi-
departmental processes, including permitting, case management, 
contract management, HR onboarding and more. By deploying 
Laserfi che’s ECM system, which acts as a central repository 
for electronic documents and tools, agencies can automate 
workfl ows and manage content throughout its life cycle. 

The impact of automation is far reaching. For example, Boca 
Raton, Fla., implemented Laserfi che’s ECM solutions as part of 
its accounts payable redesign. The city eliminated paper forms 
for vendor set up, and now routes documents and invoices 
electronically for approval and processing. Accounts payable 
can easily access information in the ECM system to print checks.2

As governments implement new technologies to meet citizen 
demands, the need for automated processes will increase. 
Laserfi che offers experts to help agencies go paperless, manage 
digital content, automate business processes and implement ECM.
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BENEFITS OF AUTOMATED PROCESSES
Savings. Fewer steps and less paperwork translate into 
lower direct costs. Other savings are reaped through 
reduced need for document storage and management, 
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forms and routing. 

Accuracy. Defi ned workfl ows and routine business 
processes reduce errors.

Transparency. Digital documents available through 
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Endnotes: 

1. http://www.governing.com/topics/mgmt/gov-governments-silver-tsunami.html

2. The New Answer to “Do More with Less,” white paper, published by the Center for Digital Government, 
underwritten by Laserfi che
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Digital Communities are real places that understand and value the transformative power of 
broadband connectivity, core computing technologies and interoperable applications to improve 
the way government conducts business and interacts with citizens. The Digital Communities 
Program showcases solutions from leading technology companies that are specifically designed 
for communities and local governments that want to exceed the expectations of their citizens. 
In addition, the program provides a collaboration forum where community officials discover 
and share emerging best practices and innovative community technology deployments.

 Building 21st-Century 
Communities
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August 21 - 25, 2016
Washington, D.C.

Renaissance Washington DC Downtown Hotel 

39th
Annual Conference & Technology Showcase

             

National Association of State Technology Directors      www.nastd.org

Experts estimate that 20 to 50 billion devices and systems will comprise the Internet of Things (IoT) by the year 2020. 

At its 39th Annual Conference and Technology Showcase, the National Association of State Technology Directors 
(NASTD) will explore how state governments are adapting their IT environments to embrace the opportunities and 
challenges created by the IoT. 

The event will feature IT practitioners and thought leaders from government, industry, media and professional 
associations. NASTD encourages you to join us in the nation’s capital for this timely discussion. 

Visit www.nastd.org or contact Pam Johnson at 859-244-8184 for more information.

The Internet of Things ~ 
Is Your State Ready?
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IBM GOT THE BALL 
ROLLING A DECADE AGO 
when it began suggesting that emerging 
technologies could dramatically change 
the way cities served their populations. A 
new wave of sensors, meters, data collec-
tion and data processing tools: All these 
would come together to radically change 
the urban landscape, to create what 
came to be known as the “smart city.”

It was a grand vision, a sweeping 
ambition. “From a technology perspec-
tive it was about everything being 
interconnected and intelligent,” said 
Jennifer Belissent, principal analyst with 
Forrester. “Everything would be sensor 
enabled, there would be data gener-
ated by everything around the city and 
that would make everything smart.”

That vision continues to play out, 
but not as fi rst formulated. The biggest 
technology vendors of smart city systems 
have followed their customers in a trend 
toward more modest goals. Instead of 
the sweeping overhaul fi rst envisioned, 
today’s smart city initiatives are evolving 
on a far more modest scale. How did all 
this change come about, where are smart 
cities today, and where are we heading?

RADICAL BEGINNINGS

City managers had good reason to 
believe they could radically reshape 
their processes. Resources had emerged 
in the IT world unlike any seen before. 
“The assumption when we started out 
was that, with unlimited compute and 
storage and bandwidth — would you 
run a city the same way? Would you run 
education and water and waste manage-
ment the same? No you wouldn’t,” said 
Anil Menon, president of the Cisco 
Smart+Connected Communities program.

It was all going to happen at once. 
Parking management, highway traffi  c 
fl ow, water management. Toxicity 

sensors would alert for water gone 
bad. Capacity sensors would tell us 
when it was time to empty the trash.

It is perhaps not diffi  cult to under-
stand why city managers would have 
been drawn to a smart city program 
that off ered sweeping changes. We 
had advanced analytics available as 
needed, enough to reroute traffi  c on 
the fl y or to guide emergency response. 
We had the tools to achieve a new level 
of collaborative decision-making.

At the same time, changes in the social 
fabric were pushing city leaders to take 
action on a big scale, with a growing 
demand for transparency and account-
ability. Citizens meanwhile were tapping 
into a rich vein of technology in their 
own lives, as they came to understand the 
potential of the new tools. As they began 
to see what the technologies could do, 
they started to expect improvements in 
the way the urban ecosystem was run.

Some IT vendors were ready and 
willing to encourage what has been 
called the “boil the ocean” approach. “We 
already had expertise in our organiza-
tion around government administration 
solutions, around public safety solutions, 
health care and education,” said Kathryn 
Willson, program director for the Micro-
soft CityNext initiative. While technical 
people across departments were still 
seeking stovepipe solutions, Microsoft 
encouraged them to seek bigger things.

When Microsoft launched CityNext 
on a modest scale in 2013, the press was 
still predicting big things. “This sort 
of effi  ciency could not only save lives 
during an emergency but also drive 
day-to-day savings that total millions, 
and perhaps even billions, of dollars 
over time,” read one news report.

Today few cities are talking about 
savings in the billions. Projects have 
been scaled back. The scope of potential 

change no longer sprawls across the urban 
landscape, but rather is limited to more 
targeted ambitions. What has changed?

SCALING BACK

The scaling back of the grand vision 
began, as so often happens, with money. 
“With the fi nancial crisis, we were seeing 
businesses closing, we were seeing foreclo-
sures, and for most municipalities that meant 
a sharp reduction in the budget,” Belissent 
said. The capital-intensive IT infrastruc-
ture projects needed to launch smart city 
investing suddenly seemed less viable.

At the same time, city managers 
discovered that their big ambitions were 
being rapidly thwarted by the nature 
of their own institutions. Stovepipes 
and silos were going to be stumbling 
blocks to across-the-board change.

“You’ve got organizations that each have 
their own diff erent priorities. One might 
be looking at public safety while another 
looks at energy effi  ciency,” said Toni Oubari. 
As Verizon’s manager of Smart Communi-
ties, she has talked to over 300 mayors and 
100 county representatives in researching 
smart city initiatives. “Sometimes it comes 
down to who has the most power, when 
the better way to do it is to look at program 
management fi rst. What are the top priori-
ties and objectives? That is your frame-
work and you can work from there.”

Finally, local governments have 
narrowed the scope of their smart city 
ambitions in response to public demand. 
“Money helps in the beginning, but 
there are still people in the mix,” Oubari 
said. Constituents want to see improve-
ments in specifi c services, even when 
a city’s overarching plan may not be 
moving in those particular directions.

“Maybe there is a chronic drought 
and you are running out of water,” said 
Michael Dixon, general manager of IBM 
Smarter Cities. “The best, most exciting 

F I N D I N G  I T S  C E N T E R
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EVERYONE BOUGHT INTO THIS BIG-BANG VI S
THEY DISCOVERED THE SOLUTIONS WERE N O
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leaps often come from crises. People 
don’t make the big leaps sitting around 
the table with nice linen napkins.”

In addition to these varied pressures, 
city managers slowly came to discover that 
the new technologies, while promising, 
were not always ready for prime time. Tools 
that worked on the lab bench didn’t always 
deliver when deployed in real-life situa-
tions. “Everyone bought into this big-bang 
vision, but when they started to deploy 
they discovered the solutions were not fully 
developed and ruggedized. People couldn’t 
have known that: These things cannot be 
tested in the lab. They have to be tested 
in a living context,” Cisco’s Menon said.

Even when the technology could deliver, 
other pieces of the puzzle had yet to fall into 
place. Few technical standards existed that 
might defi ne best practices or even measure 
success. That made it hard to deploy at scale, 
Menon said. Finally, a big plan needs a big 

infrastructure. “Technology is not the only 
component to a smart city. It is also about 
having smart public-private partnerships, 
smart planning, the integration of physical 
infrastructure into digital infrastructure.”

Taken together, these diverse factors 
have pushed a rethink in the smart city 
program. No one talks about saving 
billions anymore. Now we talk about 
traffi  c lights, trash pickup — the incre-
mental wins that over time might move the 
needle in the direction of better manage-
ment and ultimately better living.

FIRST THINGS FIRST

All this brings us to the present 
day. No one doubts the smart city 
ambition is going to revolutionize urban 
management, but it’s going to happen 
incrementally. What does this mean, in 
practical terms? Forrester’s Belissent laid 
out a likely roundup of the low-hanging 

fruit that will make up initial smart 
steps in most cities. In fact, many such 
deployments are already up and running.

LIGHTING
There’s an immediate cost savings 

in going to LED, but the possibili-
ties go further. Light posts become real 
estate to host Wi-Fi, a place to mount 
air quality sensors, and stations for 
attaching cameras that may manage 
security, traffi  c or pedestrian activity. All 
that data can drive economic develop-
ment and help to determine real estate 
values. Not bad, for just a lamppost.

TRANSPORTATION
Data-driven decision-making can help 

improve not only commuter traffi  c manage-
ment but also the scheduling and routing 
of public transportation, not to mention 
optimizing pedestrian and bicycle paths.

F I N D I N G  I T S  C E N T E R
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As municipalities have scaled 
back their smart city ambitions 
— from grand plans to more 
modest projects — a space has 
opened up for niche vendors. 
No longer the sole realm of big-
name corporations, smart city 
technologies are increasingly 
being purveyed by niche suppliers.

One such vendor is 
AutoGrid Systems of Redwood 
Shores, Calif., whose products 
analyze energy data generated 
by smart meters, building 
management systems, voltage 
regulators, thermostats and 
other equipment.

The niche play fi ts into local 
governments’ overall plans. “The 
smart city evolution is happening 
alongside this evolution in the 
electric grid. So cities view 
our technology as a tool to 
integrate all of these sources of 
energy,” said Quique Schwarz, 
vice president of products and 
analytics at the 50-person fi rm.

As niche players, fi rms like 
AutoGrid promise to deliver a 
level of specifi c expertise a bigger 
provider might not possess. “We 
work with just this problem, so we 
are able to suggest best practices 
that we see globally,” Schwarz said.

AutoGrid is hardly alone in its 
eff orts to carve out a space in the 
shadow of the giants. Consider 
the recent Smart City Expo World 
Congress in Barcelona, which drew 
some 450 exhibitors, many of them 
niche companies like BreezoMeter 
(air pollution); Atos Worldgrid 
(energy management); Dimenteq 
(GIS solutions); and Black and 
Veatch (engineering, procurement 
and construction services).

“There is this fascinating, 
complicated ecosystem 
developing, and it is the perfect 
time for these niche players to 
have a place at the table,” 

said IDC analyst Ruthbea 
Yesner Clarke. “The big vendors 
have the technology in general, 
but they may not have the 
specifi c expertise.”

There is “a lot of jockeying 
right now,” as smaller players 
look to forge alliances and stake 
out their positions. But many of 
those players won’t stay small 
for long. “We will start to see 
some interesting acquisitions 
happening as soon as these 
markets get more mature, once 
the cities start getting specifi c 
budgeting for this,” she said.

R O O M  F O R  A L L

I SION, BUT WHEN THEY STARTED TO DEPLOY 
N OT FULLY DEVELOPED AND RUGGEDIZED.”
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Platform decisions made up front could 
determine the success of later eff orts. Smart 
initiatives are more likely to succeed if 
elements such as education management, 
transportation and public safety all share a 
common core of technology, Cherkis said.

For many the key here will lie in a 
systems-wide migration to the cloud. “When 
we talk about smart cities, the cloud is what 
gives us the scale and the computational 
horsepower to do it,” Willson said. In addi-
tion to enabling sheer volume, the cloud 
also can off er a shared workspace, one that 
fi nally breaks down the silos that have long 
hindered interdepartmental collaboration.

In the smart city trajectory, sweeping 
ambition has given way to more modest 
goals. We’ve gone from the City of Tomorrow 
to an improved parking system. Maybe there 
is a third way, an approach to smart cities 
that fi ts like Baby Bear’s chair: just right.

AT&T envisions such an approach with 
its Smart Cities Framework. In this model, 
AT&T teams with a range of partners — 
Cisco, Deloitte, Ericsson, GE, IBM, Intel 
and Qualcomm Technologies — to strat-
egize with a city and pull together three to 
fi ve manageable projects, which are then 
deployed in a limited geography: 10 blocks 
on a college campus, or the west end of 
Dallas. It’s bigger than a one-off  but still 
more manageable than a grand sweep.

“If we can prove it can be done over a 
narrowly defi ned area, that gives the city the 
ammunition to go to their key stakeholders 
and show that three to fi ve solutions do 
add more value than siloed point solutions 
deployed departmentally,” said Mike Zeto, 
AT&T’s Smart Cities general manager. “You 
show that a holistic strategy can be deployed 
and proven. Then you can raise the funds 
you need to take the key learnings from that 
framework and deploy them across the city.”

Even as the scope of the smart city ambi-
tion has been scaled back, IT managers have 
more fi nely honed their ultimate ambition: 
to make life better. “Today it’s not just about 
servers and routers,” said Menon. “Now 
the city managers and deputy mayors are 
talking about outcomes. How can I decrease 
congestion? How can I create a better 
tourist experience? This is a very diff erent 
conversation than we’ve seen in the past.” 
adam.stone@newsroom42.com

Asset management tools helped Miami-
Dade assess and remediate shortcom-
ings in the system. Offi  cials then realized 
they could apply these same tools to 
optimize public transportation routes, 
overhauling a bus scheduling system 
built 50 years ago. That transporta-
tion data in turn helped to show where 
people congregate, which then led to the 
implementation of tools in public safety, 
from criminal activity data collection to 
electronic casebooks for police offi  cers.

Lesson learned? “You’ve got to start 
somewhere,” Dixon said.

Within the city’s IT leadership, “some-
where” may begin not with lampposts or 
water meters, but rather with an internal 
infrastructure in need of modernization.

“Most cities so far have been trying to 
fi gure out how to squeeze effi  ciencies out 
of the systems they have,” said Microsoft’s 
Willson. For more mature IT organizations, 
the implementation of smart tools will 
have to come hand in hand with a smart-
ening up of IT’s underlying bone structure. 
“Now they are trying to fi gure out: What is 
the platform position they need to take to 
move forward? They are trying to under-
stand the Internet of Things, to understand 
big data, in order to understand how all 
of these things are going to fi t together.”

Decisions regarding platform will be 
a key element moving forward, said Joel 
Cherkis, global vice president at Oracle. 
“Platform doesn’t necessarily mean the 
‘platform as a service,’ although that is its 
own component. It also points to their 
underlying infrastructure,” he said. “How 
is information managed within the city 
from a security perspective? It’s also about 
interoperability from the data perspective.”

PARKING
Embedded sensors already track 

available spots on the streets in a growing 
number of cities, connecting motorists 
to nearby parking options. Why not also 
connect drivers to other nearby services 
and amenities too? 

It’s not exactly that cities are thinking 
smaller. Better to say that they are being 
strategic, setting their sights on the projects 
that are technologically, economically and 
politically doable, as well as those that best 
meet constituent needs. In particular, they 
are eager to identify projects that may have 
some tangible ROI. Oubari points to digital 
lighting as a way to save on energy costs 
without a vast capital outlay. (Verizon will 

build in the upgrade as a monthly cost.) 
Likewise, digital banners downtown can 
generate advertising revenue while simul-
taneously energizing revitalization eff orts.

IBM’s Smarter Cities program off ers a 
road map to spur thought among public-
sector leaders. Planning and management 
projects might include public safety and 
government administration. Infrastructure 
improvements include water and energy 
initiatives. “People” solutions embrace 
health care and education. From these broad 
headings, technology planners can drill down 
to specifi c elements that seem most doable.

One example of how this plays out in 
practical terms can be seen in IBM’s initia-
tives in Miami-Dade County, Fla. It started 
with problems around water distribu-
tion. Data collected from smart sensors 
found that the county itself was the biggest 
consumer of water. The park system alone 
drank up roughly 360 million gallons of 
water per year at a cost of about $5 million.

“When we talk about smart 
cities, the cloud is what gives us 
the scale and the computational  

horsepower to do it.”
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With cloud deployments on the rise, this issue of 
Converge explores how K-20 institutions are adopting 
innovative solutions to improve student services, 
deliver rich content and enable blended learning. www.centerdigitaled.com/Converge/Q12016 
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There is another actor waiting 
in the wings, watching as 
the smart city struts around 
on the stage, bathed in 
a national spotlight.

Such is the existence of 
the smart state: following the smart city 
movement, helping where it can and all the 
while working to build itself an identity.

Smart states today seem to have a dual 
role. They are the setting for smart cities, 
and might well become an important 
driver behind the creation of the smart 
city in America. And though the idea of the 
“smart state” might not have as much buzz 
around it, state governments are starting 
to take up the idea of pursuing more data-
driven approaches to their work, sepa-
rate from local government operations.

THE REALITY OF TODAY
Much of government IT work, espe-

cially at the state level, doesn’t revolve 
around headline-grabbing, cutting-
edge projects. No, public IT profes-
sionals will alternately describe their 
day-to-day operations as “keeping the 
lights on” and “putting out fi res.”

“The larger, broader policy discussions 
sometimes get put on the back burner,” 
said Amy Glasscock, a senior policy 
analyst at the National Association of State 
Chief Information Offi  cers (NASCIO).

Glasscock’s work as of late has been 
devoted to understanding the role of 
concepts like smart government and the 
Internet of Things (IoT) at the state level.

So far, it seems those concepts aren’t 
too prevalent on states’ radar. NASCIO’s 
most recent survey of IT professionals 
from 47 states and territories found that 
76 percent of respondents were not having 
formal discussions about IoT applications, 
data collection and security. Of those 

By Ben Miller

A PLACE 
IoT projects in cities grab most of the headlines, but 
what role do states play in the push to get smarter?
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who did say they were having state-level 
conversations, about 25 percent said their 
IT plan referenced IoT.

Nobody participating said they’d 
formally adopted IoT policies.

Glasscock sees a couple possible 
reasons for that. One is simply the 
nature of IoT as an emerging fi eld 
— one in which the return on invest-
ment might not be totally clear.

“When it comes to big initiatives, 
everyone wants to know: How much 
is it going to cost?” Glasscock said.

Another reason might have to do with 
the ways IoT is used. Cities are fi nding 
myriad useful applications of ubiquitous 
connectivity, things that fall very much 
within the scope of municipal work. In 
the San Francisco Bay Area, city CIOs are 
beginning to install sensors in parking 
spots that can feed information into a 
platform telling citizens when and where 
parking is available. In Chicago, the 
researchers behind the Array of Things 

project are hoping to use sensors for tasks 
like identifying fl ooding in real time.

“The services that cities provide might 
lend themselves well to IoT applications,” 
said Glasscock.

STATES AS CITY COORDINATORS
But that doesn’t mean states won’t 

touch IoT. Indeed, many think that states 
can act as a nexus point for local govern-
ment to make “smart” projects better.

Take roads, for example.
“We have state roads [and] we have 

city roads, but they all cross and connect 
with each other,” said David Fletcher, 
chief technology offi  cer for the Utah 
Department of Technology Services.

Whenever Utah digs up a road, Fletcher 
wants to seize the opportunity to lay down 
fi ber. That will support connectivity in 
the long run — a central component of 
the Internet of Things — and provide a 
possible resource for cities in the future. 
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Another example is water. Utah 
might get a lot of its water from snow-
pack that falls in the mountains, but 
then it fl ows down to cities, towns and 
farms where humans and animals use it. 
There are many diff erent government 
entities involved in managing water, 
and Fletcher sees the state as a natural 
point to coordinate those eff orts.

“We have sensors throughout the state 
that track snow levels, and they report on 
those snow levels in real time,” he said. 
“And then we also have sensors that track 
stream fl ows so we know how much water 
is coming down, how much is going to be 
available. The state and federal govern-
ment manage reservoirs that become water 
resources for cities and localities, and so we 
all work cooperatively to track the avail-
ability of the water — how much is used 
by agriculture versus urban use so that we 
know there’s enough for various uses.”

Cities help with those eff orts by giving 
the state local water data, and the state 
handles the dissemination of that infor-
mation to other government entities that 
can use it. And as more and more sensors 
are added to the network, the insights the 
state can glean from it will only improve.

Helping to coordinate regional eff orts 
between cities has another advantage, 
according to Illinois CIO Hardik Bhatt. 
“We can bring a few municipalities in 
the state together and provide their 
services from a single operation center 
so they can reduce overhead,” he said.

It goes back to Fletcher’s point 
about roads being connected across 
government jurisdictions: Trans-
portation is one area where it makes 
sense for cities to work together.

Call that doubly true in Chicago-
land, a conglomeration of municipali-
ties that can extend all the way into 
Wisconsin and Indiana depending on 
your preferred defi nition. One of Bhatt’s 
ideas leading state IT eff orts is to consoli-
date city traffi  c signal centers together 
to help create optimal traffi  c fl ow.

“If we can start pooling the services 
together, bringing them closer together 
to where they can be managed easily 
and centrally, you can … keep an 
eye toward effi  ciency,” he said.

STATES AS SMART CITY ENABLERS
An adjacent role states play is in 

enabling cities to undertake “smart” proj-
ects. California’s Department of Tech-
nology has made that a central mission 
by treating itself as a business. To Chris 
Cruz, chief of operations for the depart-
ment, cities and counties are clients 
who buy services, and the department 
spends much of its time and resources on 
customer service to make sure its prod-
ucts are working for those customers.

“We go out and compete for that busi-
ness just like some of the other private 
data centers would,” Cruz said.

One of the department’s big pushes 
is called CalCloud. Through the service, 
local government entities in California 
can buy cloud hosting on state-controlled 
servers, which allows them to cut costs 
while relying on the state for security.

Launched in 2014, that part of 
CalCloud appears to be catching on. 
Cruz said the number of customers 
with hosting agreements doubled from 
14 to 28 between 2014 and 2015.

“We’re driving more adoption every 
day,” he said, “and there’s more service 
requests coming in each week.”

Another 40 are using CalCloud’s 
vendor hosting services. Through that 
program, the department takes on the 
responsibility of approaching a vendor, 
negotiating prices and buying services or 
licenses from that company. Because so 
many local government entities partici-
pate in the program, the department 
can negotiate volume pricing — which 
it has already done with Salesforce.

The department also has worked to 
help cities build themselves smarter. That’s 
through a cooperation with the Gover-
nor’s Offi  ce of Planning and Research. 
According to Scott Gregory, the depart-
ment’s geographic information offi  cer, 
the initiative is meant to provide guid-
ance to cities developing general plans.

“Local government can access authori-
tative data content from the state, for 
example: Where are the known fl ood-
plains in the state? Where are the known 
earthquake faults?” Gregory said.

Cities can then submit their general 
plans back to the state for help and 

guidance, which can encourage smart 
growth in areas ranging from energy 
consumption to water management.

In addition, the department has an open 
data platform to make useful informa-
tion available to local government enti-
ties within California, which Gregory 
said will support smart city projects.

“[That helps] these smart city initia-
tives move toward modernizing design, 
modernizing their approach to initia-
tives that then touch the IT … sectors,” 
Gregory said. “So for example, things 
like sensor networks, sensors that help 
us understand traffi  c throughout the 
region, things like energy usage and smart 
grid, being able to understand what our 
energy consumption is throughout build-
ings and then conversely what happens 
with greenhouse gases after that.”

SMART STATES
Aside from helping cities get smart, 

states are beginning to craft strate-
gies to become “smart” themselves.

In fact, that’s a big goal for Bhatt — 
one of the few state CIOs working on an 
offi  cial smart state strategy, supported 
by Illinois Gov. Bruce Rauner.

“The idea is over the next three years 
we want to be not only the smartest 
state in the U.S., but our competition 
is Singapore, Dubai and others,” said 
Bhatt. “And I think we can do that.”

Part of that is consolidating opera-
tions. Much like bringing cities together 
to achieve effi  ciency, Bhatt said breaking 
down silos between departments can 
help state government run smoother.

After taking the role of CIO, he identifi ed 
62 data silos in Illinois state government. 
“If you think about creating a depart-
ment out of 62 existing silos, it’s kind of 
like mergers and acquisitions,” Bhatt said. 
“So you’re working on streamlining.”

There are also services that states tend 
to handle more than cities — transporta-
tion, health and human services and water 
management. While states work with local 
government on all those services, they 
are also the places where public-sector 
IT thought leaders see opportunity for 
smart states to carve out an identity.

For instance, state operations often 
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require fl eets of vehicles. Bhatt said those 
vehicles can be managed effi  ciently, much 
in the same way that airports coordi-
nate the comings and goings of planes 
through central command centers.

“We have a huge fl eet of satellite vehicles 
between the cop cars and everything 
else,” he said. “So we’re looking at how … 
we apply those principles on our side.”

Smart transportation today can mean 
establishing multi-jurisdiction control 
centers, which Utah has already done. But 
tomorrow’s smart state transportation 
eff orts might have to take into account things 

like connected vehicles and self-driving 
cars. The U.S. Department of Transporta-
tion is moving full steam ahead on those 
eff orts, having put up millions of dollars 
in funding for government entities to test 
vehicle-to-vehicle and vehicle-to-infra-
structure connections. The agency has also 
started the rulemaking process to require 
new cars to support those capabilities.

So in the future, states might be 
using various technologies to coordi-
nate traffi  c fl ow, optimize snow removal 
and build infrastructure smarter.

There’s also a need for states to get 
smart about how they fund their trans-
portation eff orts. Because government on 
all levels in the U.S. is pushing for alter-
native fuel vehicles, it will eventually 
need to fi nd a substitute for the gaso-
line tax that funds road work today.

States such as Oregon and California 
are testing systems that tax people based 
on how much they drive instead of how 
much gas they buy. Though these proj-
ects are only in the pilot phases, one 
approach to measuring miles is plugging 
in connected devices to car ports. Since 
car ports have been standardized since 
the late 1990s, most passenger vehicles 

can accommodate the devices. And those 
devices can do more than just report 
miles traveled — they can provide infor-
mation about the health of the car.

Smart state-type water management 
projects are beginning to materialize 
too. Aside from Utah’s coordination of 
data from various water managers, Cali-
fornia has used technology in recent 
years to help its statewide water conser-
vation eff orts amid a historically bad 
drought. The Department of Technology 
launched an application for citizens to 
report the overuse of water toward the 

end of 2015. Since then, it’s received more 
than 10,000 reports through the app.

“The idea is this: You have neigh-
bors, businesses or parks who are over-
watering. We have a modal application 
now that allows citizens to take a picture 
of that, provide a description and then 
send it to the state,” said Gregory.

The state then fi nds the water entity 
responsible for that user and lets them 
know about the potential problem in 
their system. “The key here … is that these 
decisions are data-driven,” Gregory said. “It’s 
not broad-swath here, it’s more surgical.”

That’s a common refrain in any kind 
of “smart government” project, and part 
of why Bhatt said that analytics is prob-
ably the single most important piece 
of technology on his radar today.

In the future, he hopes to apply that 
motif of surgical intervention to health 
and human services in Illinois. Bhatt 
believes that data can help the state 
identify people who use a lot of govern-
ment services, which can then help 
agencies intervene earlier to help those 
people before their problems worsen.

“It’s very tough to know — who are 
those 20 percent of Illinois citizens who 

are using 80 percent of our health and 
human services … and how can we serve 
them more effi  ciently?” Bhatt said.

WHAT DOES IT MEAN TO BE SMART?
With both the federal government 

and cities pushing for “smart” proj-
ects, it might be inevitable that 
states eventually get smart too.

“I think it’s coming, but I think it’s 
something that cities [are ahead of states 
on], being smaller and having the 
kind of services that lend themselves 
to this,” NASCIO’s Glasscock said.

What direction the smart state move-
ment goes in is a diff erent matter, and might 
depend on how states set their priorities.

CIOs like Bhatt see some commonali-
ties between “smart” government projects 
that should serve as guideposts. “At the end 
of the day, it’s how … you use technology to 
improve government effi  ciency and keep 
an eye toward economic goals,” he said.

For Fletcher, that means automation.
“You remove a lot of the human inter-

vention so that ultimately a lot of this is 
machine-to-machine, so that the data drives 
control systems whether that’s in fi re detec-
tion and response, or humidity in buildings 
or smart power systems,” he said. “And then 
it impacts individuals, getting the informa-
tion to individuals and their systems.”

And ultimately, the focus areas of smart 
states are unclear. They might lean more 
toward helping cities or they might sway 
toward state operations.

So is one approach more important or 
prevalent than the other?

“I don’t know that the state CIOs would 
have an overwhelming answer on that, 
one way or the other,” Glasscock said.  

bmiller@govtech.com
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Security, Reliability, 
Behavior and Privacy

Smart city technology relies largely on 
wireless IP networks, which have become 
increasingly vulnerable to hackers. These 
networks interconnect for greater perfor-
mance, like electrical grids to reduce power 
waste, traffi  c management systems to 
reduce congestion across a city’s road and 
highway grid, and smart water systems that 
are designed to improve utility effi  ciency. 

The U.S. Department of Homeland 
Security last year released a study that 
looked at the cybersecurity risks of smart 
cities. The Future of Smart Cities: Cyber-
Physical Infrastructure Risk divided the 
problem into three themes that cut across 
security considerations for smart infra-
structure. First, the “seams” that have 
existed between rural and urban, and 
legacy and new infrastructure components 
are moving or disappearing. As a result, 
the sectors that make up transportation, 
electrical and water systems are becoming 
more permeable and remotely acces-
sible. While this increases connectivity 
and speeds up data fl ows, it also stretches 
the borders that cities must secure.

Second, the report raised concerns about 
“inconsistent adoption” of smart technologies 
because of limited resources or consumer 

willingness to use the technology, such as 
autonomous vehicles. An uneven transition 
to these technologies raises issues about 
security vulnerabilities, like “blind spots” 
where old and new technologies haven’t 
fully merged and are able to report problems 
that have occurred. There’s also the cost 
issue for utilities that must pay for a smart 
grid solution while maintaining a manual 
backup system in case things go wrong.

Third, smart city systems reduce human 
interaction in order to maximize computer 
effi  ciency. As cities shift to data-driven, 
sensor-based solutions, the number of secu-
rity access points will only increase while 
manual override systems are reduced and 
human skills to run the systems atrophy.

There’s another consideration with over-
reliance on smart systems to run critical 
pieces of infrastructure or to increase 
the effi  ciency of city services. Something 
could go wrong. Just think of the assump-
tions that were built into HealthCare.gov 
that resulted in it crashing when too many 
people logged on. Similarly, Y2K is a classic 
example of a software bug that was buried 
deep in just about every mainframe in 
the world, a fl aw that cost companies and 
governments more than $300 billion to fi x.

These are the sorts of problems that can 
occur when software programs are deployed 

Risk Factors
Concerns grow about security, 
privacy, reliability and governance 
in smart city technologies.
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By Tod Newcombe /  Senior Editor

The demand for smart city tech-
nologies shows little sign of 
slowing down, which comes as no 

surprise. Cities are growing in size and 
population, and the need for digital tools 
and systems to help manage everything 
from traffi  c and public safety to garbage 
and parking meters continues unabated. 
Technology spending for the global smart 
city market is expected to reach $27.5 
billion by 2023, according to market 
research company Navigant Research.

But as urban centers expand their reli-
ance on automated sensors and algorithms 
that improve productivity, sustainability 
and engagement, they increase risks of 
data security breaches, vulnerabilities to 
invasions of privacy and concerns about 
software reliability. And as cities rely more 
on data to drive their decision-making, 
it raises the concern that technocratic 
governance could begin to replace the 
traditional political process that’s more 
deliberative and citizen-centered.

So far, problems with smart city tech-
nology have happened at a slow pace, but 
some of the incidents have been alarming. A 
software bug closed down San Francisco’s 
subway system three years ago, temporarily 
trapping some riders underground. In 2006, 
during a labor strike, two Los Angeles traffi  c 
engineers were accused of hacking smart 
traffi  c light systems that created gridlock 
that lasted for several days. In 2012, the 
traffi  c management system for a major 
artery in the port city of Haifa, Israel, was 
also hacked. And two years ago, a researcher 
at a security fi rm blogged about how easy it 
was to hack into Washington, D.C.’s traffi  c 
signals, which lacked any security controls.
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But the opportunities for benefi ts from 
the tech are too strong to ignore. Instead, 
public offi  cials, CIOs and technology part-
ners need to take a more comprehensive 
approach to reducing the potential for 
risk, while continuing to move forward. 

Cesar Cerrudo, chief technology offi  cer 
with security fi rm IOActive, recommends 
cities test systems and devices for security 
fl aws before activating them. “A simple 
checklist for encryption, authorization and 
authentication as well as software updates 
will make a big diff erence,” he said at the 
2015 RSA Conference. He also recommends 
that cities pressure technology vendors 
to provide comprehensive and timely 
security documentation and response.

While states and cities should try to 
ensure the digital systems that manage 
water, power and transportation infrastruc-
ture are secure, the DHS acknowledged 
in its study on smart city vulnerabilities 
that it must play a key role too. “The DHS 
can assist in the development of standards 
and regulations, helping to ensure consis-
tency across sectors and geographic areas. 
Strategic communication and engagement 
may infl uence a more secure evolution of 
cyberphysical infrastructure as smart cities 
adopt technologies at varying rates. DHS 
can also facilitate or direct federal assis-
tance to state and local governments.”

Anticipating the need for a more robust 
response to risk factors, a number of 
researchers from some of the leading IT 
security fi rms have created the Securing 
Smart Cities initiative to act as a consulting 
service to local governments that are looking 
to improve their infrastructure with tech-
nology. The nonprofi t, founded last year, acts 
as a communication hub between govern-
ment offi  cials, companies and media outlets, 
with the goal of educating and spreading 
information pertaining to city cybersecurity.

At the same time, offi  cials must start 
thinking about what truly makes a smart city 
work for the good of its citizens. “Ignoring 
or deliberately avoiding smart city tech-
nologies is not a viable approach; nor is 
developing smart cities that create a range 
of harms and reinforce power imbalances,” 
wrote Kitchin. “Rather, we need to create a 
particular kind of smart city that has a set of 
ethical principles and values at its heart.” 

tnewcombe@govtech.com

mation and household-level data about 
citizens, and link the information together 
to create profi les of people and places in 
order to make decisions about them, wrote 
Kitchin, in his 2016 report, Getting Smarter 
About Smart Cities. One major risk factor 
are the smartphone apps, upon which 
many smart city services rely on to work. 

“Each smartphone has unique identi-
fi ers that can be accessed and shared by 
apps, some of which can be captured exter-
nally via Wi-Fi or Bluetooth signal. These 
identifi ers can be used to track the phone 
and, by association, its owner. Although 
the IDs are pseudonyms, they act as very 
clear personal markers that have a range 
of other information attached to them, 
such as phone numbers, email accounts, 
messaging logs, address books, social media 
accounts, credit card details, etc., as well 
as inferred information such as home and 
work addresses,” Kitchin pointed out.

Technocratic Governance
Perhaps the least understood, but poten-

tially most worrisome risk with smart city 
technology is the need for analytical soft-
ware to interpret the vast fl ows of informa-
tion from sensors and other data collecting 
systems. As the reliance on data analytics 
grows, there are concerns that technology 
could measure and monitor all aspects of 
city life, implying that cities are rational 
machines rather than a complex system 
full of problems and competing interests.

Such a viewpoint “promotes a strong 
emphasis on creating technical solu-
tions and overly promotes a top-down 
technocratic form of governance, rather 
than political and social solutions and 
citizen-centered deliberative democ-
racy,” wrote Kitchin. The worst fear is 
that smart city solutions could be turned 
against citizens should the political land-
scape shift from a benign democratic 
form of government to an autocratic one. 
Imagine a scenario in which a smart city 
in the hands of a repressive regime turns 
public safety and transportation moni-
toring sensors into surveillance tools.

Dialing Down Risk
Given the broad range of risks, it’s easy 

to become an alarmist about the future of 
smart cities and to throttle back some of the 
initiatives that are underway or planned. 

with “potentially buggy, brittle and hack-
able urban systems, which create systemic 
vulnerabilities across critical infrastructure,” 
wrote Rob Kitchin, a professor at Maynooth 
University in Ireland who specializes in 
smart city and urban infrastructure issues. 

Then there’s the concern about using 
technology to squeeze maximum effi  ciency 
from infrastructure that might be decades 
old. If a problem occurs, can a sensor-
based water system shut down properly or 
does it fail catastrophically? The primary 
cause of the 2003 Northeast blackout was 
a software bug in the alarm system in an 
energy company’s control room that led 
to a catastrophic shutdown of the elec-
trical grid, aff ecting 55 million people.

“Large sections of America’s infrastruc-
ture are already crumbling. When you take 
something so fragile and add another level 
of complexity to it, such as smart tech-
nology, it’s going to be even harder to main-
tain,” said Kevin Desouza, associate dean 
of research at the College of Public Service 
and Community Solutions at Arizona State 
University. The best solution to making old 
infrastructure smart is to completely rebuild 
it. “But I don’t see that happening, given the 
fi scal resources in our government,” he said.

One objective of smart city technolo-
gies is to gather data that can measure the 
real-time awareness of people and activi-
ties and then feed information about the 
impact of those activities back to decision-
makers. Using what’s known as “behavior 
economics,” public offi  cials can initiate 
policies that will hopefully modify behavior 
for the common good. Predictive policing 
is one example. Another involves speed 
monitoring devices to encourage people 
to drive more slowly in residential neigh-
borhoods. But used the wrong way, these 
intelligent systems can lead to bad policies.

“It’s one thing to gather data and use 
analytics that lead to more intelligence to 
nudge a person’s behavior in an ethical 
way, but it’s something else when you force 
someone to do something that constrains 
their behavior,” Desouza said. He cited poli-
cies that might discriminate against a certain 
class of people based on data gathered about 
their profi le, forcing them to pay more for 
services or receive fewer public benefi ts. 

Privacy is the other major concern with 
smart city technologies, many of which 
can capture personally identifi able infor-
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spectrum More research, more science, more technology.
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A team of University of Washington 

computer scientists and electrical 

engineers has created a passive Wi-Fi 

system that consumes 10,000 times 

less power than conventional methods. 

This development could help enable 

the Internet of Things — as traditionally 

“dumb” devices become connected, they 

can communicate using Wi-Fi without 

consuming much more power. 

In response to fi ndings that nearly 

one-third of patients in low-re-

source settings, like rural areas and 

small cities in developing countries, 

suff er from surgical-site infections, 

researchers at Rice University 

developed a way to bring off -grid 

sterilization to those in need. Called 

Sterile Box, a sterilization station is 

built into a standard shipping con-

tainer and contains all the equip-

ment required to prepare surgical 

instruments for safe reuse including a water system for decontamination and a solar-powered 

autoclave for steam sterilization. The box will be tested in a clinical setting next year in Malawi, 

Africa. SOURCE: TREEHUGGER

Safer Surgeries

Send Spectrum ideas to Managing Editor Elaine Pittman, epittman@govtech.com, twitter@elainerpittman

Batter Up
One of America’s most 
beloved pastimes has 

received a high-tech 
upgrade. Starting this 

season, baseball players 
can don wearable devices 

during games to monitor 
their heart and breathing 

rate as well as track 
elbow stress. The devices 

approved by Major 
League Baseball, the 

Zephyr BioHarness and 
Motus Baseball Sleeve, 

track a player’s habits to 
provide early detection 

of potential injuries. 
SOURCE: ENGADGET

<10,000

A VOTE FOR BLOCKCHAIN? The problems plaguing voting machines 
have been widely reported as the 2016 General Election nears. A majority of the country’s 
current machines are outdated and potentially insecure. A possible solution lies within the 
technology powering the digital currency Bitcoin — blockchain — and one company is taking 
steps to see that become a reality. Blockchain Technologies Corp. says its blockchain voting 
machine is secure and transparent. Ballots are scanned by the company’s software and results 
are uploaded to the blockchain as they’re tabulated, creating an audit trail to back up paper 
records. While the tech isn’t in use by a government agency yet, the Libertarian Party of Texas 
State Convention used the system to track its elections in early April.  SOURCE: ECONOTIMES
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Paul Taylor is the chief content 

officer of e.Republic, Government 

Technology’s parent company.

Hear about the latest tools and 
tips in the GovTech Social podcast 
www.govtech.com/social

 A ll those earbud-wearing 
commuters, exercisers and cubicle 
dwellers are listening in increasing 

numbers to podcasts. Pew Research reports 
a quarter million podcasts netted 1 billion 
downloads in 2015, making them legitimate 
rivals to terrestrial radio. The intriguing 
possibility is that they could be listening 
to you — if only you had a podcast. 

One of the surprises of producing the 
GovTech Social podcast for the last year is 
the question we hear from public offi  cials 
and PIOs: How do you do one? There are 
books and blogs and, yes, podcasts about 
podcasting. But the folks who contacted us 
wanted a cheat sheet. Here it is, presented 
as a Letterman-esque Top 10 list. 

#10 Be About Something, 
Not Everything 

People may or may not be interested in how 
the city is doing in general, but they will 
be much likelier to listen and subscribe to 
podcasts that are focused on things they 
care about. Podcasting is not necessarily 
narrowcasting but it is focused-casting.

#9Listen Before You Speak
Your podcast may not be the next 

Serial or RadioLab, but you can learn much 
from both of their styles as well as those 
of others, including ELGL’s GovLove and 
civic-minded or specifi c subject-matter 
podcasts. Decide what you like, what you 
don’t like, and then brainstorm around how 
you can do more of one and less of the other.

#8Starting Cheap = No Harm, No Foul 
Launch and learn sounds a lot like 

crash and burn. But that can be OK as long 
as you fail early and inexpensively. There are 
plenty of no- or low-cost tools for recording 
and editing audio. (Audacity is free, Rogue 

Amoeba is cheap and easy, and Hindenburg 
is way too good to cost as little as it does.)

#7  Get on Your Listener’s Player 
By itself, posting an audio fi le on a 

server is not podcasting. There needs to be 
an automated way for subscribers to get it 
on their phones or media player. Stitcher 
and iTunes are great and there are free ways 
to syndicate them, but they only work with 
properly confi gured RSS feeds. A service 
called clyp.it lets you record and share audio 
all from one place for free. Libsyn is the gold 
standard — robust, fl exible and aff ordable.

#6 Sound Quality Matters 
Having guests on the phone is fi ne; 

having all the hosts on the phone makes 
it sound like a party line. Skype, Google 
Hangouts or Zoom all sound diff erent 
than phone lines — each has its benefi ts 
and limitations. Experiment until you 
fi nd a combination that sounds right to 
you. Avoid cellphones if possible. Get a 
decent microphone for the host — $99 
can get you a lot — and a telephone 
intercept for recording phone calls.

#5 Your Cover Image Is Your 
First Impression 

It can be simple, but you need a podcast 
cover image. The city seal if necessary, the 
agency logo if you must, but would you 
listen to something that looks like your 
water bill? Plus, iTunes and Stitcher both 
require cover art, with a minimum size of 
1500x1500, be in place when you submit 
your podcast for inclusion on their indexes.

#4Tap Your Hive Mind 
On the content side, be on the lookout 

for people who do interesting things in 
interesting ways. They may be two cubicles 

down from you or on your newsfeed. The 
fi rst rule of interviewing still stands: Ask 
people only about what they know. Better still, 
ask them only about what they love. On the 
distribution side, share news of a new episode 
with the word “listen” in the slug, a catchy 
headline, and extend your reach by lighting 
other people’s social graphs through use of @ 
mentions and hashtags. Give back by providing 
show notes with links so your hive can follow 
up on something interesting without having 
to look for a pencil to make a frantic note.

#3 Extend the Story
A podcast is not the audio version 

of a press release or newsletter. Avoid 
scripting interviews but know where the 
story is and allow guests to tell it. When 
you review headlines, bring a point of view 
that extends the story, provides analysis 
and explains how and why it matters.

#2 Podcasts Only Need to Be as 
Long as They Need to Be 

You don’t have to stretch to hit a particular 
time mark. Few things are as annoying 
as a podcast that struggles and stretches 
just to get to a preordained time mark. 
It’s always quality over quantity. If a 
question or segment doesn’t work, cut it.

#1Be Yourself or Somebody Else Will 
You are not going to be Terry Gross, 

Luke Burbank, Megyn Kelly or Farnoosh 
Torabi. Be yourself. Get comfortable with 
your subject matter, your co-hosts (if you 
have them) and yourself. Be authentic 
(because they know when you’re faking it), 
be smart (but don’t try to prove it), be brave 
(by asking that uncomfortable question) 
and be funny when you can (but don’t force 
it). Oh yeah, you are going to hate the way 
your voice sounds. Everybody does. 

Beyond the Sound Bite
Ten steps to successful podcasting on the cheap.
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product news By Miriam Jones |  Chief Copy Editor

For more product news, log on to explore Government Technology’s Product Source.  govtech.com/products

Send product review ideas to mjones@govtech.com, twitter@mjonesgovtech

Intelligent Recording 
Speech Processing Solutions introduces the Wi-Fi 

SpeechAir smart voice recorder, which is designed 

for ease of use with a touchscreen and slide switch, 

as well as an integrated camera that can scan barcodes 

(making it suited for health care). It has three precision 

microphones for high recording quality, ergonomic single-

handed slide-switch control operation, remote administration, 

long-lasting rechargeable batteries and data security through 

real-time encryption. Its 360-degree microphone is ideal for 

recording meetings and dictations; the directional microphone 

helps cancel noise and is specifi cally designed for ambient-sound 

environments, while a third microphone allows VoIP phone calls. The 

recorder’s antimicrobial and shock-proof housing with Gorilla Glass make 

it appropriate for tough environments. www.dictation.philips.com
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 Small but Mighty
The WEY Group’s UltraFlex 

Mini PC is a minicomputer with 

the size of a graphics card and 

the performance of a full-sized 

desktop PC. It is available with 

Intel i3, i5 or i7 CPUs. The solid 

state drive storage ranges from 

30 to 980 GB, and memory 

ranges from 4 to 16 GB. The 

tiny, effi  cient PC is suitable 

for use in demanding work 

environments where space is 

limited, such as airport towers, 

trading fl oors, broadcast trucks 

and most kinds of vehicles. 

The PC interfaces include two 

SATA II/III, a PCI Express x16, 

three to seven Mini DisplayPo-

rts, two USB 3.0 SuperSpeed, 

and two RJ45 for dual Gigabit 

Ethernet network connec-

tions, as well as a 16-bit stereo 

audio-out and a microphone or 

jumper-controlled line-in. 

www.weytec.com

 Boardroom Share
Light Blue Optics’ Kaptivo is designed to turn any whiteboard into an online sharing 

tool. The Kaptivo accessory gives clean, sharp images that are ready to share or stream 

wirelessly, or share as a PDF. The device’s digital CMOS camera eliminates other images 

such as shadows, hands and refl ections. Using a secure invitation, anyone can access the 

user’s whiteboard via their Web browser or mobile device with the Kaptivo companion 

app. Participants can view the whiteboard evolving in real time and rewind to any point of 

the whiteboard’s timeline using the history feature. www.lightblueoptics.com
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By Daniel CastroDATA POINTS 

Daniel Castro is 

the vice president 

of the Information 

Technology and 

Innovation Foundation 

(ITIF) and director of 

the Center for Data 

Innovation. Before 

joining ITIF, he worked 

at the Government 

Accountability Office 

where he audited 

IT security and 

management controls.
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Earlier this year, the Connecticut 
General Assembly was considering 
a bill that would prohibit the 

use of facial recognition technology for 
commercial applications unless companies 
got prior consent from consumers to gather 
that information — a move that would have 
severely curtailed the deployment of the 
technology. Fortunately, state lawmakers 
listened to reason and revised the bill 
so that it now simply requires retailers 
to display signs indicating that their 
establishments use facial recognition. This 
type of reasonable approach to regulating 
new technology should serve as a model 
for state legislators considering regulation 
for other emerging technologies.

Facial recognition is a form of automated 
image recognition that uses computer 
algorithms to uniquely identify an 
individual in a database based on a photo. 
Concerned with the growing accuracy of 
the technology, some privacy advocates 
have argued that facial recognition is a 
threat to privacy and public anonymity 
and have recommended the government 
impose restrictions on both public- and 

private-sector uses of it. 
However, broad 

restrictions on using facial 
recognition could chill 
innovation and prevent uses 
that benefi t consumers and 
society alike. Most people are 
willing to accept limitations 
on anonymity and privacy 
in exchange for security and 
convenience. For example, 

few people mind that a grocery store 
uses cameras to prevent shoplifting, 
since this helps prevent theft and thereby 
lowers prices. Similarly, facial recognition 
technology can help drive down prices by 
making repeat shoplifters easier to spot.

Well meaning laws can often have 
unintended eff ects. For example, some 
organizations are beginning to use facial 
recognition to combat human traffi  cking. 
Undoubtedly, it would be nearly impossible 
to obtain consent from the subjects of 
the millions of photographs that would 
need to be analyzed to fi nd the victims.

Moreover, the concern about new 
technology is often infl ated. For example, 
retailers already know who their 
customers are if the person is using a 
credit card or loyalty card to complete the 
transaction. There’s little real impact to 
consumer privacy if these same retailers 
also use facial recognition technology.

Technology is just a tool, and it can 
be used for both good or ill. The goal of 
legislation should be to protect people 
from harms that result from the abuse of 
the technology, not to stop its use overall. 
By that metric, the original bill was an 
overreaction and would have eff ectively 
prevented Connecticut businesses from 
using facial recognition technology in 
public by requiring them to obtain prior 
consent from every customer entering 
their stores. The new bill scraps that 
approach and instead requires retailers 
and other businesses to display a sign 
so that shoppers are aware that facial 
recognition is being used on the premises. 

To be clear, the new bill is still not 
ideal. While transparency in business 
practices is generally good, by requiring 
retailers to post warning signs, there’s 
an implicit assumption that using facial 
recognition technology is something 
potentially harmful that requires consumer 
notifi cation. Instead, states should abide 
by technology-neutral policies. If they 
want to require retailers to post a sign, 
they should do so for all surveillance video 
recordings, not just those using facial 
recognition. Even if legislators simply 
want to ban retailers from tracking the 
movement of customers in their stores, 
then it should prohibit that practice across 
all technologies, including other forms of 
biometrics. But it should not play favorites.

A better approach would have been for 
lawmakers to look at what specifi c harms 
they were actually trying to address, such as 
harassment or defamation, and make laws 
prohibiting those uses. Still, Connecticut 
lawmakers deserve credit for not letting 
those peddling fear run the show and 
focusing on the issue most salient to them. 

As my colleague ITIF Research 
Assistant Alan McQuinn and I have written 
before, the privacy panic cycle — a term 
used to describe the increasingly alarmist 
rhetoric around new technologies — 
often dominates the politics of emerging 
technologies and causes lawmakers to 
overreact to perceived fears. Overcoming 
this cycle of fear requires policymakers 
to act thoughtfully, without passion 
or prejudice. Other states would be 
wise to follow Connecticut’s path. 

Overcoming the Privacy Panic Cycle
State legislators step back from the brink on a bill that would limit facial recognition technology.
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By Kristy DaltonGOVGIRL ON SOCIAL 

O ne of the lessons I like to teach 
is that it’s OK to have fun on 
government social media. 

However, some social media managers 
aren’t given the leeway to try new things. 
Sometimes, the best way to get your 
elected offi  cials or management to allow 
you to embrace a particular approach is 
to show them solid examples of agencies 
that are rocking it. While it’s best to 
have an eye for knowing when levity is 
appropriate, some risk-takers have landed 
on their feet with even risqué posts.  

Get Your Head Out of Your Apps
The Missouri Department of 

Transportation took a gamble on a tweet 
and it paid off . In a plug against 
distracted driving, the agency 
tweeted a photo of an electronic 
freeway sign that read, “Get 
your head out of your apps.”

Although this word play is 
something I’ve seen before, it’s 
bold for a government agency. 
The department admitted 
that it edited this image for 
Twitter, but expressed that 

this was indeed a message placed on 
digital signs along the interstates. 

I like when agencies use humor for more 
than just belly laughs — as the attention-
getter to drive home a message. In this 
case, the state wanted to get the word 
out that distracted driving is one of the 
leading causes of crashes in Missouri.

No Video Footage? No Problem
The Washington State Department 

of Transportation is known for its sense 
of humor on Twitter. In fact, its eff orts 
earned two Golden Post Awards in 
spring 2016, honoring the clever use of 
social media by a government agency.  

Two springs earlier, WSDOT tweeted 
one of my favorite lighthearted posts. 
Just because the agency didn’t have 
any video footage showing a black 
bear that was sighted on the freeway 
doesn’t mean it couldn’t have fun with 
the concept. In a particularly creative 
tweet, the agency noted, “Can’t see that 
black bear in I-90 median on camera, 
but here’s what it may look like.”

Then they proceeded to share a hand-
drawn stick picture illustrating a bear-
like fi gure waving “Hi” from the center 
of the busy freeway. Funny? Check. 
Hundreds of retweets and favorites? 
Check. Growing their audience with 
humor so they have their ear when 
WSDOT needs to share important 
messages? Mission accomplished.

Lost Teddy Bear Showcases City 
Sometimes, being creative on social 

media gives a government agency the 
ability to showcase its community. The 

Downtown Round Rock, Texas, Facebook 
page received thousands of likes and shares 
when it posted about a teddy bear that was 
found at an outdoor community event. 

The agency issued a Lost Teddy Alert 
that mimicked an offi  cial bulletin. The 
creative part is that it also used the teddy 
bear as an opportunity to creatively 
showcase the community using images. 
Pictures were posted of Teddy hanging 
out at popular downtown locations, all the 
while missing his human. Eventually the 
owner was found and the bear was publicly 
reunited with the little girl who lost him 
by the local police and fi re departments. 

I asked Round Rock’s social media 
coordinator, Austin Ellington, to share 
some insight on his approach. He 
explained, “It wasn’t complicated and 
didn’t take hours of planning, but instead 
was an off -the-cuff , spur-of-the-moment 
idea that was born out of an overall 
social media strategy grounded in being 
creative, keeping things lighthearted and 
most importantly … being social in our 
approach to connecting with constituents.”

Was all of this branded as a waste of 
taxpayer dollars? No. The response was 
overwhelmingly positive, and rightly so. 
Economic development and community 
branding bring both industry and dollars to 
cities. Ultimately the teddy bear campaign 
received more than 3,000 likes and shares, 
citizens were happy about belonging to 
the community, and a little girl felt special. 
Pretty impressive results if you ask me.  

Kristy is known 

as “GovGirl” 

in the govern-

ment technology 

industry. A former 

city government 

Web manager with 

a passion for social 

media, technology 

and the lighter side 

of government life, 

Kristy is the CEO 

of Government 

Social Media.

Lighten Up
It’s OK to have a little fun online. Social media messages 

don’t always need to sound like they come from government.
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ArchiveSocial automates the capture and retrieval of records from social 
networks including Facebook, Twitter, YouTube, Instagram, and LinkedIn 
for compliance with state and federal public records laws.

http://archivesocial.com/respond

HOW WILL 
YOU RESPOND?
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GOVERNMENT NETWORK DEMANDS 
ARE GROWING.

See how governments are increasing network capacity to drive 
productivity, effi ciencies and cost savings.

1 Big Five in Overdrive: Are State and Local Networks Ready?” MeriTalk, February 10, 2014.  2 “Top 2013 Trends for State and Local Government,” GovDelivery.   3 “2013 State of the Cloud Report,” CDW-G.

Products and services not available in all areas. Some restrictions apply. Time Warner Cable Business Class is a trademark of Time Warner Inc. used under license. 

©2016 Time Warner Cable Enterprises LLC. All rights reserved.

Get our FREE white paper to see six key trends driving network requirements.

BUSINESS.TWC.COM/GOVERNMENTNOW       888.638.1791 
Navigating the New Government Network

Six Trends Are Rewriting the Rules for Public Sector IT Leaders

Michael Harris
Kinetic Strategies 

In today’s climate, dwindling budgets and increasing citizen demands are driving government agencies to network-based solutions. 

That’s why choosing a partner with the right connectivity solutions is critical to safeguarding mission-critical data and ensuring optimal 

performance across agencies and infrastructures. 

Improve collaboration across locations 
with secure, high-speed connectivity

Reduce expenses in agency operations 
and increase workforce productivity

Protect the availability, usability, and integrity of your 
network and data

Accelerate application development and achieve cost 
savings on hardware, software and maintenance

of government IT 
professionals say mobile 

solutions increase 
productivity.2

of state and local 
governments will 
need additional 
network capacity.1

CLOUD
SOLUTIONS

deliver up to 20% in IT savings 
over 4 years.3
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