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POINT OF VIEW

By Noelle Knell / Editor

People Behind (and in Front of)
the Numbers

T

his month’s issue looks at big data
and analytics, where the technology is showing the most promise,
and offers a handful of common pitfalls
to avoid. What strikes me in considering the content, in aggregate, though,
is how important people are to the successful use of data on any scale.
A couple of years ago, a now former
CIO relayed an example that illustrates
the point. A best practice of leading
colleges and universities is to track
the incomes that graduates of various
degree programs are able to snag postgraduation — a great selling point to
prospective students (and their parents).
Many people don’t know that basketball
legend Michael Jordan was a geography
major at the University of North Carolina,
Chapel Hill. Needless to say, Jordan’s earnings had a bit more to do with his skills
on the court than his mastery of geography due to his studies at his alma mater.
Talk about obliterating the curve. A pretty
simple adjustment would reveal a more
realistic salary picture for UNC geography students. But it goes to show that the
most sophisticated data analytics programs
must rely on smart people to make sure
the outcomes reﬂect necessary context.
In Big Data: All In or All Wrong? (page
16), we look at a few cases where seemingly sophisticated analytics wrought
outcomes that were off base, undesirable

RAISE YOUR

VOICE
Your opinions matter to
us. Send comments about
this issue to the editors at
editorial@govtech.com.
Publication is solely at the
discretion of the editors.
Government Technology
reserves the right to edit
submissions for length.

A N

6

A W A R D - W I N N I N G

or just plain wrong. Answering the question of why is more complex. “It’s less about
the limitations of the technology and more
about the skills of the user,” one analyst told
us. “It comes down to the skills and experience of the people who are setting up the
analytic models and the policymakers who
are there to help interpret the results.”
We also consider one of the latest entries
into the analytics suite — video. There’s too
much (and the staff costs are prohibitive) to
manually analyze it anymore, so law enforcement agencies and other public-sector users
are looking at tools that automate footage for
quick, or even predictive, response. Plugging the Drain on Unemployment Insurance
(page 36) examines how analytics are being
effectively applied to shore up this massive government beneﬁts program, which
lost more than $10 billion to fraud in 2015.
Finally, The Job of Data (page 26)
catalogs the people and titles that are being hired into government to get a handle
on data-related challenges. One interesting
takeaway is the fact that the on-ramp for
smaller jurisdictions into the world of data
science is often the hiring of a chief performance officer, versus the more traditional
chief data officer. In both cases, the focus
is on more effective government based on
an honest look at the facts — an admirable
approach no matter what you call it.

P U B L I C A T I O N
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govtech.com/extra:

tech/bytes

Updates from Government Technology’s daily online news service.

Open for Business
This month Ohio plans to award a contract for a data analytics initiative covering 13 disciplines
based on an 18F-inspired RFP with a hefty goal: upending the way the state does business with
IT vendors. The RFP, released Jan. 5, is aimed at improving the participation of smaller cloudbased analytics companies. Rather than struggling through a typically lengthy RFP process,
state CIO Stu Davis said he and his team began looking at how to streamline the process
and informally partnered with 18F for guidance. The outcome was two pages of notes and
suggested changes that could curtail the lofty requirements and attract a greater diversity of
bidders. Rather than relying on a system of onboarding new contractors annually, Davis said
the new process will allow for more regular updates to the state’s list of service providers.

GETTING STARTED
San Francisco published a “playbook” to
guide other cities in emulating its Startup
in Residence program. STIR, launched
in 2014, invites startups to work closely
with municipal departments to develop
problem-solving technology and services.
Since the program began, San Francisco
has expanded it to a few nearby California
cities. The playbook offers four stages to
setting up a STIR program in a city:
• sourcing and scoping challenges,
• soliciting and selecting startups,
• completing the residency, and
• delivery of the product and celebration.

931,699

“Government as a platform can
change the different apps, if you
will. The same way an iPhone
works, governments are moving
into that model.”
www.govtech.com/quote-March17
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VICTOR STANLEY RELAY ™
S T R E E T L E V E L S E N S I N G ™ & WA S T E C O N T R O L S E R V I C E

150 NEWBURY STREET,
BOSTON, MA

CONTAINER 162
CONTENTS
GENERAL WASTE

LAT. 42.350781
LON. -71.077917

LAST COLLECTED

90% CAPACITY
48 LBS

7/20/2016

COLLECTION
REQUIRED
AVG. TIME BETWEEN
COLLECTIONS

60% CAPACITY
30 LBS

2-DAYS

BATTERY LEVEL

10% CAPACITY

100%

5 LBS

INCREASED
EFFICIENCY

SIGNAL STRENGTH

40%

97%

Sage receptacle: patents pending.

An orderly revolution in waste control.
Since 1962, we’ve been designing, manufacturing and reﬁning receptacles for waste and recycling. Now, our Victor Stanley Relay™ Sensor and Service,
which continuously monitors ﬁll level, is boosting time and cost efﬁciencies for municipalities across the country. Relay also conveys system temperature, weight,
location via GPS and collection status, in real-time and historically, allowing for planning, scheduling, and routing collections much more efﬁciently – an estimated
20-40% reduction in collection expenses. Whether you retroﬁt or make it part of new orders, Relay says a lot about how your community handles waste.
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The tablets store
text in an analog
format to ensure the
information can be
read in the future.
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Each person
who contributes
to the project
receives a token
indicating the
archive’s location.

Burying
Knowledge
By default, the digital world
leaves little physical traces of
the knowledge accumulated
in the 21st century. But the
Memory of Mankind project
seeks to preserve information
by combining technology with
a record-keeping tool that has
proven longevity. Sumerian
stone tablets, surviving more
than 5,000 years, are the
inspiration and an ideal platform
for historical preservation. The
Memory of Mankind team, which
includes academics, universities,
newspapers and libraries, uses a
laser to microscopically engrave
characters on ceramic tablets
that are resistant to heat up
to 2,200 degrees, chemicals,
water, radiation, magnetism
and pressure. Using what they
call “ceramic microﬁlm,” one
version of the tablet can include
5 million characters and the other
50,000 characters along with
photos. The tablets are stored in
Hallstatt, Austria, in a salt mine
that is expected to naturally seal
itself within two generations
and keep the information
safe for decades to come.
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BECOMING DATA SMART By Stephen Goldsmith

Giving a Gentle Push
Tools that mine and analyze data could be the key to effective message-driven nudging.

A

ppealing to the nuances of the
human mind has been a feature
of effective governance for as
long as governance has existed, appearing
prominently in the prescriptions of every
great political theorist from Plato to
Machiavelli. The most recent and informed
iteration of this practice is nudging:
leveraging insights about how humans think
from behavioral science to create initiatives
that encourage desirable behaviors.
Public officials nudge in many ways.
Some seek to modify people’s behavior
by changing the environments in which
they make decisions, for instance moving
vegetables to the front of a grocery store to
promote healthy eating. Others try to make
desirable behaviors easier, like streamlining
a city website to make it simpler to sign up
for a service. Still others use prompts like
email reminders of a deadline to receive
a free checkup to nudge people to act
wisely by providing useful information.
Thus far, examples of the third type of
nudging — direct messaging that prompts
behavior — have been decidedly low tech.
Typical initiatives have included sending
behaviorally informed letters
to residents who have not
Stephen Goldsmith
is a professor at
complied with a city code
Harvard Kennedy
or mailing out postcard
School and director
of the Innovations in
reminders to renew license
Government Program
plates. Governments have
and Data-Smart City
Solutions. The former
been attracted to these
mayor of Indianapolis,
initiatives for their low cost
his latest book is
The Responsive City:
and proven effectiveness.
Engaging CommuniWhile these low-tech
ties through DataSmart Governance.
nudges should certainly

12

continue, cities’ recent adoption of
tools that can mine and analyze data
instantaneously has the potential to greatly
increase the scope and effectiveness
of message-driven nudging.
For one, using Internet of Things (IoT)
ecosystems, cities can provide residents with
real-time information so that they may make
better-informed decisions. For example, cities
could connect traffic sensors to messaging
systems and send subscribers text messages
at times of high congestion, encouraging
them to take public transportation. This
real-time information, paired with other
nudges, could increase transit use, easing
traffic and bettering the environment.
Delivering data from IoT sensors may
also help appeal to people’s tendency to
value immediate payoffs at the expense of
more important long-term value. Providing
real-time data may encourage residents to
take immediate action to combat problems
that often seem distant or abstract like
air pollution. Distributing data from airquality sensors via public monitors or
messaging systems may inspire people
to take action at times when air quality is
poor by showing them that the problem
is immediate. If residents see that the air
they are presently breathing is unhealthy,
the need for environmental protection
becomes more salient; citizens understand
that the problem is no longer in the
abstract future, but rather poses a present
danger to themselves and their families.
Instantaneous data-mining tools may
also prove useful for nudging citizens in
real time, at the moments they are most

likely to partake in detrimental behavior.
Tools like machine learning can analyze
users’ behavior and determine if they are
likely to make a suboptimal choice, like
leaving the website for a city service without
enrolling. Using clickstream data, the site
could determine if a user is likely to leave
and deliver a nudge, for example sending
a message explaining that most residents
enroll in the service. This strategy provides
another layer of nudging, catching residents
who may have been inﬂuenced by an initial
nudge — like a reminder to sign up for a
service or streamlined website — but may
need an extra prod to follow through.
All of these approaches may not
only raise important public policy
issues, but also create opportunities
for change. However, integrating these
technologies into nudges comes with
one significant barrier: cost. Deploying
IoT and machine-learning capabilities
is more expensive than traditional
nudges, but many cities can repurpose
systems that are already in place.
Moreover, incorporating these tools can
produce tremendous value, ameliorating
infrastructural, environmental and
compliance problems that cost local
governments millions. In many cases,
cities may find that the value of pairing
data science tools with behavioral
science far outweighs the cost.
Chris Bousquet, a research
assistant/writer at the Ash Center
for Democratic Governance and
Innovation at the Harvard Kennedy
School, contributed to this column.
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FOUR QUESTIONS

gate position that everybody thought was
going to be really cool, but now there are all
sorts of chiefs all over the place. We’re less
focused on the chiefs and more on embedding the whole culture into our entire team
at the city.

A. BOWER

3
Almis Udrys
Director, Performance and Analytics Department, San Diego
As director of San Diego’s Performance and Analytics Department, an agency that he helped
develop and launch nearly three years ago, Almis Udrys is credited with helping deploy the
city’s Get It Done Web and mobile application, overseeing implementation of operational
improvements, re-engineering San Diego’s Strategic Plan, and a variety of other initiatives.
He has more than 15 years of experience in local and statewide policy and operations,
most recently serving as San Diego’s director of government affairs. During the course of
his career, Udrys also worked for the California State Auditor’s Office and was a health-care
policy consultant for the Legislature.
In an interview with TechWire, sister publication to Government Technology, Udrys discussed
his role with the city and trends he sees in both state and local IT.

1

Can you explain your position as
director of the Performance and
Analytics Department?
It’s about having somebody who can talk
to the top-level decision-maker, take some
of the ideas, the buzzwords if you will, and
translate that to the folks that actually have
to do the work. My observation of how
successful cities have done it is that you
have people within the organization doing
stuff that’s really not “sexy,” ﬁnding ways
to make it so, and being able to communicate what’s going on to the residents,
to the decision-makers and to the people
doing the work. There are a lot of tools
from my experience with the Legislature

that I can apply, in terms of being able to
build a coalition — grassroots and all that —
you need to deploy to get these types of
initiatives off the ground.

2

Is there any sort of “cross-pollination”
with other cities?
There is dialog. There’s the Civic Analytics Network, which has chief data officers
from up to 15 cities or so. There’s the White
House Police Data Initiative, which we’re a
member of. We just posted some data from
our portal into that. There are deﬁnitely
some existing networks out there, but it
depends on what position you’re in. The
chief data officer was the ﬁrst-out-of-the-

What’s been most surprising as far as
what you’ve been able to accomplish?
I think the speed in the work we’ve
done is the most surprising. I mentioned
that I had helped write the open data policy.
I was working for a council member before
they gave me the reins of the department.
I didn’t necessarily think I would be the
one doing it, but then actually rolling up
the sleeves, hiring the ﬁrst data officer and
starting to produce, it’s been incredible how
much I feel like we’ve been able to do in
the two years that the department has been
up and running.

4

Given your experience, what’s
your sense of the city’s ability to push
change related to technology and
data? How does it differ from the state level?
San Diego has about 11,000 employees.
The state, last I checked, is in the neighborhood of 200,000-plus. You’re talking about
a factor 20 times what we have. Just mathematically speaking, it should take them
about 40 years to do what we did in two.
But I’m a believer in forced multiplication
and exponential math, so I do think it can
happen. I think it is a question of engagement with the people that are using it that
has to exist, and there are pockets of that
happening.
The other challenge for the state, and
we’ve experienced this in San Diego as
well, is you need to have coordination
throughout your organization. I’ve seen cities with multiple data platforms that may not
talk to each other, and they’re paying multiple vendors potentially for a similar product.
That’s not to say that everything has to be
centralized and run the exact same way, but
I think the talking needs to happen.
— Matt Williams and Maggie Cabrey
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Getting It Done for Electric, Water, and Sewer
Clarksville Light & Water Sees Versatility of Software

Clarksville Light & Water Co. (CLW) is a very progressive
utility. New infrastructure, a ﬁber optic network, groundbreaking cybersecurity — these are just a few items
CLW is using to improve services for its customers in
Clarksville, Ark.
Clarksville is home to nearly 10,000 people, but John
Lester, general manager of CLW, doesn’t think small.
“Even though we’re a small community, automation is
just as important for us as it is for a multi-billion-dollar
private utility,” said Lester.
The desire for top-level automation led CLW to Ignition
by Inductive Automation®. Ignition is an industrial
application platform with fully integrated tools for
building solutions in human-machine interface (HMI),
supervisory control and data acquisition (SCADA), and
the Industrial Internet of Things (IIoT).

New screens go along with new SCADA, new ﬁber optic
network, new controllers, and more.

speedy SCADA upgrade. The award came from the
American Council of Engineering Companies (ACEC).

Ignition is so versatile, CLW will use it across three
departments. It’s already working for water and electric,
and will be used for waste water too. CLW was introduced
to Ignition by systems integrator Brown Engineers.

Lester inherited a less-than-mature system when he
arrived in 2013. “When I moved here, I realized the
technology in the marketplace hadn’t been fully utilized,”
he said. “We had some SCADA technologies and
control technologies, but they were being used very
sparingly. I realized we needed to do a major upgrade.”

Success with Water
“The ﬁrst project was SCADA remote sites for the water
utility,” said Dee Brown, principal and co-founder of
Brown Engineers. “That included all the remote pump
stations and tanks, and remote-operated valves. They
had new infrastructure in place, but weren’t communicating with it yet.”

Another project, which involved Brown Engineers, was a
$10 million expansion of the water treatment plant. The
project was completed under budget and on time, in 14
months. CLW won an ACEC award for that project also.
The expansion gave the plant a capacity of 16 million
gallons per day. “Ignition was a good ﬁt for that project
too,” said Brown. “We knew it could handle the big
increase in I/O points while keeping costs down. Ignition’s
unlimited licensing was a big beneﬁt for Clarksville.”

Lester gave Brown 30 days to get the project done.
With the aid of Ignition, Brown Engineers was able to
get the sites up and running within that timeframe.
CLW won an Engineering Excellence Award for the

800.266.7798
www.inductiveautomation.com
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Next Up: Electric

threats are hammering on your network every day. So we
decided to move ahead with the Bedrock controllers.”

“We have a 55-megawatt peak electric utility,” said Lester.
“We’re a 100-percent purchaser of our power supply, so
the use of that power is critical. There had been no
SCADA system before, which is highly unusual for a
municipal electric. But it gave us the chance to build
from the ground up.”

CLW also has a new Network Operations Center (NOC)
with large-screen displays and a weather-resistant vault
for its servers. There is also a plan for continued
improvements at the NOC.
The SCADA improvements have helped CLW reduce
costs, improve efficiency, and have greater ﬂexibility
for the future. “We’ve been very pleased with Ignition,”
said Lester. “We really like that we can use it for all
three utilities.”

A unique aspect of the project is the creation of a ﬁber
optic network. That network is part of the SCADA system,
but it could support a variety of other uses as well. The
ﬁber loop is nearly 17 miles long. And the cable has
288 strands, so the capacity is huge. “We now have the
capacity to do a lot of things to serve the community,”
said Lester. “We could create a government network, an
education network — and it could be used by business,
and public safety. There are many possibilities that can
add value to our community.”

Brown Engineers is based in Little Rock, Ark. The
award-winning ﬁrm designs mechanical, electrical,
ﬁre protection, HVAC and plumbing infrastructure;
automation controls; and monitoring systems. For
more information, visit brownengineers.net

The ﬁber optic network could help the region attract
more businesses. “We’re getting a visit soon from the
Arkansas Economic Development Commission,” said
Lester. “They’ve asked me to make a presentation on
this project, and what we’re doing with the SCADA
system and the ﬁber.” Additionally, Brown and Lester
were invited to speak about the project at the Smart
Industry 2016 conference in Chicago.

Bedrock Improves Cybersecurity for Clarksville
Bedrock Automation, based in San Jose, Calif.,
has created the award-winning Bedrock™
universal control system. It’s a system that’s
capable of supporting all traditional PLC and DCS
applications. Bedrock features a revolutionary
electromagnetic backplane architecture and
deeply embedded cybersecurity. It’s an
unprecedented solution, one which CLW is
using extensively.

Secure Foundation
CLW is also going the extra mile on cybersecurity,
installing new cyber-secure controllers from Bedrock
Automation. Brown Engineers suggested Bedrock™,
and Lester saw the value immediately. “In today’s utility
environment, cybersecurity is becoming a big concern,”
said Lester. “Whether you’re a small utility or a large one,

Watch the case study online at:
bit.ly/ia-clarksville

Ignition Case Study for Clarksville
by: Inductive Automation
Advertisement
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By Adam Stone / Contributing Writer

Big

The number of information
sources streaming into
government has never
been greater. But is it
making us smarter?

Data:

ALL IN OR ALL WRONG?
“Data” is the watchword

are using it wrong. “Garbage in, garbage
out,” runs the old adage.
Three instances offer an opportunity
to explore the apparent limitation of the
data-driven mindset:
The presidential election. Hundreds
of pollsters, thousands of polls, masses of
analytics applied in various models, and yet
nearly all called it wrong. Did big data fail?
Predictive policing. Advocates
say data models of police activity can
highlight potential trouble spots and
drive smart allocation of assets. Critics
say it’s a way to worsen existing bias
and deepen community divides.
Relying on data-driven systems,
Michigan wrongly sent letters to
12,000 residents telling them their

of the progressive gov tech professional
today. If we can put a number to a problem
— quantify it, catalog it, assault it with an
avalanche of analytics — all will be well.
Sometimes data doesn’t deliver, or
at least it appears to come up short.
What does this say about data-driven
government? Are we asking too much
of big data? “There are people out
there who have oversold the potential
of data to transform how we deliver
government services,” said Paige
Kowalski, a policy director at the Data
Quality Campaign, which promotes
effective data use within education.
Data advocates are steadfast: When
data doesn’t deliver, it’s because people

Medicare beneﬁts had been cut.
Not “big” data, but still an example
of data efforts coming up short.
Examples like these can give data a
bad name, maybe make people question
whether analytics are in fact the wisest
way to govern. We’ll give away the
ending now and say that this is probably
the wrong conclusion: Data works.
“What all these [examples] show us
is that data in and of itself isn’t enough.
The quality of the data is always of prime
consideration. The skills of the analysts
and the people who do the data modeling
really have to be up to the task,” said Rick
Howard, a Gartner research vice president
in government and education. “It’s all in
the formulation of the question. If you ask
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B I G DATA : A L L I N O R A L L W R O N G ?

the wrong question, building data models
isn’t going to give you the right answer.”
Let’s see how this plays out in
practical terms.

T

ASSOCIATED PRESS PHOTO BY BYRON ROLLINS

he famous news pic of Harry
Truman hoisting a ﬂubbed headline used to be the icon for how
the media can call an election
wrong. Maybe a new image will emerge
to express the epic polling ﬂub of 2016.
In the days before the election, Reuters
gave Hillary Clinton a 90 percent chance
of victory. The Huffington Post said 98
percent, the Princeton Election Consortium 99 percent, The New York Times 85
percent and Nate Silver, whose 538 blog
was more conservative than others, still
gave Clinton a 71 percent chance of victory.
How can so many smart people, armed
with so much data and equipped with
the ﬁnest in analytic tools, be so very
wrong? Surely data isn’t all it is cracked
up to be — or maybe the data was faulty.
“It seems clear that the data being
fed into those models had some ﬂaws in
it,” said Alex Howard, deputy director
of the Sunlight Foundation. “Human
nature as of yet cannot be reduced to
a series of ones and zeros. We cannot
always expect rational actors. People
make decisions against their own interests and against common sense.”

What exactly was wrong with the data?
“The pollsters collecting data didn’t
sample the right populations in the right
way, and respondents might not have been
entirely truthful,” said Kentaro Toyama, a
professor at the University of Michigan’s
School of Information and author of Geek
Heresy: Rescuing Social Change from the
Cult of Technology. He pointed to statements by GOP activists saying the polls
understated Trump’s support because
voters don’t want to admit to backing him.
It may be too that there is something
fundamentally ﬂawed in the presidential
polling models.
“It’s not like we were measuring actual
voting behavior. We were measuring public
opinion and taking that as the sole indicator
of voting behavior,” said Daniel Castro,
director of the Center for Data Innovation
and columnist for Government Technology.
“There should have been more information on the number of attendees at
rallies. There should have been analysis
of people’s social media comments.
There could have been facial sentiment analysis at rallies. There are lots of
other data sources out there that could
have been used. That’s big data, and we
didn’t have that in this case,” he said.
Big data isn’t just about the volume of
information but about the frequency, the
iterations. Big data models a scenario tens
of thousands of times, whereas presidential

18

Will the events
of 2016 replace
this famous
image of the
media wrongly
predicting
the outcome
of the 1948
presidential
election?

elections happen only once every four years.
So that piece was missing too, Castro said.
Some say the electorate may simply be
too complex to poll with any accuracy.
“This is not a failure of big data.
This has nothing to do with data
analytics,” said Daniel Nagin, professor
of public policy and statistics at Carnegie Mellon University’s Heinz College.
“This reﬂects the fundamental difficulty of getting a representative sample
of people in a large, complex society.”
When pollsters read the data wrong,
they raised a few hopes and broke a few
hearts, but the implications of “data gone
bad” (if that’s what this was) can sometimes be far more profound. Take for
instance the case of predictive policing.

P

redictive policing promises to use
historical crime data, sophisticated algorithms and heavy-duty
analytics to help police make best
use of their resources. When successful,
predictive approaches “allow police to work
more proactively with limited resources,”
but the technique is riddled with vulnerability, according to a Rand Corp. report.
As the report notes, “some descriptions of predictive policing make it sound
as if the computer can foretell the future.”
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Big data has the potential to fuel
effective predictive policing, but
varied sources, beyond historical
crime statistics, must be considered.

DAVID KIDD

B I G DATA : A L L I N O R A L L W R O N G ?

“Big data analytics are tools. How
you interpret them and how you use
them can have a serious impact.”
Most concerns around predictive
policing have to do with the origins of
the data that feeds the analysis. “We
assume that crime reports are representative and random, but they can actually
reﬂect institutional biases. Often those
crime statistics are the result of where
you put the police in the ﬁrst place,”
said William Isaac, a consultant to the
Human Rights Data Analysis Group.
If cops concentrate their patrols in
a certain neighborhood, that’s where
the crime stats will pile up. “When you
predict the future based on the past,
you are guiding future law enforcement to go to the same places and take
the same actions. You perpetuate the
existing bias in terms of where and
how police take action,” said Nancy La
Vigne, director of the Justice Policy
Center at the Urban Institute. Analytics
will reﬂect this, more police will be
deployed and the cycle perpetuates.

It can’t. Nor can analytics actually stop
crime. “Actual decreases in crime require
taking action based on those predictions.”
At its heart, predictive policing promises to expand by mechanical means the
same sorts of strategies long used by cops
on the beat: Watch for the hot spots, the
places where trouble happens, the people
typically found nearby. Keep an eye on
those. When escalated to the level of
big data, however, this approach raises
concerns among human rights advocates.
“If 90 percent of rapes are committed
by men, should we lock up all men?”
asked Nik Rouda, senior analyst at the
IT analysis firm Enterprise Strategy
Group. The absurd example makes a
bigger point: History itself can’t be a
basis for crime prevention. “The important part is in finding the balance.
Big data analytics are tools. How
you interpret them and how you use
them can have a serious impact.”

The end result may be a policy that
conforms to the data, but generates undesirable social outcomes. “Statistically speaking,
there may be crimes that are committed in
neighborhoods where minorities are the
majority residents. So if you take a very
innocent reading of the data, you start
stopping and frisking black and Hispanic
people,” Toyama said. “As a society, we are
not comfortable with running a program
that is effectively racist, just because that’s
what the data says.” This issue here is not
with the data, some would argue, but rather
with how one puts that data to use. Many
shudder at a sci-ﬁ vision of “pre-crime,”
where police act against an individual based
on a statistical model suggesting that person
could commit a crime in the future. Stopping short of such scenarios, is it possible
to put analytics to work in the service
of law enforcement without deepening
existing social imbalances? Many say it is.
“If you see a high volume of robbery
and assault around transit points, you
should station police there for public
safety. That just makes sense. If we see
violent assault around burglaries, those
data analytics should inform where and
how law enforcement responds to that,”
Howard said. “But those policy decisions
can’t be made simply because an engineer somewhere wrote some software
and marketed it to a police department.”
Rather, crime data should be used to drive
policies beyond policing. “Why do we only see
drug arrests in this neighborhood? What are
the social conditions and what are we going
to do about it?” said Castro. “Are we just going
to do more policing? Or are there are things
we need to do to solve those problems?”
Maybe predictive policing can work,
some suggest, if its implementation goes
beyond the mere matter of cops on the
beat. “Do you police more, or do you put
in more social programs and support? Do
you want more drug treatment programs,
more jobs programs? Then it starts to
become political,” said Rouda. “Do you
treat the symptom or treat the cause? That
is not a data issue. It’s a policy issue.”
Just as with the election, where pollsters failed to use tools such as social
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B I G DATA : A L L I N O R A L L W R O N G ?

Howard said. “Digital services are going to
be part of our lives and it is wholly rational
to expect government to measure how
effective those services are. If they are not
building in the capability to extract data
— to understand performance, to understand usage, to understand where and how
people opt in and drop out of a particular
service — they are making a mistake.”
Michigan’s IT team meanwhile said the
takeaway here has to do with degrees of

media monitoring and facial sentiment analysis, some say the way to make
predictive policing better is to make it
bigger — to incorporate more varied
data, beyond historical crime statistics.
Scenario: What if big data could ﬁnd
a correlation between paydays, local
bar revenues and domestic violence
calls? “If you use it to really think about
what is happening in these places, if you
draw in additional data and you use all
that information to better engage businesses and community members — now
you are talking data,” La Vigne said.

FOR SEVERAL YEARS, government
IT has preached (and been preached
to) in words along the lines of: Data will
ﬁx everything. Shall we now amend?
Proposed revised credo: Data will
improve many things in government,
if used with proper care by thoughtful,
well trained analysts.
It’s a little wordy, but probably closer
to the truth. In the real world, this revised
and somewhat more modest vision of
data works like this:

I

f big data can make big mistakes, it’s
equally true that small data projects
can cause big headaches for government technology professionals.
Michigan’s Medicare fumble was nothing
on the scale of misreading the national
election, but it’s a good example of how
even the best-intended data-driven effort
must be approached with caution.
In June 2016 the Michigan Department of Technology, Management
and Budget adjusted its data systems
in order to help certain Health and
Human Services functions conform
with federal statutes. As a result, some
12,000 people got letters incorrectly
stating that their beneﬁts had been cut.
“It was related to the system’s ability to
match up data across multiple data sets,”
said Linda Pung, the department’s general
manager supporting health and human
services. “It basically caused a business rule
in the system to be changed, unintentionally, which caused those letters to go out.”
Some see in this episode a warning
to IT leaders about the possible shadow
side of data-driven everything. “We have
these very large interconnected systems
now, and so a small error in one part of
the system can trigger an avalanche of
errors across multiple systems, something that could not have happened in
a paperbound world,” Nagin said.
Others read into this incident a reminder
to IT leaders that they must pay even
closer heed to the data imperative. “Just
about any law or policy or regulation will
have a digital component, for good or ill,”

20

“

You need to formulate the
questions properly. They
have to be technically translated in
the right way and the models have
to be used, and then the data itself
has to have some accuracy.
— Rod Davenport, chief technology
officer, Michigan Department of
Technology, Management and Budget

“

There may be some overselling
going on, some hubris
among the proponents of these
things. You have to systematically
evaluate how effective the data
analytics are compared to more
conventional approaches. The
only way to know that is to remain
agnostic and when you do apply it,
perform a real evaluation on how
well it is doing, especially compared
to the status quo.
— Daniel Nagin, professor of
public policy and statistics, Heinz
College, Carnegie Mellon University

diligence. “When you are making changes
to a system, when you are trying to integrate data and report on that information,
you have to have a really thorough test
plan, a thorough process you go through
to determine everything you need to test
before you release that change,” Pung
said. “Then you need to try to ﬁnd and
ﬁx those unintended consequences.”
adam.stone@newsroom42.com

“

We have run a lot of our public
institutions on anecdote and
gut feeling. In almost any government
situation, data can help to give you
some insight into why that reality
looks the way it does. It’s less about
the limitations of the technology
and more about the skills of the
user. It comes down to the skills and
experience of the people who are
setting up the analytic models and
the policymakers who are there to
help interpret the results.
— Rick Howard, vice president in
government and education, Gartner
Research

“

We need to be humble and
realistic about the kinds of
problems data can solve. In situations
where data is the bottleneck, we
should have more and better data.
But in government, so much depends
on factors not contained within the
data. Improving the data is deﬁnitely
worth it, but it will not always solve
the entire issue.
— Kentaro Toyama, professor, School
of Information, University of Michigan
We can ask data to manage
Medicare, to police our streets and to
predict our elections, and data can help
do all those things. At the end of the day,
though, the government technologists
at the heart of the data enterprise will
be the ones who determine whether the
effort succeeds or fails.
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Can government
be transparent and
secure its data at
the same time?
In public service,
the right network
partner is critical.

Meet Spectrum Enterprise.
Our thing? Delivering the right data,
voice, video and cloud solutions
via our nationwide ﬁber-based
network. And local teams who
understand your mission-critical
needs. With our superior network
and IT infrastructure, you’re free
to do your thing.

Visit enterprise.spectrum.com/hello
or 866-855-7197
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Video analytics is the next big data challenge, ripe for

State of Sur
L
EYRAGON EIDAM

ooking back at the timeline of
video’s evolution, it isn’t hard to see
how we arrived at this point. The
bulky cinderblock-shaped surveillance
cameras once dotting the walls of banks
and high-security locations have given way
to high-deﬁnition, infrared, semi-intelligent systems almost everywhere we go.
The cassettes that once stood as the
undeniable testament of happenings on
any given street corner have been replaced
by cloud storage and the processing

22

power of neural networks, learning a little
more about human behavior every day.
What’s more is that as these systems
evolve, humans will become less and less
crucial to the overall process. From ﬁnding
criminals or rioters in a crowd to metering
toll traffic on busy bridges, the minds
behind the technology say it won’t be long
before a medium created by humans for
humans is all machine — well, mostly.
As researchers with the technology
consultancy Gartner will tell you, the

worldwide stream of incoming video data
is outpacing our ability to ever watch it
all. Closed-circuit systems, police body
and dashboard cameras, home security networks, drone footage — most of
it stands a fair chance of never being
watched by human eyes, according to
research director Nick Ingelbrecht.
The data out of these systems, he said,
is becoming more likely to be analyzed
by machines. And what this means is that
video will be subject to algorithms and
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r automation. Is government ready?

By Eyragon Eidam

urveillance
restrictions to identify actions, behaviors or
patterns. A suspicious bag at the airport, a
stalled vehicle on the freeway or a protester
about to lob a rock through a shop window
are all on the menu for video analytics.
“The amount of video out there is
outstripping our ability to sit down and
watch it,” Ingelbrecht said. “We project
that by 2020, 95 percent of video or image
content will never be viewed by humans,
but instead will be vetted by machines that
provide some degree of automated analysis.”

When all is said and done, it might be better
this way. Machines don’t get bored watching
banks of screens waiting for something to
happen; people, on the other hand, do.
Today you could probably throw a stick and
hit 10 industries leveraging video technology
in one way or another. Two standouts in
analytics are transportation and public safety.
“Video is kind of another data stream in
a big data analytics environment, and the
more varied and different streams of data
you have, the more useful the information

is going to be potentially, if you can analyze
it efficiently,” Ingelbrecht explained.
As for what is truly possible, he is
quick to point out that it isn’t the lack of
technology that is keeping people from
embracing the full potential of mining video
data, it’s the potential costs.

Modernizing Transportation
The modern analogy for transportation technology might best be summed
up by California’s shiny new Bay Bridge:
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“By 2020, 95 percent
of video or image
content will never
be viewed by humans,
but instead will be
vetted by machines
that provide some
degree of automated
analysis.”
need high-speed communication systems,
and that has been where most of the money
is being spent. We’ve got to get the communications mediums to these cameras so they
can actually view them appropriately.”
Another oft-encountered challenge is
perfecting the algorithms meant to recognize activities a human might not think
twice about. In a matter of seconds, a person
could determine whether a car was stalled
or simply stuck in traffic. For a computer,
digesting this information is not so simple.
Aguigui said the larger problem boils
down to the software that can handle the
application and staff that can separate
actual alerts from potential false positives. “We’re in an analog world and we are
relying on digital technology to manage
that analog world. It’s tough,” he said.
“[Networks are] going to give you a
bunch of information and too much information is actually worse than not enough
information that you have to verify because
now they are overwhelmed with information. It becomes an issue where a lot of
manual intervention is still necessary,” he
explained of the analytics challenge today.
Luckily the company isn’t expecting
to see this sort of issue on the toll project.
Though Aguigui was limited in what
he could disclose about the company’s
work with airport systems, he said video
analytics and sensor networks play in
heavily to the overall security network.
In-ground sensors, motion detection and
vast arrays of cameras are commonplace.

Despite the full coverage in places
like this, false positives are common and
staff members must be willing to run
down any potential breach. It comes
down to striking a balance between
computers and the human element.
“So when I say it’s the software and
the algorithms, it’s not that they are bad,”
Aguigui explained. “I think we are still
learning how to use them in a way that is
effective and efficient, and we can actually home in on the right thing they
need to home in on given the limited
time and resources that they have.”

Policing in the Digital Age
It’s early January 2017, and a wall
of monitors inside Sacramento’s police
headquarters is streaming in footage from
around California’s capitol city. Cars pass
through intersections, and people stroll
down sidewalks in various directions.
From behind the monitors that make
up the control center, all looks well. But
in the ﬁeld, in areas where officers cannot
afford to be at all times, the cameras
themselves are not satisﬁed. They are
alert, collecting everything they can from
their narrow view of the world. By themselves, they are worthless — no context,
no cooperation — but they are becoming
an integral part of the policing process
in the city’s Real-Time Crime Center.
Sgt. Marnie Stigerts, who also works
auto theft investigations, heads up the
center with the help of a small onsite
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a $6 billion modern marvel with a traffic
control system that dates back to 1974.
Ironic? Yes. Unusual? Absolutely not.
And the bridge that connects
Oakland to San Francisco is not the
only one in the country suffering from
the effects of decades of underfunding.
According to the most recent report
card on infrastructure from the American Society of Civil Engineers, U.S.
bridges on the whole earned a C+.
Updating this decades-old system,
though a daunting task at ﬁrst look, is a
perfect opportunity for video analytics,
said Kevin Aguigui, a senior systems engineer with international infrastructure
specialist Kimley-Horn and Associates.
And the transportation company is
currently working to do just that. Aguigui
said the coordinated application of traffic
sensors and smarter video systems could
effectively reduce the need for subjective
human decision-making when it comes to
metering and traffic ﬂows into the city.
“We are trying to basically use cameras
and sensors in the ground, and maybe
cameras that count vehicles, to provide
a more automated system that can make
decisions based on actual counts, not just
human intervention,” he added. “The human
element in managing traffic is one of the
things that lags because a lot of agencies have
not had the funding. … That’s the one area,
in my opinion, that automation has worked,
will work and can continue to work.”
But applying smarter technology
to aging transportation infrastructure is easier said than done, especially
when the communication backbone
required for more modern, high-deﬁnition camera technology is lacking.
Bolstering connectivity is where Aguigui
said the majority of the time and money is
spent on projects like this. Without well
structured lines of communication, the
systems they support might as well be the
1970s tech the state is looking to replace.
“One of the things we are grappling with
in traditional transportation technologies
is, we have this issue of a lot of cameras
out in the ﬁeld — these are high-deﬁnition
cameras; they require a lot of bandwidth.
If you want to view these high-deﬁnition
cameras, we need ﬁber-optic networks, we
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To better process
the wealth of
information
available from
cameras and
other resources,
Sacramento
opened the
Real-Time
Crime Center
after testing the
concept last year.

crew. After successful ﬁeld tests in
mid-2016, the department decided to
invest in more cameras and resources.
And though the center is not operational
24/7, during critical incidents and largescale events, the crew has what equates
to a signiﬁcant picture of the metro area.
The wealth of information coming
through the monitors and the glowing
bank of screens is next to worthless
without officers who can interpret it and
get it to their colleagues in the ﬁeld.
The center is like so many other departments across the country trying to embrace
new technology on a budget. Though you
wouldn’t consider what happens in the
sleek control room video analytics in the
classical sense, the work done here ties

Sgt. Marnie Stigerts
manages Sacramento’s
Real-Time Crime Center.

in everything the platform might need to
get off the ground, Stigerts explained.
GIS overlays of officer and camera positions provide center staff with the details they
need to relay the intelligence they gather here.
Without warning, the alarm chirps
off with an automated notice about a
potential stolen vehicle. Officers hurry
to conﬁrm its validity, noting the make,
model and camera that made the capture.
There is no denying that humans still
have a role to play in this environment — at least for the time being.
Even without a supercomputer to do
this legwork, successes have already been
seen. In 2016, the system helped authorities
track down an alleged sex trafficker through
license plate captures and alerts, a witness
statement, and good police work. Warrants
were issued and an arrest was made.
One man on the forefront of making
video analytics smarter is Mubarak Shah,
a computer scientist with the University
of Central Florida. In 2002, Shah and his
team were working to use video analytics
to detect person-on-person violence. In
2010, their research focused on violence
detection in larger groups, an area of
research that presented challenges based
on the large amount of data needed to
identify certain actions — an area that
the Defense Advanced Research Projects Agency has expressed interest in.
Where humans have little difficulty
identifying a series of simple actions
— say people celebrating at a birthday

party — computers must be taught to
recognize these behaviors. Until neural
networks and deep learning capabilities improve, these lessons must be
taught with lots of data and annotations. Annotations are added areas of
focus that allow the system to home in
on important activities in the frame.
“That has really revolutionized the
ﬁeld of computer vision and also machine
learning. That requires a lot of training
data,” Shah explained. “The problem
with all of these things is that there is
not enough data, which these matters
require — machine learning matters or
deep learning matters — they require lots
and lots of data and data annotations.”
Today Shah’s research is also focused
on assisting the Orlando Police Department and the National Institute of Justice
to get a better handle on their signiﬁcant stores of video. When courts order
a speciﬁc clip, Shah said the department
often struggles to quickly identify the
video in question with limited manpower
and resources. He believes video automation could improve the process.

What’s Next?
As algorithms and machine learning
tools become more advanced, more able
to recognize the complexities of human
behaviors, our ability to treat video like any
other data source will improve in step.
As Shah sees it, tools like video digestion,
or the ability to ﬁlter down the most important parts of a longer clip, are an inevitable
part of our current technological course.
For Ingelbrecht, the question of where the
technology will head is as simple as following
the demand and the cash. While one could
argue that the most demand is in the homeland security and protection arena, the
interest is spread across the spectrum. Value
is to be found anywhere and everywhere.
“I think a lot of companies, a lot of
government organizations are realizing that
video data is like any other sort of data asset.
It’s extremely valuable, but the issue really is
how you manage that data, how you exploit
it, how you extract value from that data and
put it to good use,” Ingelbrecht said.
eeidam@govtech.com
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THE

JOB

It’s not just the
chief data officer
who’s steering
government data
operations. Here’s
a look at all the
ambassadors for
the new culture of
evidence-based
decision-making.
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By Theo Douglas

M

onitoring snowplows
in real time to keep
residents moving,
streamlining park maintenance and working to
improve highway safety are all ways
state and local agencies leverage data
to generate results for taxpayers.
But each agency has a slightly different
approach to data, based on its organization and where it is on the journey
from warehousing, an early collection
step, to visualization and analysis.
Similarly, officials at different agencies who interact with data may hold
the same title but have varying responsibilities; and as agencies’ data operations
mature from collecting to analyzing, those
same officials may see their positions and
duties evolve to meet new demands.
Three positions in government tend
to work most closely with data.
The chief data officer (CDO) is the
gatekeeper for big data — managing
it, keeping it secure, assessing it for
privacy risks, but also overseeing raw
data creation, collection and analysis.
Gartner predicted in January 2014 that
by 2015, 25 percent of large global organizations would appoint CDOs. In that time
period, nearly a half-dozen federal agencies did so. The upward trajectory was
noted by the Shorenstein Center on Media,
Politics and Public Policy at the Harvard
Kennedy School of Government, which
proclaimed 2015 the Year of the CDO.

TA

The chief performance officer (CPO)
focuses less on data for data’s sake. The
CPO is charged with analyzing business practices to determine how an
organization is performing, and data is
increasingly the shiniest tool to use.
CPOs, like some CDOs, may not be
completely hands-on. They may take
something of a consultant or advisory
role, letting agency departments actually crunch the numbers and create
the data streams, then stepping in to
help them understand what the results
mean. But don’t let that fool you.
Since the CPO role began to be distinguished from that of a CFO more than

15 years ago and the fed minted its ﬁrst
CPO in 2009 in the Office of Management and Budget, the position has
become increasingly high proﬁle.
The chief accountability officer
(CAO) is a position more common to
education, but not unknown to municipal, county and state agencies.
In academics, however, as officials at the Texas Education Agency
(TEA) point out, titles can differ. At
TEA, its CAO is the deputy commissioner of academics and its CDO is the
deputy commissioner of technology.
In education, the CAO is charged
with deploying data-driven decision-making to improve student and
school district performance. In practice, this means gauging how pupils
and employees are doing using various
metrics including, yes, student testing.
At TEA, the CAO leads student assessment activities, ensures districts and
charter schools comply with state and
federal accountability requirements,
and analyzes and interprets data to
help districts develop strategic plans.
Agencies have tended to create positions to handle data as they are needed,
endowing each with duties that reﬂect
their current missions and sometimes
a sense of how the roles may evolve.
Gartner Research Director Alan
Duncan said he rarely encounters the
CAO role, and sees the CDO position as
by far the most ascendant of the three as
agencies move into data and analytics.
Duncan sees CDOs as ambassadors
for the new culture of evidence-based
decision-making, and he noted that only
9 percent of CDOs across the industry
come from traditional IT backgrounds.
Gartner is projecting growth of 1,600
percent in CDOs across all industry
sectors over the next two years —
not just government agencies — and
expects by 2019 that 90 percent of
large organizations will have one.
ON THE RISE
Tom Schenk, chief data officer of
Chicago, characterized his work as
largely traditional IT, building and
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T H E J O B O F DATA

HEADLINE

DATA DIRECTION
FROM THE TOP
Officials in El Paso, Texas,
recognize data’s worth.
“Data drives my decisions.
Trust God. Everybody else has to
bring data,” City Manager Tomas
“Tommy” Gonzalez told newspaper El Paso Inc., shortly after
being hired in summer 2014.
That December, he brought in
Nancy Bartlett, with whom he’d
worked in Irving, Texas, where
she was managing director;
and in February 2015, Gonzalez
announced a restructuring of
city government that eliminated
several positions including
two deputy city managers.
As El Paso’s CPO, Bartlett
reports directly to Gonzalez. The
police, ﬁre, IT and human resources
departments as well as the offices
of performance, and management and budget report to her.
Since her arrival, El Paso has
improved parks special events
permitting times, which originally
required an average of 14 staffcustomer contacts and three
weeks. El Paso ﬁrst cut the process
to one staff contact that typically
took around ﬁve minutes before
migrating it completely online.
In another series of cuts, El
Paso saved more than $500,000
a year by eliminating unused city
landlines.
Bartlett agreed that depending
on size, not every city may need
a CPO, but she said every city
needs to keep its structure
and practices current.
“Every organization can
improve. Every organization has
redundancies and every organization has people who say,
‘We’ve done it that way the past
30 years, I don’t know why we
can’t keep doing that,’” Bartlett
said. “Every organization needs
people who can pay attention to that, somebody who can
stay on top of it at that level.”

28

Tom
Schenk

managing databases and managing
data itself from birth to visualization.
While Chicago is ahead of many cities
when it comes to data, city leadership is
increasingly aware of what’s possible.
“As other cities are doing more interesting things … more mayors are starting
to ask, ‘Why are we not engaging with
data-driven decision-making?’” Schenk
said. And data’s rise on the municipal
level means mayors with CDOs in place
are increasingly empowering them with
a broader sense of responsibility.
Elsewhere, Schenk said size can be
a key factor in shaping a jurisdiction’s
approach to data-driven government.
“It seems most of the time that midand smaller-sized cities focus on a CPO as
opposed to a CDO. The CPO is focused on
outcomes, whereas a small or midsize city
does not have as many data sets,” he said.
By contrast, the CAO role can sometimes
have a warning ﬂag built right into its title.
“Sometimes chief accountability officers
and chief data officers have to battle with
the notion that ‘I’m here to judge you,’
versus ‘I’m here to help,’” Schenk said.
Mark Greninger, Los Angeles County’s
CDO, was hired in mid-2016 and is the
agency’s second CDO since it created
the position about three years ago. He
reports to the county’s CIO, whose post
has been realigned to be part of the chief
executive office. Greninger is charged
with managing open data streams,
cross-departmental data sharing and
compiling countywide statistics, as
well as leveraging the information to
support data-driven decision-making.

“The goal is to change outcomes
rather than to affect programs,” he said.
Data-wise, L.A. County is moving toward
predictive analytics and would ultimately
like to embrace prescriptive analytics as
well, but this is likely a few years away.
“First, you have to be able to predict
things. The ﬁrst thing that we’re trying
to do is link our systems together,” Greninger said, pointing out that privacy and
security are key concerns at the outset.
Ultimately he’d like county data to paint
a fuller picture of why the agency operates
the way it does. “Right now, an expenditures portal just tells you what we spend
money on but not what why we do,” he said.
In San Diego, Maksim Pecherskiy is
the city’s ﬁrst CDO, hired shortly before
the city’s open data policy was enacted in
December 2014. He reports to the city’s
director of performance and analytics,
which is a couple of reporting degrees
removed from the mayor. The open data
policy, Pecherskiy said, expressed the
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T H E J O B O F DATA

THE SEATTLE STORY
In the northwest, Jim Loter, Seattle’s director of digital engagement, reports to the city’s chief technology officer, Michael Mattmiller.
Loter’s office oversees Seattle’s open data and seattle.gov website teams, city digital communications, and civic technology like the
recent Let It Snow hackathon aimed at improving communications during weather emergencies.
He said having a director of digital engagement shows Seattle is serious about engaging the public on things that elsewhere might
be considered infrastructure or behind the scenes — and he cautioned against equating his work to that of a CDO, though some of his
duties overlap with that role’s. An appropriate term for the work his office does is “advocate,” Loter said.
“I think we recognize people want to connect with the government in different ways and in ways that we perhaps haven’t been
completely supportive of,” Loter said. “I think part of the evolution of my job over the next few years is going to be realigning the city’s
traditional forms of communication around the tools and the platforms the public is actually using and to provide their feedback.”

mayor and City Council’s desire to push
the values of transparency and innovation.
So far, San Diego has hit all the policy’s timelines, but by December 2019
the city will be expected to make open
all data that is considered releasable.
Pecherskiy’s colleagues in San Diego’s
Performance and Analytics Department
include a data expert and a data scientist. Others in his department are focused
on performance and the implementation of programs like Lean Six Sigma.
“Our one-line motto is ‘to help people
get and use data.’ And so, a lot of data
we have is complex and it needs to be
described well enough to somebody who’s
not going to open up a Python notebook
and write a bunch of code,” he said.

Leigh Tami

went live in December with CincyInsights,
a new portal that reimagines 15 key data
streams into visual dashboards. One tracks
snowplows, another plots trash pickups
every 10 minutes, while a heat map shows
emergency medical responses citywide.
By late 2017, Tami said she wants the
city to be fairly immersed in predictive
analytics and widening its grasp of data.
“I’m really interested in looking at traffic
data,” she said. “I think the conversation
in all cities is becoming around transportation and traffic and what the future of
transportation and infrastructure is.”
In Vermont, Susan Zeller is the state’s
ﬁrst CPO, a position she’s held for three
years. She reports to the secretary of
administration, whom she described as
the governor’s right hand. Zeller trains
employees on producing data to inform
the budgeting process, as well as the
annual report, but her primary responsibility is performance-based budgeting.
“You can’t improve what you can’t
measure, and you can’t measure if you
don’t have any data,” Zeller said.

EYE ON PERFORMANCE
Leigh Tami is Cincinnati’s CPO. She
joined the city in April 2015 as a data
analyst and in July 2016 became its
second-ever CPO. The city’s CDO reports
to and works closely with her, and she
reports to City Manager Harry Black.
Tami sees data as a means to an end, and
she thinks its signiﬁcance will only grow.
“What I tell departments all the time is
that the world is changing and really the
only thing we know is, big data isn’t going
anywhere, that IT isn’t going anywhere,”
said Tami, originally a lawyer by trade.
Like Nancy Bartlett, CPO for El Paso,
Texas, Tami is focused on performance —
working with Black to write data-based
performance agreements with department heads — but also on making sure
residents know how their city is doing.
Cincinnati, which has been warehousing
data in earnest for more than six months,

Zeller and Casey Cleary, a state
enterprise architect in its Chief Technology Office, said the state is somewhat
hamstrung by its size — a population
comparable to the city of Boston — and
has a long way to go to be considered
a complete data user or pioneer.
Vermont has a strategic plan that will
likely be redone by the new administration, and is working on a statewide data
governance program. It has also rolled
out two data governance programs.
But a statewide data portal remains in
the testing phase, and Zeller said she and
Cleary still ﬁnd resistance to releasing
data from state departments unconvinced
of its value and worried about a breach.
“I’m so tired of asking for data and
getting a PDF that I can’t do anything with.
We’re so afraid that we’ll let something out
that shouldn’t get out that we let nothing
out,” Zeller said. “It’s not bleeding edge,
it’s not even leading edge. We’re behind
the leading edge; we’re in the middle of
the pack. If we’re going to stay in the pack,
we need to keep moving forward.”
“It’s a struggle, to say the least,”
said Cleary, who described much of
his work as marketing, education and
outreach, informing state staffers of the
value of information management.
“It’s starting to form. We’re getting
there. Now it’s the molding and the governance. How does information get uploaded,
what format should it be in, how can it
get shared?” he added. “Right now, we’re
ironing out those details from a statewide strategic level to say, ‘This is how
Vermont as a state handles its data.’”
tdouglas@govtech.com
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Making

It Legal
Legalizing recreational marijuana has a broad range
of policy implications for government. Do jurisdictions
have the IT systems in place to deliver on the will of
the voters? By Ben Miller

The government needs help.
On Nov. 9, four states — and the local
governments they contain — woke up to
a mandate from voters to fully legalize
a product that has long been illegal. A
product the federal government still treats
as illegal. A product at once in high demand
and very controversial.
But there are two advantages these states
have when it comes to regulating the newly
legitimate marijuana industry: technology
and the experiences of states that came
before them.
As these states — California, Nevada,
Massachusetts and Maine — roll steadily
toward implementation deadlines, all are

30

searching for technology solutions to help
them regulate the drug. And underneath
the largest, most obvious solutions there
lies a sea of probable and possible problems
that technology might also solve.

Bringing Older
Systems Up to Speed
The transition here is at once
wholly unique and mostly redundant.
Numerous government officials in the
states that began regulating legalized
marijuana years ago found themselves
realizing that many of the processes
they needed to put in place were the
same as those they already used for

alcohol or gambling or other work —
background checks, business licensing
and safety inspections, for example.
But there are a couple key differences. A big one is that marijuana is both
controversial and in a legal gray area.
A federal memorandum issued when
states started legalizing medical marijuana has driven many of the decisions
state and local government have used
when regulating recreational marijuana.
Another is that marijuana is a very
new industry. It isn’t often that an illegal
industry of this scale blossoms into legitimacy. And it is blooming in a very unique
environment: the age of the Internet.
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it just wasn’t the right solution,” said
Mark Pettinger, a spokesperson for the
Oregon Liquor Control Commission.
“We needed a technology solution.”

State Needs
As always, the needs for technology
will differ between states and localities, and the laws of each state will
set the tone for what’s necessary.
But there are two commonalities
between recreational marijuana states:
seed-to-sale tracking and licensing systems.
Seed-to-sale tracking is a paradigm
where states follow marijuana from its
very infancy to the point where it’s sold

over the counter. It allows public officials to make sure growers are following
planting limits, creates data about how
much is being bought and sold, and helps
the state make a credible case to the
federal government that it’s not allowing
the legitimate market to touch the underground one — among other things.
There are major vendors already satisfying this need — some that have won
contracts with states that have legalized marijuana include Franwell’s Metrc
system and BioTrackTHC from Bio-Tech
Medical Software. Vendors have worked
to improve these systems, including
offering training to marijuana businesses

SHUTTERSTOCK.COM

The end result for many government
agencies that have gone through this
process is that the need to regulate the
new industry has given them the ability to
improve the work they do in other areas as
well. In Denver, the need for inspectors to
look up information in the ﬁeld led to the
city approving more requests for tablets —
which are used for all kinds of mobile work.
In Oregon, the state turned to preferred
vendor NIC to develop a digital marijuana
licensing system. State officials now hope
to use the system to replace the old paperbased processes for alcohol licenses.
“We realized that [paper] … wasn’t
practical for this emerging industry, and
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MAKING IT LEGAL

on accurate data reporting, and the prices
may have dropped since they launched.
Alaska, for example, spent less than it
expected to for Metrc, according to Cynthia
Franklin, former director of the state’s
Alcohol and Marijuana Control Office.
Business licensing systems have also
been a major need for states implementing
legalization laws. Colorado built up a
system already being used for businesses
involved in liquor, gambling and auto
sales that assigns license numbers to
businesses and tracks renewal dates,
disciplinary actions and more. Alaska
set up a new Internet-only application
process that connected with an existing
beneﬁts portal as well as a tweaked
version of databases the state uses
for other professional licenses.
Part of the licensing process often
involves background checks from
law enforcement as well, a prerequisite meant to keep the illegal
world separate from the legal.
In the case of Massachusetts, which
recently delayed its implementation
timeline, some are looking for a hybrid
system that handles both licensing
and tracking. Massachusetts got a
head start on the process, sending out
a request for questions about such a
system the month before the election.
“We wanted to combine these … with an
eye toward efficiency, but also an attempt to
minimize the need for licensees to interact

with different systems,” said Shawn
Collins, legislative and policy director
for the Massachusetts State Treasury.
After all, many people in many departments will need or want access to the
kinds of information contained in both
systems, and many will need to collaborate to regulate the now-legal drug. That’s
been a repeating theme in states that have
voted to legalize — there is a very broad
array of regulatory needs and an equally
broad range of government agencies that
must work to meet them. An information
ﬂier from Oregon lists ﬁve state agencies responsible for seven broad areas of
regulation, each of them broken down
into various speciﬁc responsibilities.
Agency collaboration has been key
in Colorado, said Lewis Koski, deputy
senior director of enforcement with
the state’s Department of Revenue.
“This really covers a great many disciplines, and I’m not sure anyone seven or
eight years ago, when we got started with
this, [knew] how many different agencies
and professions this is going to touch,”
Koski said. “So when we talk about needs
and requirements, one of the things we
learned early on was we really needed to do
a good job as a group of government agencies that haven’t had as much of a need to
work together in the past as they have on
marijuana. We really needed a framework
to work together and get things done.”
Because each state has its own rules, the

On the Periphery
There are a number of other issues governments will encounter once
marijuana is legal that may not have technological solutions.

A potentially huge issue is fee
and tax payment. At a December
working group with legislators,
bankers, industry representatives
and advocates at the California
state Capitol, public servants and
marijuana entrepreneurs told
stories of banks too afraid of the
federal government to provide service to people working with cannabis. Many banks will refuse to

32

hold checking accounts for people
who need business accounts to
pay taxes and fees out of, fearing
conspiracy drug charges from federal agents. Which means that the
marijuana industry must often pay
those taxes and fees in cash. At
the very least, that means bumping
up security for people who must
handle those large cash payments.
At times, agencies that don’t ac-

cept cash must ﬁgure out how to
collect payments from a mostly
cash industry.
“Of course if there’s a technology solution out there, we would
welcome it,” said Lori Ajax, chief of
the California Bureau of Medical
Cannabis Regulation. “But at this
time … we certainly want to be
able to take credit cards and other
methods if possible, but if not,
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MAKING IT LEGAL

looking for a system that can support a
large number of users — it is the most
populous state in the union, after all —
as well as one that can change to meet
evolving laws and regulations over time.
“A big lesson learned for all the states
is the need to be able to pivot and change
direction and be nimble, because with all of
these states you had changing legislation,
even changing regulation,” said Lori Ajax,
chief of the California Bureau of Medical
Cannabis Regulation. “We’re looking at that
from all aspects, even the technology aspect:
the ability to be able to pivot quickly.”

Local Needs

APIMAGES.COM

As marijuana is legalized in more
states, governments are in search of
technology solutions to regulate and
track the emerging industry.

requirements and quirks of the technology
serving the new industry will vary. California has already selected Accela to handle
licensing needs for two of the three state
agencies given licensing authority under
its legalization proposition — but it’s going
out to bid for a vendor that can integrate
systems. The goal is to have a system that’s
as close to a one-stop shop for users as
possible and reduces the amount of redundant or unnecessary information people
must provide when applying for licenses.
In the process, California will be

do exist are controversial.

Last, there’s a need for state
and possibly local governments
that haven’t regulated pesticides
before to begin doing so, in one
way or another. Pesticide regulation
in other industries might be left up to
federal agencies, but since the federal government doesn’t recognize
marijuana as a legitimate industry,
those agencies don’t intervene in
states that have voted to legalize it.

Local government will need help
regulating marijuana as well. Though
many legalization laws allow local governments to restrict or ban the drug — some
towns in Maine are seeking to do exactly
that — many more will be faced with an
industry at once heavily scrutinized and
with a lot of confusion attached to it.
In Denver, that meant adopting a new
management system to make the permitting
process more efficient. Marijuana businesses seeking permits from the city, which
is also a county, must go through several
inspections — ﬁre, environmental health,
and building and zoning, for example. The
solution Denver chose, from Accela, allows
people in various departments to access
ﬁles and information from one another.
“You can imagine for our city attorneys
in particular [how easy it is] now being able
to go into a record and pull up anything that
might be in a given ﬁle in their computer
instead of coming down, searching through
a ﬁle cabinet, then it’s not in there, and
then they have to go try to ﬁnd it on
somebody’s desk,” said Dan Rowland,
a spokesperson for the city-county.
For Denver, the new need to regulate marijuana also gave more utility
to mobile devices. It’s become easier
to justify buying those devices for ﬁeld
inspectors — and once they’re available for marijuana inspections, they
get used for many other things too.
“They can pull up ﬁles that might be in
the record like the ﬂoor plan … and they can
take photos if they see a violation and upload
them to the record right there so that the
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MAKING IT LEGAL

enforcement efforts are tightened up,” he said.
That has, in turn, encouraged crossdepartment collaboration where it
makes sense.
“By necessity we have sort of broken
down some of those silos,” Rowland
said. “Especially our police and ﬁre folks
that work really closely with the marijuana businesses say things like … ‘I’ve
never had a ﬁreﬁghter’s number before
this, and now I have four or ﬁve guys
I can call up at any moment and ask
them about an issue at some facility.’”

Everybody Needs Data
At any level of government, public officials who regulate marijuana are likely to
ﬁnd themselves trying to answer questions about numbers they may or may
not have — has driving under the inﬂuence increased or decreased since marijuana became legal? Have crime patterns
changed? How much money is coming
into public coffers, and is it growing?
In Colorado, both Koski and Rowland
have found themselves trying to answer
those questions. And both wished
they would have had better systems in
place before legalization to collect and
analyze the data they need to do it.
“You see this insatiable hunger for
data, whether it’s from the media or from
your constituents or from other governments,” Rowland said. “Everyone wants to
know how many businesses are there, how
many crimes are there and what kinds.”
In the intervening years, Denver has
beefed up its data collection and publishing
in order to give the public the answers
people are looking for. According to
Rowland, some 7 percent of Denver’s open
data catalog is devoted to information related
to marijuana in some way. By comparison, 2
percent of the catalog is related to revenue
and less than 1 percent is about crime.
There are still problem areas. Koski
said many people have been interested in
things that the state simply didn’t collect
the right kinds of data on before legalization. Some have wanted to know whether
the number of high school students
expelled for marijuana has increased
since the drug was legalized. Some have
asked whether charges for driving under
the inﬂuence of marijuana have risen.

34

“We realized that [paper]
… wasn’t practical for this
emerging industry, and
it just wasn’t the right
solution. We needed a
technology solution.”
The trouble is, expulsions for drugs
weren’t broken down by type of drug,
and officers who suspected a driver
was both drunk and high would often
just make the case an alcohol charge.
“It would have been really helpful
for us to establish a lot of baseline data
well in advance of legalization so we
could have that baseline to work off of
to determine as soon as possible what
the policy impacts were,” Koski said.
The lesson has not been ignored in California, where state officials have consulted
Colorado and other jurisdictions that
learned ﬁrsthand the need for good data
management. Scott Paterson, senior adviser
for the California Department of Technology, said the building of a public information website is a high priority for the state
as it prepares for a legal marijuana market.
“We know that as soon as Jan. 1
[2018] hits, people are going to want
certain amounts of information — how
many applications, how many accepted,
how many pending,” Paterson said.

A Growing Market
In the future, perhaps the near future,
there might be many more state and local
government entities looking for solutions
like these.
Paul Armentano, deputy director of the
National Organization for the Reform of
Marijuana Laws, expects more states to
at least pursue marijuana legalization.
With the surprise victory of Donald
Trump in the November election —
and his subsequent naming of a traditionally
anti-marijuana attorney general in Jeff

Sessions — the willingness of voters
and lawmakers to choose legalization
might change.
“I would anticipate that, at least
initially, lawmakers take an even more
conservative approach to this issue in
2017 — at least until they begin to get a
sense of where the Trump administration
stands on the issue,” Armentano wrote
in an email to Government Technology.
But the movement has momentum.
Assuming successful implementation of the
ballot initiatives that passed in November,
the number of states where marijuana is
legal for recreational use jumped from
ﬁve to nine — and one of the new ones
just happens to be the most populous
state in the U.S. The systems have claimed
billions in tax revenue and new avenues of
tourism. Basically, a whole new industry
that cannot, by law, be anything but local.
So in the next two years, a number
of states could jump on the bandwagon
through legislation or ballot initiatives.
Armentano expects legalization bills to
be introduced or reintroduced in the
legislatures of New Mexico, Delaware,
Connecticut, Rhode Island, Vermont and
New Hampshire in 2017. Of those, he gave
Rhode Island, Connecticut and Delaware the highest likelihood of success.
On top of that, some people are already
organizing to get legalization initiatives
on the ballot in Michigan and Florida for
2018. Florida voted to legalize medical
marijuana in November, and Michigan
has had medical marijuana for years.
bmiller@govtech.com
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C

ook County is Illinois’ economic
powerhouse. Millions of people
live and work there, generating
billions of dollars in wages. So
it was easy to miss the modest operations
of about 80 employers registered in the
county with the Department of Employment Security’s unemployment insurance services. Between 2009 and 2011,
these companies ﬁled at least 900 unemployment insurance claims with Illinois,
Indiana and Minnesota worth $8.7 million.
All the claims were bogus; the identities of the employees either ﬁctitious or
stolen, according to newspaper reports.

By Tod Newcombe

Plugging the Drain on

The fraud ring, which included at least
14 people, is just one of many examples of
what has been a nagging problem with the
nation’s unemployment insurance program,
a federal-state system that provides temporary income support for unemployed
workers. The system is funded by taxes
collected from employers and held in trust
funds administered by individual states.
Unemployment insurance (UI) is one
of government’s bigger beneﬁts programs,
paying out nearly $33 billion in 2016 (at the
height of the Great Recession, UI pumped
nearly $155 billion into the pockets of laidoff workers). But the system also has one of
the highest error rates among state beneﬁts
programs, worse than Medicaid, the
Supplemental Nutrition Assistance Program
(SNAP, commonly known as food stamps)
or rental housing assistance. In 2015, the
system made $3.5 billion in improper
payments, an error rate of 10.7 percent,
according to the U.S. Department of Labor.

Analytics is
putting a dent
in one of the
highest error
rates of any
government
beneﬁts program.
36
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Not all of those improper payments
were the result of fraud rings, like the one
that authorities shut down in Cook County.
In fact, the vast majority of improper
payments stem from everyday people not
always understanding the obligations of
the system, said Scott Malm, public-sector
workforce and employment leader for
Deloitte. Instead, people often continue
to claim beneﬁts after they return to work
up until they receive their ﬁrst paycheck.
“The reality is that as soon as you start
working, you have to stop claiming beneﬁts,” said Malm. “Those kinds of overpayments have to be identiﬁed and collected.”
For years, this kind of beneﬁts leakage,
whether fraudulent or due to human error,
has been a drain on the UI system and the

Second, states are starting to use data
analytics to ferret out fraud and to help
predict overpayment problems before
they occur. “There are approximately 20
states doing predictive modeling or using
analytics,” said Sanders. Analytics software can sift through reams of historical
data, ﬁnd patterns and help analysts
predict the kinds of mistakes that lead to
payment errors. It can also give investigators an edge in spotting the bad guys.
That’s important because registering for
UI beneﬁts takes place online these days,
so states rarely see who is applying.
“A few years ago, maybe 70 percent of
our claimant population ﬁled their weekly
certiﬁcations online,” said Michelle Beebe,
UI director for Utah’s Department of
Workforce Services. “Today,
it’s close to 99 percent ﬁling
online. When you have nearuniversal online participation, data analytics plays a
key role in making sure UI
is collecting all the right
elements to catch fraud.”

DETECTING FRAUD
A LOT FASTER
Utah should know the
power of data analytics. Back
in 2006, it became one of
the ﬁrst states to modernize
Joy Forehand,
its UI system at a cost of $14
deputy cabinet
million. It created a data
secretary, New
warehouse that has allowed
Mexico Department
the agency to amass data to
of Workforce
monitor and evaluate possible
Solutions
fraudulent activity. In 2015,
the state paid out $200 million
in unemployment beneﬁts,
trust funds that provide the beneﬁts. But
with a fraud rate of 1.3 percent, well below
states have begun to tackle the problem
the national average. The vast majority
with better technology on two fronts. First,
of the fraud — 87 percent — is related to
states are modernizing their UI computer
reporting errors: unreported earnings and
systems, some of which are decades old and
unreported job separations, said Beebe.
still run on mainframes. “Roughly half the
To tackle the majority of overpaystates have launched modernized system
ments, such as unreported job earnings,
upgrades,” said Scott Sanders, executive
the Department of Workforce Services
director of the National Association of State
works with a third-party vendor to
Workforce Agencies. The new systems
cross-match what wages an individual
make it easier to operate online reporting
reports while ﬁling on a weekly basis,
services for the unemployed and to collect
rather than wait for when the employer
more data that can be analyzed rapidly.
reports to the state on a quarterly basis.

38
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UNEMPLOYMENT INSURANCE

“With cross-matching, we are able to
detect those unreported earnings, sometimes 16 weeks sooner,” said Beebe. Utah
is one of only a handful of states that
uses third-party data to verify wages.
The department uses analytics for the
trickier fraud cases, such as identity theft
and ﬁctitious employers. Starting two
years ago and working with an in-house,
custom-built system, investigators have
used analytics to ﬁnd suspicious patterns
of activity and then assign prioritization scores to the results, which allows
them to focus on the worst cases.
“Some of the trends we look for might
be individuals ﬁling from particular locations, with particular contact information,” said Beebe. “Sometimes it’s a number
of ﬁlings that have the same or similar
information in particular data ﬁelds.”
Overall, analytics has helped the department detect fraud a lot faster than in
the past. By keeping the proﬁling model
constantly up to date, they have been able
to focus on the most suspicious accounts
and shut them down quickly. “In the past
few years, we haven’t had any cases go for
more than a few months,” Beebe said.
While Utah has kept a ﬁrm lid on fraud
problems, the story in Florida is quite
different. For years, it has been ground zero
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UNEMPLOYMENT INSURANCE

for identity fraud. In 2015, Florida had the
highest rate of identity theft in the country,
said Cissy Proctor, executive director of Florida’s Department of Economic Opportunity.
Much of that theft is tied to the siphoning of
government beneﬁts, such as UI, according
to the Federal Trade Commission.
In 2013, the state began to tackle the
problem by upgrading its UI computer
system and developing a front-end fraud
detection system known as the Fraud
Initiative Rules and Rating Engine, aimed
primarily at detecting identity issues. While
the initial effort was modest, involving
Excel spreadsheets and Google Analytics,
the state has since built a sophisticated data
analytics operation using open source tools,
such as Apache Cassandra and Python.
The new UI system, built at a cost of
$77.9 million, has sped up the process
for using analytics to ﬁght fraud in
real time. “Our IT team is constantly

THE STRUGGLE TO MODERNIZE UI
In the past 10 years, nearly half the states have launched efforts to modernize their
unemployment insurance systems. Nobody questions the need for the upgrades. Most
of the systems in the country still run on mainframes, a computer technology that is
not only out-of-date, but also has become increasingly expensive to maintain as parts
become harder to ﬁnd and as workers with mainframe skills head for retirement.
But what has raised questions is the number of projects that have run into trouble.
Pick any state that has launched a UI modernization project and you are bound to ﬁnd
headlines about delays, budget over-runs and, perhaps most damaging to government’s
reputation, angry citizens who didn’t receive beneﬁts, either on time or at all.
One possible reason for so many problems: A large number of states launched
modernization efforts at roughly the same time, yet there are only a handful of IT
vendors that have experience building the systems. Historically, this has been a
problem with other federal-state computer systems. In the 1990s, the feds pushed
states to modernize their child support systems, and offered funds for modernization
with the requirement that states work from a small number of pre-approved designs,
rather than customize each one. Too many states ended up chasing too few vendors
that knew how to build the new systems. The result: delays and cost over-runs.
In 1997, California terminated the modernization of its statewide automated child
support system rather than try to ﬁx the $345 million project. Reports showed the project
was riddled with problems, including the fact that just one vendor had the capacity and
scope to build the system, but was also working on similar projects at the same time,
forcing the company to shuffle skilled workers among the many projects on its books.
Another hurdle is complexity. “Some states have unemployment insurance laws that are
more complicated than medical insurance laws,” said Scott Sanders, executive director of
the National Association of State Workforce Agencies. As long as complexity is part of the
program, building a new system will remain a challenge, along with ﬁnding a vendor that
understands how to make one. “States know they need to work on this,” said Sanders.

doing data analytics to determine
which factors are pulling a lot of fraud
out of the system and which factors
maybe aren’t working,” said Proctor.
For example, the state knows it takes
30 to 40 minutes to ﬁll out a claim, so if
someone does it in seconds, the system
will ﬂag what appears to be a computerdriven claim. By identifying patterns like
that, the state has caught enough fraud to
start putting a dent in the problem. “Since
2013, we have stopped 115,000 fraudulent
claims from being ﬁled,” said Proctor. “If all
of those individuals received full payments,
it would have been almost $500 million
in funds stolen from the trust fund.”
Other Florida state agencies that handle
government beneﬁts have noticed the
results. The department has begun to assist
several with identifying the characteristics of fraud so they can tighten up their
criteria. Last year, the state dropped down
to the third-worst fraud rate in the country.
“When states start closing the door, they can
keep identity thieves from entering their
system,” said Proctor. “We are not going to
completely stop identity theft, but we are
taking steps to protect the trust fund.”
Unlike Utah and Florida, which have
used analytics primarily as an investigative tool, New Mexico took a different
approach to how it has applied technology to reduce improper UI payments.
Initial steps were similar, including a
modernization effort in 2011-2012 that
gave the Department of Workforce Solutions the ability to cross-match data in
the UI system with other information,
such as birth and death records, and
even names of individuals held by the
Department of Corrections, to uncover
improper payments to ineligible individuals. These efforts helped New Mexico
reduce UI fraud by 60 percent by 2013.
But as savings from cross-matching
began to level off, the department looked
for new ways to get better results. One
problem stood out: the amount of work
needed to conduct the cross-matching.
“It was a large workload. The system was
very data rich, but senior management felt
that we were information poor,” said Joy
Forehand, deputy cabinet secretary for
the Department of Workforce Solutions.
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UNEMPLOYMENT INSURANCE

Working with a team of lawyers, labor
economists, IT specialists and communications professionals, along with its
partner Deloitte, the department created
the Improper Payments Prevention Initiative at a cost of $1.3 million, and began to
uncover trends and patterns in claimant
behavior, using data analytics to ﬁnd the
points in the process when an individual
was more likely to make a decision that
would lead to improper payments.
“We wanted to focus on truly preventing
incorrect and inaccurate information from
getting into the system and generating an

effectiveness and for breaking down silos,
while establishing the right kind of partnerships, both internally and externally.
“This project demonstrates a thoughtful
way of using predictive analytics to save
money and make a state program more
effective,” said Jennifer Thornton, Pew’s
manager of data as a strategic asset.
From 2015 to 2016, the state has reduced
one type of overpayment from 5 percent
to 2.9 percent, while the national average
dropped less than 1 percent. The department expects to see a 35 percent annual
reduction in this type of fraud. The

“When you have near-universal
online participation, data analytics
plays a key role in making sure UI
is collecting all the right elements
to catch fraud.”
improper payment,” said Forehand. “On
the predictive side, we had data on which
individuals were at a higher risk of submitting incorrect or inaccurate information.”
By creating (and testing repeatedly)
certain types of pop-up messages based
on behavioral economics, the department
began nudging individual claimants, who
were considered at high risk, to provide
more accurate information. For example,
rather than caution individuals about
the laws and penalties related to inaccurate information, the message would
say that “9 out of 10 people from the
county report their earnings accurately.”
Combining predictive analytics and
behavioral economics is not new, but it’s the
ﬁrst time the technique has been used in a
state government beneﬁts program, such as
UI. Pew Charitable Trusts, which has been
looking at how states use data and analytics,
singled out New Mexico’s work for trying
to prevent the overpayment problem rather
than just react to it. It also said the state’s
work has paid off in terms of accuracy and

40

system has also led to better self-reporting
about the reason why a person left a job,
which has helped identify individuals
who were not eligible for unemployment
beneﬁts, resulting in savings on average
of about eight weeks of overpayments.

THE STRUGGLE
TO UPGRADE
The initial success that states have had
with reducing improper UI payments
has led to plans to expand the use of
analytics. For example, several states are
using analytics to deal with problems on
the employer side of UI. “There’s a lot
of misunderstanding of the federal and
state laws that govern how a person can
be classiﬁed as either a contractor or an
employee,” said Forehand. Her department
is developing a messaging strategy using
behavioral analytics to educate employers.
New Mexico is also using the same
techniques to steer the unemployed back
to work faster (and reduce the time they
are receiving beneﬁts). By using analytics,

states such as New Mexico hope to identify
and reach out to those who could be doing
more to seek a new job. “We can connect
those individuals who are not returning
to work quickly and have the employment
side of the department help them boost
their job-seeking activities,” Forehand said.
But if states expect analytics to put a
bigger dent in the UI error rate, they will
have to speed up modernization efforts.
While half the states have launched some
kind of computer upgrade, not all those
efforts are complete or going well (see
The Struggle to Modernize UI on page 39).
The rest of the states are in some stage
of planning, pre-development testing or
doing something else, said Sanders.
Having a modern IT system isn’t a
requirement for conducting analytics,
according to Malm. “We have a clear vision
of how we can deploy [analytics] even in
states where the back-end systems are
legacy.” But Forehand said that having a
modernized UI system eased the challenge of adding in analytics. “It would
have been a lot more difficult to add the
analytics engine to the system if we hadn’t
modernized the system ﬁrst,” she said.
The universal problem, however, is
the lack of funding. “It continues to be a
struggle,” said Sanders. “Modernizing UI is
not a top priority based on what states want
to get done when it comes to technology.”
Modern technology isn’t the only requirement. Data quality is essential to a successful
analytics operation. Another problem that
can crop up is the number of false positives
that analytics can trigger. This can occur
when an agency doesn’t have enough data to
use advanced analytical tools to lower false
positive rates to acceptable levels, according
to a 2016 report on beneﬁts payment integrity by the MITRE Corp. Skilled analysts also
are still critical to the process, and these skill
sets are expensive and often hard to come
by for government, according to the report.
When it all comes together, as it is in
New Mexico, the improvements from
a well designed analytics operation can
be a game-changer. “If all 50 states did
what New Mexico is doing, the savings
would be in the hundreds of millions
of dollars annually,” Malm said.
tnewcombe@govtech.com
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DATA

Hitting the Streets
Utah’s ﬁnding unexpected beneﬁts from a
statewide project that collects comprehensive
road data about its roads. By Ryan McCauley / Staff Writer

H

ow many stop signs do you pass
on your way to work? How long
is each guardrail on your local
highway? Most people don’t know, but Utah,
however, is able to ﬁgure out the answers.
Thanks to a program initiated in 2011
to begin surveys of state-owned roadways
using light detection and ranging (lidar),
the state now has a comprehensive list of
all major roadway assets. Lidar uses 40
sensors strapped to a vehicle to collect 2,000
points of data per second, creating a visual
representation of the streets. “It is a lot of
data fast and furious,” said Utah CIO Mike
Hussey. Lidar provides data sets in the form
of a collection of points or point clouds that
record the location and condition of everything within the instrument’s ﬁeld of view.
The technology, originally developed
to measure clouds and map the surface
of the moon, has been co-opted to serve
several functions. Police employ lidar to
measure the speeds of oncoming vehicles,
while several models of self-driving cars
use it to act as the vehicle’s “eyes.” Utah has

42

turned the technology toward the streets.
“The whole project started simply from
collecting pavement condition,” said Chris
Meredith, GIS analyst for the Utah Department of Transportation (UDOT). This
technology allows the department to have
a “live snapshot” of all its assets, he said.
Once the data started coming in, the
trickle turned into a fountain. “I don’t
think the folks who originally were
looking for the pavement data knew, relatively speaking, how easy it would be to
collect everything else,” said Meredith.
“And until we had that data, we did not
realize that we wanted it as often,” added
statewide GIS Manager Becky Hjelm.
Road sign placements, shoulder length
and guardrail locations were all added
into the data set as somewhat of a bonus.
The wealth of information was so rich,
in fact, that multiple departments began to
show an interest in roadway asset management. “Maintenance didn’t realize how
many people wanted access to things like
shoulder or lane striping data,” said Hjelm.

From performing street maintenance to
planning connected infrastructure projects, knowing where assets are is key.
“Having a complete database of all
roadway assets can serve multiple functions,” said Dave Fletcher, CTO of Utah.
One of the most successful applications of
lidar-gathered data combined the efforts
of roadway construction heads, environmental experts and public safety representatives to map out hydrologic modeling.
Getting an accurate picture of roads, as
well as side banks, surrounding topography and road elevation data, is crucial
in gauging the location and intensity of
water runoff in times of ﬂash ﬂoods.
The true value of asset collection
data emerges when it’s available to
different departments. Data can be rich,
but if it is siloed off, accessible only by
jumping through hoops and ﬁlling out
requests, it cannot fulﬁll its potential.
The way to extract the most value
possible was to make all the data accessible on Esri’s ArcGIS cloud-based mapping
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By the Numbers

Here are a few ways Utah has used asset data gathered by lidar.

Use Case

Prior Time and Cost

New Time and Cost

Non-Quantiﬁable Beneﬁts

Billboard
inventory and
measurements

90 days:
$144,000

2 hours per region:
$400

Many billboards are extremely difficult to
access in the ﬁeld

Highway
Performance
Monitoring
System
reporting

3,300 hours:
$55,000

700 hours:
$35,000

Data can now be updated every year;
per-diem and overtime costs are saved

Bike corridor
inventory

300 hours:
$15,000

0.5 hours:
$25

This information was not previously
available for project planning

UDOT.UTAH.GOV

SOURCE: FEDERAL HIGHWAY ADMINISTRATION

platform. The decision to make the information completely open has driven much
of the program’s success. In addition, the
data can also be easily manipulated and
played with through two tools: Report
Auto Generator and Linear Bench. Both
tools allow users to pull data from speciﬁc
roads, put in the distance from point to
point and get a detailed description about
all the assets located on the route. Linear
Bench lets users see relationships of assets
on the road, while Report Auto Generator
pulls vast amounts of data off the portal and
condenses it into an easily digestible report.
Allowing for an automated report on
a target area has reduced the time necessary to plan a construction or road maintenance project. Before this system was
online, Meredith said trucks were forced
to go out into the ﬁeld to measure the
distance between posts, record it and
then begin planning accordingly. Through
the asset management list created with
lidar, the prep work can be completed
remotely, saving signiﬁcant resources.

“We are now able to very preliminarily scope out a project area, get
various cost estimates, service areas,
signs, barriers, barrier conditions without
taking one step out of the office,” said
Meredith. All it needs at that point is for
the information to be checked. Marking
down assets is signiﬁcantly easier than
collecting the data in raw form.
Additionally, the reports combine information across the four different regions
in Utah, building a statewide asset list.
Hjelm explained that if there is a project
to update a certain type of asset, it’s now
much easier to locate the ones that need
maintenance. “It is easier to know statewide, if we have to work on one asset,
to know very early on the scale of that
project. Are there ﬁve things or 500?”
With the vast amount of data supplied,
demand has increased proportionally.
Agencies are more frequently requesting
up-to-date information, and maintaining
the comprehensive asset list is no easy
task. Roadway asset data collection is
often a time-consuming and onerous
process, and while lidar drastically cuts the
amount of resources necessary, keeping
the data set current is a delicate balance.
Hjelm has come across this issue many
times and believes that the requests for
up-to-date information demonstrate the
beneﬁt the program provides. “The fact
that we’re looking at the problem of how
to make it more current really speaks to
the success of the data collection and asset
extraction,” she said. Several pilots are being
worked on in order to come up with the
most efficient way to constantly gather data.
As of January, there have been three
comprehensive roadway asset data collection cycles. The ﬁrst collection took place
in April 2012 and included 25 layers of

GIS information. The next cycle was in
spring 2014, and the most recent survey
took place in September 2015. With each
data collection cycle, lessons have been
learned that, together with improving
technology, have allowed UDOT and
the contractor to improve, accelerate
and reduce costs for the next one.
However, Utah didn’t formulate its lidar
data collection program with the idea that
it would drastically alter UDOT’s service
delivery. “The primary purpose initially
was for better planning and maintenance,”
Fletcher said. “Obviously it serves potentially many other purposes as well, like
vehicle-to-infrastructure communication.”
One use could be the automation of
snowplows. With information already being
collected on road temperatures, combined
with guardrail location data, and adding in
the progress that self-driving vehicle technology has made in the last year, “we can see
the stage is getting set there,” said Hussey.
It’s not difficult to envision how
other states and smaller governments
could use such data. Measuring roadway
assets and pavement conditions could
easily be used to measure highway
ﬂoods in hurricane-prone regions or
calculate how many sensors could be
put into streetlights to enable vehicleto-infrastructure communication.
It all starts with communication across
the different agencies. “Be collaborative and really hammer out all the details
within the organization,” Meredith said.
“We have different areas of the department, and each area might look at assets
in a different way. Engaging as many
people as you can early on will lead to
the long-term success of the project.”
rmccauley@govtech.com
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Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people.

N.C. CIO Steps Down

HAWAII GETS A CISO

The storied election of Democratic Gov.
Roy Cooper over incumbent Republican Pat
McCrory signaled a nearly inevitable change
for North Carolina CIO Keith Werner. The
once deputy CIO turned CIO in December
2015 was asked on Jan. 25 to step aside
after assisting the new administration with
its transition. However, Werner said the
opportunity to aid in the transition of power
was one he deeply appreciated. During his
time with the state, Warner and his team
made headway in consolidating resources,
developing a feasible but forward-looking
strategic plan, tackling issues like rate reform
and streamlining procurement processes.
Danny Lineberry, a senior IT program adviser,
has since taken over the responsibilities of
state CIO in an acting capacity.

Hawaii’s Office of Enterprise Technology Services
formally announced that Vincent Hoang was named
the state’s chief information security officer Dec. 15. The
position was created earlier in the year during the 2016
legislative session, along with two other cybersecurityfocused roles. Hoang said his ﬁrst two weeks in public
service were spent acclimating to his new environment
and the varied processes of state government.

IT Leadership Changes in Maryland
Major changes to Maryland’s IT leadership occurred early this year, with CIO
David Garcia stepping down from the position Jan. 31 and the resignation of
Deputy CIO Luis Estrada in February. Garcia, who was also secretary of the state’s
Department of Information Technology, was appointed by Gov. Larry Hogan in
February 2015. During his time with Maryland, Garcia said that in an effort to
shorten delivery times, focus on customer service and eliminate bottlenecks, the
state has brought an agile methodology to bear in application development.

USDS Gets an Acting Administrator.

With Mikey Dickerson’s appointment as administrator of the U.S. Digital
Service (USDS) over, Matt Cutts of Google stepped into the role of acting administrator for the agency. Cutts reported on his blog that he
previously took a leave of absence from Google to work with the USDS, but now he is making things official. He resigned from Google on
Dec. 31, 2016, and was working as USDS engineering director. On Jan. 20, Inauguration Day, he took on the position of acting administrator
for the USDS, which looks to redesign the “digital experience” citizens and entrepreneurs have with the federal government.

James Collins Stays on in Delaware Delaware Gov. John Carney
announced in late 2016 that he will keep James Collins on as state CIO, and the state
Senate conﬁrmed Collins as a member of the governor’s cabinet in January. Collins was
appointed to serve as CIO by Gov. Jack Markell, succeeding Jim Sills in October 2014.
During his tenure, Collins has worked to expand broadband services across rural regions of
the state, helped strengthen cybersecurity by founding the Delaware Cyber Security Advisory Council and bolstered the state’s open data and transparency efforts.

NEW CIO NAMED IN VERMONT

DAVID KIDD

Vermont’s ﬂop from blue to red was an almost certain indicator of a
shakeup for now former IT Commissioner Richard Boes, who was
appointed to the position by Gov. Peter Shumlin in June 2011. According
to the Vermont Department of Information and Innovation website,
Boes was replaced by Darwin Thompson in January. Prior to being
named state CIO by Gov. Phil Scott, Thompson served more than ﬁve
years as the deputy IT commissioner.
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Trump Names Federal
Chief Digital Officer

West Virginia CTO Appointed

Trump’s ﬁrst technology appointment was
made Jan. 19, when he named Gerrit Lansing
to be the federal chief digital officer. Lansing
was the chief digital officer for the Republican
National Committee since May 2015, and
prior to that he was the National Republican
Congressional Committee’s digital director. The
Obama administration added the role of chief
digital officer to the White House in April 2015
with the appointment of Jason Goldman who
had worked for Google, Medium and Twitter.

West Virginia Gov. Jim Justice announced the appointment of longtime
public servant and technologist John Dunlap to one of the state’s leading
C-suite roles Jan. 30. Dunlap will replace CTO Gale Given, who served in
the post since 2012. Given’s last day was Jan. 26.
Dunlap has served more than 30 years in state government and said
he hopes his experiences will help him to better West Virginia’s overall
quality of life with technology. Prior to his appointment as state CTO, Dunlap
was the West Virginia Office of Technology’s director of infrastructure, and
formerly served as the network manager for the state’s Department of
Environmental Protection.

San Francisco Hires a Chief
Digital Services Officer

Longtime Public
CIO Retiring
After seven years of service
to Prince William County, Va.,
government, CIO Tom McQuillan
announced his retirement in early
January. Though McQuillan’s leave
is not effective until March 3, his
last day with the Department
of Information Technology
was Feb. 3. He previously was
deputy CIO of New Mexico after
wrapping up a 25-year career as
IT director of Grand Rapids, Mich.

DAVID KIDD

San Francisco hired Carrie
Bishop, director of London’s
FutureGov, as its chief
digital services officer, a
new position heading up the
recently introduced Digital
Services Team. Bishop
announced the news Feb.
10 via Twitter, along with a
call for applicants to join
her team. She will report
to the city administrator,
and the team will work with
departments to modernize
digital services.

MILLER LEAVES
NEW YORK CIO POST
Just more than two years after her appointment by
New York Gov. Andrew Cuomo, CIO Maggie Miller
will be stepping down. Miller tendered her resignation
on Feb. 8 “in order to pursue other opportunities,” the
Office of Information Technology Services conﬁrmed.
She will stay on through March 31, and the agency will
conduct a search for her replacement, OITS said on
Feb. 10 in a statement.

North Dakota’s CIO Departs
North Dakota’s new governor, Doug Burgum, announced his intention to shake up leadership in the office. In December, Burgum said
that CIO Mike Ressler, who had been in the position since 2013, is leaving state government to enter the private sector. Dan Sipes,
director of operations and deputy CIO, will serve as interim CIO. Burgum promised a “high-tech government” while campaigning and
draws experience in tech from founding a small startup company in 1983 called Great Plains, which was acquired by Microsoft in 2001.

EPA CIO MOVES
TO LOCAL
GOVERNMENT

In an uncommon direct move from federal to local
government, former U.S. Environmental Protection
Agency CIO Ann Dunkin will become Santa Clara
County, Calif.’s CIO. She said the two agencies are not
as dissimilar as they may seem. “Santa Clara County is
a large county. It’s not quite as large as the EPA, but it’s a sizable organization. It’s probably
larger than some states and certainly larger than some federal agencies,” Dunkin said.
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SIGNAL:NOISE

By Paul W. Taylor

Rage Against the Routine
The blast zone of the “automation bomb” is wider than we once imagined.

P

ublic CIOs have a jobs problem.
It may not be their fault, but it
is their problem. As the urgency
grows about preserving and creating jobs
in an era where human work is being
displaced by software, CIOs live and work
with the dissonance of technological
optimism and sociological pessimism.
They are the advocates and architects
of applying technologies to the work
of government, based on information
technology’s original promise — call it a
value proposition, if you will — of trading
automation for labor. Indeed, technology
has helped squeeze efficiencies out of
processes and brought much-needed
capacity to public agencies during a
protracted era when “doing more with
less” was the watch phrase in government.
It foreshadowed where we are today.
At the World Economic Forum in Davos,
Switzerland, in January, McKinsey and Co.
affirmed its projections that 45 percent of
all work could be eliminated by existing
technologies, putting some $22 trillion in
annual wages at risk in the U.S. Delegates
also learned that nearly two-thirds (65
percent) of students entering primary
school will have jobs that do not yet exist.
Reducing headcount within government
through technology is one thing, but
the wholesale elimination of up to half
of all jobs is the making
Paul Taylor is
of an unprecedented
the chief content
political crisis.
officer of e.Republic,
Government
To the degree that
Technology’s
public CIOs have the
parent company.
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ear (and conﬁdence) of their elected
officials, they have the opportunity
to help frame the magnitude of the
change we are living through — and the
policy discussions that must follow.
The blast zone of what McKinsey
calls the “automation bomb” is
wider than we once imagined.
It is not like elected officials didn’t see
this coming. In the 1960s, President John
F. Kennedy was prescient in declaring that
the major domestic challenge of the era
was to “maintain full employment at a time
when automation … is replacing men.”
A half-century later, what was once
seen as a threat to manual and skilled
labor jobs is increasingly spilling
over into office and knowledge work.
Vulnerability to automation is less a
matter of the color of your collar than
the nature of the work. Machines are
learning how to do routine work of all
types, both manual and cognitive.
It shouldn’t be a surprise then that
Amazon will hire 120,000 people in its
heavily roboticized fulﬁllment centers
across the country to do nonroutine work
that machines have not learned to do (yet).
Thanks to advances in blockchain
technologies that make 100 percent
auditing possible, once-specialized ﬁscal
disciplines from clerk to auditor are
made routine by software. Even software
engineers are feeling the pressure as
their work becomes routine and a new
generation of physicists in Silicon Valley
works on the nonroutine challenge

of mimicking the human brain in the
race for machine learning and more
fully realized artiﬁcial intelligence.
The slack amid these changing
dynamics is taken up by the 30 million
independent workers holding multiple
jobs in the so-called gig economy who
will show up in Labor Department
statistics for the ﬁrst time ever this May.
In contemplating a society with no
work, governments in Norway and Ontario,
Canada, are taking a fresh look at Universal
Basic Income to sustain displaced workers.
The venture-funded Y Combinator is
running a ﬁve-year pilot with 500 Oakland,
Calif., residents to better understand the
real-world effects of this dystopian choice.
But in the real world, there is still a
lot of work to do. It is nonroutine work.
The work of human touch and the
work of empathy. Not even the coming
singularity can replace people at that.
There is a dearth of policy prescriptions
to make sense of this. The task of sensemaking is anything but routine — and
that should be the work of policymakers
in broad consultations with workers,
unions, industry and educators. CIOs need
to be part of that conversation, if only
out of a sense of self-preservation.
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spectrum

More research, more science, more technology.

21ST-CENTURY PILGRIMAGE:
A high-tech Mayﬂower is preparing
to make the historic journey of its
namesake. Fueled by sail power
and renewable energy, the 104-foot
Mayﬂower Autonomous Research
Ship will sail from Plymouth, England,
to Plymouth, Mass., in 2020 to
mark the 400th anniversary of the
original trip. The ship will include

a ﬂeet of drones to conduct research
experiments, while also collecting data
— oceanographic, meteorological and
climate — and testing new navigation
systems along the way.
SOURCE: TREEHUGGER.COM

Given the vital role elections play in this
“
country, it is clear that certain systems and assets
of election infrastructure meet the definition of
critical infrastructure, in fact and in law.”
— Former Homeland Security Secretary Jeh Johnson

Election infrastructure was given a new label in January — that of critical infrastructure. Designated by the
U.S. Department of Homeland Security as a subsector of the government facilities critical infrastructure sector,
the change makes cybersecurity assistance and protections of election systems and facilities a priority for the
federal agency. The DHS considers election infrastructure to be information and communications technology,
including voter registration databases and voting machines, as well as storage facilities, polling places and
locations used to support the election process. In total, there are 16 critical infrastructure sectors and 20
subsectors that can receive this prioritized cybersecurity assistance. SOURCE: THE ATLANTIC

Hard Reset
Equipping robots with a “kill switch” is
one recommendation a draft report submitted to the European Parliament’s legal
affairs committee makes as the government seeks ways to prepare for potential
dangers related to autonomous robotics.
The report, which begins with a reference
to Mary Shelley’s Frankenstein, identiﬁes
possible ways to address legal and ethi-

cal issues that may develop as advancements are made to autonomous artiﬁcial
intelligences. These include the creation
of a European agency for robotics and
artiﬁcial intelligence, and an insurance
system for robotics that places the
obligation on the producer similarly to
how car insurance covers the actions
of the driver. SOURCE: NEW ATLAS

35 MILLION

articles
were run through an automated
analysis by a team of artiﬁcial
intelligence researchers at the
University of Bristol to determine
if major historical and cultural
changes could be detected
in the content of local British
newspapers printed from 1800
to 1950. The big data project
used artiﬁcial intelligence to
identify people and their gender
or locations and plotted them on
a map. While some of the results
were expected, those acted as
a check for the system, which
determined historical details like
trains becoming more popular
than horses for transportation
in 1902 and that liberals were
mentioned more frequently than
conservatives until the 1930s.
SOURCE: UNIVERSITY OF BRISTOL

Send Spectrum ideas to Managing Editor Elaine Pittman, epittman@govtech.com, twitter@elainerpittman
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DATA POINTS

By Daniel Castro

Doubling Down on Data
Reports of the death of big data have been greatly exaggerated.

C

an we still trust data? Following a
series of surprising election results
in 2016 that deﬁed the predictions
made by some of the world’s most talented
pollsters, some critics seem to think the
answer is a resounding no. But while those
who forecast elections certainly made
mistakes, these failures do not mean that
other uses of predictive analytics should
be discarded. To the contrary, a close look
at U.S. presidential election predictions
shows that more investment in data,
not less, is the way to avoid replicating
these types of problems in the future.
Given that virtually every major pollster
predicted before the election that Clinton
would defeat Trump, some have suggested
that the enormity of this mistake will lead
to the demise of the entire voter projection
industry. Others think the impact will be
even more far-reaching. Patrick Tucker, the
technology editor of Defense One, argues,
“If ‘big data’ is not that useful for predicting
an election, then how much should we be
relying on it for predicting civil uprisings
in countries where we have an interest
or predicting future terror attacks?”
While these responses
are
understandable, they
Daniel Castro is
are still overreactions.
the vice president
of the Information
The problems with these
Technology and
Innovation Foundation forecasts could have been
(ITIF) and director of
avoided by remembering
the Center for Data
a few key principles.
Innovation. Before
joining ITIF, he worked
First, predictions are not
at the Government
guarantees. Many of the
Accountability Office
where he audited
election results, especially
IT security and
management controls. of the popular vote, are
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consistent with pre-election polling
and differences fall within the margin
of error. Any serious data scientist will
admit that even the best models cannot
be accurate 100 percent of the time.
Uncertainty is a fact of life. Nobody
could have predicted the impact that
FBI Director James Comey’s late-stage
intervention would have on the ﬁnal tallies.
Organizations should use data to be better
prepared for the future, but they should
remember that they must still plan for
contingencies. This will require dataliterate executives who understand the
assumptions in the underlying statistics.
Second, measure the right thing. This
type of mistake is far too common. During
the Vietnam War, the U.S. government
used body counts to measure the military’s
progress, only to discover later that this
was a poor indicator of the war’s success.
If existing data does not accurately
measure a particular phenomenon,
then additional data may be needed.
During the presidential campaigns, one
of the few models to correctly forecast the
election relied not on polling results, but
on online behavior, such as social media
engagement. These types of models also
avoided the so-called “Bradley effect,”
where polls differ from election results
because some voters are reluctant to
tell pollsters their true opinion. Datadriven organizations need to routinely
validate whether the data they have is
an accurate measurement of reality.
Third, data quality matters. The preelection polls misjudged how likely certain

people were to vote and these underlying
assumptions polluted the quality of the data
used in most voter prediction models. Data
quality should remain a top priority for
organizations, as inaccurate or incomplete
data can limit the utility of predictive
models. Organizations should explore how
new data sources, such as data produced
by connected Internet of Things devices or
social media, can provide better and more
timely information than traditional sources.
Finally, models get better with age.
One reason that pollsters got it wrong in
2016 is that they had few opportunities to
reﬁne their models — presidential elections
only take place every four years. The best
predictive models, such as those used to
predict weather or recommend movies,
have often gone through multiple iterations
based on enormous data sets on predictions
and outcomes. The only way organizations
can get better at data analytics is by
building models and then assessing them.
So while the past year offers many
lessons on how not to use data, it is
premature to suggest that these errors have
shaken the pillars of today’s data economy.
Instead, it should be an important reminder
that data-driven innovation requires
organizations to invest time, talent and
treasure to produce the desired results.
Government agencies that double
down on data are likely to ﬁnd
themselves ahead of their peers in the
future, while those that pull back may
ﬁnd themselves reliving 2016.
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product news

By Miriam Jones | Chief Copy Editor
Send product review ideas to mjones@govtech.com, twitter@mjonesgovtech

Called Up
The Motorola Moto Z Play cellphone gets up to
eight hours of power after 15 minutes of charging.
Fully charged, the battery lasts up to 50 hours.
The ﬁngerprint reader lets users lock and unlock
the phone, as well as log in to apps and make
mobile payments. It contains 3 GB RAM memory
and 32 GB of storage with microSD Card support
of up to 2 TB. The Moto Z Play has a 5.5-inch
super AMOLED display, offering 1080p full high
deﬁnition (1080 x 1920), and uses the Android 6.0.1
Marshmallow operating system. The rear 16 MP
camera has laser auto-focus, color-balancing dual
LED ﬂash, 4X digital zoom, panorama and video
stabilization. motorola.com

In the Limelight
The Logitech Spotlight presentation remote lets users navigate slides and interact with
on-screen content from up to 100 feet away. Spotlight has mouse-like cursor control to
play videos and open links, and unlike a laser, the cursor and highlights are visible to both
a live audience and those on a video conference. With the app, users can toggle pointer
mode, set timed vibration alerts or activate more advanced functions like volume control
with hand gestures. The Spotlight connects instantly via USB receiver or Bluetooth Smart
technology. It is plug-and-play on most devices and compatible with popular presentation
apps. The remote features smart recharging: One minute of charge gives three hours of
use. logitech.com

Secure Computing
The 14-inch Toshiba Tecra X40
notebook computer measures 16.9
mm thick, weighs 2.76 pounds and
features a full HD (1920 x 1080) multitouch wide viewing angle display. It
also contains a solid state drive, Intel
802.11ac Wi-Fi, and biometric and
facial authentication technologies.
The touchpad contains a ﬁngerprint sensor called SecurePad with
Synaptics Natural ID ﬁngerprint
sensor4. The integrated infrared
camera allows for facial authentication via Windows Hello face sign-in.
The Tecra also features a premium
magnesium alloy ToughBody chassis,
shock-absorbing design and honeycomb reinforcement for increased
durability. us.toshiba.com

For more product news, log on to explore Government Technology’s Product Source. govtech.com/products
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GOVGIRL ON SOCIAL

By Kristy Dalton

From Social to Smart

W

hen government agencies
innovate on social media,
it usually means they use a
social platform in a new way or take a
unique approach to content. I’d like to
look at the concept of city government
innovation at the biggest picture level:
the evolution of the “smart city.”
The smart city is becoming less and
less of a dream for what cities of the future
could be like as innovative government
agencies across the country are laying the
groundwork for connected communities.
Cities don’t strive to be innovative on social
media solely to be trendy — they do it to
better serve citizens in some way. Similarly,
cities strive toward smart city innovation
for a higher purpose as well.
While it’s cool to offer cuttingKristy is known
edge connected technologies,
as “GovGirl”
in the governthe ultimate goal is to make
ment technology
communities safer and more
industry. A former
city government
energy efficient, to improve
Web manager with
service delivery, and so on.
a passion for social
media, technology
and the lighter side
of government life,
Kristy is the CEO
of Government
Social Media.
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Forging Partnerships
For governments to
endeavor to create an entire

smart infrastructure with only internal
resources would be a massive feat, so
innovative cities are partnering with
major technology companies to plan,
test and reiterate the cities of the future.
For instance, Panasonic partnered with
the city of Denver over the past year, and
more recently the Colorado Department
of Transportation, to bring the concept of
smart cities and smart highways to reality.
Smart cities start with smart
infrastructure, such as transportation. For
instance, a smart highway system would
incorporate camera and sensor technology
in order to connect vehicles to other
vehicles and to the master infrastructure
system. Vehicles would automatically
sense and avoid crashes, streetlights would
dim to save energy when the roadway
is clear, and ultimately the safety of our
roadways would be dramatically improved.

Investing in People and Technology
Every January, the Consumer
Electronics Show (CES) in Las Vegas
is the largest showcase of future smart
technologies in the world. This year,
government agencies were noticeably

part of the event, as exhibitors featured
connected technologies that illustrated
the beneﬁts of smart communities. I
was excited to have a backstage pass
to view these innovations up close.
Government agencies beneﬁt by
continually investing in their people and
technology. Many do this by creating
innovation teams, then make an environment
where they are encouraged to learn and
explore how technology can solve problems.
Brett White is involved in the effort behind
West Hollywood, Calif.’s unique social media
presence and is also a part of his agency’s
Innovation Catalyst Group. The city has
been sending members to CES for the past
several years, and as White said, “We’re
always looking for new and innovative ways
to improve city life; promote efficiency and
effectiveness in government; and support
our local innovation economy. And that
includes the use of smart technologies.”
Ask yourself whether your city is
constantly innovating. If the answer is
no, do your citizens a favor and start
investing in your people and your
technology to lay the groundwork for a
smart city of the (very near) future.
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CAN YOUR LOCAL GOVERNMENT’S NETWORK
KEEP UP WITH ITS CITIZENS?
To be ĕective, local governments need to communicate with their
citizens. In today’s world, that means going online. 94% of local
ȯcials agree that e-government requires a ubiquitous network,
but that requires bandwidth. Remain on a weak network and
your citizens may end up dealing with slower response times and

limited access to critical services. Fortunately, Comcast Business ŏers
the high-performance Ethernet network that local governments need
and citizens demand. Plus, its extra redundancy maximizes availability
at a lower cost that meets government budgets and standards of security.
Visit business.comcast.com/government or call 866-429-2241 to learn more.
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ADVERTISEMENT

TOP 10 MOST OVERLOOKED
CYBERSECURITY RISKS
Unpacking the greatest threats to the public sector in 2017

BYOD

1

Third-Party Software

6

As more government employees use their personal
devices for work and become increasingly mobile,
vulnerabilities arise when these devices are not under
centralized enterprise control.

Many government employees prefer to use their own third-party
tools, but if they are not built with security features, they can
become a back door into secure networks for malicious software.

Outdated Policies

2
3
4

5

Remote Workers

7

Government policies may go years without major revisions
or updates, which can create gaps and unforeseen
liabilities as new technologies continue to challenge
existing operating structures and methods.

Remote employees are commonplace within agencies across the
country, but how and where employees access government systems
can create significant liability.

Print Environment

Outdated Training

An often-ignored, vulnerable area of cybersecurity is the
print environment. A recent Center for Digital Government
survey found agencies are aware their print environment
is just as vulnerable to threats as other endpoints, but
they face challenges in securing it.

Every new government employee goes through some form of training
during the onboarding process, but without having a regular security
training program in place, employees are ill-equipped to identify and
address the latest cybersecurity threats.

8

Legacy Equipment

Vendor Management

Many Internet-connected legacy machines no longer
receive security updates from their manufacturers and
can be easily compromised as a gateway into a network.

Government agencies interact with countless vendors, but many do
not have a robust vendor management strategy in place. Without
one, outside vendors may continue to have access to systems or
facilities they no longer service, creating a threat to data security.

9

Social Engineering

Public Wi-Fi

Social, or human, engineering is another overlooked
attack that is accomplished by someone manipulating
a government employee to divulge information.
Training employees on how to respond to these
situations is important.

Although convenient, public Wi-Fi must be properly separated from
secure networks to prevent unauthorized access to secure documents
or devices.

10

© 2017 e.Republic. All rights reserved.
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Looking for where to start? Find out if your printers are vulnerable to attack.
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