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Real-time understanding of 
assets is the foundation for 
endpoint protection.

Cyber 
Resilience 
Starts with 
Visibility

A GOVERNMENT TECHNOLOGY HANDBOOK | TANIUM

A GOVERNMENT TECHNOLOGY HANDBOOK

Governments and education 
institutions have more 
endpoints – and cyber threat 
vectors – than ever before. 
They need a new strategy for 
real-time endpoint visibility.

Download here: 

govtech.com/
endpointvisibility

GT22 AD Tanium Handbook.indd   1 7/20/22   10:32 AM

https://papers.govtech.com/How-Real-Time-Visibility-Improves-Cyber-Resilience-141277.html
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14  /  Free and Fair 
With the 2022 midterms looming, we 

go inside the war on misinformation to 

see what offi  cials are doing to restore 

faith in election integrity. 

By Jule Pattison-Gordon

22  /  To Share, 
or Not to Share? 
When government suff ers a breach, 

leaders must balance transparency 

with caution.

By Adam Stone

42  /  Meeting the 
Growing Threat 
Imperative 
As cyber threats evolve, so do the 

jobs of those who lead the fi ght 

against them. 

By Katya Maruri 
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in enough to be a resource to nearly 
everyone he encountered in his daily 
life who discovered he worked for the 
state — most of them were, after all, a 
customer of the state in some capacity.  

One lesson in particular stands out 
for Nichols: When he fi rst arrived, he 
embraced the idea that government 
should be run like a business. Over 
time he came to understand many 
key diff erences between the private 
and public sectors. In industry, there 
are choices aplenty: scope of work, 
customers, location, timeline, etc. 

Not so in government. “Often 
your customers are mandated by 
statute. The amount of resources 
you have to solve a problem might 
be set by the state budget offi  ce, also 
by the legislature, and they might 
have arbitrary deadlines, and all 
of those really shape what you’re 
going to end up having to deliver.” 

Like anyone who has spent a 
signifi cant amount of time at a job, 
Nichols has amassed a long roster 
of “other duties as assigned.” On his 
list as he plotted his transition was 
fi nding someone to take over as the 
department’s records retention offi  cer. 
Nichols is anxiously anticipating the 
clean slate he’ll encounter at his new 
position (with Gartner Consulting). 

“If I can spend 100 percent of 
my time just thinking about new 
things and new problems versus 
remembering old problems … 
that’s really the biggest thing I 
think I’m looking forward to, being 
able to devote 100 percent of my 
energy to all things new.”  

When former Georgia Chief 
Information Offi  cer Larry 
Singer asked Steve Nichols 

to assess the state’s IT architecture 
in the early 2000s, it wasn’t a paid 
gig. Nichols worked for a consultant 
at the time and found out later that 
Singer had his eye on Nichols for the 
CTO spot. “Larry made a big pitch 
on the value of public service, really 
impressed that upon me, said it just 
gets in your blood,” Nichols said, “and 
he was not wrong.” Nichols thought 
he’d work for the state for a couple of 
years, but he ended up staying for 20. 
Turns out Singer was onto something. 

During his time with Georgia, 
Nichols earned a reputation as a trusted 
adviser with deep technical knowledge 
paired with the gift of eff ectively 
translating deeply complex topics into 
language that makes them accessible to 
a variety of audiences. And he is called 
upon to showcase these skills much 
more often than when he fi rst got the 
job — which illustrates how roles like 
his and the state CIOs who served as 
his bosses have changed from the early 
days. Conversations with legislators, 
for example, have gone from “rare” 
to “routine,” according to Nichols. 
Those decision-makers now expect 
an answer to their inquiries on what 
the Georgia Technology Authority 
(GTA) has planned for cloud, 5G or 
self-driving cars, to name a few.  

The heaviest lift of his tenure 
was the big outsourcing project in 
which Georgia enlisted IBM and 
AT&T to deliver technology services 
to state agencies as well as manage 

Lessons from 20 Years 
in Government IT 

By Noelle Knell  /  EditorPOINT OF VIEW

its infrastructure. This massive 
organizational change enabled GTA 
to off er enterprise-class IT services 
to the state. Largely hailed as a 
success, the eff ort did bring a human 
cost which Nichols cites as the most 
challenging part: rebadging people 
who expected to spend their career 
with the state to more specialized 
positions with service providers.  

“People really enjoy being a 
generalist and you just can’t run a big 
enterprise shop quite that way,” he 
explained, “so some of them moved on 
to go work for smaller governments 
that still had that generalist model.” 

Two decades as a state CTO 
make Nichols uniquely positioned 
to off er advice to gov tech leaders. 
He fi rst points to the principle of 
Chesterton’s Fence, which is to 
avoid dismantling something until 
you know why it’s there. “If you’re 
going to reinvent a process or move 
a function around or something, you 
should probably understand why it got 
the way it was and spend a little time 
understanding it before you propose 
to break it or move it,” Nichols said.    

He also suggests that turning things 
off  is a diffi  cult but critical part of an 
IT leader’s job. Having the courage to 
make hard decisions on when a system 
is end-of-life, after all, gives you a 
fi ghting chance against the growing 
accumulation of technical debt that 
can hamper forward progress.   

Nichols viewed every day in 
government as a civics lesson, and he 
racked up a lot of those over the course 
of his career with GTA. He was plugged 
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NO ONE 
COVERS CYBER 
MONTH LIKE 
GOVTECH.COM.

Visit the 2022 Cyber 
Month Resources collection 
for market-leading best 
practices and up-to-date 
news coverage during the 
month of October.

2022
CYBER MONTH 
RESOURCES

govtech.com/cybermonth

https://www.govtech.com/security/2022-cybersecurity-month
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govtech.com/extra: 
Updates from Government Technology’s daily online news service.

Underserved residents in Fort 
Worth, Texas, who will have 

access to free Wi-Fi this fall thanks 
to a partnership with 

Cisco Systems.

The number of global cities — 
including Los Angeles, Miami 
and Phoenix — that have a 

chief heat offi  cer.

tech/bytes 

The percentage of gov tech 
funding opportunities since 2018 
that relied on cloud computing.

17

7

40K 

%

163
The number of graduates 
of the Cyber Workforce 

Academy – Maryland, a program 
run through the SANS Institute, 

since its inception in 2018.

Family Matters 

WHO SAYS?
“Most agencies rely on their IT departments and assume that 

penetration testing is enough. It is an awkward dance.” 

govtech.com/quoteoctober2022 

Allegheny County, Pa.’s Offi  ce 
of Children, Youth and Families 
since May has been using 
natural language processing to 
read and interpret its hundreds 
of pages of notes on the people 
it serves, helping workers get 
more insights into clients and 
improve outcomes. The platform, 
from Augintel, has helped save 
caseworkers fi ve hours per 
week that would otherwise 
be spent mining notes for 
information that could give 
insights into risk factors and 
social determinants of health.  

Biz Beat
Traffi  c management startup Populous in August raised an $11 million Series A 
funding round led by Infi nity Partners and Climactic, with participation from Comcast 
Ventures and FootPrint Coalition Ventures, actor Robert Downey Jr.’s fi rm. Populous’ 
software aims to help cities manage streets and curbs, providing data on transit like 
ride-shares, bikes, scooters and delivery vehicles. Its 100 clients worldwide include 
Chicago, San Diego and Tel Aviv. 

MOST READ STORIES ONLINE:
Georgia CTO Steve Nichols Set to Join

Gartner Consulting 

Ad Revenue Might Be the Secret to 

Lowering EV Charging Barriers 

Partnership to Reimagine Virginia’s I-66 

Thoroughfare With Tech 

Roads, Water, Broadband: Survey Reveals 

Infrastructure Needs 

New York City Deploys Video 

Bus Lane Enforcement 

Generation USA to Off er Free Tech 

Bootcamps at CUNY Campuses 

8         October/November 2022  //  www.govtech.com

A potential new cybersecurity 
fellows pathway program in North 
Carolina could help narrow the 
state’s security talent gap by 
training participants and placing 
them in government jobs. State 
Chief Risk Offi  cer Rob Main said 
this would expand on North 
Carolina’s other eff orts, including 
an apprenticeship program for 
disabled veterans, and would 
require graduates to serve in the 
public sector “for a commensurate 
amount of time as the length of 
their educational program.” 
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Geography 101 

High school geography teacher 
to state governor might not be a 
traditional career route. Yet as 

I sat next to Minnesota Gov. Tim Walz 
one day in August and listened to Esri 
CEO Jack Dangermond on the strategic 
use of maps to create common ground, 
I wondered what the governor thought. 
No one else in the room of 10,000 
people had his unique credentials: a 
high school geography teacher who now 
occupies a top elected executive job.  

I caught up with the governor 
later that day to fi nd out what spatial 
common ground meant to him and what 
he applies from his high school teaching 
experience to his current offi  ce.   

Both as a candidate and as governor, 
he has emphasized the need to create 
a vision of one Minnesota, while at 
the same time recognizing that the 
state is diverse in its culture, economy 
and geography. Walz described 
the importance of visualization as 
a leadership communication tool. 
Visualizing common problems, 
which persist even with geographic 
diff erences, helps individuals 
appreciate the needs of others.  

Walz explained how to develop 
trust through communication from the 
perspective of a teacher, not a politician. 

He said that “as a teacher, 
if the majority of children 
weren’t understanding the 
lesson, that meant more 
about me than them. It 
meant I was not teaching 
it correctly.” His time in 
education also gave him 
insight into why using 
diff erent communication 

forms is important. “People possess 
diff erent learning styles,” he said. 
“We have become very visual and 
interactive learners, with shorter 
attention spans, and therefore offi  cials 
need to be able to visually display 
complex data when communicating 
about important issues.” 

Minnesota’s COVID-19 response 
provided an excellent example of how 
the state utilized layered, place-based 
data to inform the public conversation 
and the government response. Both 
public and internal communications 
included overlaying testing and 
vaccination sites, positivity rates, 
outbreaks near schools and schools 
closing, plus transit options for children. 
Individual data users could quickly 
see the conditions relevant to their 
family’s safety and make decisions 
based on transparent data and shared 
understanding. Presenting information 
in that fashion meant that people 
couldn’t simply dismiss the data as some 
headline they read and didn’t agree with.  

Walz has used maps to pull state 
agencies together around other cross-
cutting issues besides the pandemic. 
Data maps are the foundation for his 
Subcabinet and Advisory Council on 
Climate Change. Through executive 
order, Walz brought together state 
agencies, boards and departments to 
work on climate issues. By creating 
maps, offi  cials could understand how 
the factors under review of one agency 
aff ect the actions of another. Walz 
emphasized that the communicative 
power of maps goes beyond interagency 
collaboration and helps rally public 
support for addressing climate change.  

This opportunity to use maps to 
broaden understanding and develop 
more consensus came up at the Esri 
event, where we saw a story map that 
showed how weather changes were 
moving the center of the nation’s 
Corn Belt north toward Wisconsin. In 
Minnesota, the governor used similar 
visualizations to demonstrate how 
extreme weather and temperature 
shifts are negatively aff ecting farms, 
communities and industry. And he 
utilizes the maps to show disparities in 
eff ect by race, gender, geography and 
economic status, helping the various 
agencies organize their responses. Maps 
help with implementation strategies 
as well. Examples of climate-related 
GIS work across the subcabinet 
include the Metropolitan Council 
Extreme Heat Map, the Department 
of Transportation Electric Vehicle 
Dashboard and the Department of 
Natural Resources Climate Trends Tool.  

Walz closed our interview by 
explaining that a leader needs to be 
prepared to accept that maps show 
performance, and not every action 
succeeds. He is ready to use the results, 
especially if they do not produce 
promised outcomes, as a teaching 
moment. Pulling data into maps helps 
the state measure, visualize and iterate.  

“If you want to build people’s trust 
in government and deliver the services 
they expect, we have got to do a better 
job of making sure that they’re able 
to see what we are doing, how we are 
moving and how we are measuring 
it,” Walz said. “And we need to use 
technology so that folks can actually 
see what government is doing.” 

Minnesota Gov. Tim Walz’s background as a high school teacher has led to a 

visually driven approach to leadership. 

Stephen Goldsmith 
is a professor at 

Harvard Kennedy 

School and director 

of the Innovations in 

Government Program 

and Data-Smart City 

Solutions. The former 

mayor of Indianapolis, 

his latest book is 

The Responsive City: 

Engaging Communi-

ties through Data-

Smart Governance.

By Stephen GoldsmithBECOMING DATA SMART 
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1
What are your top priorities?
Cybersecurity is always at the top. 

Another big initiative is replacing 

our enterprise resource planning 

(ERP) system, which is vintage. It was 

implemented in 1998 and is holding 

us back. An integration with a 1990s 

software platform is fl at fi les, and 

integrations in the modern world are 

transactional and real time. We’ve got 

this cornerstone piece of tech that 

is the center of our integration world 

and it’s 20 years old. We’re trying to 

modernize that.  

2
How are you prepping to 
replace the ERP system? One 

skill a CIO needs is storytelling. 

We have really complicated technical 

FOUR QUESTIONS

Chief Information Officer Craig Poley has led tech work in Arvada, Colo., for 

two years. Poley took the role after a stint as an IT director with Denver, which was an 

easy move geographically, given that Arvada is a Denver suburb. Poley talked with 

Government Technology about Arvada’s tech priorities, balancing core IT work with 

innovation and what’s ahead.

I said, listen, this spacecraft we’re on, 

the time horizon is eight years. In eight 

years, this spacecraft explodes. We 

need to not be on it. That’s what jolted 

the leadership team. 

3
How do you balance core IT 
work with innovation? 
I had to unpack our Smart City 

Committee. Ideas were being proposed, 

but those ideas weren’t backed by 

funding or execution. It was a work 

stream off  to the side, and what it was 

trying to deliver was the same as our 

regular work stream. Everything we’re 

doing is smart. If you’re in Italy, you 

don’t call it Italian food. You just call it 

food. If everything you’re doing is smart, 

you don’t call it smart, you just call it 

work. We’re looking at cyber tools, for 

example. When a vendor is pitching, 

I ask, “When you detect, do you have 

an automated response?” If the answer 

is no, thank you for your time. I’m not 

interested in tools that require humans 

to exclusively do things. Humans can 

automate. Humans can improve it, but 

basic and repetitive tasks need to be 

undertaken by automation.  

4
What’s next for Arvada IT? 
We’ve spun up a data analytics 

team. When I got here, I sat down 

with the city manager and said, “What do 

we want to be when we grow up when 

it comes to data?” We are experts at 

collecting data, but we are not experts 

at consuming data in ways that expand 

capabilities. We have data sets for traffi  c 

and water lines. Does traffi  c shorten 

the lifespans of water lines? We have 

both data sets, and if we put some eff ort 

in, we can see if there’s a correlation. 

Now we have a team, and we’re just 

starting to ramp up. The long-term play 

is we want to take Boston’s idea. They 

have a city score where they take the 

diff erent metrics from their departments 

and they use an algorithm to weigh 

them, so every department will have a 

score. I want to put a monitor outside 

the city manager’s offi  ce with an Arvada 

score on it. When he or she walks out, 

they can see each department and that 

department’s score, so we know if that 

department needs help. 

— Zack Quaintance, Associate Editor

challenges to overcome, but we can’t 

go talking about them without getting 

into the complex realities of IT. As I work 

on this ERP story, I use what I call the 

Johnny Appleseed Approach, which is 

I walk around with an idea that I plant, 

and then I come back with my watering 

can to re-enforce it until eventually 

there are apples.  

With the ERP, I start talking to HR and 

ask if they’re happy with it. They say, 

not really. Then I ask fi nance, and they 

say, we’re not unhappy. So, I have to 

change the narrative a little. It’s a pain 

to manage, it’s a pain to patch, and we 

have great risk and exposure. We have 

two resources that manage the system, 

and if they move on, I can’t go out to 

hire these skills. They don’t exist. So, 

10         October/November 2022  //  www.govtech.com

Craig Poley 
CIO, Arvada, Colo. 
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A GOVERNMENT TECHNOLOGY HANDBOOK

Artifi cial intelligence can 
revolutionize government 
processes and services 
in the coming years.

A Roadmap 
for Creating 
AI-Ready 

Government

AI-READY 
GOVERNMENT

A GOVERNMENT TECHNOLOGY HANDBOOK | MICROSOFT

This handbook lays 
out the strategies and 
best practices agencies 
need to prepare for an 
AI-enabled future.

www.govtech.com/ai-ready-handbook
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Digital States / 2022

The 2022 Digital States Survey from the Center for Digital Government* delves deeply into the priorities 

of state leaders and how technology offi  cials are working to support those priorities. Taken all together, 

survey data off ers a snapshot into where energy and resources are focused now, and how that has 

changed since the last survey in 2020. Here are a few data points that stood out. For our full editorial 

coverage, including analysis of key projects underway in each state, visit govtech.com/DigitalStates2022.    

Report Card
Here are the states with straight A’s

2022 Priorities

1. Cybersecurity 

2. Constituent engagement/experience 

3. IT staffi  ng 

4. Modernization of legacy technologies 

5. Networks: broadband, connectivity, digital divide

12         October/November 2022  //  www.govtech.com
*The Center for Digital Government is part of e.Republic, Government Technology’s parent company.

Budget 
Breakdown

of states say more than 10 percent 

of their IT budget goes to cybersecurity.%

Emerging No More?  
These technologies have crested the tipping 

point, with the following percentages of 

states reporting they’re using them now: 

AI/Machine Learning   
82% 

Conversational Agents (Chatbots) 
76% 

Drones     
 91% 

Edge Computing   
61% 

Low-Code/No-Code Development 
83% 

Robotic Process Automation
84%

26%
IT Internal Staff 

14%
IT Services 
(Contract Solutions Development)

17%
Software 
(Licenses, Purchases)12%

IT Contracted Staff 

11%IT Services
(Cloud,
Infrastructure 
Services)

10%

Hardware
(Leased, Purchased)

11%Telecommunications

 Ohio

Utah

Georgia

Michigan 

Minnesota

North Carolina 

Ohio

A-  12  states 

B+  15  states 

B  9  states 

B-  6 states 

C+  2 states  

GT22 DigStates Infographic_MAG.indd   12 9/7/22   3:27 PM
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Digital States / 2022

% %
In-house or Outsource? 

of respondents will maintain current levels 

of contractors/outsourced IT staff in the 

next year to year and a half, while 37 

percent plan to increase current levels. 

On-site or Out of Sight?

Almost half of states report 

that more than 40 percent of 

the state workforce is working 

remotely.  

Dedicated 

All states have staff dedicated to cybersecurity, 

but these other areas are still filling out: 

Performance Metrics   
58%

Innovation    
 61% 

Data Privacy     
72% 

Data Analytics/BI   
74% 

Constituent/Customer Experience 
79% 

Enterprise Architecture  
86%

Inquire Within 

Most states need to hire for these roles:

Cybersecurity     
98% 

App Building, Integration and 
Modernization     

93% 

Data Analytics/Business Intelligence  
84% 

Enterprise Architecture   
84% 

Process Improvement and Modernization 
81%

of states report using 

telemedicine for inmates. %% of state IT leaders’ roles are 

a cabinet-level position.

Doing the Work

GT22 DigStates Infographic_MAG.indd   13 9/7/22   3:27 PM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

14         October/November 2022  //  www.govtech.com

B Y  J U L E  P A T T I S O N - G O R D O N 

F R E E  A N
U

N
S

P
L
A

S
H

.C
O

M

014_GT_Oct22.indd   14 9/6/22   4:03 PM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

www.govtech.com  //  October/November 2022         15      

N D  FA I R 
W I T H  T H E  2 0 2 2  M I D T E R M S 
L O O M I N G ,  W E  G O  I N S I D E  T H E  W A R 
O N  M I S I N F O R M A T I O N  T O  S E E  W H A T 
O F F I C I A L S  A R E  D O I N G  T O  R E S T O R E 
F A I T H  I N  E L E C T I O N  I N T E G R I T Y .  
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F alse and misleading narratives 
about how elections work and 
who won can deter voting 

and spark violence. But professional 
websites, misinformation hunting 
teams and public education campaigns 
help election departments spread 
truth and dispel falsehoods. 

Today’s election offi  cials know too 
well how mis- and disinformation about 
elections can cascade into political 
turmoil, insider threats, voter suppression 
and even physical violence. False 
narratives spurred the Jan. 6  insurrection, 
have targeted certain communities to 
dissuade voting and allegedly inspired 
a county clerk in Arizona to orchestrate 
a voting equipment security breach.  

With midterms around the corner, 
offi  cials are working hard to keep 
false claims from muddying residents’ 
understanding of elections and voting 
processes or their faith in the outcomes. 
The threat has evolved since 2016 
thrust it into the public spotlight, and 
many offi  cials and civic organizations 
recommend a multipronged approach. 
Elections teams must both seek out 
and counter inaccurate content, as 
well as proactively push out reliable 
information that voters can easily fi nd 
and foster trust by making election 
experiences as smooth as possible. 

 
Misinformation in 2022 

2016 saw foreign actors play 
strong roles in creating confusion 
around elections, but in ensuing 
years, domestic players have 
become more signifi cant sources, 
said Trevor Timmons, executive 
committee chair of the Election 
Infrastructure Information Sharing 
and Analysis Center (EI-ISAC), and 
CIO for Colorado’s Department 
of State, in a conversation with 
Government Technology.  

Still, foreign activity hasn’t gone 
away. Connecticut Deputy Secretary 
of State Scott Bates told GovTech he’s 
most concerned about U.S. states com-
peting against deep-pocketed foreign 
nations in battles for truth. This dispar-
ity makes partnering with the federal 
government “essential,” he said. 

The private sector also heavily 
infl uences the spread of inaccurate nar-
ratives, and 2020 saw many mainstream 
social media fi rms increase eff orts to 
tackle false information on their plat-
forms. However, the Open Technology 
Institute — a technology and policy-
focused program from the New America 
think tank — reported in June 2022 that 
many such eff orts “appear to have been 
temporary,” and that it was “unclear” 
if platforms that previously partnered 
with government and civic society 
players to “promote, verify or refute” 
posts would do so for the midterms. 

Social media fi rms also have been 
more eff ective at removing false 
information in English than in other 
languages.  

Stephanie Valencia, co-founder 
of Latino voter engagement orga-
nization EquisLabs, spoke on the 
issue during a federal hearing: 

“Facebook, YouTube and Twit-
ter still have Spanish-language posts 
active today from November 2020 
that promote election lies with no 
warning labels,” Valencia testifi ed 
in April 2022, 17 months later. 

Social media fi rms have been falling 
short in other languages, too. More 
platforms need content moderators 
and translators who are familiar both 
with a language’s slang and dialects 
and with the cultural and political 
context of the local communities 
speaking it, said Emily Chi, director 
of Telecommunications, Technology 
and Media at Asian Americans 
Advancing Justice (AAJC), during the 
April 2022 hearing. Otherwise these 
professionals may miss the nuance 
necessary to catch misinformation. 

“Most existing eff orts to combat 
mis- and disinformation in the United 

States are exclusively focused on 
English-language content that centers 
on mainstream content and users,” 
Chi explained in written testimony. 
“… Generalized approaches to com-
bating mis- and disinformation fail 
to address unique challenges and 
characteristics of disinformation that 
proliferates in the AAPI [Asian Ameri-
can and Pacifi c Islander] community.” 

Voting Machines Vs. Voting Myths 

A smooth, convenient voting 
experience can also help dispel 
residents’ fears about the reliability 
of elections, according to Tiana Epps-
Johnson, founder and executive 
director of the election reform 

F R E E  A N D  F A I R 
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“ F A C E B O O K ,  Y O U T U B E  A N D  T W I T T E R 
S T I L L  H A V E  S P A N I S H - L A N G U A G E  P O S T S 
A C T I V E  T O D A Y  F R O M  N O V E M B E R 
2 0 2 0  T H A T  P R O M O T E  E L E C T I O N 
L I E S  W I T H  N O  W A R N I N G  L A B E L S . ”
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advocacy group the Center for Tech 
and Civic Life (CTCL). 

Election departments need more 
funding so they can repair polling 
facilities, purchase enough ballot 
paper and acquire ballot tallying 
equipment for timely results, she 
said. Internet bandwidth can also 
be a challenge, with some rural 
departments unable to download the 
state’s lengthy election operations 
manuals, Epps-Johnson told GovTech. 

“The most important thing that the 
election offi  cial can do successfully 
is provide a great voter experience,” 
Epps-Johnson said. 

Some counties have sought to make 
voting more convenient with tools 
like webpages and apps for estimating 
wait times at polls and online surveys 
for gathering feedback on how the 
voting process could be improved.  

Once citizens have voted, elections 
departments need to be able to reliably 
verify results. Cyber experts like former 
Cybersecurity and Infrastructure 
Security Agency (CISA) Director 
Chris Krebs have urged jurisdictions 

to adopt voting machines that leave 
auditable paper trails. More counties 
have moved this direction, with 92.2 
percent of 2022 voters expected to 
have access to ballot marking devices 
(BMDs) or hand-marked paper ballots. 

 
Eyes on the Lies  

Physical equipment and 
infrastructure are only part of the 
task, and election offi  cials also must 
fi ght a war of information. The fi rst 
step in countering false narratives? 
Being able to identify them.  

Counties need to know what’s being 
said about them, and the Center for 
Internet Security (CIS) recommends 
following online mentions of their 
county, elections offi  cials and “other 
public fi gures.” Jurisdictions could 
also actively monitor election-
related conversations occurring 
on both mainstream and niche 
social media platforms and follow 
relevant keywords and hashtags.  

Maricopa County, Ariz., has been 
using brand sentiment analysis tools 
like Hootsuite and Brandwatch to track 

the tone of social media posts related 
to the county and directing a team of 
staff  to review posts, explained county 
CISO Lester Godsey during a June 
2022 RSA Conference presentation. 
This can tip off  personnel before online 
discussions escalate into physical or 
cybersecurity threats. Offi  cials want 
to be notifi ed before misinformation-
fueled conversations encourage 
someone into chasing down a county 
truck, for example. The team also 
checks for recurring phrasings and 
other clues that might indicate if 
the posts are part of a coordinated 
false information campaign.  

Several states are making 
misinformation fi ghting a full-time 
job, and Bates spoke to GovTech as 
his team was closing hiring for an 
information security specialist. The 
individual will be responsible for 
scouring the dark web and publicly 
accessible information for early signs 
of election-related misinformation, 
then interceding before the falsehoods 
go viral, Bates said. The job post asks 
the specialist to review “Internet 
subculture websites” like 4chan, 8chan 
and Reddit, as well as mainstream 
social media and the dark web in 
real time. The specialist must also be 
fl uent in both English and Spanish. 

Connecticut fi rst trialed such a 
position in 2020 using one-time federal 
funds. After promising experiences, 
the state is now making this part of 
its regular election practices. The 

F R E E  A N D  F A I R 
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 200 
The number of false 
information reports 
handled by the 
Elections Infrastructure 
Information Sharing 
and Analysis Center 
(EI-ISAC) during the 
2020 general election.  

014_GT_Oct22.indd   17 9/6/22   4:04 PM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

“When they get heads down on 
conducting an election, they don’t have 
time to be scanning through social 
media sites and contacting social media 
if they see something that’s inaccurate,” 
Andino told GovTech. “We can report 
to the social media platforms, and we 
can follow up with them and also report 
back to the election offi  cials, and it 
allows them to be able to focus on their 
task at hand: conducting an election.” 

The EI-ISAC asks offi  cials to send 
them a screenshot or URL of the mis-
information, an explanation of which 
part is inaccurate and a link to correc-
tive information. Thus equipped, the 
ISAC can follow up with social media 
platforms to get the content removed 
as well as alert CISA and other parts of 
the Department of Homeland Security 
(DHS), Andino said. The ISAC handled 
about 200 reports of false information 
during the 2020 general election. 

 
Tips for Correcting Falsehoods 

Maricopa County’s Godsey recom-
mended that offi  cials respond rapidly 
to correct instances of misinformation. 
And Timmons said phrasing fact 

checks in the right way is key to making 
readers more receptive to them. 

“We lead with the truth,” Timmons 
said. “And then we can kind of explain 
why this nuance of the mis- or 
disinformation, how it is inaccurate.”   

Offi  cials debunking false claims 
should also remember to acknowledge 
the emotions that led readers to fall 
for the falsehoods. Doing so can make 
residents feel listened to, and thus 
more open to hearing what offi  cials 
have to say, according to a guide 
from ElectionTools.org, an online 
collection of free resources “developed 
by, with and for election offi  cials.” 

The guide also recommends that 
corrective statements explain how 
the inaccurate information likely 
cropped up, with lines like, for 
example: “It’s easy to get confused 
about closed primaries, and this 
voter seems to have made a mistake.” 
Statements should provide corrections 
as well as direct audiences to sites 
where they can fi nd answers to any 
lingering questions or take steps like 
verifying their voting registrations.  

 
Website Design 

One of the best defenses against 
election-related misinformation 
is to ensure voters already know 
how elections work and how to 
fi nd answers if they’re unsure.  

F R E E  A N D  F A I R 
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2020 specialist was able to quickly 
catch inaccurate statements, allowing 
the state to alert EI-ISAC, which 
then got the content removed. 

“One [instance] was someone 
putting out there that absentee ballots 
had been sent to their dead relative. 
Well, that wasn’t true, because 
absentee ballots hadn’t gone out yet 
and hadn’t been available,” Bates 
said. “….That kind of information 
undermines public confi dence in the 
system, because it’s simply not true.” 

Residents can also help boost 
these eff orts, and CIS recommends 
election offi  cials ensure they have 
a phone line, email or other chan-
nel where constituents can report 
instances of mis- or disinformation. 

Once they’ve identifi ed mis- and 
disinformation online, election 
offi  cials need to get it taken down 
before it spreads further. But plenty 
of other tasks demand their time, 
prompting players like the EI-ISAC 
to off er to deal with social media 
platforms for them, said EI-ISAC 
Director and former South Carolina 
Election Director Marci Andino. 

54%
According to a 2020 
Gallup analysis of data 
from the Department 
of Education, about 54 
percent of residents 
aged 16-74 “lack literacy 
profi ciency,” underscoring 
the importance of 
combating election-
related misinformation.   
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For some jurisdictions, the fi rst step 
is launching an elections department 
website designed to look trustworthy 
and that is easy to use. Sites can present 
helpful information as well as dispel 
misconceptions. Many states now 
feature Fact vs. Fiction sites, Tahesha 
Way, New Jersey secretary of state and 
National Association of Secretaries of 
State (NASS) president, told GovTech. 

Local election departments 
ought to have their own websites, 
rather than rely on their state’s, 
recommended Epps-Johnson. That’s 
because these agencies have the 
perspective to provide local-specifi c 
information of which other levels 
of government may be unaware. 

“There are hundreds of election 
departments — but mostly that 
serve small communities — right 
now that don’t have a basic 
website,” she said, adding that 
CTCL off ers website templates 
agencies can use to get started. 

Not all web presences are created 
equal, and Andino said using the .gov 
domain address lends departments 

more credibility. Writing content 
in “plain,” jargon-free language 
also helps make the information 
accessible to residents regardless of 
their literacy skills, Epps-Johnson 
said. About 54 percent of residents 
ages 16-74 “lack literacy profi ciency,” 
according to a 2020 Gallup analysis 
of Department of Education data. 

Election departments also need 
to start early to establish their web 
presences. ElectionTools.org’s 
guide encourages departments to 
publish content on their websites 
and social media well in advance 
of elections, so that by the time the 
date rolls around, voters already 
think of them as trusted resources. 

In a similar vein, NASS launched a 
#TrustedInfo2022 campaign, with a 

timeline of steps beginning in January, 
designed to promote election offi  cials’ 
websites and social media pages as 
accurate sources.  

Unrelated government agencies 
can help get the word out, too. Epps-
Johnson said some governments 
are featuring buttons on diff erent 
departments’ web pages that, 
when clicked, send users to voting 
registration pages or other online 
resources.  

“[This way] it’s not only information 
that’s coming siloed from an election 
department, but where the rest 
of government is getting into the 
game of making sure that people 
understand that an election is coming 
up, and that there’s opportunities to 
get involved,” Epps-Johnson said. 

F R E E  A N D  F A I R
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Proactive Education 

While websites are a valuable tool, 
jurisdictions also need to present 
election information where voters will 
come across it, not just wait for them 
to seek it out on elections webpages. 
Connecticut, for example, charged its 
information security team with not 
only combating misinformation but 
also pushing out reliable content.  

“This is a two-part plan. No. 1 is 
getting the right information out to 
people — that’s the public information 
campaign — and I think every state 
should be doing this. I’ve worked in 
a lot of diff erent countries around 
the world, and they don’t just assume 
their citizens know how to register 
and vote; they actually get the 
information out to them,” Bates said. 
“An educated citizenry is the best 
defense against misinformation.” 

Connecticut’s 2020 campaign 
used a mix of traditional channels 
like TV, radio and bus ads, as well as 
newer channels like ads on YouTube 
and online gaming platforms, Bates 
said. Timmons also pointed to several 
Colorado jurisdictions that used short 
videos to explain voting registration 
details and give reminders, which 
will catch some residents’ attention 
better than long pages of text. 

And while the digital information 
ecosystem is important, it’s not 
the only place falsehoods spread. 
Colorado is also working on offl  ine 
interventions and its information 
security team has been providing 
local election offi  cials with 
playbooks of talking points and 
details about the election process, 
Timmons said. This way, offi  cials 
have information at hand to correct 
misconceptions they hear when 
campaigning or at public meetings. 

Direct outreach also matters. 
Communities that aren’t hearing 
directly from public fi gures and 
offi  cials, and which lack newspapers 
in their native languages, may have 
to rely on “informal” sources for 
information like social media, which 
puts them at greater risk of being 
misinformed, said AAJC’s Chi.  

Election offi  cials are also 
increasingly learning how to step 
into the spotlight to inform residents 
about what to expect when voting. 
This is a departure from what’s 
traditionally been a behind-the-scenes, 
administrative role, Epps-Johnson 
said, and has been an adjustment. 

Offi  cials have had to learn how 
to discuss issues related to voting 
processes, while taking care to avoid 
infl aming conspiracy theories, Epps-
Johnson noted. That means being 
nuanced and specifi c when explaining, 
for example, an issue in a type of voting 
equipment, and reminding people that 
the existence of a vulnerability doesn’t 
mean that the fl aw has been exploited.  

Election offi  cials have also had to 
learn to navigate media interviews, 
as journalists put more attention 
on their roles, she said. Offi  cials are 
also weighing when it’s important 
to speak to media to get information 
out, and when going on the record 
might expose them and their families 
to greater levels of harassment. 

Government offi  cials are not the 
only important messengers, either, and 
Epps-Johnson said many jurisdictions 
turn to trusted local organizations or 
individuals to help spread information. 
That can include reaching out to faith 

groups, veterans’ organizations, high 
schools, community groups and others.  

For some immigrant communities, 
local messengers are especially 
important. Members of the 
community can check the accuracy 
and accessibility of translated 
materials, as well as better reach 
individuals who are wary of 
government, AAJC’s Chi testifi ed. 

“The collective history and 
memory of many Asian Americans, 
who have fl ed repressive governments 
or suff ered violence and violations 
by institutions they once trusted, 
can make them more sensitive 
and distrustful of institutions 
like large tech companies and 
government entities,” Chi said. 

Even as election offi  cials are rallying 
a variety of strategies to win and keep 
voter trust and dispel falsehoods before 
the coming midterms, they’re also 
keeping their eyes trained far ahead.  

“Every election offi  cial is not just 
looking at the general election for 2022; 
they’re also looking forward to 2024 
and making plans already,” Andino 
said. She noted the work is constant: 
“Elections don’t just happen.” 

jpgordon@govtech.com
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ADVERTISEMENT FUTURE OF WORK

How will the public sector 
evolve in the near future?

We will continue to see government 
working to be much more agile in its 
delivery of services. The public sector 
of tomorrow will strive to identify what 
constituents need and deliver on those 
requirements as rapidly as possible.

We will also see the government 
workforce address the continued chal-
lenge of a hybrid work environment. 
Government employees will not all be 
working in the same physical location 
as they were before the pandemic. 
Government will need to adapt to allow 
peers to work together within the offi  ce 
and remotely. 

How has the hybrid work 
environment impacted the 
way government employees 
communicate, both with each 
other and with the public?

The ability to provide work 
from anywhere as an option is a 
powerful tool in facilitating optimal 
communication between peers 
and other employees. In a hybrid 
environment, departments can decide 
when to get together in person to work 
on projects, and when it is preferable 
to collaborate outside of the offi  ce.

A hybrid workplace also impacts 
the way government employees 
communicate with the public. 

Employees in a hybrid space have 
newfound mobility and agility. They 
can interact with the public as needed, 
either through in-person interaction 
or online. This increases citizen and 
agency engagement, which increases 
transparency and builds trust.

How can technology help meet 
the changing communication 
needs of government?

To create an agile workforce 
that can respond to the needs of 
the public, government needs to 
simplify processes on the back end. 
Many government services require 
complex interactions internally within 
a department, across departments 
or even across third-party partners. 
Technology allows government to 
streamline these interactions so that 
the public is oblivious to any backend 
complexities. Instead, the public only 
sees a simple, easy interface on the 

front end, an interface that gets them 
what they need. 

What best practices should 
government implement when 
procuring or implementing a new 
communication technology?

Address solutions for the long term. 
Agencies need to turn on their high 
beams and look far down the road. 
By assessing the technologies they 
have today and modernizing a few 
key components, departments can be 
better equipped to maintain their agility 
and responsiveness for the long term. 

One way for public sector leaders to 
develop these long-term solutions is 
to take time to assess where they are 
with their communications and what 
new technologies are available. This 
will allow them to explore how these 
modernization tools might enhance 
current capabilities. 

Government leaders are extremely 
busy, and this kind of strategic 
evaluation takes time. But by looking 
at diff erent technologies available 
from vendors and comparing these 
advancements to legacy technologies, 
governments can make the important 
transformation from being reactive 
to proactive. 

Streamlined 
Communication &
the Agile Workforce

The hybrid workplace is here to stay. That brings both challenges and 
opportunities for state and local governments. In this Q&A, Naveed Husain, 
global vice president of industry principals at RingCentral and former CIO 
of Teachers College, Columbia University, discusses how communication 
technology can enhance collaboration among government staff , leading to 
seamless engagement with the public.

A GOVERNING Q&A  |  RING CENTRAL
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T  TO SHARE? 

When government suffers a breach, leaders 
must balance transparency with caution. 

By Adam Stone
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W hen state and local 
IT systems get 
breached, there’s a 
balancing act to be 
struck. How much can 

and should the public be told? 
Some advocates of transparency 

and accountability say anything that 
happens in the public realm ought to 
be public knowledge. On the opposite 
extreme, some IT leaders worry 
that anything they disclose can and 
will be used against them by the bad 
actors: Better to say little or even 
nothing about a cyber incident. 

Some are ready to codify the latter 
view. Recent legislation passed in 
Georgia, for example, puts limits on 
what government has to share about 
cybersecurity incidents. It provides 
for “certain information, data and 
reports related to cybersecurity and 
cyber attacks to be exempt from public 
disclosure and inspection.” That’s 
vague, and possibly ominous: state 
legislatures telling IT leaders what 
they can and can’t say about a breach. 

Pushing in the other direction are 
trends in the private sector, things 
like the Cyber Incident Reporting for 
Critical Infrastructure Act of 2022, 
which requires companies to report 
signifi cant cyber incidents and off ers 
protections incentivizing them to report. 
The Cybersecurity and Infrastructure 
Security Agency (CISA) likewise 
encourages information sharing, saying 
it is “essential to the protection of 
critical infrastructure and to furthering 
cybersecurity for the nation.” 

Between the extremes, there is the 
vast murky middle ground where state 
and local IT leaders actually live. Many 
seek to strike a balance between the 
public’s right to know and the need 
to keep some information secret in 
order not to throw fuel on the fi re. 

T H E  P U B L I C  I N T E R E S T 
At a fundamental level, most IT 

leaders will acknowledge there is a 
public interest to be served in having 
some level of candor about cyber 
breaches. “We are public servants. 

We work for the government,” 
said Colorado CISO Ray Yepes. In 
that context, “there’s clearly some 
obligation to release information.” 

Transparency advocates say that 
openness in the wake of a breach can 
elevate safety and security. “We’re 
much better off  when everybody 
can have an understanding of 
how something is set up, how it’s 
confi gured, how it’s secured, how 
to lock things down — and what it 
looks like when they’re not locked 
down,” said Alex Howard, director 
of the Digital Democracy Project. 

Disclosure can, for instance, 
help to prevent repeat incidents. “If 
everybody else is running the same 
system and a vulnerability led to that 
system being compromised, you can 

increase the health of everything 
overall by publicizing that,” he said. 
“If everybody clams up and tries to 
not talk about what’s happening, 
then we’re all on our own.” 

Some will also argue that a tight-
lipped strategy is too often self-serving. 

Government agencies may want 
to clam up in “cases of negligence 
or signifi cant mismanagement in 
which agencies are severely lacking in 
generally accepted security controls,” 
said Adam Goldstein, a professor 
and academic program director for 
Information Technology and Sciences 
at Champlain College in Burlington, Vt. 

“People want to obfuscate anything 
where a human error is at fault,” 
Howard said. “They may correctly view 
that they have legal liability. If you leave 

T O  S H A R E ,  O R  N O T  T O  S H A R E ? 
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the door open and somebody walks in 
and takes something, then you’re on
the hook for any harms that come out 
of that.” 

Some will argue that even this is 
no reason to hold back. “We should be 
as transparent as possible,” said city 
of Phoenix CISO Shannon Lawson. 
If mistakes are made, “we need to 
really be honest with the public and 
say: Hey look, we messed up here. We 
learned our lesson and this is how we’re 
implementing changes going forward.” 

On the other hand … 

T H E  C A S E  F O R  S E C R E C Y 
Even as an advocate for openness, 

Howard will admit that “there’s a lively, 
robust conversation about when it’s 

ethical to hold back disclosures” in 
the case of public systems breaches. 

Some will argue that announcing 
a hack is tantamount to inviting in 
the bad actors. “If you tell people that 
you’ve had an attack and are down, 
it is a fl ag to certain criminals to say: 
Hey, they’re hurt, let’s go at them 
too,” said an IT leader at a major city 
who asked to remain anonymous 
due to the sensitivity of the topic. 
(Going forward, we’ll refer to him  
here as “the City IT Leader.”) 

“Some sophisticated malicious actors 
will do multiple attacks on you to draw 
your attention to one area so that they 
can get at you from a back angle while 
you’re not watching. Usually that’s a 
DDoS attack paired with some kind of 
exfi ltration,” the City IT Leader said. 

He goes further, arguing that 
any disclosure can be potentially 
problematic. “Anything that is in the 
public domain creates a growing 
body of knowledge about you as an 
organization, who your players are, the 
technologies you’re using, even how 
you respond,” he said. “All that allows 
someone to attack you even better.” 

Others say there is merit in this 
reasoning. “You may want to protect, or 
not completely reveal, either the attack 
method or even how the attack was 
detected,” said Javed Ali, a professor at 
the University of Michigan’s Gerald R. 
Ford School of Public Policy. “Knowing 
the sources and methods can give 
adversaries insight and intelligence.” 

We can add to the argument in favor 
of secrecy the fact that most “cyber 
incidents” end up being a big nothing-
sandwich. “It’s the boy who cried wolf,” 
Yepes said. “I cannot tell you how many 
times my team has come to me and said: 
‘Oh my God, the sky is falling, we’ve 
been breached.’ One of the things that 
I learned is that as a leader, you have to 
remain extremely calm. Because when 
you look at it, oh, there wasn’t a breach.” 

If IT went public with every one of 
those alerts, he suggested, the public 
would drown in useless information. 

There’s also a law enforcement 
argument in play. “Maybe federal law 
enforcement is tracking what these 
people are doing,” Lawson said. “You 
start announcing things to the public, the 
public doesn’t care, and now you have just 
exposed what you know to the bad guys. 
Maybe that hampers law enforcement 
or the intelligence community and 
what they do behind the scenes.” 

Lawson noted, too, that disclosure 
sometimes can make a bad situation 
worse. During the social turmoil 
after George Floyd’s death, his 
city’s police department (like many 
others) was the target of attempted 
cyber exploits. Calling out those 
incidents in public would have only 
fanned the fl ames, he said, and 
potentially invited others to pile on. 

Weighing all those pros and 
cons, most state and local IT 
leaders will conclude that public 

T O  S H A R E ,  O R  N O T  T O  S H A R E ? 

www.govtech.com  //  October/November 2022         25      

“We are public servants. We 
work for the government ... 

there’s clearly some obligation 
to release information.” 

022_GT_Oct22.indd   25 9/6/22   4:08 PM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

disclosure in the wake of a breach 
comes down to a balancing act. 

S T R I K I N G  T H E  B A L A N C E 
When you start to dig down into 

the details with state and local IT 
leaders, as well as advocates and 
experts, the conversation around 
breach disclosure typically comes 
down to a matter of what to tell 
and when to tell. By weighing these 
considerations, most say, it’s possible 
to strike an appropriate balance. 

First rule of thumb: If personally 
identifi able information has leaked, 
you need to tell people who may 
have been impacted. “There is some 
inherent governmental obligation 
to inform people of that,” Ali said. 
Most cities will have a pre-planned 
notifi cation process in place, and it 
typically will include an off er of some 
months of free credit monitoring, 
as a hedge against identity theft. 

But that’s just the beginning. Suppose 
there hasn’t been PII exposed, but an IT 
leader still feels an obligation to let people 
know there’s been a cyber incident. 

“Then it is a balancing act,” Yepes 
said. “You have to be able to release 
information, but you also have to 
consider whether any information 
can have more consequences down 
the road. For example, you don’t want 
to publicize the arsenal of defensive 
tools that you have. You can say, ‘we 
are using an advanced protection 
tool,’ but you don’t say the brand.” 

Likewise, it makes sense to be tight-
lipped about the actual mechanics of 
the attack. “I would not talk about the 
specifi c vulnerabilities,” Lawson said. 
“You could certainly say, ‘We had a 
vulnerability in a particular system, 
which was exploited.’ But you’re not 
saying what the vulnerability was, 
or how they actually got in. I would 
not transmit that information.” 

As Howard put it: “You can say 
somebody got in to the vault without 
explaining how they picked the lock.” 

Timing also is a major consideration. 
When to inform people of a breach? In 
general: After it is really, truly over.  

“If the bleeding is still ongoing, 
don’t report,” Yepes said. “Because if 
the incident is not contained, and I’m 
telling people that I’ve been breached, 
other entities can now come after me.” 

Howard said there is precedent for 
this in other types of emergency notifi -
cations, such as among fi rst responders. 
“There is a really old exemption around 
freedom of information,” he said. “If 
there is an ongoing investigation, we 
don’t want to tip anyone as to what 
we’re doing. But when it’s done, we 
will tell you what happened.” 

When you know what you are 
going to disclose, and when, that just 
leaves “how.” The methodology for 
emergency communications, includ-
ing around a cyber incident, ought to 
be baked into the incident response 
program. 

“It is part of your disaster response 
methodology, same as for an earth-
quake or a fi re,” said the City IT Leader. 
“There is someone designated to be the 
mouth of the event. For us, it would be 
our communications offi  ce, in collabo-
ration with the incident 

commander, who in our case would be 
the CISO.” 

As to the message itself, “we have 
a lot of that scripted out, and we 
would keep the technical detail to a 
minimum,” he said. “Here are some 
steps that we’re taking, here are the 
protections that we have for you, and 
we’ll keep you up to date.” 

There’s also a special case to 
consider: What to disclose when a 
third-party vendor who supports the 
city gets hacked? Lawson had to ponder 
this when the city’s parking meter 
application vendor declared it had been 
the victim of a cyber exploit. 

“They had an incident where 
account numbers and credit cards were 
not exposed, but people’s usernames, 
passwords and email addresses were 
exposed,” he said. “While it wasn’t a 
city system or city application, we still 
wanted people to realize that there 
was this problem. ‘If you’re using 
this system, go in and change your 
password.’ We were just trying to be 
transparent, without dumping fuel in 
the fi re.” 

T O  S H A R E ,  O R  N O T  T O  S H A R E ? 
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public and say: Hey look, we messed 
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The network landscape has 
changed dramatically with the 
rise of hybrid work solutions and 
the increase of mobile and digital 
constituent services. In this Q&A, 

Chris Cruz, CIO for state and local government 
and education at Tanium, discusses strategies for 
protecting endpoints and other assets beyond 
the traditional network perimeter.

Why is endpoint visibility so essential?
The foundation of any cybersecurity framework is knowing 
what you have in your environment. That’s not just the 
endpoints connected to your network, but, more importantly, 
the software running on those endpoints. It gets more 
challenging when we have a lot of other things joining 
our networks, like IoT sensors and devices running critical 
infrastructure.

How do endpoint monitoring and 
management applications help fend off  
cyberattacks?
Monitoring and management are becoming much timelier. 
In the past, we didn’t really manage endpoints; we 
just monitored them. And we might have conducted a 
vulnerability check once a day, once a week, once a month 
or even once a quarter. That’s not good enough anymore. 
With today’s cyber threats, management and monitoring 
need to be 24/7/365. That requires new tooling, processes 
and business plans.

What’s the role of endpoint visibility in a 
Zero-Trust security architecture?
The way Zero Trust used to be, you validated the person who 
was coming into the environment — inside the perimeter — 
and then you monitored their level of access. Today, devices 
have become the network perimeter. This means if we use a 
Zero-Trust perspective, we have to validate the state of every 
device connected to the network. 

Let’s say our Zero-Trust architecture evaluates a device as 
trustworthy when somebody logs in. As soon as they click a 
phishing link and download some malware, the device isn’t 

trustworthy anymore. Thus, we must monitor the real-time state 
of these endpoints. That’s critical for robust Zero-Trust security.

How does endpoint visibility help agencies 
control cyber insurance costs and the 
possibility of shrinking coverage?
The cybersecurity insurance industry has been hit really 
hard in the last fi ve years as state and local governments 
have become more of a target of cybercriminals. That’s 
dictating a lot of changes for agencies. Demonstrating that 
you can deploy endpoint visibility tools and continuous real-
time endpoint monitoring will lower your risk profi le. That, in 
turn, should translate into lower cyber insurance costs.  

What are some best practices for 
ensuring success with endpoint visibility 
technologies?
Think of it as a three-legged stool. The fi rst leg is 
standardized cybersecurity policy and governance 
across your entire enterprise. The second leg extends 
standardization to implementation — using standard tools 
statewide, for instance, so everybody’s working from the 
same pane of glass. The third leg is validation, creating 
proof that you’re complying with security policies across all 
government agencies. Moreover, you must validate that you 
can remediate quickly if you fall out of compliance.  

The Tanium platform provides rich and accurate data in real time about the state of your assets 
— their location, software running on them, issues they’re experiencing and more. Improving your 
organization’s cyber hygiene can help prevent many of the breaches, outages and disruptions 
businesses fall victim to today. Request a no-cost risk assessment which will score each endpoint 
device and give an actionable improvement plan today at: www.tanium.com/risk-assessment 

Tanium, the industry’s only provider of converged endpoint management (XEM), protects every 
team, endpoint, and workfl ow from cyber threats by integrating IT, Compliance, Security, and 
Risk into a single platform that delivers comprehensive visibility across devices, a unifi ed set 
of controls, and a common taxonomy for a single shared purpose: to protect critical informa-
tion and infrastructure at scale. State and local governments, educational institutions, federal 
civilian agencies and the U.S. armed forces trust Tanium to protect people; defend data; secure 
systems; and see and control every endpoint, team, and workfl ow everywhere. That’s the power 
of certainty. Visit www.tanium.com/slg.

Why Endpoint 
Visibility is Critical 
to Protecting Data

MANAGING CYBER RISKA GOVERNMENT TECHNOLOGY Q&A | TANIUM ADVERTISEMENT
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T H E  R A N S O M  E Q U AT I O N 

Another special situation worth 
considering, given the rise of 
ransomware attacks: If you pay the 
ransom, do you tell the public? 

Some say disclosure just invites 
trouble. “If you transmit that you’re 
going to pay a ransom, then you’re sort 
of dumping chum in the water,” Lawson 
said. “You’re signaling to bad guys: 
Come and attack us, because we’ll pay.” 

Some also see potential legal liability 
in disclosure. From a legal point of 
view, paying money to cyber criminals 
could be seen as giving fi nancial 
support to a criminal act. No one wants 
to fi nd themselves in that position. 

Yet there’s a strong transparency 
argument here. “If you’re talking about 
taxpayer dollars, that answer is obvious,” 
Howard said. “It’s our money. It’s our 
government making decisions on our 
behalf. If you’re paying criminals money 

to get back access to something that 
they’ve compromised, that is relevant. 
The fact of the money is relevant.” 

The City IT Leader said he’d 
rather never pay a ransom, but he 
would do so to save lives: for example, 
if the hackers disabled a medical 
system. He’s run tabletop exercises 
and determined that if that were 
to happen, he would disclose. 

“It seems the most honest and 
frank thing to do, so say: ‘Here’s the 
situation and, God, we really hated it, 
but we felt like we had to save lives.’ If 

we have to cross that line, we just need 
to be honest with people,” he said. 

In Colorado, Yepes said he’d disclose: 
“That money’s not coming from your 
own pocket, its coming from the 
taxpayers.” But he’s hoping never to have 
to make that decision. He’s pushing for 
a law that would prohibit state agencies 
from ever paying ransom. If the agencies 
are forbidden from paying, he said, the 
bad actors will no longer have incentive 
to hold their systems hostage.  

adam.stone@newsroom42.com

T O  S H A R E ,  O R  N O T  T O  S H A R E ? 

News & Insights on Where Government Is Going
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“If you transmit that you’re going to pay a 
ransom, then you’re sort of dumping chum 
in the water. You’re signaling to bad guys: 
Come and attack us, because we’ll pay.” 
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From digital services to public 
works to transportation to 
finances, automation technology 
has the potential to revolutionize 

government. 
Before the COVID-19 pandemic, the 

conversation surrounding automation in 
government featured a lot of skepticism. 
For some, automation seemed too difficult 
or risky to implement. For others, it repre-
sented a threat to human workers. And for 
many, change in general is hard to embrace 
because it means leaving behind the familiar 
and venturing toward the unknown.

But when COVID infection rates 
skyrocketed, and when programs like 
unemployment insurance (UI) faced unprec-
edented spikes in demand, governments felt 
compelled to consider and adopt technolo-
gies they may have once resisted. 

And so, in 2022, the dialogue on automa-
tion has a much different tone. The focus 
has shifted toward identifying opportuni-
ties, challenges and best practices so that 
agencies can figure out where automation 
fits best. While the pandemic undoubtedly 
played a role in inspiring the public sector 
to take a closer look at the benefits of auto-
mation, some of the credit could be given 
to new blood in government. 

“The folks who are becoming middle 
managers and even directors in some 
communities were born in the technology 
era,” says Bob Bennett, senior fellow with 
the Center for Digital Government. “In many 

generating application forms for child ser-
vices, accounting, business-rule processing, 
transferring pandemic relief funds, creating 
security scorecards and more. 

Local governments also did their share 
of deploying automation during the height 
of the pandemic. For the first time, some 
localities utilized automation tools to 
create an app-like experience for residents 
to pay bills and conduct other city busi-
ness. In addition, Bennett says the localities 
that leveraged AI to enhance 311 opera-
tions did “wonderfully well.”

“We used automation in the Unified 
Government of Wyandotte County and 
Kansas City, Kansas, to manage the dis-
tribution of COVID-19 vaccines,” Bennett 
says. “It allowed us to very rapidly get the 
word out to thousands of residents. We 
successfully inoculated 100,000 out of 
160,000 people in the city within the first 
eight months. A similar solution was used 
in Arlington County, Virginia. And they 
are continuing to evolve with that system 
to expand to other parts of local govern-
ment because it worked so well during 
the pandemic.”

Can Automation Solve the 
Government Workforce Problem?

For state and local governments across 
the United States, workforce management 
is top of mind. Staff shortages are deplet-
ing public agencies at historical levels. 
One of the main reasons is burnout, 

cases, adopting technology like automation 
is almost a generational challenge. It’s 
going to happen eventually. In some 
communities it takes more time because of 
the experience level and the familiarity with 
the existing technology that your supervisors 
or some of your senior staff will have.”

COVID-19 and the Rise of 
Government Automation 

During the pandemic, many state 
government organizations tested the 
potential of automation in the form of 
chatbots enabled by artificial intelli-
gence (AI). This surge in the use of digital 
assistants came primarily in response to 
overwhelming amounts of constituent 
interactions with health and UI agencies 
that caused major disruptions at call cen-
ters. For the most part, chatbots appeared 
to deliver on their promise. According to 
survey data cited in a 2021 report from 
the National Association of State Chief 
Information Officers, the Center for Digital 
Government and IBM, 65% of state-level 
respondents said tools like chatbots lived 
up to expectations. 

That same report also showed incredi-
ble growth of robotic process automation 
(RPA), which executes rote tasks much 
faster than humans, in state government 
during the pandemic. In 2019, RPA wasn’t 
commonly utilized by state agencies. Two 
years later, states were using RPA for activ-
ities as diverse as inputting medical data, 

A New Dialogue 
on Automa  on
States and localities consider new tools for efficiency
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according to recent research from Eagle 
Hill Consulting: 65% of surveyed govern-
ment employees said they felt burned 
out compared to 44% of surveyed private 
sector employees. 

This troubling workforce situation has 
turned one of the common fears about 
automation on its head. That is, tradition-
ally U.S. officials have expressed concerns 
about automation replacing the American 
worker. But if labor-intensive, monotonous 
processes are overwhelming government 
staff, automation could be a potential 
savior when it comes to recruiting and 
retaining public sector workers. 
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For example, Bennett says he can see a 
future where decision support technolo-
gies will allow city managers to repurpose 
existing personnel to meet emergent and 
long-term needs. 

“Maybe some cities will even start 
combining water and public works teams, 
because some of that work is redundant,” 
Bennett says. “The staff right now is sepa-
rated. As we continue to have to focus on 
personnel efficiencies, that might be a way 
to meet that challenge.”

The Prospect of 
Automation in Government

To make automation in government 
work, Bennett recommends going straight 
to constituents and asking them what they 
would like to see automated. Community 
input can help managers embrace change 
if they feel reluctant to adopt automation. 

“Ask residents what’s more important,” 
Bennett says. “Do I need to first automate 
my 311 system? Or do I need to automate 
my service delivery for sewers, maybe for 
sewer bills and ticketing? Or should I look 

at some other infrastructure improve-
ments? Get constituent input."

Bennett also advises government 
decisionmakers to communicate 
to their teams about any plans to 
incorporate automation. It’s important 
to demonstrate to the rank and file the 
same value proposition that has led 
a leadership team to make a change. 
Change can only become permanent 
if people are included at the table and 
feel that they understand why the 
organization is evolving. 

Automation shouldn’t be looked at as 
new or potentially threatening. Rather, it 
should be viewed as part of a continuing 
theme for government, where agencies 
apply industry best practices in order 
provide critical services to constituents. 

“Using data or data-informed tools can 
make us more responsive,” Bennett says. 
“That’s been true since we figured out 
how to use a telephone. It’s been true 
since we figured out how to remotely 
read a water meter. And it’s going to 
continue to evolve."

What Automation Tools Are Local Areas Already Using?

Source: Center for Digital Government's 2021 Digital Cities and Counties surveys; Note: Figures are rounded

Not in use; 
no plans to use

Not in use; plan 
to implement in 
12-18 months

In use/mature; 
no plans to upgrade 

in 12-18 months

In use; plan 
to upgrade in 
12-18 months

Ci  es
AI/Machine Learning 9% 31% 23% 36%

Digital Assistants 34% 28% 22% 16%

Robo  c Process Automa  on (RPA) 52% 25% 14% 9%

Coun  es

AI/Machine Learning 15% 23% 20% 43%

Digital Assistants 43% 26% 13% 18%

Robo  c Process Automa  on (RPA) 59% 18% 13% 10%
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S P O N SOR E D CONTE NT

What challenges do governments face 
when managing expense and payment 
processes?
A lot of state and local governments 
haven’t updated their technology stack. 
They have very manual processes that 
make it almost impossible to manage 
expense because they have no visibility 
into it. In terms of the payment process, 
there's usually a long delay—typically 
more than one month—between the time 
an employee incurs an expense and the 
time they get paid for it. With today’s 
economy, people need to get reimbursed 
for out-of-pocket expenses as soon 
as possible. Without the appropriate 
technologies in place, organizations have 
a problem processing that.

What is the vision for modern 
spend management? 
The modern vision is to utilize 
automation of AI, machine learning 
(ML) and technologies that are in place 
to streamline the process, capture 
data accurately and move that data 
along. That gives you transparency and 
enables you to look at your spend as 
it’s happening and to use data you're 
collecting on all of your spend practices 
to improve processes. On the employee 

Jim McClurkin, senior 
director for state and 
local government at 
SAP Concur, shares 
how state and local 
governments can connect 
and automate different 

pieces of the expense and payment ecosystem 
to better control spending, expedite employee 
payments and make data-driven decisions.

side, that means things are captured 
automatically. For example, when 
it comes to processing expenses, 
there’s a quick and accurate capture, 
a fast filing and an immediate audit 
workflow that’s sent directly into the 
back-office financial system so that 
everything is immediately in the queue 
for payment and gets paid quickly.

How can automation help address 
challenges such as compliance, 
fraud prevention and decision-
making related to budgeting?
When you have an automated system, 
if someone is about to do something 
that is noncompliant, the system flags 
them. Depending on how an organization 
sets policy, the system can stop the 
employee completely or allow the 
spend to proceed but with a warning 
that the behavior is out of compliance 
and will be flagged. That impacts how 
people make their buying decisions. 
As part of auditing overall, AI, ML and 
other technologies also work together 
to detect abnormal or potentially 
fraudulent behavior. Continual 
noncompliant behavior is tracked, 
marked and reported on. In terms of 
decision-making, intelligent automated 
solutions give organizations actionable 
data—sometimes for the first time ever. 
Organizations can see where they are in 
their cash flow, their debts, and so on 
and use that data to make decisions that 
drive the business outcomes they need.

How can organizations get the most 
benefit from automation?
The first step is to honestly assess 
what technology is in place and 
identify any gaps. Then, to fill those 

Modernizing Expense 
and Payment Management

gaps, use cloud technologies that 
provide automation, digitization, 
security and so on. In many cases, 
organizations have fallen behind and 
don’t have the money to catch up all at 
once. They need to pick their priorities 
and build their automated packages so 
they can continue to build a tech stack 
that moves their processes forward.

What organizational issues do 
leaders need to address?
Change management sounds clichéd, 
but it's really important. If people don't 
feel like they’re part of the project 
and take responsibility for moving the 
organization forward, they can slow 
down implementation and adoption. 
If you don't help yourself on the front 
end by bringing the team together 
and getting everyone on board, 
you'll struggle.

How can organizations better 
prepare their bench for automation? 
In this day and age, you’re looking for 
folks that are more technically adept, 
and you need to provide tools that will 
attract and retain them. For example, 
if employees can’t work within their 
mobile device to get daily tasks done, 
it’s going to be difficult to recruit and 
retain employees with the skills your 
organization needs. Automation itself 
is also important for maintaining a 
talented workforce. They don’t want 
to manually scan documents when a 
machine can do it for them. Along with 
investing in cloud solutions for major 
technology purchases, these aspects of 
the automation story both improve 
the organization and help grow and 
stabilize it.

4          Learn more at Carah.io/GT-Oct-2022-SAP
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WHEN A MISTAKE 
DOESN’T JUST
END UP IN AN 
EXPENSE REPORT,
BUT A NEWS 
REPORT.
GOVERNMENT RUNS BEST WITH SAP. 
SAP Concur solutions can help state and 
local governments ensure compliance 
when doing expenses and invoices. So their 
staff can adapt to changing regulations, 
and effortlessly stay within policy. 
Concur.com/government

https://www.concur.com/en-us/local-government-solutions?pid=print&cid=CC_SMN_FDM_US_NA_PNT_CTX_SLPNT_NA_NA_NA
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How is robotic process automation—
RPA—different from other forms of 
automation? 
RPA is a type of automation that emu-
lates human behavior. At the core of 
RPA are digital workers that can see, 
think, and do based on business rules. 
The biggest difference is RPA can be 
governed and is highly secure, fast, 
reliable and delivered at a very low 
cost. RPA is one part of automation, 
which includes everything from dis-
covery and building automations to 
managing, running and engaging with 
them. Automation is a much bigger 
picture that involves technologies like 
AI, ML and document understanding 
and should be delivered in a platform 
that includes process discovery, analyt-
ics, testing and other applications that 
enable the people, governance and 
processes required for success. 

What opportunities and challenges 
are driving the adoption of automa-
tion in state and local government?
Digital government and modernization 
are top priorities for CIOs. Couple that 
with the fact that their organizations 
usually have a great deal of technical 
debt [including aging infrastructure and 
older applications], which requires a lot 
of time and money to address, and you 
have a perfect storm for automation. 

Successful automation 
is about more than 
technology. Phil 
Calzadilla, vice president 
of sales for state, local 
and education (SLED) 
at UiPath, describes the 

platform, people and processes that create a path 
to workforce adoption and help organizations 
realize the full potential of automation.

One of the beauties of automation is 
it’s a much faster, lower-cost path to 
modernization and digital government 
because organizations don't have to 
do a forklift upgrade of their legacy 
systems. A big part of modernization is 
automation coupled with optimization, 
and none of that can be achieved 
without documentation. A healthy 
byproduct of RPA implementation is 
documentation that would otherwise be 
painstakingly difficult to get. Automation 
also helps address the ongoing challenge 
of workforce shortages and recruitment 
by offloading less desirable parts of the 
job—the mundane, repetitive tasks—
so people have more time for more 
meaningful and impactful work.

Where can automation make the 
most impact? 
We see many opportunities in benefits and 
eligibility, or whenever there is a backlog 
in citizen servicing, documents processing 
or interconnectivity between applications. 
Our top use cases are in unemployment 
insurance benefits, the Supplemental 
Nutrition Assistance Program (SNAP) or 
motor vehicle licenses and renewals, which 
have some or all of those components. For 
example, it's a much more rewarding job 
when instead of dealing with a mountain 
of paperwork, a social worker can focus 
on their mission and help an individual get 
healthcare benefits or help a parent get 
food or other assistance for their child. 

How can organizations get the most 
out of automation? 
Organizations need an automaton-first 
mindset with a focus on their citizen-
centric mission. Doing so requires an 
automation operating model—a detailed 
picture of roles and responsibilities, 
governance and management—and a 

Having an Automa  on-First Mindset

center of excellence that implements 
automations based on ROI, impact to the 
mission or whatever value aligns to the 
particular agency. Our most successful 
clients focus on high-value repetitive 
processes and develop their customized 
methodology for automation. 

How can organizations prepare 
employees for automation?
Some executives don't realize how much 
repetitive work their teams do until we 
talk to their staff and then show them the 
power of the possible. The best ideas for 
automation come from the people doing 
the work, so simple education is the best 
way to prepare employees. We partner 
with organizations to help educate 
their end users and show them what's 
possible. It's also helpful to use terms like 
"digital employee" or "digital workforce" 
rather than the term "bot,” which isn't 
always well received. People understand 
they can have a digital assistant right 
on their desktop. Adoption is important 
because state and local governments 
need digital workers to address their 
current and future workforce needs, just 
like the private sector.

Where should organizations start on 
the path to automation?
It's about the platform. It's not about 
automating one task but about looking 
at your automation platform and having 
an automation-first mentality, where 
you use the platform to help discover 
what to automate and then help clients 
implement those automations. To get 
started, talk to end users and find the 
biggest business- or mission-impacting 
issues. Find out how much of their work 
is repetitive, and then use the platform 
to enable and support automation in 
those areas. 

Learn more at Carah.io/GT-Oct-2022-UiPath
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Let people 
do people work. 
Automate the rest.
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When implemented 
judiciously, intelli-
gent automation 
transforms work-
fl ows to reduce costs, 
improve service deliv-
ery and free up staff 

for more satisfying work. Jeremy Hogg, vice 
president of public sector and federal sales at 
Kofax, shares strategies for doing intelligent 
automation the right way.  

in terms of delivery of services to 
constituents, application processing 
time and fewer human errors. 

What technology solutions must 
be in place for organizations to get 
the most benefits from intelligent 
automation?
I wouldn't say specific technologies 
must be in place. What's more 
important is that organizations are 
ready for the change. In recent years, 
technology firms have pushed to be 
more open and capable of working with 
other technologies as well as to be 
modular so those technologies can plug 
in in different ways. Between what you 
plug in and what's already there, you 
can usually solve for the technology 
part. Having an organizational mindset 
to go through that change and also 
understand your processes as the 
organization changes is one of the 
biggest indicators of success. Preparing 
human resources for that change has to 
be part of any automation project.

What strategies help organizations 
truly transform digital workflows?
We’ve seen the most success where 
there's initially enough investment to 
have an impact and get the organization 
behind it. Projects that are too small 
often pass below the visibility of 
executive leadership and tend to die 
on the vine. At the same time, projects 
can’t be more than the organization 
can chew at one time. The Covered 
California project started in a discrete 
area around document processing. Over 
time, they decided to apply analytics 
to it, and then improve workflows. 
Eventually, they added robotics to 
move the data to various systems. It 
became this very large but modular 

Ge   ng Intelligent Automa  on Right

step-by-step layering in of different 
levels of automation. All of this resulted 
in an incredibly robust automation 
system that handles 50 million records 
a year and 300,000 processes per 
month, but it was done judiciously.

How can organizations prepare their IT 
and business bench for automation? 
Many platforms require developer and 
programmer skillsets to do these advanced 
projects. There’s been a large shift toward 
no-code/low-code environments, which 
can allow people who aren’t programmers 
or developers to be part of the process. 
One of our customers built their entire 
robotics team out of former subject matter 
experts that own business lines. They said, 
“We want you to develop the processes 
to automate this because you understand 
the process and the business really well. 
We'll teach you the technology. And we 
don’t need you to code at all because it’s a 
no-code platform.”

What approaches help pave the way 
for greater maturity and success as 
organizations pursue automation?
Good planning, understanding 
what the technology can and can't 
do, playing to the strengths of the 
organization and then charting a plan 
that the organization can get behind. 
At some level, you’re trying to win over 
hearts and minds on how this will help 
people do their jobs, so it’s important 
to get the right team of individuals 
around that and pick the right parts of 
the business. Most people don’t want 
to do the rote, day-to-day manual 
work that machines can help with, so 
a good strategy is to identify those 
rote processes first, build the maturity 
model around that and then layer in 
other technologies over time.

Learn more at Carah.io/GT-Oct-2022-Kofax

What is intelligent automation?
In a general sense, intelligent automation 
is a combination of technologies that 
work together to achieve a great 
automation outcome. Those technologies 
include AI, RPA, workflow technologies 
and document processing technologies 
like optical character recognition. When 
done well and integrated succinctly, 
that combination creates an intelligent 
automation platform.

How are government organizations 
using intelligent automation?
There are lots of ways, but finance 
functions, HR, case management 
and benefits onboarding spaces 
have all seen big strides in 
automation. For example, we are 
at the forefront of a large program 
in California, helping process 
insurance applications as part of 
Covered California. Everything from 
the initial documentation that gets 
submitted—understanding what that 
documentation is, extracting and 
moving the data through intelligent 
workflows and then using robotics 
to update various systems—is 
brought together through intelligent 
automation platforms. The program 
has seen dramatic improvements 
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How has the use and adoption of 
automation evolved in state and local 
government over the past few years?  
I'm definitely seeing more organizations 
in state and local government take 
advantage of automation. I primarily 
see it in the DevOps space—in areas 
that allow them to build environments 
where users can work and run their 
workspaces on, but do so in a way that 
makes it repeatable and a practice. As 
opposed to doing one-off operations, 
it's more of a standardized process of 
standing up environments for users.

What challenges keep organizations 
from getting the most out of their 
data and automation initiatives?
The main challenge is lack of 
experience using the tools and having 
hands-on knowledge of what they do, 
how they work and how they can best 
be leveraged. That’s the biggest barrier 
to higher utilization at the state and 
local government level today.

What technology approaches can 
organizations tap into to maintain the 
pace of automation and innovation 
around data and applications?
It’s twofold. You have on-prem 
automation, and you have in-the-cloud 
automation. For on-prem, it’s about 
leveraging some of the out-of-the 
box automation tools. These tools are 
very well developed, and the federal 
government has been using them for 

Staffi ng and skillset shortages, ongoing demands for new applications 
and services, and pre-built automation tools make today an ideal time for 
state and local governments to more fully embrace automation as a path 
to meeting business and technology goals. Ian Brooks, principal solutions 
engineer for Cloudera, discusses best practices for getting the most out of 
automation on premises and in the cloud.

years. The cloud is a great place to 
start your initiatives with automation 
as a part of them, as opposed to having 
an environment and then wanting 
to automate it after the fact. With 
on-prem, organizations have to look at 
what's going on as far as supporting 
legacy operations is concerned, and 
then in the cloud, they have to look at 
new types of operations.

How do complex automations 
increase security, privacy and 
compliance vulnerabilities? How 
can organizations mitigate risk?
As an example, consider how common 
the Log4j vulnerability was. If you 
have a similar vulnerability that's very 
common and gets deployed in many 
places in a standard approach, you’ve 
introduced a lot of vulnerabilities into 
your automation process. It’s important 
organizations have a rigorous and 
thorough testing process when they're 
going to use automation tools. They 
should be continually validating. It's 
not just a one-and-done deal. They 
need to keep up with the changes and 
the new risks that are out there, and 
they need to validate that they're not 
introducing risk in a standard approach 
across the organization. As a practice, 
it's all about monitoring new risks 
as they come out and then having 
a testing and validation process to 
ensure those vulnerabilities are not in 
the automation environment.

Preparing For a New 
Wave of Automa  on

What approaches will help 
technical and non-technical 
teams create or modify 
their own automations?
As mentioned, a good approach for 
technical teams is to take advantage 
of off-the-shelf tools that are designed 
for both on-prem and in-the-cloud 
automation. There’s no need to invent 
a new wheel. For non-technical 
users, it's critical they understand 
and appreciate what these tools do 
and how they work. They also need 
to understand how to best leverage 
these tools. It’s appreciating best 
practices and what automation tools 
can do well, but also understanding 
they're not a silver bullet. In 
addition, automation tools aren’t 
something you can just turn a blind 
eye to. There has to be a constant 
reevaluation of what's being deployed 
in an automated fashion to ensure 
everything is working as expected 
and that you're not introducing 
vulnerabilities into the environment.

How would you advise organi-
zations as they prepare for the 
future and the increasing use 
of automation?
Based on trends in the federal 
government, I expect both state 
and local governments to continue 
adopting the cloud over the next five 
to 10 years. As organizations consider 
new deployments in the cloud, it would 
be great to start with automation from 
the beginning. Instead of making it an 
after-the-fact approach, bake it into 
the solution from the start. Also, don’t 
be afraid to try new tools, and don't be 
afraid to accept that you might need 
to get some training for your team. 
These are new skills, and enablement 
is valuable from the beginning.
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T he former director of the 
California Department of Health 
Care Services, Jennifer Kent has 
held multiple leadership positions 

in the health and human services (HHS) 
field, with experience in both the 
public and private sectors. Now a 
senior fellow with the Center for 
Digital Government, Kent discusses 
how HHS agencies can benefit 
from automation tools.

In your career, you have seen a lot of 
changes in HHS. Where do you see 
new automation tools fitting in?

Automation has a role to play in helping 
expedite data analysis. Historically, HHS 
agencies are used to getting siloed data. 
But a new dawn is breaking where all 
these agencies are trying to integrate their 
data feeds and use more sophisticated 
data analytics to understand who 
their populations are and figure out 
who the cross-tabulated users are.  

Automation can also help put data in a 
consumable form. Many agencies struggle 
to use data when they’re making policy 
decisions or designing programs that target 
specific populations. I struggled with this 
as a state agency director. We would be 
under the gun to provide something for 
the governor’s budget or make a deadline, 
and the data folks often couldn’t give us 
what we needed when we needed it. 

How might automation in HHS lead 
to better services and outcomes for 
constituents? 

Automation can lead to better 
targeting for programs and less work for 
constituents. If you are low income, why do 
you have to fill out the same information in 
four different places for services? In many 
cases, government has put the burden on 
the consumer to seek out different pieces 
of information and fill out more forms 
in slightly different ways. Government 
should be saying, “You have approached 
us for help in one area, so you should 
have consideration given to you for other 
programs for which you look to be eligible.” 

Some attempts have been made to do 
that, but they’re not consistent, they’re 
not statewide, or they’re not in all states. 
I would like to see that done better. 

Can automation help attract and 
retain a talented HHS workforce?

Yes. For starters, our workforce is aging. 
People aren’t going into government 
like they used to. Public service is 
difficult at all levels, and the private 
sector offers compensation that public 
agencies can’t compete with. What can 
you do to make employees feel more 
appreciated? One way is to remove some 
of the more annoying administrative, 
repetitive tasks with automation. 

When I started at my department 
in 2015 as director, we still processed 
all Medicaid provider applications by 
paper. We had walls and walls of paper 
applications, and our processing timeframe 
was really long. By launching an intuitive 
application portal that auto-populated 
fields, we dropped our processing time 
from months to an average time of 15 or 16 
days. It was not just good for the providers. 
It was much better for staff because they 
could focus on more important things. 

From an administrative and 
policy perspective, what should 
one keep in mind when it comes 
to automation in HHS?

Technology projects are some of 
the most frustrating for local and state 

agencies. They’re high risk and high reward. 
Anyone doing an automation project 
should probably start small to demonstrate 
both progress and success. If you can do 
it in a bite-sized approach, it allows upper 
management to have faith that the next 
attempt will be handled appropriately.

Do you have any other thoughts or 
advice for agencies moving forward?

Employees, especially new graduates, 
who are coming into public service will 
want tools. For HHS agencies in general, 
this is how you convince people to stick 
with public service in the long haul: tools 
that can help them do their job better. 

For example, in the case of child 
welfare and social workers, there’s a lot 
you could do to make their jobs easier. 
How can you allow for case files to be 
updated using transcription services, so 
that people don’t have to write or take 
notes? How can you flag certain things in 
a social worker’s daily schedule or case 
file when kids pop up into a higher tier 
of risk? Some of these things can be the 
difference between someone keeping 
their job or going somewhere else with 
less stress or administrative burden. On 
the constituent side, if you miss a kid 
who’s at risk, the situation might have 
a tragic outcome. While technology 
like automation isn’t necessarily going 
to singlehandedly protect a child from 
abuse, it will allow someone to do 
their job at their highest capacity.

Learn more at Carahsoft.com/innovation
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Meeting 
the Growing 
Threat 
Imperative 
As cyber threats 
evolve, so do 
the jobs of those 
who lead the fi ght 
against them. 
By Katya Maruri
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In 2019 when Arizona 
Gov. Doug Ducey named 
state CISO Tim Roemer 
head of the Department 
of Homeland Security in 
addition to his IT role, 
he made a statement 
that would steadily gain 
momentum in subsequent 
years: “Cybersecurity is 
homeland security.” 

Arizona isn’t the only 
state that has rethought its 
cybersecurity structure. 

Traditionally, CISOs have been senior-
level executives that oversee the 
development, implementation and 
maintenance of information security 
programs to protect enterprise systems. 
However, as security threats — from 
ransomware demands to attacks 
on critical infrastructure — have 
become more advanced, the position 
has changed to meet those needs. 

For example, when gov tech 
veteran Phil Bates fi rst took on the 
role of Utah CISO in 2015, he said, 
“your typical adversary were groups 
like Anonymous. Then over time, I 
think the criminal elements saw that 
there was a lot of money to be made in 
[attacking government agencies], and 
it really changed the game overnight.” 

After that, he added, nation-states 
started getting behind this trend 
as well, and the number of cyber 
attacks against U.S. public-sector 
organizations increased exponentially. 
Essentially, Bates explained, the 
threat landscape is always changing, 
and governments need to adapt. 

For some states, this has involved 
CISOs moving out of the IT 
department and into other areas like 
homeland security or emergency 
management. For others, it means 
keeping the traditional CISO role and 
adding new cybersecurity-related 
positions to work in partnership 
with them. This signals a trend not 
only in how seriously governments 
are taking today’s cyber threats — 
homeland security is a far cry from 
a technologist embedded within the 
IT department — but whether one 

person is suffi  cient to lead the wider 
state cybersecurity enterprise. 

New Jersey  
In New Jersey, Michael Geraghty 

serves as both state CISO and 
director of the Cybersecurity and 
Communications Integration Cell 
(NJCCIC), giving him a unique 
view of the state’s cyber landscape, 
as well as a busy schedule. 

“You better have roller skates on 
to keep up with everything that’s 
happening,” Geraghty said. “It’s 
fast paced, but I’ve been in this 
role for almost six years now, and I 
wouldn’t want it any other way.” 

Geraghty fi rst joined the state 
in 2016 as NJCCIC director, tasked 
with monitoring security outside 
state government, including critical 
infrastructure, K-12 and higher ed, 
and local jurisdictions. He added 
the CISO role in March 2017. 

As CISO, his job focuses on 
everything internal for the executive 
branch, including diff erent departments 
and agencies, Geraghty explained. 

Holding both positions “provides a 360-
degree view of the threat environment,” 
he said. “I can tell you that the threats 
that state government is getting are 
also hitting the energy sector, the water 
sector, small businesses, municipal 
governments and the like. So, putting 
all that together provides us with 
situational awareness and some threat 
intelligence, which is a big advantage.”     

Like a small handful of other 
states, including Arizona, New 
Jersey’s reporting system for 
cybersecurity is somewhat new. As 
CISO, Geraghty reports to the head 
of the state’s Offi  ce of Homeland 
Security and Preparedness (NJOHSP), 
Laurie Doran. Plus, as director of 
NJCCIC, he oversees staff  from the 
Offi  ce of Information Technology, 
NJOHSP and the state police. 

Both Doran and Geraghty handle 
cybersecurity eff orts, but their roles 
and approaches diff er in a few ways. 
Doran and her team, for example, 
lead and coordinate New Jersey’s 
counterterrorism and preparedness 
eff orts, which includes overseeing 
the state’s broader cybersecurity 
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mission. Meanwhile, Geraghty 
focuses on developing and executing 
the state’s cybersecurity strategy. 

“The roles intersect in our overall 
mission to help ensure the safety and 
security of New Jersey’s residents, 
visitors, businesses and government 
at the state, county and local levels,” 
Doran said via email. “I’m continuously 
communicating with the CISO on 
cybersecurity matters, especially in 
those instances where these threats 
may impact our preparedness and 
counterterrorism eff orts.” 

From Geraghty’s perspective, this 
mission is a constant work in progress. 

“There’s not one point that we can 
say we hit the fi nish line, and we’re 
successful, because the attack surface 
continues to grow, and the threat actors 
continue to evolve,” he explained. 

To anticipate these everchanging 
threats, Geraghty and his team are 
working on several areas to help 
safeguard the state. 

“One of the things that we’ve done 
is we’ve grown over time, and we’ve 
been scaling to meet that growth, 
so automating a lot of things is 

something that we’re doing,” he said.  
Another focus area is K-12 security, 

like cyber camps for high school 
students and training for teachers on 
how to teach cybersecurity in schools.  

“I think the one thing everybody 
needs to know is that we’re all in 
this together,” Geraghty said. “What 
we’re starting to do is reach across 
the state boundaries and share that 
information and resources, and 
that collective defense is making 
us stronger and more capable.” 

Indiana
Indiana also has two dedicated 

leaders over cybersecurity: the state 
CISO and the cybersecurity program 
director. Unlike New Jersey, however, 
the roles fall under two diff erent 
areas within the state government. 

Chetrice Mosley-Romero is 
Indiana’s cybersecurity program 
director, a role created in 2017 
under Gov. Eric Holcomb through 
an executive order that also formed 
the Indiana Executive Council on 
Cybersecurity. Mosley-Romero’s job 
is formally part of both the state’s 
Offi  ce of Technology (IOT) and 
Department of Homeland Security. 
However, she explained that her role 
serves as a shared resource for six 
agencies: the governor’s offi  ce, the 
lieutenant governor’s offi  ce, IOT, the 
Department of Homeland Security, 
the Indiana National Guard and 
the state police. She oversees the 

development and implementation 
of programs like the state’s Cyber 
Hub website and focuses on other 
eff orts outside of state government. 

The state CISO, Hemant Jain, 
falls under IOT alone. While his role 
used to focus internally, in the past 
several years it has evolved to also 
include Indiana’s cities and counties, 
“since local governments tie directly 
into the backbone of our state’s 
infrastructure,” Mosley-Romero said. 

Despite having diff erent areas of 
responsibility, Mosley-Romero and 
Jain work together “hand in hand” 
to reinforce the state’s security. 

From Jain’s perspective, the director 
role is part of a larger eff ort to achieve a 
whole-of-state cybersecurity approach. 

For instance, he said, when the 
executive order came about that 
created Mosley-Romero’s position, the 
governor’s executive council was more 
externally focused on partnerships 
with higher education, regional 
businesses and so on, whereas IT staff  
were more internally focused. Things 
started to change as the state began 
elevating business risks and talking 
about more strategic elements.  

“You can’t just have the security 
team on the side or on the fringes, 
and you can’t have the operational 
team doing their own thing,” 
Jain said. “We really have to 
collaborate and work together.” 

“We’re taking a look at some of the 
grant opportunities that are there, 
some of the initiatives from the NGA 
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“You can’t just have the security 
team on the side or on the 
fringes, and you can’t have the 
operational team doing their 
own thing. We really have to 
collaborate and work together.”
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[National Governors Association] and 
the IIJA [Infrastructure Investment 
and Jobs Act], and the funding that’s 
coming in to see how we can level 
up the entire state,” he added. 

For Mosley-Romero, the focus 
of her role is understanding all 
the missions of the state agencies 
that sit on the Indiana Executive 
Council on Cybersecurity, not just 
the government’s core agencies. 
“The advantage of this is being able 
to break down walls and barriers to 
help each agency get the help and 
resources they need,” she explained. 

But as one might expect in a 
situation with a cyber leadership 
structure like Indiana’s, sometimes 
there’s confusion about what falls 
under the purview of the CISO and 
what is part of the cybersecurity 
director’s job, a “frustration point” that 
Mosley-Romero said has been resolved 
thanks to her frequent communication 
and collaboration with Jain. 

As for what’s next, the state is 
focusing on building resiliency 
and ensuring that agencies and 
local governments are secure. 

“How do we make sure that no 
agency is left behind, but whatever 
we do has enough scale and synergy 
where it’s not just for the few buildings 
we have here on our campus but 
reaches the town level, municipalities, 
counties and locals?” Jain said. “We 
need to make sure that they’re just 
as secure if not better because we all 
interchange data with one another.” 

Enter the 
Cyber Adviser 

In another variation of this new 
era of security roles, states like Ohio 
and New York have added “cyber 
advisers,” positions independent 
of the traditional CISO. 

Ohio Gov. Mike DeWine created 
the cybersecurity strategic adviser 
role earlier this year to help guide the 
state’s wide-ranging cybersecurity 
eff orts across agencies, including the 
Adjutant General’s Department, the 
Ohio Department of Administrative 

Services and the Ohio Department 
of Public Safety. Kirk Herath, who 
has served as the chairman of the 
state’s CyberOhio initiative since 
2019, was appointed to the post. 

Herath pointed to three main 
components of the cyber adviser 
role in his state: coordinating 
with state agencies to secure the 
overall network; conducting a 
comprehensive assessment of the 
state’s capabilities to see what can be 
improved, which is part of a larger 
eff ort to help local Ohio governments 
better defend against, respond to 
and recover from cyber attacks; and 
developing the state’s cybersecurity 
workforce and identifying and 
implementing funding for potential 
programs to help secure Ohio. 

At the end of the day, Herath 
said, “the CISO is more operational, 
and my role is kind of at a broader 
level of statewide governance.”  

New York has a similar model. Gov. 
Kathy Hochul appointed Colin Ahern 
to be the Empire State’s fi rst chief 
cyber offi  cer this past June, and the 
new role was envisioned as one that 

would take a high-level view of state 
security, leaving the CISO, a position 
now held by Chris DeSain, to keep 
state IT systems locked down. And 
while DeSain is part of the New York 
Offi  ce of Information Technology 
Services, Ahern reports to Kathryn 
Garcia, the director of state operations. 

“My role is located within a part of 
the organization called the executive 
chamber,” he said. “Basically, I take 
a broad view of the challenges from 
a cyber perspective and look at how 
we can address these challenges 
and bring in opportunities for New 
Yorkers to lead better lives.” 

Taken altogether, these newer roles 
— cyber directors, advisers and the like 
— and reporting structures point to a 
similar notion: The task of supporting 
the daily operations of maintaining 
security across a state network while 
trying to take a 30,000-foot view of the 
broader threat landscape is no small 
feat. In many cases, two heads leading 
the charge may be better than one. 

kmaruri@govtech.com
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“How do we make sure that no agency is left 
behind, but whatever we do has enough scale and 
synergy where it’s not just for the few buildings 
we have here on our campus but reaches the town 
level, municipalities, counties and locals?” 
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Cybersecurity and 
the Power of Simplicity

MANAGING CYBER RISKA GOVERNMENT TECHNOLOGY Q&A | MIMECAST ADVERTISEMENT

New cyber threats pop up every day, making it harder for public sector leaders 
to protect the people’s data. How can agencies strengthen their cyber defense?
Jon Woodall, senior security strategist at Mimecast, shares his thoughts on 
simplifying security services for email, data and the web. 

How are cyberattacks evolving?
Things keep getting more complex. We 

now know how to detect and respond to 

phishing scams with new technologies 

like artifi cial intelligence. But the best 

target is still a human who can be 

manipulated. Attackers are gathering little 

pieces of information to build sophisticated 

campaigns against individuals. Successfully 

blocking these campaigns has become an 

extremely complex task.

How does that increase risk for 
government agencies?
Threat actors are relentless. They’re al-

ways probing for weak spots, and some-

times they succeed. An attack could be as 

simple as acquiring people’s passwords. 

Or perhaps people aren’t storing things as 

they should, or they’re divulging informa-

tion they shouldn’t be divulging. One mis-

step and an attacker can pounce. That’s 

why government agencies must look at 

cybersecurity as a core competency and 

deploy solutions that mitigate risk and 

reduce complexity. 

Agencies are good about patching 

software and building perimeter defense 

with fi rewalls. But they’re not spending 

enough time training their people or 

trusting them to make the right decisions 

after they’re trained. They should regularly 

train employees with a meaningful program 

so everyone learns to become an active 

part of defense.

Agencies oft en work with several 
vendors to coordinate cyber defense. 
How can they ensure those solutions 
work together?
Simplicity is the main thing. While there’s 

a lot of variation in attacks, many have 

similar building blocks like text messages, 

URLs and websites that grab credentials. 

So there’s not much variation in the 

mechanisms for delivering attacks. 

Vendors can focus on protecting against 

these building blocks — working together to 

build a common language and sharing data 

on things like threat intelligence. The key 

is mitigating risk while reducing complexity. 

The more complex a security system is to 

run, the less ROI a government agency will 

get out of that tool. 

How can smaller agencies scale 
cyber defense solutions to match 
their requirements and budget?
A well-built solution will be simple to scale 

up or down. The challenge is that smaller 

agencies often have one or two part-time 

staff  handling cybersecurity. They need 

to feel like they can tackle the problems, 

and they shouldn’t feel overwhelmed. 

For instance, these agencies might block 

fi ve specifi c threats, conduct more cyber 

awareness training or monitor internet 

usage. There are plenty of vendors that 

cover the gamut of these issues, and 

agencies don’t need to pay a lot of money 

to get these basic protections. 

Email remains a favorite target of 
attackers. How can governments 
reduce email threats? 
A colleague recently told me something 

profound: “We need to fi gure out how to de-

tect once and protect everyone.” To protect 

large groups of people, we need to share 

intelligence across multiple platforms — and 

that includes email. 

If I learn about a threat from a fi rewall or 

an endpoint-protection app, why shouldn’t 

I share that threat across every platform? I 

can simplify sharing by integrating multiple 

security tools. Ultimately, agencies need to 

trust their people to make good decisions to 

supplement the tools we already have.

Learn more about Mimecast’s 
solutions for the public sector at  
www.mimecast.com/solutions/industries/
public-sector/ 

SHUTTERSTOCK.COM
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THREAT PROFILE
In Q2 2022, application-
layer DDoS attacks 
mostly came from within 
the United States.  

Russia-linked 
ransomware is
particularly lucrative for 
criminals. In 2021, 74 

percent of ransomware 
revenue went to “strains 
we can say are highly 
likely to be affi  liated 
with Russia in some 
way,” according to the 
Chainalysis 2022 
Crypto Crime Report.   

Most governments have faced cyber 
attacks in the past year. According 
to CyberEdge, 68.2 percent of 
governments were compromised by at 
least one successful attack in the past 
year. Veeam found that 52 percent of 
governments had service outages as a 
result of ransomware attacks.  

The motive for such attacks in recent 
years has primarily become fi nancial, 
according to the Verizon 2022 Data 
Breach Investigations Report. 
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In recent years, threats coming from Russia have also posed a major concern. In July 2022, Russia-linked Conti was 
the most common identifi able variant of ransomware, according to BlackFog’s analysis, representing 19 percent 
of attacks. Behind Conti were LockBit (14%), Hive (11%), BlackCat (10%) and Lapsus$ (8%).
SOURCE: BLACKFOG.COM, JULY 2022 STATE OF RANSOMWARE REPORT 
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INDUSTRY PROFILE 

InfoSec Has Seen More Growth 
Than Any Other Job Profi le in 
the Last Decade 
According to the U.S. Bureau of Labor 
Statistics, the number of information
security workers has grown more than 
any job profi le in state and local IT in the 
last decade. In 2021, there were 
3,620 information security workers, 
an 88 percent increase since 2012.  

Cybersecurity Makes Up a 

Small Portion of IT Budgets 

Percent of IT 
budget dedicated 
to cybersecurity  

Less than 
1 percent 

1-5 percent 

6-10 percent 

More than 
10 percent 

Counties (%)  

10 

37 

41 

12 

Cities (%)  

5

50

41 

5

States (%)  

14

54

19

14

SOURCE: CENTER FOR DIGITAL GOVERNMENT* 

Cyber Help 
Needed 
These are the 
percentages of 
governments that 
will need more 
cybersecurity
staff in the next 
few years.  
SOURCE: CENTER 

FOR DIGITAL GOVERNMENT* 

CITIES

83%

98%

STATES

76%

COUNTIES

*The Center for Digital Government is part of e.Republic, Government Technology’s parent company.

BY ANDREW ADAMS 
AND BEN MILLER
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Average Data Breach Costs in the Public Sector Are Increasing: Ransom payments in state and local government averaged $214,000
in the last year, according to the Sophos State of Ransomware 2022 report. But the total costs of a cyber attack are usually higher than 
simply paying the ransom. Between ransoms, required changes in security and data recovery, the costs can be much higher. 

Public-sector cost per data breach 

$2.07M 

  $1.93M 

  $1.08M 

 $1.29M 

Emerging 
Cybersecurity
Techniques 

At the local level, several technologies and 
methodologies are becoming standard 
practice, while others are gaining ground. 
Here’s where local governments stand.

THE COST OF DOING BUSINESS 

These costs can be prohibitive. 

Half of states identifi ed “budget
constraints” as a major impediment 
blocking them from improving 
cybersecurity, and 25 percent of local 
government respondents said the same 
in the SolarWinds 2021 Public Sector 
Cybersecurity Survey Report.  

Zero-trust model  
Cities using now             32% 
Cities plan to use             47%
Counties using now               36%
Counties plan to use             47%

Security Orchestration Automation 
and Response (SOAR) 
Cities using now     21%
Cities plan to use            46%
Counties using now             31% 
Counties plan to use     38%
  
Micro-segmentation 
Cities using now            45%
Cities plan to use    37%
Counties using now                     57%
Counties plan to use             33%

  2019      2020         2021         2022         

SOURCE: IBM “COST OF A DATA BREACH” REPORT SERIES 

CHANGES IN THE LOCAL SECTOR 

Help Is On the Way

Recent federal grant programs have 
bolstered local governments’ ability to 
fund cybersecurity improvements. The 
next four years will bring $1 billion
of grant money to state and local 
governments through the Cybersecurity 
and Infrastructure Security Agency. 
Localities are slated to receive 
80 percent of these funds.  
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Most Local Governments Have Cyber Insurance 

These costs have made cyber insurance more popular in recent years. In 2022, 90 percent of counties and 64 percent
of states have a cyber insurance policy. In last year’s survey of cities, 92 percent of cities reported having a policy.   

SOURCE: CENTER FOR DIGITAL GOVERNMENT 

These policies are big business. In the public and private sectors in 
2020, there were more than 4 million cyber insurance policies in force, 
with premiums totaling more than $2.7 billion. 

Six companies wrote more than half of 
cyber insurance policies in 2020: 

Chubb Limited  ($404 million in direct written premiums)

Axa Insurance   ($293 million) 

American International  ($228 million)

St. Paul Travelers  ($207 million)

Beazley  ($178 million) 

Axis Capital  ($134 million)  

SOURCE: NATIONAL ASSOCIATION OF INSURANCE COMMISSIONERS 
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Enterprise security operation centers 
Cities using now                         64% 
Cities plan to use    23%
Counties using now                       60% 
Counties plan to use        28%

Governance risk and compliance 
Cities using now                                   77%
Cities plan to use           15%
Counties using now                           70%
Counties plan to use     23% 

Pen/red team testing  
Cities using now                   55%
Cities plan to use            32% 
Counties using now                    57%
Counties plan to use    22% 

Security as a service  
Cities using now                      46%
Cities plan to use      23%
Counties using now                       47%
Counties plan to use    22%

Security information and event 
management (SIEM) 
Cities using now                                          74%
Cities plan to use            18%
Counties using now                                            76%
Counties plan to use             19%

4M
cyber policies 
in force in 2020 
totaling $2.7B 
in premiums
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Innovation
      in Action
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In the Special Districts National Innovation Showcase 
and Awards program, districts across the country—from 

transit, utilities, water, power, public lands and more—are 

sharing stories of transformation in citizen service delivery, 

leadership and operations.

• Detroit Water and Sewerage Department upgraded its customer portal to
enable city residents to conduct all water department business online.

• Rapid charging technology keeps Laketran electric buses on the road longer
in Lake County, Ohio and helps reduce fuel costs and vehicle emissions.

• The Emerald Coast Utilities Authority in Pensacola, Florida recently launched a
cybersecurity management program that’s dramatically reducing risk.

• Massachusetts Bay Transportation Authority launched an easy-to-use online
application for its Youth Pass program, which supports low income young riders.

• The Los Angeles Department of Water and Power is creating a class of next
generation leaders through an interactive, multi-format IT training program.

n

Learn more about these 
innovative ideas worth sharing at:
ps.att.com/InnovationStories

https://www.govtech.com/districts/awards
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Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com

More research, more science, more technology.

The 2022 uptick in cyber attacks to steal 

cryptocurrency has so far been signifi cant: 

Between January and March, hackers nabbed 

$1.3 billion in crypto monies, 97 percent of 

which came from decentralized fi nance (DeFi) 

platforms, according to the FBI. That’s up from 

72 percent in 2021 and 30 percent in 2020. 

The FBI recommends taking caution before 

putting money into an open source DeFi 

platform. 

SOURCE: ENGADGET  

$1.3 billion 
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Dam, Girl 
If all goes according to plan, a dam on China’s 

Yellow River in Qinghai Province will be the largest 
3D-printed structure made by artifi cial intelligence 

on Earth. Research from Tsinghua University 
in Beijing has set plans to build the 594-foot-tall 

Yangqu dam using AI, 3D printing and robots — no 
human labor required. The dam would produce 
5 billion kilowatt hours of electricity annually, 

enough to power 50 million homes.
SOURCE: ARS TECHNICA  

A new Gartner study identifi ed a major 
stumbling block to organizations 
adopting AI for automation: getting 
projects out of the pilot phase. While 
nearly three-quarters — 72 percent — 
of those surveyed said they have the 
talent on board to make automation 
work, only 54 percent of AI pilots 
actually make it to production. Gartner 
analysts say part of the reason is dis-
cipline and ensuring that AI endeavors 
are in line with business value. Plus, 
40 percent of surveyed organizations 
report having thousands of AI models 
in use, which leads to complexity in 
tracking ROI. 
SOURCE: VENTURE BEAT 

54%

TAKE A RIDE:
The age-old battle between Northern and Southern California has taken 

a new turn: While Los Angeles is historically known for its traffi  c-packed 

freeways and car-centric culture, for the fi rst time it has managed to 

surpass San Francisco in public transit ridership. The Mercury News found 

that between 2019 and 2021, the Bay Area lost more riders than Los 

Angeles did — 283 million versus 157 million — and by June 2022, L.A. 

had regained 71 percent of its ridership compared to S.F.’s 55 percent. 

SOURCE: FAST COMPANY
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What piece of infrastructure can 
gummy bears be made out of?
Answer: Recycled wind turbines.

The standard wind turbines used today do have one 
drawback that works against their sustainable nature: When 
their fiberglass blades need to be replaced, they usually end 
up in a landfill because fiberglass just isn’t recyclable. But what 
if the blades could be made out of something more reusable? 

A team of scientists from Michigan State University 
has an answer. By combining glass fibers with plant-
derived and synthetic polymers, they were able to 
create wind turbine blades that can be remade into a 
whole host of other things once they’re done turning. 
Among those things is actual, edible gummy bears. 

That’s because the resin that makes up the blades 
can be dissolved back into its original state, the glass 
fibers removed, and then it can be repurposed. It could 
be used to make a new blade, or turned into an acrylic 
solution used in windows and tail lights, or an absorbent 
polymer typically used in diapers. They even “recovered 
food-grade potassium lactate and used it to make gummy 
bear candies” that they then proceeded to eat. 

Does Mount Kilimanjaro have high-speed Internet? 

Answer: Apparently so.
There’s really nothing we can’t connect if we try hard enough. The highest mountain in 

Africa, summited by tens of thousands of tourists each year, now has high-speed Internet. 
Tanzania Telecommunications Corp., the state-owned utility of Tanzania, where 

Kilimanjaro is located, has completed and activated the network up to 3,795 meters 
(12,450 feet) above sea level. The goal is to eventually get all the way to the tallest point 
on the mountain, Uhuru Peak, at 5,895 meters (19,340 feet). 

 But this connectivity isn’t just to make it easier to upload to your Instagram. Bringing 
reliable, high-speed Wi-Fi to the mountain also improves safety. Guides and tourists can 
more easily access navigation tools to make sure they don’t get lost, update friends and 
family on their location, and get help if they need it.  

How much does it cost to 
hack a Starlink dish? 
Answer: $25.

It appears there is a pretty easy way to hack into SpaceX’s 
Starlink system. Lennert Wouters of KU Leuven university 
in Belgium discovered the vulnerability and demonstrated 
it at the Black Hat Security Conference in August. 

Starlink provides Internet services using satellites in 
orbit and a dish that customers install outside their home 
in order to receive Internet signals. Using just $25 worth 
of materials, Wouters was able to build a device that can 
hack into any Starlink dish. It works by temporarily shorting 
the system with a fault injection attack, which disables the 
dish’s security measures, granting the hacker access. 

Wouters reportedly informed Starlink of the vulnerability 
last year and was even rewarded through their bug bounty 
program. However, Wouters was able to get around the 
patches that the company issued at the time, finding that the 
core vulnerability still exists and will require a much more 
involved fix. Starlink has confirmed that it is still working 
on a new update to better repair the vulnerability. 

Here’s a look at a few recent Questions of the Day
from govtech.com. Subscribe to our newsletter to 
get them daily in your inbox. 
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What piece of infrastructure can 
gummy bears be made out of?
Answer: Recycled wind turbines.

get them daily in yyour inbox. 
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Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people. 
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Evanston, Ill., CIO Elevated

to City Manager 

Former Evanston, Ill., CIO Luke 
Stowe has been promoted to city 
manager. Stowe, who has been 
Evanston’s CIO since 2016, was 
serving as city manager in an interim 
capacity before being tapped to take 
on the role permanently.  
 

Georgia CTO Steve Nichols 

Leaves for Private Sector 

Following 20 years as Georgia’s 
chief technology offi  cer, Steve 
Nichols departed the Georgia 

Technology Authority (GTA) for a 
new position at Gartner Consulting. 
During his tenure with the state, 
Nichols worked alongside fi ve CIOs 
and was instrumental in Georgia’s 
modernization eff orts, earning 
a number of accolades. He was 
replaced by Dmitry Kagansky, who 
joined GTA in September 2021 as 
the state’s fi rst chief cloud offi  cer. 

Arlington County, Va., CIO to 

Take on New Role 

Jack Belcher, the longtime CIO of 
Arlington County, Va., is transitioning 
to a new role as the county’s chief 
technology innovation offi  cer. Taking 
over as CIO will be Norron Lee, 
who is stepping up to the position 
from deputy chief information 
offi  cer. Belcher fi rst joined Arlington 
County as CIO and director of the 
technology services department 22 
years ago. 
 
Local Gov IT Veteran 

Named Miami CIO 

Miami has named Gee Chow as 
the city’s next CIO. Chow, who took 

over the position from interim CIO 
Otto Contreras, brings 15 years 
of local government experience 
to the job, including stints as IT 
director for St. Cloud, Fla.; CIO for 
Coral Gables, Fla.; and CIO for St. 
Lucie County’s Board of County 
Commissioners.  

Round Rock, Texas,

Appoints New CIO  

Ramsey Saad is the new CIO 
for Round Rock, Texas, one of 
the largest suburbs of Austin. 
Saad takes over the job after the 
departure of Heath Douglas, who 
held the position for 22 years. Saad 
is a veteran of the Round Rock 
local government, having been 
with the city for 14 years in diff erent 
roles, including assistant director of 
information technology. 

Mark Headd Takes Job 

With Ad Hoc 

Mark Headd — a gov tech veteran 
whose resume includes tenures as 
the chief data offi  cer of Philadelphia, 
as well as roles in the federal 
government — has taken a job as 

Steve Nichols

Ramsey 
Saad
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a tech subject matter expert with 
Ad Hoc, a company that helps 
public agencies improve digital 
service delivery. 

Former Michigan Gov., 

CIO Start Cyber Firm  
Former Michigan CIO David Behen 
— who held that position for six 
years before departing in 2017 — is 
reuniting with former Michigan Gov. 
Rick Snyder to form a cybersecurity 
fi rm called SensCy, based in Ann 
Arbor. Snyder is CEO while Behen 
is chief client success offi  cer.  
 
Oakland, Calif., Hires 

First CISO

In August, Oakland, Calif., appointed 
Miriam Mehari to be the city’s 
inaugural chief information security 
offi  cer. Mehari was previously an 
information systems administrator 
for the city, a role she held since she 
joined Oakland IT in 2005.

Rhode Island CIO Steps Down

Bijay Kumar, who served as Rhode 
Island CIO and chief digital offi  cer 
since 2017, announced his return 
to the private sector in September. 
CISO Brian Tardiff  is fi lling the role 
in an interim capacity while the 
state conducts a nationwide search 
for Kumar’s replacement.

Vermont CIO Leaves for 

Private Sector

After fi ve years as CIO and head 
of Vermont’s Agency of Digital 
Services — capping a total of 21 
years with the state — John Quinn 
took a role with Government 
Sourcing Solutions, a public 
procurement advisory fi rm. Deputy 
CIO Shawn Nailor took over for 
Quinn as interim CIO.

New CIO in Raleigh, N.C.

Raleigh, N.C., lured CIO Mark 
Wittenburg away from his post in 
Tempe, Ariz., to serve as head of 
city IT. Wittenburg brings 30 years 
of public-sector tech work to the 
role. His predecessor, Sindu Menon, 
left Raleigh in May.

Santa Barbara County 

Names New CIO

Private-sector IT veteran Chris 
Chirgwin was selected as Santa 
Barbara County, Calif.’s CIO, tasked 
with building a new IT department 
and spearheading the county’s 
multiyear tech transformation.

David Behen Rick Snyder

Bijay Kumar

John Quinn
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By Dan Lohrmann CYBERSECURITY STRATEGIES
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More than 15 years ago, when 
Michigan state government 
was implementing 

cybersecurity measures that were 
primarily funded by U.S. Department 
of Homeland Security grants, one 
popular project was scanning local 
government computer servers to 
fi nd and fi x system vulnerabilities.   

This voluntary program enabled 
cities, counties and school districts to 
upgrade software, patch security holes 
and coordinate other remediations 
for free or at a greatly reduced cost 
via a combined state-local contract.  

I was the Michigan chief 
information security offi  cer at the 
time, and our team was excited to 
address widespread technology and 
cybersecurity needs by coordinating 
cyber defense protections throughout 
our state. Why? Because we recognized 
the interdependencies of programs, 
systems, networks and even business 
functions with local governments.       

Fast forward to 2022 and local 
governments across the U.S. now 
benefi t from buying cybersecurity 
products and services from state 
government contracts. There are 
also technology partnerships on a 
wide array of projects, cybersecurity 
training programs and more.      

But the trouble with most of these 
state-local arrangements 
is that they are usually 
voluntary, not consistently 
implemented, and limited 
in scope and time frame. 
While most states off er 
assistance if a local 
government or school is 
hit with a ransomware 

attack or data breach, that help 
generally ends when the incident 
is closed. 

And make no mistake, most local gov 
tech leaders want it that way. Locals 
like their autonomy from the state just 
as much as states like autonomy from 
the federal government. While more 
funding, training and coordination 
generally make sense, oversight rules, 
regulations and statewide policies are 
generally seen as “Big Brother” from 
powerful government neighbors.        

Last October, Government 
Technology featured an article titled 
Whole of State, which gave examples 
of partnerships and successes in 
organizations that use a whole-of-
state approach, and even solutions 
that cut across the public and 
private sectors. And this trend has 
only grown over the past year.

Now, as we head into 2023, we may 
reach a tipping point. Here are three 
factors that may drive most states 
to adopt a whole-of-state approach 
to cybersecurity governance.      

 
Explosion in local cybersecurity needs: 
The relentless and growing onslaught 
of ransomware attacks, data breaches 
and other cyber incidents over the past 
few years has been well documented. 
Add in the diffi  culty that local 
governments face with attracting and 
retaining cybersecurity professionals 
and keeping cyber insurance, and 
help from states seems like (at least 
part of ) a logical solution. Many local 
governments are turning to managed 
service providers that can assist in 
cybersecurity protections and help 
benefi t from economies of scale.         

New cybersecurity grant program: 
The Infrastructure Investment 
and Jobs Act (IIJA), which will be 
providing more than a billion dollars 
to state and local governments 
over the next few years, requires a 
statewide plan, even as 80 percent of 
the money is set to go to locals. This 
process will force federal-state-local 
cooperation on project oversight that 
is new and generally welcome.  

Beyond the coming grant dollars 
allocated to local governments, 
the planning process and overall 
coordination will be essential to 
successful projects and maximizing 
value for the resources to be allocated. 
Whole-of-state cybersecurity 
solutions will become the norm.      

Several states are already leading 
the way: We always have leaders, 
followers and laggards with new
technology and cybersecurity frame-
works, best practices and governance 
approaches. As I mentioned earlier, 
several states are leading in this area now, 
and with the support of the National 
Association of State Chief Information 
Offi  cers, the Public Technology 
Institute and others, whole-of-state 
cybersecurity approaches should grow.  

There is no doubt that resistance 
to change, as well as mistrust between 
state and local governments, will be 
headwinds that will slow progress 
toward whole-of-state cybersecurity in 
parts of the country. Nevertheless, the 
economic realities and best practice 
case study examples should drive states 
to take further steps to enable better 
cyber operations capabilities than what 
is possible if locals go it alone. 

All Together Now
Three reasons whole-of-state cyber solutions make sense now.

Daniel J. Lohrmann 

is an internationally 

recognized 

cybersecurity leader, 

technologist and 

author. From 2002 to 

2014, Lohrmann led 

Michigan’s award-

winning technology 

and cybersecurity 

programs, serving as 

CSO, CTO and CISO.
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Why is speed so important when 
recovering from a cyberattack? 
If you have a team of, say, 100 people 
who lose access to their data, you’re 
shedding money because those 
employees are not being productive. 
Recovering quickly from a cyberattack 
reduces your agency’s fi nancial burden.

What’s the main thing that delays a 
public agency’s recovery of lost data?
Traditionally, it’s been the design com-
plexity of their IT infrastructure. The more 
pieces you have going into that infrastruc-
ture, the more attack vectors there are. 
The simplicity of infrastructure design 
reduces that footprint, which allows a 
faster turnaround in recovering lost data.

How does shortening the pathway to 
stored data accelerate recovery?
Imagine a fi eld employee’s device gets 
hit by ransomware, which starts writing 
back to your fi le storage. You wouldn’t 
want the malware going through 
several layers of the infrastructure. 

Another example could be writing things 
to a fl ash drive, which has the potential 
to be stolen, lost, or corrupted. Either 
way, you want to reduce the possibility 
of data loss. This means you need the 
shortest path from the point of ingesting 
your data to putting it into your fi le data 
repository.

Why do public agencies need 
immutable snapshots of their data? 
Immutable means that once an 
object is written, it cannot be deleted, 
overwritten, or modifi ed in any way. 
In the past, tape drives and hard disks 
could provide immutable storage, 
although they weren’t truly immutable 
because a storm or fi re could take 
them out. 

Today, we can create many 
immutable snapshots of storage objects 
in the cloud. We can continuously 
version them rather than wait for a 
nightly backup. This provides much 
better granularity, as fi le changes create 
new versions stored in snapshots as 
often as every few minutes. 

Then, if something happens to your 
data, you can rewind the clock a few 
minutes and instantly retrieve it from 
that immutable store — because you 
know the object hasn’t been changed.

Why should agencies implement 
cloud-native object storage?
Cloud-native object storage provides 
scalability and fl exibility. For example, 
suppose your agency has a multisite 

environment. In that case, you can put 
everything in a single storage bucket in 
the cloud and then present that data 
back to these locations simultaneously. 
You can have a shared context, where 
everybody sees the same fi le shares, 
or a more secure context, where each 
department has fi les and attributes that 
only they can see. 

You’re not limited to fi le sizes or total 
storage availability because the cloud 
is infi nitely scalable. With traditional 
storage, you buy a fi le server with 
limited capacity. Once it fi lls up, you 
must buy more. You don’t have that 
anymore in the cloud. You can grow, 
expand, and stay fl exible through cloud 
services and fast storage. However, 
agencies should watch for vendors 
that call their solution a “cloud” but 
are simply running the same limited 
technology in the cloud. If it’s limited, it’s 
not a true cloud solution. 

HOW CLOUD HELPS 
PUBLIC AGENCIES 
BOUNCE BACK FROM 
CYBERATTACKS

©2022 e.Republic. All rights reserved.

Nasuni® is a fi le data platform built for the cloud, 

powered by the world’s only global fi le system. Nasuni 

consolidates Network Attached Storage (NAS) and fi le 

server silos in cloud storage, delivering infi nite scale, 

built-in backup, multi-site fi le synchronization, and local 

fi le server performance, all at half the cost of traditional 

fi le infrastructures. Enterprises use the Nasuni software-

as-a-service platform for NAS consolidation; backup and 

recovery modernization; global fi le sharing; and rapid, 

infrastructure-free disaster recovery, and as a foundation 

for data analytics and multi-cloud IT initiatives.

MANAGING CYBER RISKA GOVERNMENT TECHNOLOGY Q&A | NASUNI

Fast and effi  cient 
data recovery is 
pivotal for public 
sector agencies 
responding to 
ransomware 
and other cyber 

threats. In this Q&A, Malcolm Brown,
Global IT Manager at Geoactive Ltd, who 
is experienced in secure, cloud-based 
storage and recovery, talks about what 
agency leaders need to get right in their 
backup-and-recovery strategies.  
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Shure Solutions for AV Conferencing deliver everything you could want.   

Endlessly flexible, for the most demanding spaces. From microphones to DSPs to             

loudspeakers, the Shure Microflex Ecosystem offers a complete portfolio of networked        

audio solutions that can be precisely tailored to your needs, for best in-class collaboration            

experiences in any room. Everything is designed for seamless and secure integration with 

today’s leading third-party collaboration platforms ensuring smart, efficient and productive 

meetings throughout your enterprise. 

Explore Shure Microflex Ecosystem at shure.com/mxecosystem

MXA 
Network Mute Button

SELECT YOUR 
AUDIO TECHNOLOGY 
PREFERENCES:

ENCRYPTED AUDIO
INTUITIVE OPERATION
SCALABLE
CERTIFIED SOLUTIONS
ALL OF THE ABOVE

MXA710 
Linear Array Microphone

MXN5W-C 
Networked Loudspeaker

https://www.shure.com/en-US/conferencing-meetings/solutions/microflex-ecosystem
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