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Close As You Go™

Billions of dollars are spent annually by state and local 
governments in the United States to prepare for, respond to, 
and recover from disasters that may impact their communities. 
The Federal Emergency Management Agency (FEMA) helps 
by implementing public assistance programs that reimburse 
these governments’ eligible recovery expenses. As many 

duplicate expenses.

Join Deloitte in changing the way communities recover.

Deloitte’s Close As You Go (CAYG) is a secure cloud-based 

documentation for procurement and contracting, model 
policies and procedures, and plan for disaster. Developed 

prepare, so you can focus on recovery.

Discover a new way to prepare for FEMA public assistance.

Do more with CAYG 

Mitigate risk

Accelerate recovery

Simplify retention

Copyright © 2021 Deloitte Development LLC. All rights reserved.

Learn More
| 

www.deloitte.com/us.CAYG
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Tom Lynch, CIO of Cook County, Ill., 
wasn’t alone in casting a vote for gover-
nance as a foundational component of 
a new technology agency, with a focus 
on data governance in particular. “Data 
integrity with integrated systems is really 
critical and right now it tends to be an 
afterthought,” he said. Another prior-
ity for Lynch is a business analyst group, 
empowered to look for tech-related 
opportunities across business units. 
Todd Shanley’s IT operation in Cabar-
rus County, N.C., is much smaller than 
Lynch’s, but he would set up a project 
management team to handle communica-
tion with customers, as well as manage 
the change management process, a task 
that can fall to ill-equipped tech special-
ists. But it’s not an easy case to make.

“Project management is a soft skill, 
and people may not want to burn capi-
tal to set up an entire group around soft 
skills. … It’s often something that people 
realize only in hindsight,” Shanley said. 

Many of these ideas support an evolv-
ing IT organization that’s no longer strictly 
technology-focused but incorporates a 
broader set of skills. And they have the 
added benefi t of positioning technology 
agencies to deliver on heightened expecta-
tions from policymakers and the public. 

*The Center for Digital Government 
is part of e.Republic, Government 
Technology’s parent company. 

O ur theme when we started 
planning for this month’s 
issue more than a year ago 

was “Back to Basics: The Essential 
Components of a Resilient, Recession-
Proof Government IT Organization.”

While we surely imagined the country 
would be in a diff erent place than we 
currently fi nd ourselves relative to the 
pandemic, we did anticipate that states 
and localities would be confronting some 
challenging budget realities, which explains 
our choice of the word “recession” as 
something IT leaders should factor into 
their planning. But the spotlight in which 
digital services and work-from-anywhere 
needs found themselves over the past year-
and-a-half led to unprecedented federal 
support. This infusion of funding translated 
into fi nancial issues moving down the list 
of CIO priorities in the Center for Digital 
Government’s 2021 Digital Counties Survey.* 
(See more data takeaways in our Digital 
Counties Survey infographic on p. 12). This 
fi nding will likely be mirrored when city 
CIO surveys are released later this year.  

Our feature Holding Steady (p. 16), 
considers the complexities of keeping 
an IT organization stable and resilient in 
lean times and in more fl ush times. Phil 
Bertolini (now an e.Republic vice presi-
dent) was CIO of Oakland County, Mich., 
during the recession that began in 2007, a 
period he describes as the most challeng-
ing of his career as it relates to budgeting. 
And yet, he describes fl ush times as “a bit 

By Noelle Knell  /  Editor

Back to Basics

POINT OF VIEW

dangerous,” given the uncertainty of how 
to smartly take advantage of the infl ux.

Luke Stowe serves as both CIO and 
administrative services director for the 
Chicago-area suburb of Evanston, Ill. 
Budget-wise, Stowe says the city is expe-
riencing both “the best of times and the 
worst of times.” Revenues and expenses 
haven’t yet reached pre-pandemic levels, 
but tens of millions of dollars in one-time 
federal support are coming their way. A 
CIO’s considerations in managing this com-
plex scenario are many, including to ensure 
that investments are sustainable and don’t 
introduce cybersecurity vulnerabilities.   

Also for this issue, we conducted a 
thought experiment of sorts and asked sev-
eral technology leaders at diff erent levels of 
government how they would set up an IT 
organization from the ground up. In From 
Scratch (p. 24), the thoughtful responses 
we received had some things in common. 

Minnesota CIO Tarek Tomes would 
build in funding fl exibility from the outset, 
to allow space for innovation while getting 
the core work of government done. He also 
believes that technology should have the 
same legal status as critical infrastructure, 
opening up the possibility of bond-funded 
IT work. Pointing out that the state Legis-
lature has considered awarding that status 
to cybersecurity, Tomes advocates for 
an even broader view. “We are funded to 
maintain and secure existing services,” he 
said, “but it can be challenging to recover 
the cost of new or innovative services.”
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Water Work 

WHO SAYS?
“We don’t believe that there is any responsible regulation of the 

technology, and that it simply needs to be banned for many reasons.”

govtech.com/quoteseptember2021

govtech.com/extra: 
Updates from Government Technology’s daily online news service.

As drinking water systems across the country become more frequent targets for cyber 

attack, a Senate hearing July 21 brought together representatives of water systems — 

which vary widely in size and resources — to discuss ways those agencies can become 

more secure without diverting already strained staff . Speakers pointed in particular to 

federal funding and promotion for cyber training, as well as support from established 

programs like CISA; they advised against imposing stricter regulations on agencies. 

System Strain 

BIZ BEAT

A bill proposed in the New York state Assembly would allow the Offi  ce of Information 

Technology Services (ITS) to hire a third party to audit state IT infrastructure to 

determine how it could be improved to withstand crises. After systems were pushed to 

the limit by COVID-19, the bill’s sponsors recommend a thorough examination of internal 

and public-facing services. If the bill passes, OITS would submit the audit’s fi ndings to 

the governor by Jan. 1, 2023. 

Flock Safety, a startup that provides law enforcement and 

homeowners’ associations with license plate reader cameras, raised 

a massive $150 million Series D round in July, bringing its total 

fundraising to more than $230 million. The battery-powered cameras 

detect motion up to 75 feet away, log license plates, and allow users 

to search for vehicles by criteria like color and make. The company 

says it doesn’t use facial recognition and that the cameras aren’t used 

for traffi  c enforcement; images are deleted after 30 days. 

MOST READ STORIES ONLINE:
Digital Counties 2021: Winners Pivot from 

Response to Recovery  

High-Speed Rail Is at a Crossroads, 

Industry Experts Say 

Cybersecurity Game Aims to Train 

25K Specialists by 2025  

Mark43 Raises $101M to Expand 

Police Tech Products  

NIST Defi nes ‘Critical Software,’ 

Implications to Follow  

Texas Legacy Systems to See $900M 

in Modernization Funds  
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The amount of funding allocated for 
expanding access to broadband in the 

federal infrastructure proposal.

The number of residents in Pocatello, 
Idaho, who signed up to use the 
city’s new online bill pay service 

from Paymentus in the system’s fi rst 
two days of operation.

tech/bytes 

The number of households in 
California’s Central Valley that the 
group Valley Clean Air Now has 

convinced to buy an electric vehicle. 

2

150
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$

5
The percentage of Arizona school 
districts that were still engaged in 
fully remote learning as of the end 
of last school year, according to the 

Return to Learn Tracker from the 
American Enterprise Institute and 

Davidson College.

%
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By Stephen GoldsmithBECOMING DATA SMART 

Stephen Goldsmith 
is a professor at 

Harvard Kennedy 

School and director 

of the Innovations in 

Government Program 

and Data-Smart City 

Solutions. The former 

mayor of Indianapolis, 

his latest book is 

The Responsive City: 

Engaging Communi-

ties through Data-

Smart Governance.
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Austin, Texas, recently became the 
 fi rst major U.S. city to allow drivers
 to use their car’s in-dashboard 

software to complete digital parking 
transactions. Working with Xevo, a leader 
in connected-car software and intelligent 
user experiences, city offi  cials authorized 
a digital parking payment system that 
allows payments directly through a 
built-in Uconnect infotainment system 
(currently available in Chrysler, Dodge, 
Jeep, Ram and FIAT brand vehicles). 
Glide up to an open parking space in 
the city, and before you even pull out 
your phone, your car has communicated 
with the meter and paid for parking.

This digital breakthrough is just the 
most recent in a series of technological 
innovations in the Texas capital. In 
addition to in-dash parking systems, Austin 
decided to prioritize driver choice when 
it came to parking payments; motorists 
could still use the city’s own white label 
parking app, Park ATX, but offi  cials also 
connected other commonly used apps. 
For example, motorists can now make a 
payment through Google Maps, using a 
credit card that’s already attached to their 

Google account. Offi  cials also 
used data to manage the curb 
and inform physical parking 
infrastructure — removing 
meters and even multispace 
pay stations in areas where 
pay-by-app transactions 
were particularly high. 

The city focuses its 
mobility evolution at the 
intersection of customer 

convenience and better use of its curbs 
and sidewalks. By moving from a single 
parking payment app to a platform that 
supports multiple applications, Austin 
is giving motorists choices they would 
not otherwise have. And in turn, by using 
that platform to connect more than just 
vehicles, the city will be able to better 
manage how curb space is used by self-
driving cars, ride shares, scooters and more. 

Jason Redfern, Austin’s parking 
enterprise manager, said what motivates 
the constant drive for innovation is 
the culture of Austin City Hall, where 
there’s an optimistic willingness to be 
the testing ground for new technology. 
But just as important is the user-centric 
focus, he said: “We want our customers 
to have a seamless parking experience. 
We want it to be easy for them to pay.” 

This transition from app to platform 
already allows drivers to pay through 
Google Maps, or a Jeep owner to pay 
through the car’s dashboard. But according 
to Redfern, the city is already aiming for 
its next goal: using the platform to help 
manage commercial vehicle permitting, 
so that all types of parking sessions 
are captured in the same medium. 

The shift carries with it more customer 
choice, more actionable city data and more 
ways to manage the curb. This determined 
conversion to a digital system not only 
lowered costs as more drivers used digital 
apps over physical parking infrastructure, 
but also provided more management 
data for the city. This means that Austin 
offi  cials can now integrate data across 
uses — no longer thinking of parking, 

scooters, deliveries or other sidewalk 
activities as discrete areas to be regulated. 

Redfern explains that offi  cials are 
keen to understand what transactions 
are happening, and where. For example, 
city offi  cials can analyze the data to 
determine citations by zone; they can 
then determine where to encourage more 
compliance and reduce penalties. And 
they will continue to use the data to thin 
the number of meters and pay stations, 
which reduces maintenance costs while 
encouraging contactless payments. 
Doubtless, equity implications will also be 
a consideration going forward, ensuring 
that the unbanked or low-income citizens 
have the same access to parking as others.

The Austin experience teaches us 
several lessons. One is that right within 
their own agencies, cities have innovators 
who, with the right encouragement and 
autonomy, can produce resident-oriented 
breakthroughs. We know that today’s 
technology can power transformations, 
if only governments are willing to see the 
future and take the risk to go forward. 
In some instances, change will require 
broad, imaginative thinking. “Innovation 
has always been a crucial part of 
Austin’s DNA,” said Mayor Steve Adler, 
and the integrated data platform is no 
exception to the city’s bold tradition. 

As more infrastructure funding arrives 
in their jurisdictions, this is the moment 
for cities to power themselves — and most 
importantly, their residents — to a better 
future. Cities accelerate the speed of change 
by borrowing the necessary technological 
breakthroughs from each other.  

A citizen-centric parking solution illustrates cities’ power to drive change.

Future Forward
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The Monumental Task 
of Managing Major Funding 
Streams

Federal spending, which increased 
dramatically in response to the COVID-19 
pandemic, will continue to pump trillions 
of dollars into state and local economies 
in the coming months and years. White 
House initiatives aimed at providing 
relief to a large portion of the country’s 
331 million residents amount to a total of 
nearly $6 trillion. In addition to signifi cant 
funding streams for testing, vaccine 
development, paycheck protection and 
other relief eff orts, the three largest 
funding streams have been the $2.2 
trillion CARES Act, passed in March 
2020, the $920 billion Consolidated 
Appropriations Act passed in December 
2020, and the $1.9 trillion American 
Rescue Plan, passed in March 2021.

Managing and accounting for these 
funds at the federal, state, and local levels 
is a monumental task. It involves a complex 
series of steps for disbursing the money, 
keeping track of how it is spent, and 
making sure the myriad programs aimed at 
COVID relief accomplish their goals. Done 
correctly, the distribution process enables 
state and local governments, and ultimately 
U.S. residents, to gain access to the funds 
in an effi  cient, user-friendly way with an 
easily auditable digital “paper trail.” Key 
to making all this happen is choosing the 
right platform.

Federal grants take many forms, 
and the process for managing those 
grant funds must be tailored to the 
program requirements and funds must 
be distributed in compliance with 
those requirements. Some grants, for 
example, are competitive, meaning a 
scorecard is used to determine who 
best meets the criteria for the grants 
and ultimately receives the funds. Other 
grants are formula-based, meaning 
certain criteria must be met but there is 
no competition involved. Grants known 
as continuation grants are contingent 
on past performance, and pass-through 
grants, which are intended for counties 
and cities, are disbursed based on 
demographic data such as income, the 
number of unvaccinated people in a 
designated area, or some other criteria. 

Workfl ow Management 
Platforms: A Single Pane 
of Glass 

The variables are numerous, and 
management of these grants involves tasks 
that must move across a large number 
of people from multiple constituencies, 
including grant applicants and recipients, 
various levels of government, and even 
external agencies or affi  liated nonprofi ts. 

This is where workfl ow management 
platforms come into play. At their core, 
these platforms are all about completing 
tasks and coordinating an array of moving 

parts to accomplish a given goal. They are 
designed to remove the friction in business 
processes. Combined with a portal where 
you can showcase your grant portfolio, 
you can create that elusive “single pane 
of glass,” or a one-stop shop where users 
can fi nd everything they need to know, 
such as the grant parameters, application 
requirements, if and when the grant has 
been approved, if the work has been 
completed, and if the funds are being used 
for their intended purpose. That single pane 
of glass, coupled with the consolidation and 
aggregation that takes place behind the 
scenes, allows for all grant programs in any 
given governmental agency to be managed 
effi  ciently.

A Central Hub in 
Montgomery County

Such is the case in Montgomery County, 
Ohio, where local leaders initially launched 
a workfl ow management platform to track 
$92 million the county received from the 

Workfl ow management platforms 
were designed to whittle complexities 
down to a “single pane of glass” — a 
one-stop shop where users can fi nd 
everything they need to know, including 
the parameters of a grant, applications 
requirements, if and when the grant has 
been approved, and more.

Optimizing Grants 
Management in State 
and Local Government
How workfl ow management platforms streamline processes and provide a single 
view of grant program eff ectiveness
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CARES Act in the spring of 2020. The county 
had several obstacles to overcome including 
the retrieval of data from diff erent locations, 
an email-based workfl ow system, and the 
need for additional manpower to provide 
status updates on the progress of grants. The 
existing process was easily overwhelmed by 
the sheer volume of new grants and grant 
applicants, especially given that the $92 
million was just the beginning. Montgomery 
County would receive another $108 million 
from the CARES Act alone.

After county leaders implemented a 
workfl ow management platform, residents 
and business owners can now log on to 
a central hub, locate the grant they need, 
submit an application, and engage in 
two-way online communication with the 
county to track the approval process and 
funds disbursement. In addition, county 
leaders can use the same platform to track 
the fl ow of money, compile data on the 
grants for compliance purposes, and to 
inform both county commissioners and 
other constituencies about the ground-level 
eff ectiveness of federal relief eff orts in 
their community.

Insight — the “Secret Sauce”
First and foremost, workfl ow 

management platforms are business 
process and fi nancial management tools, 
but as with Montgomery County, they 
can do so much more. The scoring of 
competitive grants, for example, can be 
automated, thereby eliminating the need 
for manual tabulations. That, in turn, allows 
grant applications to be automatically 
ranked and ensures those who most 
deserve the grant will automatically rise to 
the top of the distribution list. The same 
kind of automation comes into play with 
formula-based grants. In this case, once 

the formula and grant limit is added to the 
software, all applicants need to do is plug 
in their application information and they 
will know immediately whether or not 
they qualify.

In addition to fi nancial and process 
automation, workfl ow management 
platforms provide users with a benefi t 
that some refer to as the “secret sauce” 
— an ability to collect demographic and 
psychographic data and present it in a user-
friendly way that maintains transparency 
and accountability and ensures the 
funds are being properly used. These 
insights empower program managers and 
government leaders to make data-driven 
decisions.

For example, one might want to know 
how many grants were applied for and 
received by certain groups of people 
or in a specifi c Congressional district. 
Workfl ow management platforms can 
collect that information and segment the 
data in ways that allow for deep analysis. 
Auditors, for example, will have easy 
access to information that will help them 
determine if the money was used for its 
intended purpose; lawmakers will be able 
to see how their constituents benefi ted 
from federal expenditures; and taxpayers 
will know whether their tax dollars were 
well spent. In short, the ability to create 

results-oriented dashboards for specifi c 
program objectives is key to providing 
real-time metrics that can be used for 
data-driven decision-making.

That very same results-oriented 
dashboard is not only empowering in 
the aggregate, but it’s empowering for 
individuals who want to know where they 
stand with regard to a given application. 
Conceptually, it’s like logging on to 
Amazon, which, with a few clicks, provides 
its customers with information about the 
availability of products on its website, 
including the size, shape, color, and cost, 
as well as the opinions of other people 
who have purchased the same product. 
Once individuals make a purchase, they 
receive status updates about the delivery 
of that product and options for canceling 
or returning unwanted items. 

In the same vein, workfl ow management 
platforms serve as the connective tissue 
that provides consumers with information 
and status updates that allow them to know 
in real time where they stand with crucial 
decisions about a loan or a grant. It could 
come down to knowing whether or not 
they can pay their rent, or whether their 
business stays afl oat. In short, workfl ow 
management platforms provide the fastest, 
most frictionless way to assist government 
agencies in channeling federal funds to 
those in need.

After Montgomery County leaders 
implemented a workfl ow management 
platform, residents and business 
owners can now log on to a central hub, 
locate the grant they need, submit an 
application, and engage in two-way 
online communication with the county 
to track the approval process.

Agencies can maintain greater 
transparency and accountability — 
ensuring that funds are properly used 
— by collecting demographic and 
psychographic data and presenting it 
in a user-friendly way.
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1
What brought you to government 
from the private sector?  
Gov. Hutchinson was a customer 

of mine when I was at Acxiom and he 

was at the Department of Homeland 

Security, way back in the early 2000s. 

I got this phone call [about coming 

to the state] and I thought it would 

be pretty neat to try to implement his 

vision in an agency that really should 

be thinking like a business. When 

you’re talking about cost allocation 

and you’re pushing out to agencies, 

you’re a B2B company from a 

standpoint of providing good customer 

service and doing things right. 

Jonathan Askins
CTO, Arkansas

FOUR QUESTIONS

Jonathan Askins took over as Arkansas chief technology officer and director of the 

state’s Division of Information Systems (DIS) at the end of 2020. While his career has primarily 

been in private industry, he has worked periodically on state initiatives, most recently as 

vice chair of Arkansas’ Data Transparency Commission. GT talked to Askins in April about IT 

modernization, broadband and why a government IT agency should be thinking like a business.  

without permissions. We try to make sure 

privacy policies are in place, and each 

agency gets “keys” or “IDs,” and my 

key [as a citizen] over in this agency 

might be 123 and in this agency it’s 794, 

and there’s no way to make that match 

without coming back through [DIS].

3
Earlier this year the governor 
signed legislation allowing 
municipal broadband networks. 

What are some of the challenges 
around getting everyone connected? 
There’s a large portion of Arkansans below 

the federal poverty line. So it’s one thing to 

get the infrastructure in place, but then we 

have to make sure that connectivity is at an 

aff ordable price that the average Arkansan 

can actually utilize it. And we are a natural 

state and some of our rural areas are hard 

to get that broadband to. For example, 

we’re trying to get connectivity and fi ber 

to a lot of our state parks. Well, some of 

our parks are sitting in river valleys or on 

top of mountains that are solid stone, so 

actually getting fi ber run up to a lodge or 

down inside some valleys, that’s a trick. So 

we’ve got a few things going against us, 

but we continue to work on it and to make 

sure providers get the grants needed, 

and then make sure that it’s aff ordable.   

4
What’s the hardest thing 
to modernize in IT?  
We have to modernize an attitude. If 

you’re modernizing and consolidating, a lot 

of times an agency may have a server that is 

serving them fi ne, but it’s old in the tooth, and 

if you want to modernize it, it’s going to cost 

some money. So getting folks to understand 

the risk associated with not modernizing, to 

me that is the hardest part of this. The IT and 

the physical parts, just putting the machines 

in and doing the migration, that’s easier than 

doing a paradigm shift and making sure 

everyone has the same kind of cold sweats 

and nightmares that my CISO and I have, 

wondering, “Oh gosh, who are they going to 

try to hit tonight?” because the bad guys just 

get smarter and more aggressive. Security 

goes hand in hand with modernizing, so 

making sure that we have that paradigm shift 

that yeah, it’s great to save money, but let’s 

make sure that we save it in the right areas 

and that we are keeping things up to date.   

— Lauren Harrison, Managing Editor 

2
What’s the status of Arkansas’ 
ongoing data work? 
We’re building out a statewide longi-

tudinal data system, and DIS in particular is 

focused on the identity management and 

governance around that. Think of a typical 

hub-and-spoke diagram: I would not presume 

to hire data scientists that could talk about 

health and epidemiology. That’s the health 

department. They can run those kinds of 

analytics, but we will run the analytics around 

identity management, create the links and 

push that data back out to the agencies. 

From a governance standpoint, we want to 

make sure we don’t have any cowboys out 

there trying to share agency to agency 
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The Center for Digital Government’s* annual Digital Counties Survey 

offers a look at the country’s leading counties and where they are 

on their technology journey. Here’s some top-level data from 2021 

respondents. View the full story and analysis on all 52 ranked winners 

at govtech.com/DigitalCounties2021. 

WINNING

Participants cite the 
“impact of extreme crises 
on citizens and businesses”
as their most pressing 
challenge in the past year. 

FRONT BURNER

CIO PRIORITIES
A lot changed in a year.

2021
Cybersecurity

 Citizen Engagement/Experience

 Business Process Automation

Networks: Broadband, 
 Connectivity, Digital Divide

 Cloud Computing

1
2
3
4
5

2020
Cybersecurity

 Budget and Cost Control

 Citizen Engagement/Experience

 Disaster Recovery/  
 Continuity of Operations

 Business Intelligence/Analytics

1
2
3
4
5

DATA 
DIVE:

Digital Counties

These data-driven government initiatives are 
the most widely used:

✓ Project Management
✓ Internal-Facing Dashboards
✓ IT Finance Oversight
✓ Business Intelligence/Data Analytics
✓ External-Facing Dashboards

GOVERNMENT 
BY THE NUMBERS

COUNTY IT SPENDING

IT INTERNAL 
STAFF

36.6%

SOFTWARE
(LICENSES, 
PURCHASES)

16.3%

HARDWARE
(LEASED, PURCHASED) 

11.1%

IT SERVICES
(CLOUD, INFRASTRUCTURE 
SERVICES) 

8%
IT SERVICES (CONTRACT 
SOLUTIONS DEVELOPMENT) 

7.7%

TELECOMMUNICATIONS

5.8%

IT CONTRACTED 
STAFF 4.4%

These counties came in first in their 

population category (smallest to largest):

  Albemarle County, Va.

  Cabarrus County, N.C.

  Marin County, Calif.

  Prince George’s County, Md.

  King County, Wash.

*The Center for Digital Government is part of e.Republic, Government Technology’s parent company.
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Here’s the percentage of county employees that are 

working remotely now, and how many could in the 

future with the proper tools and policies.

REMOTE POSSIBILITIES

Less than 10%

11–30%

31–50%

More than 50%

Remote Now Could Be Remote 
in the Future

13%

25%

24%26%

36% 54%

3%

18%

APPLY HERE

Application Building, Integration and Modernization  
 57%

Cybersecurity     
  80%

Data Analytics/Business Intelligence   
 57%

Data Infrastructure Updates    
 42%

IT Support and Help Desk     
 42%

Process Improvement and Modernization  
 58%

EMERGING TECH
ON THE UPSWING
Here’s where counties are going in 

public safety, emergency management, 

criminal justice and corrections.

Using 
Now Not Using

Behavior 

Predictive 

Analytics
41% 59%

Biometrics
(Fingerprints, Mug Shots,
Facial Recognition)

85% 15%

FirstNet 63% 37%

Fixed 

Surveillance
(Video, Audio, etc.)

89% 12%

Inmate 

Telemedicine
62% 38%

Mobile 

Surveillance
(Body Cameras, 
Drones)

90% 10%

Next-Generation 

911
77% 23%

Here are the areas where counties need to staff  up. 
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Government IT leaders aiming to modernize with Kuber-
netes, containers and microservices must keep one 
point in mind: The storage equation has changed. The 

Kubernetes platform gives public sector IT development teams 
the tools to modernize their applications, using containers and 
microservices to gain speed, agility and scale. At the same 
time, storing data in modern cloud, hybrid and multi-cloud 
environments through traditional means poses substantial 
hurdles for container-native development in Kubernetes.   

This brief outlines the opportunities and challenges of container- 
native data storage and management and explains why Kubernetes 
requires this new storage management and orchestration layer to 
reduce complexity and accelerate development timelines. 

ADVANTAGES AND OPPORTUNITIES IN 
CONTAINER- AND KUBERNETES-BASED APPS 

Kubernetes, containers and microservices are taking the 
development world by storm. According to the Cloud Native 
Computing Foundation’s 2020 Cloud Native Survey, the use of 
containers in production has jumped 300 percent since 2016. 
Indeed, 83 percent of the survey’s respondents use Kubernetes.1

“Kubernetes enables you to automate all of the processes 
associated with getting applications out into production, and 
it does that by managing containers,” says Michael Ferranti, 
senior director of product marketing with Portworx by Pure 
Storage. “This enables you to dramatically speed up the time it 
takes to deploy and run applications.”

Container-native development allows applications to be 
deployed wherever they make the most sense in cloud, hybrid 
and multi-cloud architectures. This includes legacy applications 
government agencies rely upon. 

“Because of the interdependencies between government 
agencies, there’s a great impact on the ability to create scale 
and agility by utilizing a Kubernetes- or containers-based 
orchestration,” adds Eric Simon, director of public sector 
sales at Pure Storage, a top supplier of software for managing 
Kubernetes environments. 

Kubernetes-native development breaks down into two cat-
egories: stateless apps, which are collections of microservices 

that move data but do not store it, and stateful apps, which 
store and retrieve data.

“An early trend with Kubernetes was to run stateless com-
ponents of applications with Kubernetes and run the stateful 
components on traditional tools,” Ferranti says. But thanks to 
a new generation of container-native orchestration software, 
“stateful components can run just as easily on Kubernetes as 
our stateless components,” he adds. “And that means the entire 
application becomes more agile.”

All government apps require data that must be stored, man-
aged, protected and recovered. To modernize amid these require-
ments, governments need the speed and agility of Kubernetes, 
which is vendor-agnostic. It can run wherever the developer 
needs it — on premises, in the public cloud and in multi-cloud en-
vironments. And thanks to container-native orchestration software, 
applications can serve multiple agencies, giving governments 
scale-out capability while improving effi  ciency and reducing silos. 
Moreover, backup, disaster recovery and business continuity can 
have ambitious objectives like near-real-time failover, dramatically 
reducing downtime risk in critical public sector applications.

STORAGE AND DATA MANAGEMENT 
CHALLENGES FOR MODERN 
GOVERNMENT APPLICATIONS 

Government IT leaders, like their counterparts in the private 
sector, want the agility of container-native architectures, which 
stitch together microservices and APIs that can be deployed 
quickly and scaled easily. Data storage challenges can put the 
brakes on these gains.   

“You need to be able to seamlessly manage data in a con-
sistent way, regardless of the environment you happen to be 
running in at the moment,” Ferranti says. “When you have to 
run across multiple environments, storage becomes the bot-
tleneck that prevents the rest of your application platform from 
modernizing and becoming more agile.”

For all its speed and fl exibility, Kubernetes is not a stand-
alone solution for government agencies’ non-negotiable 
requirements: high availability, encryption, data protection and 
fl exible deployment options. And storage is changing dramati-

A CENTER FOR DIGITAL 
GOVERNMENT ISSUE BRIEF

WHY KUBERNETES AND CONTAINER-NATIVE 
DATA MANAGEMENT ARE CRITICAL TO 
MODERNIZING GOVERNMENT TECHNOLOGY
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cally with the growing adoption of hyperscale public cloud and 
multi-cloud technologies. Kubernetes needs help to handle 
these kinds of challenges. 

“Kubernetes is a completely diff erent way of managing 
applications,” Ferranti says. For instance, the highly distributed 
structure of Kubernetes reshapes a core storage task like 
backup and recovery. 

“With Kubernetes, a single application may include hundreds of 
containers on multiple servers,” he adds. “We can’t take machine-
based backups that protect our containerized applications 
because a snapshot of a machine is only going to capture part of 
our app and part of our data.” Kubernetes environments require 
sophisticated application confi gurations that must be backed up 
correctly to ensure full recovery of all data in an emergency.  

Government IT leaders also need to understand that solu-
tions which excel in proof-of-concept (POC) environments may 
crash in the real world. Software that orchestrates security, 
storage and backup across complex, sprawling Kubernetes 
environments is essential to streamlining the transition from 
POC to live application. 

Traditionally, IT departments assigned people to solve these 
kinds of challenges. But container-native environments have so 
many tasks, there will never be enough people to handle them 
all. The solution lies in software that creates an automated data 
storage and management layer. 

ESSENTIALS FOR DEPLOYING CONTAINER-
NATIVE STORAGE MANAGEMENT SOFTWARE 

A Kubernetes-native environment will have three specifi c 
characteristics:

Self-service. Developers manage their environments with 
little intervention from IT administrators. This requires rigorous, 
role-based access controls to ensure data protection. “Admin-
istrators, application owners and application developers can 
have permissions consistent with their functions,” Ferranti says. 
If they have no reason to access sensitive data, role-based 
protections can lock them out of it. 

Programmable. Provisioning, snapshots and other storage 
tasks must be available via APIs and automation. “You can’t 
automate people,” Ferranti adds. “You have to automate the 
software.”  

Comprehensive. Kubernetes applications must be compat-
ible with a broad spectrum of data formats and compliance 
requirements across multiple storage platforms. “You need a 
platform that covers the most common kinds of data needs of 
any important application,” Ferranti says.

Government IT leaders running mission-critical applications 
like emergency response have little room for error. Cyber- 
attacks, ransomware and digital fraud ramp up the risk factors 
for public agencies trying to embrace new technologies while 
facing public scrutiny.  
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“The reality of kicking off  these big Kubernetes projects is 
that it’s all new to you,” Ferranti cautions. The public may have 
little patience for trial-and-error experiments. “If you architect 
it the wrong way and then have a major disaster, or if you lose 
or compromise data, then there’s probably no chance to do it 
again and learn from those mistakes,” he adds. 

What you can do is learn from a trusted advisor who has 
guided hundreds or even thousands of IT people through 
similar rollouts, Ferranti says. Whether working directly with 
a software vendor or through an intermediary like a system 
integrator, government IT leaders can take advantage of the 
hard lessons experts learned while implementing Kuberne-
tes and container-native environments across a broad range 
of industries and specialties.   

FINDING SUCCESS WITH CONTAINER-
NATIVE STORAGE MANAGEMENT 

Ferranti and Simon say there are three keys to imple-
menting a container-native solution in public agencies:

Get it right the fi rst time. Use the knowledge and ex-
perience of trusted vendors to avoid missteps and wrong 
turns that other agencies have already gone through. 

Don’t neglect security and data protection. Deploy 
rigorous role-based access policies to give developers the 
freedom they need while keeping data locked down.  

Ask a lot of questions. Quiz potential vendors on their 
ability to deliver aggressive backup and recovery objec-
tives. Make sure they use service-level agreements to 
create enforceable policies and specifi c goals. 

This paper was written and produced by the Center for Digital 

Government, with information and input from Pure Storage.
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HOLDING
STEADY 

T
hroughout 2020, most people thought 
future government budgets would be 
decimated because of shutdowns and 
frightened consumers. As that bleakest 
of calendar years continued to resemble 

an apocalyptic reckoning month after month, very 
few could have imagined that many governments 
would now be looking at manageable or even rosy 
economic circumstances.  

Yet here we are, with a May 7 Pew report indicat-
ing that 29 states “had overcome” devastating losses 
in tax revenue by February 2021. And then there’s 
the hundreds of billions of dollars that state and 
local governments will receive from the American 

Rescue Plan Act (ARPA) and other federal support. 
Across the country, there’s talk of striking while the 
iron is hot for a number of tech-related government 
projects, whether they be around broadband, cyber-
security or modernization of decades-old systems.  

“It really is an interesting time because states 
were planning for these cuts and watching very 
closely — and I think even when things started to 
recover, we were very conservative in that because 
nobody wanted to get in a bad situation,” said Shelby 
Kerns, executive director of the National Associa-
tion of State Budget Offi  cers. “Feels like a lot of 
opportunities in many states. Some are still not quite 
rebounded, but they do have federal aid now.” 

Creating a resilient IT agency brings challenges in both 
lean and fl ush times. Here’s how to lead through both. 

By Jed Pressgrove
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Multiple states have announced sur-
pluses, and with those announcements 
have come signals to citizens about brighter 
times ahead. These signals have taken 
many forms. In May, California Gov. Gavin 
Newsom proposed $600 stimulus checks 
to qualifying residents. Later in June, Mas-
sachusetts Gov. Charlie Baker fl oated the 
idea of changing a two-day tax holiday into 
a two-month event.  

Great proclamations about economic 
opportunities create great expectations — 
and there lies the risk.  

“States are going to be under a lot of pres-
sure, because … there’s always more ideas 
on how to spend money than how to cut 
money,” Kerns said. “They’ll be under a lot of 
pressure to evaluate those requests. But it’s 
always better to focus on things that can be 
sustainable. And that’s part of the problem: 
A lot of those requests and ideas have an 
ongoing component that people need to be 
very cautious about … or again, you’ll just 
end up … making budget cuts.” 

“I think fl ush times are a bit dangerous 
for government,” said Phil Bertolini, vice 
president of e.Republic,* and former CIO 
and deputy county executive of Oakland 
County, Mich. “You have money coming in 
from all diff erent directions. You don’t nec-
essarily know what to do with it.” 

The danger won’t be the same for 
everyone. Some states and local areas 
will face tighter budgets than others. 
Whether in a lean time or a fl ush time, 
how can government IT leaders help 
foster sustainable organizations? 

HAVE A PLAN AND 
TELL THE TRUTH 

Bertolini knows a thing or two about 
economic highs and lows. Thinking about 
his 31 years of serving Oakland County, 
Bertolini cited multiple years during the 
Great Recession as the toughest time 
of his career when it came to budget-
ing. While the recession impacted the 
entire country, Michigan, as the focal 
point of the American auto industry, 
felt the vice grip before other states. 

“We were the center for R&D for all 
of North America in our county,” Berto-
lini said. “When the auto industry started 

diving and bankruptcies and bailouts and 
so on, we were right in the middle of that, 
and our tax revenue was dropping dramati-
cally. To this point, my home in Oakland 
County is still worth less than it was in 
2007. Even though the real estate market 
is booming — houses are staying on the 
market for a week — my house is still worth 
less than what I paid to build it in 2004.” 

What made Bertolini’s experience so 
diffi  cult during the recession was an ever-
shifting fi nancial target. His team would 
pinpoint a number that it needed to hit and 
then act accordingly. Pay cuts were taken. 

Infrastructure was trimmed. Projects were 
axed. All of these things and more were 
done to hit a number. But then the number 
would change, which meant more sacrifi ces.  

“Every time we thought we had it solved, 
we’d take another hit in revenue,” Berto-
lini recounted. “Another tax didn’t come in 
as it was projected. I equated it to climb-
ing up a hill of mud, where I climbed up 
a foot and we’d drop two feet, then you’d 
climb up two feet and drop three feet.” 

Having experienced this frustrating 
cycle, Bertolini shared two essential lessons 
for any IT leader. First, everyone needs a 
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 YOU DON’T JUST ABANDON WHAT WORKED 
AND WHAT HELPED YOU SURVIVE. YOU STILL NEED 
TO BE SOMEWHAT HYPER-FOCUSED IN THE FLUSH 
TIMES. OTHERWISE, WHEN YOU GET TO THE LEAN 
TIMES, YOU WON’T BE PREPARED TO HANDLE IT. 

Evanston, Ill., CIO Luke Stowe says that 
even though the pandemic-related federal 
funding is a major infl ux, the city still 
needs to be cautious with its spending.
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plan for lean times. The planning should 
start as early as possible and should account 
for as many situations as one can foresee.  

“Just like disaster recovery, just like a 
fi re, just like a tornado, just like a hurricane, 
if you don’t have the plan in place ahead of 
time, you’re going to suff er during, right?” 
Bertolini explained. “But if you have the 
plan and all you have to do is open the book 
and turn the page and actually enact the 
plan, that’s better. Have a plan for this, too.” 

The second lesson relates to the psy-
chological and emotional stress that can 
plague members of an IT team during 
hard budget times. The idea is simple in 
concept, but takes fortitude and integrity 
to execute day after day: Tell the truth. 
Don’t hide or dumb down information, and 
don’t tell people tomorrow will be better 
if tomorrow really isn’t going to be better. 
Maintaining trust with staff  is a critical 
part of resilience.  

“They know when you’re lying,” 
Bertolini warned. “They know when you’re 
sugarcoating, and they will turn on you if 

they believe you didn’t treat them fairly. It 
was a very important thing, and I was over-
communicative with my team during those 
tough years.” 

DON’T BE FOOLED 
BY EXTRA DOLLARS 

Evanston, Ill., will receive $43 mil-
lion in American Rescue Plan Act 
funds. Luke Stowe, administrative 
services director and CIO for Evan-
ston, describes this infl ux of money as 
a once-in-a-generation occurrence.  

On the other hand, he’s not ready to 
say this historic amount of funds repre-
sents a clear fl ush time for the Chicago 
suburb of about 75,000 residents.  

“It’s very strange,” Stowe said. “It’s 
both lean and fl ush. It’s lean because we’re 
still coming out of COVID, and we’re not 
where we need to be from a revenues and 
expenses standpoint. On the other hand, 
we’ve got this $43 million funding source 
coming online now, so it is very odd. It’s 
the best of times and the worst of times.” 

Stowe believes due diligence is key to 
weathering this unusual scenario. From an 
IT standpoint, anything that gets funded 
by ARPA either needs to be a one-time 
investment or something that can be sus-
tained from other sources of money.  

Part of Evanston’s IT plan since the 
pandemic began has been to avoid nones-
sential expenses. However, Stowe remains 
wary of what he calls “digital deferred 
maintenance,” which can impact the city’s 
cybersecurity posture. If you ignore cer-
tain ongoing technology costs, you might 
end up paying more later due to cyber 
attacks. This is a concept a CIO has to sell 
to leadership when funding is in question.  

“So much of the international con-
fl icts are handled in a digital fashion,” 
Stowe pointed out. “It basically puts the 
state and local agencies potentially on 
the front lines of international confl ict. 
Previously, the city of Evanston didn’t 
need to worry about China or Russia or 
North Korea or these other bad actors, 
but now we do. And obviously, the aver-
age community is not necessarily staff ed 
or funded to do that. Thankfully, we’re 
seeing more and more momentum at 

the federal level to properly fund the 
state and local agencies on that front.” 

Bertolini suggested IT leaders should 
be as careful during fl ush times as they 
are during lean times. When extra money 
comes through the door, the natural temp-
tation is to loosen up and kick off  new 
projects. However, if you start a new pro-
gram, recognize that the program may not 
go away, even after it’s no longer useful.  

Another mistake during a fl ush time 
is to abandon standards and processes 
that would be followed during a lean 
time. If a proposition involves a lot of 
cash, think about the principles that 
would help your organization stay afl oat 
during a more fi scally uncertain year.  

“You don’t just abandon what worked 
and what helped you survive,” Bertolini 
said. “You still need to be somewhat hyper-
focused in the fl ush times. Otherwise, when 
you get to the lean times, you won’t be 
prepared to handle it.” 

H O L D I N G  S T E A D Y 
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CARES ACT 

Total Funding: $2.2 trillion 
Window for Spending:
By End of 2021 (after extension) 
State/Local Appropriation:
$340 billion 
Examples: Broadband 
Infrastructure, Digital Services 

AMERICAN RESCUE PLAN ACT 

Total Funding: $1.9 trillion 
Window for Spending: By End 
of 2024 
State/Local Appropriation:
 $350 billion 
Examples: E-Rate Connectivity 
Fund, UI Modernization 

INFRASTRUCTURE PROPOSAL*

Total Funding: $1.2 trillion, with
$550 million in new spending
Window for Spending: Unknown
State/Local Appropriation: Unknown
Examples (Potential): Broadband 
Infrastructure, Cybersecurity

*As of press time, the infrastructure 
proposal was still under consideration 
in the legislature.
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Stowe mentioned a key point about 
federal funds: If the feds give states and 
local areas more time to spend money, 
there’s less reason to rush with spending. 
Stowe is thankful Evanston has until the 
end of 2024 to spend its ARPA dollars.  

“As opposed to ‘Here’s a ton of money, 
and you’ve got 12 months to spend it. Go!, ’ 
I do think that it’s good that we’ve got an 
extended runway of time to spend the 
money so that we do it the right way,” Stowe 
remarked, adding that his city is using 
some of that time to get maximum feed-
back from the community about its needs.  

  THE RESILIENCE OF 
OPEX AND THE CLOUD 

Steve Nichols, Georgia’s chief tech-
nology offi  cer since 2002, can identify 
multiple budget- and resilience-related 
benefi ts for his state since it moved toward 
an opex model about 10 years ago in the 
wake of the Great Recession. Perhaps 
the greatest advantage is being able to 
make changes quickly and effi  ciently.  

“Almost all of the infrastructure, we 
either roll it up into an as-a-service, or if 
we hold title to it, we’re leasing it instead 
of purchasing it, so that gives us a lot of 
fl exibility to ride out those storms, up or 

down,” Nichols said. “Normally, I would 
say states that are still in that fully owner-
operator model, really the only tool in 
their toolkit is they can just wait longer 
on a refresh if they get into a lean year. In 
our case, we can start to turn things off .” 

According to The Atlanta Journal-
Constitution, Georgia is expected to have 
a historic surplus in tax revenue of more 
than $3 billion. From Nichols’ perspective, 
the opex model will allow the state to make 
infrastructure upgrades with fewer compli-
cations during this fl ush time. He illustrated 

this point by describing what agency cus-
tomers might request during a surplus.  

“If you’re in an agency and you have 
an application that is a little antiquated 
… you’re going to see a budget surplus as 
‘Now is the time to go ahead and refresh 
that application,’” he explained. “The way 
that manifests for us is an agency might 
come and say, ‘We’re going to rebid applica-
tion XYZ, and we’re going to need a new 
environment to run it on.’ Or it might be, 
‘We’re going to move off  the mainframe.’ 
This has been happening a lot over the last 

H O L D I N G  S T E A D Y
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Capital expenditures (Capex) 
are funds used to acquire, 
upgrade and maintain physical 
assets such as property, plants, 
buildings, technology or equipment.  
 

Operating expenses (Opex) 
are funds used for the day-to-day
functioning of an organization. 
Subscription-based cloud services 
are considered operating expenses.  

CAPEX VS. OPEX

While the Great 
Recession impacted 
the entire country, 
Oakland County, 
Mich., continues 
to feel its fi nancial 
ramifi cations. 
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SOURCE: INVESTOPEDIA
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Shure Solutions for AV Conferencing deliver everything you could want.   

Endlessly fl exible, for the most demanding spaces. From microphones to DSPs to

loudspeakers, the Shure Microfl ex Ecosystem offers a complete portfolio of networked        

audio solutions that can be precisely tailored to your needs, for best in-class collaboration     

experiences in any room. Everything is designed for seamless and secure integration with 

today’s leading third-party collaboration platforms ensuring smart, effi cient and productive 

meetings throughout your enterprise. 

Explore Shure Microfl ex Ecosystem at shure.com/mxecosystem

MXA 
Network Mute Button

SELECT YOUR 
AUDIO TECHNOLOGY 
PREFERENCES:

ENCRYPTED AUDIO
 INTUITIVE OPERATION
 SCALABLE
 CERTIFIED SOLUTIONS

ALL OF THE ABOVE

MXA710 
Linear Array Microphone

MXN5W-C 
Networked Loudspeaker
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couple of years … Because we’re in an opex 
model, we’re just going to source all of that.” 

Nichols admitted, however, that the 
opex model can lead to some “tough con-
versations” with agencies during lean 
times. It means central IT can’t give 
agencies discounts, nor can individual 
agencies cut costs by avoiding refreshes.  

“This stuff  is all leased. … Payments 
are due every month,” Nichols said. “I 
would say that by making it more fl exible 
for us, we’re pushing that consumption 
management model down to our custom-
ers, and they have to participate in the 
management. They can’t just say, ‘GTA 
[Georgia Technology Authority], just don’t 
bother to refresh anything this year.’” 

From a budgeting standpoint, Ber-
tolini also prefers the manageability 
and predictability of an opex model. He 
likes that the model reduces the costs 
of replacements, as companies regu-
larly update cloud applications, meaning 
that “you’re just paying by the drink.” 
The challenge is with instituting opex.  

“Some governments only budget on 
an annual basis,” Bertolini said. “The 
opex switch from capex doesn’t happen 
in year one. It’s more like year three that 
you start to see the benefi t, because you 

have the cost of doing it and then you 
have the cost of riding it longer term.” 

Both Nichols and Stowe spoke about 
how an opex approach can help with work-
force, which is tied to budgeting. Nichols 
pointed out that the acquisition of talent 
can be a time-consuming process with-
out the helping hand of a big company.  

“It’s pretty easy to fl ex up and get 
more help if you don’t have quite the 
right expertise or you just need more 
bodies or whatever it is,” Nichols said. 
“Whereas, [under] that owner-operator 
model, if you’re trying to go with local 
contractors or something like that, 
you’re a little more constrained. Maybe 
it’s going to take longer to actually hire 
people in if you’re doing it yourself 
versus calling up your vendor partner.”   

Stowe, meanwhile, shared a fear 
that likely crosses the minds of all 
public IT leaders: What if you can’t 
keep the talent you hired to, say, 
build and maintain a data center?  

“Especially if you’re a smaller govern-
ment agency, it can be really tricky to 
maintain that talent in-house,” Stowe said. 
“I would rather use that in-house talent 
for other things, whether it’s enhancing 
digital services, or spending more time on 
cybersecurity, or doing a better job of align-
ing with our business units … rather than 
trying to build out a data center, if you will. 
It makes more sense to outsource more 
of that. From a disaster recovery or busi-
ness continuity standpoint, I think you’re 
probably better off , in most cases, if you’re 
in the cloud. If there’s a fi re at your data 
center, that’s going to be a huge problem, 
whereas if you’re mostly cloud service, 
you’re going to be able to respond better.” 

Nichols recommends partnering with 
multiple companies under the opex 
model for increased resiliency. Since 
transitioning to opex, Georgia has gone 
from relying on two companies to con-
tracting with a more diverse range of 
businesses for diff erent tech needs. 

“If one of them was to have some 
pivot — they’re getting out of the state 
and local business or some other busi-
ness event — we’re not having to rebid the 
whole world,” Nichols said. “We’re just 
having to rebid one particular chunk of 
what we’re doing, where there’s going to 
be other companies that can service us.” 

jpressgrove@govtech.com

*e.Republic is Government Technology’s
parent company. 
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 THE OPEX SWITCH FROM CAPEX DOESN’T 
HAPPEN IN YEAR ONE. IT’S MORE LIKE YEAR THREE 
THAT YOU START TO SEE THE BENEFIT, BECAUSE 
YOU HAVE THE COST OF DOING IT AND THEN YOU 
HAVE THE COST OF RIDING IT LONGER TERM.
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The Georgia Technology Authority runs on an opex model, which CTO 
Steve Nichols says gives them the advantage of upgrading infrastructure 
with few complications in times of fi nancial abundance.
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If you could build a brand-new government IT shop 
from the ground up, how would you do it? By Adam Stone 

From 
Scratch 
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Tarek Tomes 
CIO, MINNESOTA  

If you could start a government 
IT shop completely from scratch, 
what key steps would you take? 
What would you change? 

We know that the technology sector 
moves quickly. With that in mind, I would 
strongly advocate for fl exibility when 
starting a new government IT organiza-
tion, especially when it comes to funding. 

If we thoroughly evaluate how to 
incorporate diff erent funding streams 
into a government IT organization’s 
overall funding structure right at the 
outset, we can ultimately create the 
space employees need to freely dedicate 
time toward research and innovation.  

Appropriating general funding for 
work that is not project-based; giving 
technology the same designation in law 
as critical infrastructure to open up the 
possibility of capital investment and 
state bonding money for IT work; and 
ensuring a dedicated percentage of IT 
funding toward modernization eff orts 
— all are tactics that could help supple-
ment important IT maintenance. 

The need for fl exibility in funding 
also applies to the federal funding that 
local government organizations receive 
for IT initiatives. I would want to set up 
any new government IT organization 
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with strong federal partnerships, to 
advocate for streamlining federal fund-
ing requirements and processes.  

Why would this approach be 
better than your present setup, or 
better than the current norms? 

Minnesota began its state IT con-
solidation journey with the creation of 
Minnesota IT Services (MNIT) in 2011, 
helping the state leverage economies of 
scale, hone operational effi  ciencies and 
solidify statewide cybersecurity strategies. 
IT work for shared services is primarily 
funded through a bill-back model — state 
agencies pay a fi xed rate to MNIT for 
the shared services that they consume.  

We are funded to maintain and secure 
existing services, but it can be challenging 
to recover the cost of new or innovative ser-
vices. Additional funding models might help 
improve the effi  ciency of state government 
by focusing resources on providing services, 
rather than billing for interagency work.  

Codifying technology services as critical 
infrastructure (eff ectively treating IT the 
same way we treat roads and bridges), for 
example, would enable us to add bonding 
funding opportunities to our current model. 

The Minnesota Legislature has put 
forth a few bills in the past few years to 
classify cybersecurity as critical infrastruc-
ture, but if this were expanded to include 
technology services such as maps and mod-
ernization, there would be opportunities 
to ensure that services are always available 
and meet the needs of our constituents.  

What challenges would this new 
model encounter, and how could 
these be overcome? What would 
it take to make this real?

I’m proud to say that, since 2011, 
Minnesota IT Services has become an 
organization that strives to support 
workforce fl exibility, encourages rapid 
innovation and promotes a state govern-
ment culture that embraces change. 

Setting up new funding models for our 
established state agency would be a signifi -
cant legislative challenge. Taking on that 
challenge would require trust. When we 
focus on fl exibility rather than rigid funding 
models, we need to trust that our govern-
ment will provide exceptional technology 

Suppose you had a clean 
slate to work with. How 
would government IT look 
diff erent? How could it 
be improved upon? We 
asked state and local 
government technology 
leaders just that question. 
It’s more than just a 
thought exercise. Their 
clean-slate wish lists help 
to paint a picture of what 
might be possible. From 
governance structures 
to funding mechanisms 
to hiring schemes, they 
describe a range of creative 
changes that could help 
to put IT on a stronger 
footing going forward. 
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solutions, along with an account of how 
those solutions came to be.  

The COVID-19 pandemic proved 
that technology can change outcomes 
for people, particularly in the midst of a 
crisis. Technology allows us to reimagine 
service delivery and gain new insights 
that help us reduce systemic biases that 
individuals or manual processes may hold, 
and it creates the ability to eff ectively 
measure our success. Our future requires 
broad recognition that digital capabilities 
can meet the needs — and ultimately 
the expectations — of Minnesotans. 

Tarek Tomes has served as CIO and 
commissioner of Minnesota IT Services since 
April 2019. He was previously CIO and chief 
innovation offi  cer for the city of St. Paul, 
among other private- and public-sector roles.

Shannon Lawson
CISO, PHOENIX 

If you could start a government 
IT shop completely from scratch, 
what key steps would you take? 
What would you change? 

I would establish governance right 
off  the bat. This is assuming that 
everything is brand new, that we’re a 
newly formed government and there’s 
no history of bad behavior that this 
government entity has adopted over the 
years. In that case I would start with 
putting a governance process in place.  

You need that in order to understand 
your projects and purchases, to manage 
the renewals that would eventually creep 
up after year one. You need it in order to 
have a solid understanding of what is in 
your environment and what is accepted.  

The second thing I would do, as part 
of this governance process, would be to 
address risk. You can’t secure everything 
all the time. You don’t have an endless 
army of people, nor do you have an end-
less bank account, so you really need a 
well-put-together program to assess risk.  

Why would this approach be 
better than your present setup, or 
better than the current norms? 

In many organizations, I have seen 
the silo eff ect. Back at the state level, you 
typically have commissioners and the com-
missioners want to do their own thing. 
You have technologists that whisper in the 
ears of people, and everybody just wants 
to have their own little kingdom and they 
don’t want you to be a part of it, they don’t 
want you telling them what to do. Gov-
ernance can help to knock that down. 

In government, people are resistant 
to breaking down the silos, they’re resis-
tant to centralization because they feel 
that their job is going to be taken away. 
In fact, they’ve usually absorbed all these 
other responsibilities, and their job has 
morphed over time. With good gov-
ernance driving centralization, we’re 
releasing them back to doing what they 
were supposed to do, while the central-
ized organization takes care of the heavy 
lifting around common IT operations. 

We’ve seen it in the federal space, 
where we successfully convinced 
people that centralizing does not take 
away their jobs. It actually allows them 
to do their jobs more eff ectively. 

What challenges would this new 
model encounter, and how could 
these be overcome? What would 
it take to make this real? 

The challenges are around culture 
change. No. 1, you have to have buy-in from 
leadership. Without that, it doesn’t mean 
anything. Then, you make people part 
of the process. You make it transparent. 

You’re being really crystal clear with them 
that this is why we’re doing this. And you 
elicit feedback from the organization.  

You have to have everyone’s depart-
mental needs in the forefront of your 
decision-making. It might not be 100 per-
cent: If you have 30 departments, like 
I do in Phoenix, you have to try to bal-
ance them, and sometimes it might not 
go over completely smoothly. But the 
overall idea is, you make them part of 
the process. Then they understand that 
you have their best interests at heart. 

Shannon Lawson has been CISO of 
Phoenix since April 2019, and previ-
ously worked as Alaska’s fi rst CISO. 
His career includes tech work in pri-
vate industry as well as the U.S. Navy.

Teri Takai 
VICE PRESIDENT, E.REPUBLIC

If you could start a government 
IT shop completely from scratch, 
what key steps would you take? 
What would you change? 

The fi rst thing I would do is make 
sure that I was hiring a few really key 
positions. I would hire a chief operating 
offi  cer who could take responsibility for 
the day-to-day operations. I would hire 
a chief information security offi  cer who 
had experience in technology and also 
in how you work with an organization to 
ensure that staff  learn and are trained. 

I would hire a chief technology offi  cer, 
an individual who is not only well-versed 
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in cybersecurity but also well-versed 
in the operational side of technology. 
Then I would hire a combination proj-
ect management/business relationship 
person, someone who could work with my 
customers to understand the overall busi-
ness, understand what the needs are. 

There are more: You need a very 
good legislative person, because all your 
money comes through the legislature. I 
would hire a prior legislative staff er for 
that. Then I would hire a public infor-
mation offi  cer, because you have to be 
able to communicate your message. 

Then you take all those people and 
you ask them: How do all these pro-
cesses impact the citizen? You bring 
everyone together to start right off  work-
ing on solutions that impact the citizen, 
with your team thinking about how 
we can deliver technologies that actu-
ally support groups working together. 

Why would this approach be 
better than the current norms? 

Most government IT shops have 
individuals who have grown up in the 
organization who may not have all of 
the requisite skills, who are very used 
to doing things “the way that govern-
ment does things.” When you start from 
scratch, it gives you a chance to bring in 
a team that has a diff erent perspective. 

You’d be able to bring in people who 
are interested in change and willing to 
take on the organizational and cultural 
implications of change. You could hire 
individuals who are visionaries, and who 
are also implementers — individuals 
who are focused on how the technology 
can make a diff erence to governance. 

What challenges would this new 
model encounter, and how could 
these be overcome? What would 
it take to make this real? 

The challenge in reality is that you 
don’t get a clean slate, you don’t get to 
build your team from scratch. You always 
are starting with some kind of legacy. 
There’s already an organization in place, 
and you have to respect the knowledge 
that that organization has. Often the indi-
viduals that you have in the organization 

are very vested in the current model. 
What you can do is try to supplement 

that organization, to grow into a new model. 
You need to evaluate your team and 

understand what their individual strengths 
are, and put them in positions that lever-
age those strengths, while also giving 
them an opportunity to do other things. If 
you have individuals who are great team 
builders, and they already have a team 
that’s very loyal to them, you’ll challenge 
them to take on incremental change — but 
mentor them in that particular area.  

From there, you make sure that you 
have a strategy and vision. What’s the 
end game, where do they want to be? 
Then you let each person say what 
it will take to get there. You will get 
some very valuable input — it tells you 
the areas that you need to work on.   

Teri Takai has served as CIO of Michigan, 
California and the Department of Defense, 
and has also spent time in private industry.

Todd Shanley 
CIO, CABARRUS COUNTY, N.C. 

If you could start a government 
IT shop completely from scratch, 
what key steps would you take? 
What would you change? 

In government IT, we already have 
the tech part down really well. If I was 
starting from scratch, I would focus 
on the ancillary pieces, the things 
that, as a technology agency, you don’t 
really realize at fi rst that you need. 

I’m thinking especially of project 
management: I would have a team 
dedicated to project management. 

We have business analysts now, but 
they’re kind of intermingled. I would create 
a separate project management division. 
I’ve seen a few counties that have that 
type of infrastructure now, and it’s some-
thing I would defi nitely put in place. 

Why would this approach be 
better than your present setup, 
or better than the current norms? 

First, it would support continuity and 
communication with our customers. 

Right now we struggle with that. The 
tech people geek out, they get excited 
about the technology and run really 
fast, but they may forget to go through 
the change management process. 

To eff ectively make changes, we need 
to get people on board earlier. Rather 
than just jumping off  —  Hey, this is really 
cool, bright and shiny! — we could slow 
down and explain why we are making 
the change. What’s the actual eff ect of 
making this change? Maybe that’s not 
an IT role, but most often today it falls 
on us to make that happen, and when 
we don’t do it well, it really shows. 

A project management team would 
also have a kind of leadership role. My 
team has the vision and the goals that 
we set for our projects. Project manage-
ment would help to make sure that those 
are followed throughout, as the tech-
nologies are launched, and they could 
even do the follow-up on the back end to 
make sure that the projects are running 
smoothly once they’ve been implemented. 

IT is more than just calling Best Buy 
or ordering something from Amazon. 
There are all of these pieces that people 
fail to recognize — there are a lot of 
moving parts to a technology project. I 
think about the public safety projects 
that I managed earlier in my career. If I 
had had a project manager that worked 
with me on those projects, rather than 
me trying to be the technical resource 
and the project manager, those projects 
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would have been much more successful 
because there was so much more thought 
and planning behind what we were doing. 

Right now, we have individual groups 
that are in charge of their independent 
technologies, and we are doing a much 
better job of working together. But when I 
roll back the clock fi ve or six years, every-
body was just heads down, focused on their 
piece of the technology. A project manager 
could pull things together, and they could 
pull people together, making sure everyone 
is getting notifi ed of changes in a timely 
way and managing their expectations. 

What challenges would this new 
model encounter, and how could 
these be overcome? What would 
it take to make this real? 

Project management is a soft skill, and 
people may not want to burn capital to 
set up an entire group around soft skills. 
They may not understand the benefi t 
of having that; it’s often something that 
people realize only in hindsight.  

Part of it is also just about scale. We’re 
just shy of 40 people now on our IT staff , 
just getting to the scale where this is fea-
sible. If you have 15 people, it’s hard to 
invest in this when you have gaps in your 
cybersecurity program or your network 
administration. It’s hard for a small to 
medium-sized organization to do this. 

I look at Arlington County, Va., where 
they have an entire division set up to 
do this. They’ve reached that stage in 
their development, in their planning. 
There is a maturity model that comes 
into play in order to make this happen.

 Todd Shanley has worked for Cabarrus 
County, N.C., IT since 1996, serving as 
CIO since 2019.

Tom Lynch
CIO, COOK COUNTY, ILL. 

If you could start a government 
IT shop completely from scratch, 
what key steps would you take? 
What would you change? 

I would take two diff erent steps, but 
they’re closely related. First, I would 

make sure that we had a really robust 
business analyst group. We have plenty 
of project managers, but they tend to be 
more like taskmasters: Did this meeting 
get scheduled, did this task get com-
pleted? It’s not so much about analyzing 
opportunities to embed technologies 
or to leverage standard platforms. 

My second thought is to bake in the 
governance strategy at the front end, 
with a formalized team including data 
governance specifi cally. Particularly in 
the public sector, we need to think about 
data security, privacy concerns, data 
reporting. Data integrity with integrated 
systems is really critical, and right 
now it tends to be an afterthought. 

That would include some automation 
as well. If you’re starting from scratch, 
you would probably have standard plat-
forms, a standard data dictionary, perhaps 
AI tools with retention rules baked in. 

Why would this approach be 
better than your present setup, or 
better than the current norms? 

The reality of public-sector budgeting is 
that it tends to be driven by budget cycles, 
whether it’s a one-year cycle, as with most 
jurisdictions, or some now have a two-year 
cycle. Either way, you’re always planning 
at least a year ahead. What tends to happen 

is technologies get replaced in alignment 
with those budget cycles, rather than holis-
tically on a platform-by-platform basis.  

If you were starting from scratch with 
business analytics, governance structures 
and a common platform, a common data 
dictionary, then you would add features for 
specifi c processes. It’s just a better design 
than if you build out each of those separate 
processes with a separate project charter.  

It’s not just a pure tech advantage. It’s 
also a practical advantage in terms of pri-
oritization. Who decides which projects 
you should focus on? By having that busi-
ness analytics and a governance structure, 
along with the common platforms and data 
structures, you’re much more likely to get 
the right answer in terms of focusing on the 
stuff  that matters most, fi rst. Rather than 
giving projects priority just because there’s 
money available, you would instead be put-
ting the highest priority projects fi rst. 

What challenges would this new 
model encounter, and how could 
these be overcome? What would 
it take to make this real? 

There are very real barriers to this. 
One is always money: Not just budget 
availability in the sense of revenue 
versus expenses, but also in terms of pri-
orities. In government, prioritizing IT 
hires versus jail guards or nurses at the 
hospitals is always a real struggle. 

We’re not necessarily at the fore-
front of the policymakers’ minds in 
terms of areas to invest in. That’s been 
historically true. In the context of data 
governance, I just don’t think that it is 
viewed by all executives as being critical. 

It needs a paradigm shift, by which I 
mean that IT needs to be seen as a stra-
tegic partner. It can’t be an afterthought. 
When IT is seen as a partner — we are 
here to leverage technology, to make 
that vision a reality — then people can 
see the importance in investing in this 
kind of organizational infrastructure. 

Tom Lynch has worked for Cook County 
IT since 2014 and served as CIO since 2018. 
His previous work includes public- and 
private-sector roles in the Chicago area. 

adam.stone@newsroom42.com
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How can transit embrace

a larger role in urban life 

to deliver greater equity, 

economic vitality and 
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When the COVID-19 pandemic seized 
life in Los Angeles and other cities some 18 
months ago, the Los Angeles Department 
of Transportation (LADOT) eliminated 
fares on its buses, parked some vehicles 
serving long-haul commuter routes because 
workers had no use for them and added 
buses to other routes that still had rider-
ship to ensure proper physical distancing.  

These moves — and others — were taken 
by many transit agencies across the country 
in a rapid pivot to respond to the pandem-
ic’s many needs and ensure the continued 
operation of public transportation.  

“There’s a lot of takeaways there about 
the value of mobility, and the power of the 
public sector to continue to provide those 
services, even in light of tremendous chal-
lenges,” refl ected Seleta Reynolds, general 
manager for LADOT, speaking on a panel 
with other public transit offi  cials at the 
CoMotion MIAMI conference in June.  

The pandemic has surfaced big-
picture conversations around the future 
of transit and its larger role in urban life 
as a mechanism for delivering greater 
equity, economic vitality and sustainability, 
given transit’s role as a stopgap against 
the worst eff ects of climate change.   

Reynolds, for her part, has called for 
“universal basic mobility,” a largely philo-
sophical position that aims to widen access 
to all forms of transportation. LADOT buses 
— which operate under a separate transit 
system from the much larger L.A. Metro — 
were still free to ride, long after Los Angeles 
had reopened from its pandemic lockdown. 
And Reynolds intends to keep it that way.  

In May, the L.A. Metro Board of Direc-
tors moved forward with a plan to allow 
students and low-income residents to ride 
its system for free. Mayor Eric Garcetti, 
who chairs the Metro board, called the 
move “the single most important thing we 
can do to improve equity and mobility in 
this county.” 

But free rides are not the only 
component of reimagined transit in a 
post-pandemic world. Expect to see more 
partnerships formed with the private 
sector as transit operators begin to see 
themselves more as mobility providers 
than simply a bus system. Transit agen-
cies like LADOT have formed partnerships 

with electric car-sharing operations, as 
well as micromobility modes like rent-
able bikes and scooters. Elsewhere, bus 
networks have been redesigned to better 
serve travel needs during nights, weekends 
and other periods as the workday shape-
shifts from 9 to 5 to all the time. Transit’s 
speed and reliability has been another 
focus area as agencies see the service as an 
antidote to traffi  c congestion. Features like 

bus rapid transit lanes are being explored 
in cities from Miami to Los Angeles.  

As transit imagines how it wants to 
better serve communities, which will 
ensure its continued relevance, funding 
will surely guide its trajectory. In the wake 
of the pandemic, the sector received some 
$70 billion in federal aid, money seen as an 
essential lifeline as transit systems encoun-
tered unprecedented declines in ridership 
and fare collections, while other support 
like local tax collections was signifi cantly 
scaled back. A bipartisan infrastructure 
agreement between the White House and 
Congress would allocate $49 billion for 
public transit and $66 billion for rail. At this 
writing, it’s unclear when the $1.2 trillion bill 
will complete its winding course through 
Congress, or precisely what form it will take.  

However, by the end of the fi rst quarter 
this year, transit ridership across the nation 

S T E P P I N G  U P  
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Universal Basic Mobility 
A transportation counterpart to the 
concept of universal basic income 
that has been showing up more 
often in political conversations, 
universal basic mobility (UBM) is 
a system of partnerships and/or 
policies that provide a minimum 
level of mobility to everyone. 
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was still down 57.3 percent compared to 
the same period in 2020, according to the 
American Public Transportation Associa-
tion, underscoring lingering headwinds, 
particularly for those agencies relying 
heavily on the farebox for funding.  

In the public sector, funding is often 
discussed as a limitation. As public transit 
and transportation begin to position 
these sectors on stronger foundations 
for resiliency in the modern era, fl ex-
ibility around how money is spent and 
where it comes from should be explored, 
said Reynolds. Adding more fl exibility 
in how public funding can be spent can 
lead to more creative relationships with 
the private sector, including startup 
companies focused on transportation. 

“If I’m going to invest some dollars, 
and those can maybe be in the form of 
infrastructure, or actual hard dollars, 

then I get something in return, which 
is that equitable service,” she added. 

“I think on the government side, 
there’s this misperception that somehow 
startups are just like … diving into moun-
tains of gold coins and cash; and then 
on the private-sector side, there’s this 
sense that government is not compe-
tent, government doesn’t have any 
money, government is slow. And if we 
could let go of those two mispercep-
tions, we might be able to open up a very 
diff erent conversation,” said Reynolds.  

It’s not just in areas of transporta-
tion equity that transit should be fl exing 
its authority, say experts. Public transit 
should play a more starring role in planning 
and decision-making when considering 
policies around housing, land use and 
climate change, said Simon Berrebi, a 
transit researcher at Georgia Tech. 

“We can’t really plan an eff ective trans-
portation system in isolation,” Berrebi told 
Government Technology. “When we’re 

thinking about infrastructure in a broad 
sense, now is the time to think of all of 
the pieces of the transportation system.” 

This is why housing policy is trans-
portation policy, he added, “in order to 
ensure that aff ordable housing is not just 
aff ordable from the standpoint of housing 
aff ordability, but also doesn’t require the 
ownership of a vehicle, which sometimes 
can make aff ordable housing unaff ordable.”  

Echoing this sentiment, Reynolds said 
that transit is not only in the mobility 
business.  

“We’re in the public health business. 
We’re in the climate change business. We’re 
in the economic mobility business. We’re 
in the correcting racial inequities business. 
That’s what we do,” she remarked. “Those 
are the things we deliver. But we’ve never 
been able to talk about them in that way, in 
the same way we talk about how many jobs 
you can reach by car. 

“That’s a really key path forward for 
communicating the right role of the public 
and private sectors,” she added.   

Public transit can play a role in solving 
some of the “existential” urban challenges, 
said Berrebi.  

“We know that public transportation is 
the solution. So there needs to be a commit-
ment at the federal level, not just in terms 
of funding, but also integrating public trans-
portation deeper into the fabric of society, 
through land use policy and through other 
transportation access policies — the side-
walk and bike lane piece — with the data 
and payment apps as well,” said Berrebi.  

And consequently, any conversation 
around transportation and transit poli-
cies relates to climate change, since the 
transportation sector is the single largest 
contributor to greenhouse gas emissions.  

“If we want to address this global 
and systemic and existential threat that 
we are facing now, cities need to tran-
sition away from the current model of 
urban planning that centers on cars by 
building transportation and land use 
on a human scale,” Berrebi added. 

As transit understands its expanded 
role as a change agent in not only urban 
mobility, but also environmental sustain-
ability and societal equity, transportation 
technology fi rms have stressed a need 

S T E P P I N G  U P  
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Not There Yet 
By the end of the fi rst quarter 
of 2021, transit ridership across 
the nation was still down 57.3 
percent compared to the same 
period in 2020. 
Source: American Public Transportation Association

Seleta Reynolds, Los Angeles Department 
of Transportation general manager, said 
the pandemic highlighted ways transit 
wasn’t keeping up with mobility needs 
and options.
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Transit systems, like 
Houston’s METRORail, 
should play a much 
bigger role in all areas of 
urban planning, including 
housing policy and 
climate change strategy, 
according to Simon 
Berrebi of Georgia Tech.
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for more data-based decision-making as 
agencies explore service changes, part-
nerships with other mobility providers 
and other measures to both work more 
effi  ciently and serve a larger mission.  

“As those agencies weigh how and 
when to resume service, I’d urge them to 
re-evaluate their transit ecosystem with 
the help of data,” Catie King, director 
of product at TransLoc, a transporta-
tion software company owned by Ford 
Mobility, told Government Technology.  

“Those metrics, it’s not just for your 
health. It’s so that you can have this funding 
conversation, and be informed,” said King in 
her comments at the CoMotion conference.  

“How do you do more with less, which 
is on everyone’s mind right now,” she 
added. “Funding isn’t going up, need is. 
How do we apply our resources in a way 
to get that ROI [return on investment]?”  

“Are you spending your money on 
the routes, services or partnerships that 
will improve lives for your riders?” King 
reiterated in follow-up comments with 
GovTech. “Many agencies are looking at 
their data and realizing that they don’t 
have adequate insight into whether their 
services, or changes to their services, 
are driving the desired outcomes.” 

Data collection and analysis can be 
accessed via on-vehicle hardware and 
other technology, to provide insight into 
fi xed-route service, on-demand options, 
as well as smoothing interoperability 
among various transportation modes.   

“I think there’s a lot more data out 
there than what we’ve looked at,” said 
Alice Bravo, recently named Florida 
district leader for WSP USA, a trans-
portation engineering fi rm, and the 
former director of transportation and 
public works in Miami-Dade County.  

The pandemic forced a number of 
transit agencies to take a serious look 
at how to use data and technology to 
provide service in a rapidly changing 
world. Capital Metro in Austin, Texas, 
turned to installing the Swiftly app on 
tablets placed in its buses to better under-
stand metrics like on-time performance.   

The city of Arlington, Texas, which 
uses the on-demand private-sector 
mobility provider Via for all of its transit 
needs, launched an autonomous shuttle 

service, allowing riders to book rides for 
any destination within the service area.  

“Transit agencies were under an 
incredible amount of pressure, because 
on one hand they needed to provide 
service for essential workers, who kept 
society running, while on the other hand 
facing constrained capacity … And in the 
face of these challenges, used data and 
their own knowledge of the system to 
provide lifeline service,” Berrebi said.  

TransLoc launched a program known 
as Fixed to Flex, which allowed agencies 
to introduce a microtransit system in place 
of a fi xed route, “and do it really quickly, 
with our experts helping them to simu-
late what that’s going to look like before a 
single vehicle starts driving,” said King.   

The simulation gives transit agencies 
a window into variables like number of 
vehicles needed, capacity levels and more.  

“We saw agencies take the leap into 
microtransit that maybe had been hesitant 
before,” King added.  

Transit should also gravitate toward 
simpler technology arrangements that 
do not involve a number of vendors that 

may not enable the sort of data sharing 
and analysis needed for a transit system 
that’s nimble, responsive and dynamic.   

“The result for agencies is that, 
rather than working with eight 
diff erent vendors, they can work with 
one, pay less, simplify relationships 
and see better results,” said King.  

The challenges of the last 18 months 
— which Reynolds quipped felt like seven 
years — have served as a spotlight on the 
areas where transit has perhaps not kept 
up with the quickening pace of mobility, 
but also its ability to adjust, be innova-
tive and serve larger societal goals.   

“There is no tolerance for failure on 
the part of the public sector,” Reynolds 
refl ected. “So the stakes are very high for us. 
But what we see is a pathway for a diff erent 
kind of transit agency that does work with 
the private sector in a variety of ways, but 
that is always really, really clear about 
our values and our outcomes, and has the 
tools available to enable innovation.” 

sdescant@govtech.com
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To better understand 
metrics like on-time 
performance, Capitol 
Metro in Austin, Texas, 
equipped its buses with 
tablets running the 
Swiftly app.
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What makes the IT supply chain 
so complex and vulnerable? 
The IT supply chain encompasses 
the manufacture, transport, storage, 
delivery and installation of hardware 
and software components that make 
up an end-user product or service 
that enables digital operations. 
Every component may have multiple 
subcomponents from multiple vendors 
in multiple countries, which creates 
tremendous depth, complexity and risk. 
Even if an organization uses the typical 
arsenal of security controls, it may 
inherit vulnerabilities from one of these 
third-party components. That’s why 
it’s so important to know your vendors 
and how they ensure the origin and 
integrity of components in their own 
supply chains.

What business and IT challenges 
interfere with the delivery and 
maintenance of a secure IT 
supply chain? 
One issue is organizations don’t use 
the latest cybersecurity protections 

on their laptops, printers and other 
endpoints, which is increasingly 
important as workforces move to hybrid 
work. In addition, most organizations 
don’t invest the time or money to know 
the vendors that assemble or provide 
their products. They don’t have a clear 
picture of their suppliers’ financial 
stability, how they screen workers, who 
else they do business with, where their 
components come from and so on. 
Finally, they don’t independently verify 
that suppliers are doing what they say 
they’re doing in terms of a secure IT 
supply chain. 

How can state and local 
governments use CISA, NIST 
and other federal guidelines 
as a starting point to securely 
managing their IT supply chain?
Governmental bodies and industry 
working groups bring to bear 
significant expertise and focus on 
these issues. Although not required 
by federal law to do so, states 
and local governments can — and 

should — adapt federal models and 
recommendations to strengthen their 
risk posture. The CISA Information and 
Communications Technology Supply Chain 
Risk Management Task Force publishes 
very useful guidance on assessing and 
managing risk in IT supply chains. The 
NIST 800 series is also an important 
reference, as is the Cyber Maturity Model 
Compliance (CMMC) framework, which 
can be used to verify whether IT vendors 
have used appropriate cybersecurity 
controls and best practices in developing 
their products.

How can organizations strengthen 
IT supply chain security in their 
existing environment?
One of the most important steps is 
modernizing endpoints and legacy 
systems, and then regularly updating 
them. Today’s devices often have built-
in or pre-installed security functions 
that operate in the background and 
don’t impact the user experience or 
performance. For example, advanced 
enterprise printers automatically detect 
and self-heal from malware, and top-
of-the-line laptops and workstations 
automatically isolate and contain 
emails, websites or files from untrusted 
sources. Then of course, there are also 
all the usual network controls such as 
multifactor authentication, encryption 
and Zero Trust access control.

As ransomware, the Solar Winds attack, global chip shortages, 
hostile nations and other threats highlight the vulnerability 
of IT supply chains, state and local government leaders are 
re-evaluating IT supply chain security. In this Q&A, Tommy 
Gardner, chief technology offi  cer for HP Federal, shares 
insights and best practices for minimizing risk.

HP creates new possibilities for technology to have a meaningful impact on people, businesses, governments and 
society. With a broad technology portfolio spanning printing, personal systems, software, services and IT infrastructure, 
HP delivers solutions for customers’ most complex challenges in every region of the world. More information about HP 
(NYSE: HPQ) is available at www.hp.com

THE IT SUPPLY CHAIN – 
ONLY AS SECURE 
AS THE WEAKEST LINK 

ADVERTISEMENT
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W hen the pandemic shut down 
most of the country in March 
2020, California’s Department 

of Housing and Community Development 
(HCD) had just started piloting a software-
as-a-service (SaaS) grant management 
solution after years of tracking grants on 
paper, via email and using Excel spread-
sheets. But with hundreds of millions of 
dollars in federal CARES Act funding on 
the way, Jessica Hayes, federal program 
specialist at HCD, lobbied her bosses to 
accelerate the deployment and put as much 
of that funding as possible in the new 
system so they could rapidly deliver block 
grant community development and disas-
ter recovery funding throughout the state. 

HCD turned to eCivis’ grant management 
solution, which off ers some integration 
with the state’s fi nancial system and HUD’s 
federal reporting systems. “The CARES 
Act funding that we received was $315 
million, and in an average year we get $12 
million,” Hayes said. “I don’t know how we 
would have moved all that money with-
out this system. Continuing to manually 

track the grants would be impossible.” 
Also, none of the state fi nancial systems 
are available remotely, so HCD needed a 
platform that would allow staff  to access 
programs while working from home. 

With the increase in federal fund-
ing for pandemic relief, more state and 
local agencies that disperse grants are 
fi nding it important to eliminate manual 
and paper-based processes and adopt 
systems designed specifi cally to track 
the fl ow of grant dollars and report 
on grant performance data. These 
programs can help agencies apply 
governance and risk management prin-
ciples across programs and grantees.  

In an October 2020 report, Gartner 
analysts Alia Mendonsa and Apeksha 
Kaushik noted that built-to-purpose 
grant management applications, often 
delivered in a SaaS model, are now 

the predominant market off ering, 
with numerous solutions available. 

They noted that these commercial off -
the-shelf solutions (COTS) are particularly 
attractive to organizations that need to 
quickly set up grant programs as part of 
stimulus and social safety net programs in 
response to COVID-19 closures, because 
of their out-of-the-box capabilities.  

“The adoption of COTS grant man-
agement solutions in direct support of 
managing stimulus and pandemic response 
funding is particularly advantageous, as 
specific processes for administration of 
these funds are not yet institutionalized,” 
Mendonsa and Kaushik wrote. “This 
makes adoption of COTS solutions for 
these programs easier. Over time, use of 
these solutions may be expanded to also 
support the administration of previously 
established grant programs as well.” 

Granted
With the increase in federal 
funding for pandemic relief, 
more state and local agencies 
are adopting systems 
designed to manage the 
fl ow of grant dollars. 

By David Raths  /  Contributing Writer

FINTECH
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WHAT SUNBURST CAN 
TEACH GOVERNMENT 
ABOUT ZERO TRUST 

What was the 2020 SUNBURST 
cyberattack, and how did it impact 
state and local government?

The SUNBURST attack occurred 
when nation-state actors inserted 
themselves into a widely used supply 
chain. Because the supply chain was 
tainted, the adversary could then enter 
numerous customers’ environments, 
including state and local government.

This attack showed government that 
if your on-premises environment is 
compromised, an adversary can then jump 
onto your cloud, bypassing any multi-factor 
authentication (MFA) you have. Before, 
many people thought that if you applied 
MFA in the cloud, no one could move from 
your on-premises resources to the cloud. 
This attack showed this was not the case.

What did SUNBURST demonstrate 
about the importance of Zero 
Trust within the public sector?

There are three important tenets 
to Zero Trust: trust nothing, verify 
everything and anticipate breach. If you 

are anticipating an attack, and you are 
continuously evaluating users, then you 
can react quickly to contain a breach. 

Zero Trust is important for state and 
local government because it allows 
them to maintain mission resilience. 
Government needs to be able to 
face a capable adversary while still 
supporting their constituents.

Along with SUNBURST, the COVID-19 
pandemic also heightened government 
focus on Zero Trust. In this environment 
of remote government workers, network 
boundaries are no longer the penicillin 
to protect against cyberattacks. 

What are some challenges state 
and local governments face when 
trying to secure identities? 

Some governments say they want to 
move all their identities onto the cloud 
to be secure. However, this can lead to 
operational risks. If you are dependent 
on one cloud service provider and that 
service goes down, then you face mission 
resiliency issues. If the service goes down, 

employees won’t be able to authenticate as 
users or access any resources on that service. 

Everyone thinks they have to move 
fully onto the cloud to apply Zero Trust 
concepts. But you can achieve Zero Trust 
in a true hybrid environment that includes 
on-premises and cloud services.

What should state and local governments 
look for in an identity protection solution 
to defend themselves against attacks?

You want a tool that will provide you 
with full visibility into what is happening 
in your on-premises, cloud and hybrid 
environments. Your tool should look 
holistically at your environment. 

You want a solution that can identify all 
security dependencies, measure them 
continuously, and let you know if something 
changes or if you need to respond to a breach. 

Also think about how to utilize your existing 
vendors so you don’t have to acquire all brand-
new technologies or go all in with one vendor. 
You want to hold your vendors accountable so 
you have the right integrations to enable you to 
react to any attack. 

A recent executive order to improve the 
nation’s cybersecurity shows an increased 
understanding within federal government of 
the need for Zero Trust Architecture. This is a 
moment of tremendous opportunity for state 
and local governments to inspect their own 
cybersecurity and make the move toward 
Zero Trust.

Government institutions need a solution that protects against all cyber 
threats — simple and sophisticated. CrowdStrike is the leader in cloud-
delivered endpoint security. Leveraging artifi cial intelligence (AI), the 
CrowdStrike Falcon® platform off ers instant visibility and protection 
across the enterprise and prevents attacks on endpoints on or off  the 
network. Powered by the CrowdStrike Threat Graph™,  Falcon instantly 
correlates 2 trillion security events a week from across the globe to 
immediately prevent and detect threats. There’s much more to the story 
of how Falcon has redefi ned endpoint protection but there’s only one 
thing to remember about CrowdStrike: We stop breaches.

In this Q and A, Andrew Harris, senior director of public sector 
technology strategy for CrowdStrike, explains what the 2020 
SUNBURST cybersecurity attack can teach government about 
how it should authenticate identities and protect both cloud-
based and on-premises environments.

ADVERTISEMENT
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Although California’s HCD sees its 
grant management system deployment as a 
success during the pandemic, moving to an 
electronic system from paper tracking has 
been a bumpy journey. 

The department had struggled with high 
staff  turnover, Hayes said. “When some-
body left, there was no transition. Their 
email would just get turned off ,” she added. 
“They were just gone, and all their fi les 
would be sitting at their desk, and nobody 
else knew what they were working on. You 
can do that and run $12 million in programs; 
you can’t do that and run $315 million.”  

A 2017 U.S. Housing and Urban Devel-
opment (HUD) monitoring report found 
that the state HCD had a systematic fail-
ure to manage federal awards. “They knew 
they needed to do something,” Hayes said. 
“They hired me in part because I had fed-
eral program troubleshooting experience.”  

HCD had traditionally taken a design/
build approach, hiring software engi-
neers to develop systems from scratch, 
“which is a really great way to have an 
out-of-date system,” Hayes said. 

The department asked her to fi gure out 
how to make the transition to an online 
system feasible. “The answer to that was 
you quit trying to build something from 
scratch; you do software as a service; you 
recognize that you’ll get to do a little bit of 
customization, but very little,” she said.  

Whichever solution you choose, Hayes 
added, it has to meet uniform adminis-
trative requirements, and it has to follow 
some very basic accounting principles. 
“You need to have something that has 
enough internal structure that it requires 
information to be shared in a way that 
maintains responsibility, and the structure 
has to be built into the system so that it 
can’t be managed via email or some exter-
nal paper process. For years we had all of 
these email threads going back and forth, 
and then you’d have the Excel spreadsheet, 
and the two things weren’t connected.” 

Hayes estimates that deploying the 
system basically tripled HCD’s capacity to 
get funding to local housing agencies. “It 
makes it easier for our grantees to complete 
their reports,” she said. “Things are much 
clearer for them. We had folks who were 
able to apply who had never done so before. 
With our fi rst rounds of COVID funding, 
we had grantees who had not applied for 
funding with us for over 12 years. They 
said now that you’re online, we’d like to 
re-engage with you. We were able to fund 
over 120 grantees through the system.” 

Hayes said the vendors in this space all 
have their own strengths and weaknesses. 
She added that eCivis “has a good strong 
structure to it, but it’s not as fl exible as I 
wish it was.” 

It’s important that the grant manage-
ment system be able to talk to the state 
fi nancial system. But Hayes said it can 
be a challenge to get the authority from 
state IT leaders to set up an applica-
tion programming interface to be able 
to connect. “If you are limited to fl at-fi le 
transfers, think about what you can trans-
fer that’s going to get you the most bang 
for your buck. That’s probably the best 
you’re going to get most of the time.” 

When she talks to departmental lead-
ership, Hayes describes these systems as 
translators. “I say, ‘This is the system that 
translates between HUD’s systems and 
our fi nancial systems. This is the inter-
mediary piece.’ And even if it doesn’t 
talk directly to either of those, when 
you pull a report out of it, you can rec-
oncile it against a report out of either of 
those other two systems. That allows you 
to troubleshoot and problem-solve.” 

FINTECH
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“With our fi rst rounds of COVID funding, we had grantees who had not applied 
for funding with us for over 12 years. They said now that you’re online, we’d like 
to re-engage with you.”
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As remote work continues 
beyond the pandemic, how 
are the threats governments 
face changing?
We’re starting to see an alignment 
between what governments once did 
to provide remote access and what 
happens in people’s personal lives. Now 
government employees are more like 
regular consumers in the commercial 
space, only they’re accessing government 
resources, and we must take precautions.

How are solutions evolving?
We’re talking about tokenization of 
access — zero-trust solutions and more 
modern authenticators where you 
assume that the user could be on any 
connection — not necessarily inside 
of the walls or on a VPN. That means 
proving that you are who you say you 
are with multifactor authentication (MFA), 
that your device is healthy enough and if 
you’re using a personal device, that you 
are meeting the “must-be-this-tall-to-ride-
the-rollercoaster requirements.”

In government, we’re seeing the open-
ing of the aperture to these more modern 
and less expensive authenticators that 
the consumer space uses. We’re starting 

to see a push to normalize how the 
technology is used, and the government 
choice of solution is beginning to match 
the consumer choice of solution.

What steps should government 
leaders take?
For state and local governments, it 
always starts with identity. That involves 
a strong identity solution so you’re not 
having to recreate that stovepipe of 
usernames for every single application. 
Most municipalities have the things they 
need for this. 

After identity, the next step is strong 
MFA to make the user prove they are 
who they say they are. Because users 
have to do something extra beside 
entering a password, that also address-
es the insider threat — which is espe-
cially important at the state and local 
levels where there may not be the same 
overarching requirements you fi nd in the 
federal government.

How should governments 
evaluate solutions? 
If you’re looking at solutions that are 
asking you to change your identity 
systems, that’s a much larger project. 

AVOIDING 

AN IDENTITY 

CRISIS

Duo Security, now part of Cisco, is the leading 
multi-factor authentication (MFA) and Zero Trust 
for the Workforce provider. Duo’s zero-trust secu-
rity platform, Duo Beyond, enables organizations 
to provide secure access to all of their critical 
applications - for any user, from anywhere, and 
with any device. Duo is a trusted partner to more 
than 21,000 customers globally, including Dress-
er-Rand, Etsy, Facebook, Paramount Pictures, 
Random House, Zillow and more. Founded in 
Ann Arbor, Michigan, Duo has offi  ces in growing 
hubs in Austin, Texas; San Francisco, California; 
and London. Visit Duo.com

Look for ones that aren’t a wholesale 
replacement. You want to be able to 
modernize your authentication with 
a portable choice that inserts new 
capabilities. The diff erence in scale for 
implementation is weeks versus years.

What is the biggest threat 
governments continue to face?
Probably the most important aspect 
involves ransomware attacks. Multifactor 
authentication will help prevent them, 
but with most attacks, the intruder will 
be inside your network for some period 
of time before they start locking you out 
so they understand what they’re lever-
aging against you. If you have a healthy 
multifactor environment that allows you 
to detect the use of credentials and 
enables users to report when theirs are 
used without their knowledge, you can 
zero in on where you need to look to 
see if someone is in the network. So the 
number one thing that you can do in 
advance of attack is multifactor, and the 
number one thing you would do after an 
attack is also multifactor.

Remember that attackers are 
opportunistic — they’re going to go 
to the lowest- hanging fruit. They are 
going to move on to someone else 
if you can make your threat surface 
smaller and protect your systems in a 
way that identifi es threats quickly.

CYBERSECURITY RESILIENCE 

The shift to remote work has accelerated an ongoing 

transition to modern approaches to user authentication 

and identity management within and beyond government. 

In this Q&A, Micah Wilson, federal solutions engineering 

manager for Duo Security, discusses what government 

leaders need to know about modern identity solutions.
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Another question to ask is how many 
times staff ers are keying in the same piece 
of information. “The answer should be one 
time,” Hayes said. “It may be one time per 
system, because your systems can’t talk to 
each other. But I did the math on it and we 
were keying in a unique piece of information 
seven times. And the odds that somebody 
would key in the same piece of informa-
tion that many times correctly are small.” 

A Heavy Lift
Montgomery County, Ohio, received 

$92.8 million in CARES Act funding, which 
it was required to disperse in less than a 
year. It developed grant programs to help 
small businesses, homeowners and rent-
ers, nonprofi ts, the educational system, 
the health-care industry and agriculture. 

When they got the word of this funding 
in May 2020, county commissioners cre-
ated an offi  ce specifi cally for the CARES 
Act because they knew it was a heavy lift 

to manage that much funding in such 
a short time. They pulled some staff -
ers together from other departments and 
made it their job to create all the grant 
programs and handle applications.  

Although the county had a mix of 
manual processes and software for some 
traditional grant programs, the Offi  ce 
of CARES Act leaders knew they would 
need something more comprehensive 
for this project. They worked on spin-
ning up a solution with some custom 
features in partnership with Arlington, 
Va.-based iTech AG. “We knew that we 
needed a public-facing portal so that 

members of the public were able to 
access it to apply,” said IT Manager Pat-
rick Trowles. “We needed the program 
to provide strong security and the capa-
bility of doing multiple types of reports. 
The software allows our team to under-
stand where they are at any point in the 
application process, and they are able to 
provide reports to county administrators 
to let them know which geographic areas 
most of the applications were coming 
from.” The customization of iTech AG’s 
platform happened very fast. “We went 
from nothing to having the system up and 
running within a month,” Trowles said.  

FINTECH
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“You need to have something that has enough internal structure that it 
requires information to be shared in a way that maintains responsibility, 
and the structure has to be built into the system so that it can’t be managed 
via email or some external paper process.”
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CYBERSECURITY RESILIENCE A GOVERNMENT TECHNOLOGY Q&A
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How has the cybersecurity 
landscape changed over the 
last 12 to 18 months? 
With state and local agencies expanding 
their network perimeter to cloud, more 
infrastructure, applications and data are 
exposed to att ack, especially because 
of remote work habits and public-facing 
digital services. There has also been 
an uptick in ransomware att acks on 
cities and schools. For example, we’ve 
seen cybercriminals infi ltrate agency 
networks with phishing att acks that 
target remote workers with administrative 
access privileges. The employee opens a 
phishing email on his or her private email 
account and inadvertently downloads 
malware such as a key logging bot that 
captures the password to the employee’s 
administrative account. Once criminals 
gain administrative privileges, they can do 
almost anything, including accessing other 
agencies, bringing down the entire system 
or demanding ransom. Cryptocurrency 
transactions have made it even easier for 
criminals to hide and extort payments.

How does the evolution of 
infrastructure from on-premises 
to cloud-fi rst change the 
cybersecurity conversation? 
In eff ect, moving workloads to the cloud 
becomes more than just a business 
enabler. It is also an opportunity for 
organizations to reset their approach 
to cybersecurity. State-of-the-art cloud 
infrastructure includes a breadth of built-
in controls to address cybersecurity issues. 
Features like Zero Trust architecture, 
principles of least privilege, encryption 
and network segmentation can be 

adopted by default and are huge steps 
to prevent exploitation by cybercriminals. 
The cloud also facilitates adoption of 
newer cybersecurity capabilities around 
artifi cial intelligence (AI), machine learning 
(ML) and blockchain, fostering a new
category of security solutions called User
and Event Behavioral Analytics (UEBA) as
defi ned by Gartner.

How does a “data to edge” 
cloud security approach 
strengthen cybersecurity and 
business resilience?
As agencies move more functions to 
the cloud, cloud service providers also 
bear responsibility from a security 
perspective. However, every organization 
needs to understand the shared security 
responsibility matrix and its own 
responsibilities within it. Organizations 
need to embed security at very early 
stages of the software development life 
cycle — what’s called the “shifting left” 
mindset. In addition, an organization’s 
security is only as strong as its weakest 
link and that weakest link can be anywhere 
or anybody in the chain. So, the idea is 
to adopt a comprehensive “data to edge” 
cloud security solution. This end-to-
end, security by design approach entails 
building in security at each layer of the 
stack — from network and infrastructure 
to applications and data. Not every cloud 

service provider off ers security at the stack 
layer level.

What foundational cybersecurity 
tactics enable state and local 
government organizations to 
more confi dently leverage 
cloud infrastructure?
Organizations need the right foundational 
elements regardless of their deployment 
model. That includes adopting a Zero 
Trust security model, providing diff erent 
access controls, using multifactor 
authentication, and encrypting 
data in transit and at rest. Second, 
cloud infrastructure should leverage 
technologies such as AI and ML to 
perform UEBA analysis, automatically fi lter 
through the noise of traditional security 
incident and event management (SIEM) 
alerts, and address other cybersecurity 
challenges more quickly and effi  ciently. 
In multi-tenant environments, network 
segmentation and tenant isolation 
capabilities are extremely important. Many 
of these capabilities come default with 
advanced cloud infrastructure solutions. 
Finally, cloud infrastructure should have 
verifi ed compliance with key government 
regulations such as HIPAA, CJIS, PCI, 
FedRAMP and others.

Learn more about security best practices at: 
www.oracle.com/security

MAINTAINING 
CLOUD CONFIDENCE 
WITH BUILT-IN 
CLOUD SECURITY

IMAGE PROVIDED BY SHUTTERSTOCK.COM

In this Q&A, Jackson Thomas, Senior 
Director at Oracle Government and 

Education, discusses how state and local 
governments can take advantage of their 

migration to cloud infrastructure to also 
reset and strengthen cybersecurity.  

© 2021 e.Republic. All rights reserved.

Oracle off ers suites of integrated applications plus secure, autonomous infrastructure in the 

Oracle Cloud. For more information about Oracle (NYSE: ORCL), please visit us at .
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The system has already been used for 
a separate housing grant program, and if 
a big infrastructure bill passes, Montgom-
ery County will be ready. “We’re not sure 
how that’s going to work out, but it’s nice 
for us to already have this system built,” 
said Michael Zimmerman, public informa-
tion offi  cer for the county. “I think our IT 
department did a fantastic job of getting the 
requirements from our CARES Act Offi  ce, 
getting them to iTech and making sure that 
it was built exactly as they needed it.” 

Fire Spurs Change 
Tara Schiff , economic development 

specialist for Mariposa County, Calif., in 
the western foothills of the Sierra Nevada 
mountains, remembers that when she took 
the job in 2013, she walked in to her new 
offi  ce to fi nd huge binders on her desk 
involving nine federal grants that had not 
been managed since her predecessor left six 
months before. About a month later, there 

was a fi re very close to the county building. 
“My fi rst thought when the fi re happened 
was that the grants weren’t backed up,” 
she recalled. “I thought, OK, I’m respon-
sible for over $10 million worth of grants, 
and it’s sitting here in these binders, and 
there is no way to track them. And not only 
was I responsible for the grants, but I was 
the project manager on all of them, too. 
So how could I keep track of their tasks 
and manage them in a reasonable way?” 

A year later, after making a strong 
case for automation, she was able to con-
vince county leaders to transition to 
the cloud-based system from eCivis.  

The system can automate fi nding and 
fi ling reports to federal agencies such 
as Housing and Urban Development. It 
also has task management capabilities so 
that Schiff  can reach out to other county 
departments. “For projects, you can do task 
management, and put the deadlines and 
timelines in there, which is great,” she said.  

Over the next several years, Mariposa 
County took advantage of the system for 
things like housing block grant programs, 
and when COVID-19 struck, they were 
able to shift gears to CARES Act funding.  

“We’re very high-profi le because we 
are home to Yosemite Park, but we’re 
very much a small, rural county,” Schiff  
said. “When the pandemic hit, it was 
imperative that we access that funding 
for business relief. What I’ve been focus-
ing on for the last year is trying to keep 
our 300 businesses in Mariposa County 
solvent, because without the businesses in 
such a small county, in the tourism indus-
try, that’s going to aff ect our economy. I 
am proud to say that we only lost three 
businesses. We were able to access that 
CARES Act funding and utilize it for busi-
nesses that really needed it to survive.” 

draths@mac.com
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Why Analytics is the 
Key to Increasing Your 
Cybersecurity Resilience

A GOVERNMENT TECHNOLOGY Q&A CYBERSECURITY RESILIENCE 
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Agencies have employed a 
range of security approaches 
to protect their data and 
systems but increasing their 
analytics capabilities may 
be one of the most effective 
ways they can safeguard 
their critical infrastructure. 
In this Q&A, Lee Imrey,
cybersecurity advisor at 
Splunk, a leading Data-
to-Everything™ Platform 
that enables IT, Security & 
DevOps teams, shares how 
an analytics-driven security 
operations center (SOC) can 
help governments achieve 
cyber resilience.

With increased IT complexity, new hybrid work models, the urgent 
need for modernization and evolving security threats, government 
agencies face unprecedented cybersecurity challenges.

Splunk Inc. (NASDAQ: SPLK) 
turns data into doing with 
the Data-to-Everything 
Platform. Splunk technology 
is designed to investigate, 
monitor, analyze and act on 
data at any scale.

What are the most pressing security 
threats today for government agencies?
Government agencies manage a growing 
number of critical applications in an increasingly 
complex environment. They face signifi cant 
risks from targeted phishing attacks and 
ransomware, along with increasingly stringent 
demands from their constituents to lower 
costs and effectively protect their data.

What capabilities do agencies need 
to combat these threats, and what 
barriers currently prevent them from 
strengthening their security posture?
Agencies face a range of challenges, 
including the need to support both legacy 
and newer technologies, competing with the 
private sector for experienced cybersecurity 
professionals, and a limited appetite for 
proactive investments in cybersecurity.

To confront these challenges, agencies 
need qualifi ed staff, proactive processes and 
scalable tools to manage the risks associated 
with their business functions. These tools 
should incorporate modern cybersecurity 
and risk-management theory, current threat 
intelligence and automation to enable timely 
response to detected threats. Employing 
an analytics-driven SOC can also help 
them strengthen their security posture.

What is an analytics-driven SOC and 
how does it differ from a traditional 
security operations center?
Traditional SOCs use a Security Incident 
Event Management (SIEM) solution to gather 
voluminous quantities of security information,
apply fi xed rules to fl ag suspicious behavior 
and offer standard responses to different types 
of attacks. An analytics-driven SOC combines 

the rules-based approach of a traditional SOC 
with the investigation-friendly approach of a 
purpose-built data platform. It encompasses 
fi ve core capabilities: advanced analytics, 
threat intelligence, automation, the ability 
to proactively hunt and investigate, and the 
adoption of an adaptive security architecture. 

With an analytics-driven SOC, analysts 
can apply advanced analytics and machine 
learning (ML) to different datasets, enhance 
the data with applicable threat intelligence 
and quickly pivot to explore areas of interest.

Why is an adaptive security 
architecture like Splunk so critical 
in today’s threat environment?
An adaptive security architecture enables 
SOC teams to correlate security-relevant 
data at scale, apply advanced analytics, 
and interact with third-party products 
and services to improve detection and 
automate remediation. This lets the analyst 
detect and respond to security issues more 
effectively, and even predict and prevent 
certain types of attacks and downtime.

If you were to give agencies a roadmap 
for how to build cyber resilience, 
where would you tell them to start?
Engage organizational leaders in discussions and 
tabletop exercises focusing on how to deliver 
critical services in the absence of IT systems 
or network connectivity, so your organization 
is better prepared during times of crisis. You 
also have to focus on your agency’s core 
requirements and build capabilities to resume 
or replace services that rely on systems that are 
vulnerable to cyberattacks. By being proactive 
and implementing a holistic security strategy, 
agencies can increase their cyber resilience. 
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W ater and sewer services provide a core source of 

ongoing revenue for municipalities. When billing 

problems create delays and reductions in those 

revenues, other government services and projects feel the impact. 

That was the case for the Jackson, Miss., utility, the Water Sewer 

Business Administration (WSBA).

In 2018, WSBA lost a signifi cant amount of monthly revenue 

because of an aging server infrastructure. WSBA couldn’t 

reliably issue accurate and timely bills, couldn’t always detect 

unexpectedly high usage levels that might indicate a leak and 

experienced delays in identifying payment delinquencies that 

would prompt a shutoff  notice. 

Billing issues negatively impacted relationships with residents, 

who sometimes weren’t billed for months, then received a 

high accumulated bill. Utility staff  were often overwhelmed by 

customer calls and the workarounds needed to identify the 

problem, enter bill adjustments and create payment plans. 

Collection eff orts increased as residents began to distrust any 

bills they received and some chose not to pay them. 

Aging Servers Couldn’t Keep Up
A fundamental challenge for WSBA was that aging servers 

couldn’t always process the data collected from metering 

systems. The city has an advanced network that connects 60,000 

smart water meters to access customer usage data. This data is 

transferred by an overnight batch process into the Oracle Utilities 

Customer Care and Billing (CCB) application, the core billing 

system used by the utility. An on-premises server infrastructure 

hosted the CCB application as well as two other utility applications: 

Oracle Utilities Customer Self Service (CCS) and Oracle Business 

Intelligence (BI) Publisher. 

Jackson’s servers were at maximum performance and 

running out of storage capacity. Batch processes ran up to 

eight hours, an unacceptable amount of time. Employee 

overtime costs added up as IT staff  often had to free 

storage space on servers so the batch processes could run 

successfully. Frequent server crashes raised concerns that

the infrastructure could soon fail completely.

Choosing the Move to Cloud
In 2019, a team from the city’s IT department and WSBA 

recognized a new infrastructure was needed to host the billing 

system applications. The team explored multiple options 

including deploying new on-premises servers, using a local 

hosting provider or moving to a general cloud platform. After a full 

evaluation, the team chose Oracle Cloud Infrastructure (OCI) to 

host the billing system applications. 

“We had a good relationship with Oracle for applications, so 

that made us more comfortable with the idea of hosting them on 

the Oracle cloud,” says Jerrica Sims, IT manager for the city of 

Jackson.

Because the Jackson team didn’t have in-house expertise 

to make a move to cloud, they chose Mythics, a member of 

Oracle Partner Network (OPN), to provide services for the 

cloud implementation design, application migration and on-call 

management of the new system. The consulting fi rm Expert 

Professional Solutions, Inc. represented Jackson WSBA during 

the technical migration work, a role that contributed to the 

project’s success.

Jackson’s choices made for a dramatic turnaround. 

“After the move we were able to collect $10 million more than 

the previous year because of more accurate and timely bills,” 

How a Utility Improved 
Revenue Collection with 
a Move to Cloud
Moving from on-premises servers to the cloud brings 
Jackson, Miss., higher reliability and performance.
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says Carla Dazet, deputy director of public works administration 

for the city of Jackson.

Strong Financial, Operational and 
Customer Service Benefits

Moving the billing system applications to OCI allowed Jackson 

WSBA to realize benefi ts for revenue collection and cost control, 

as well as improvements in IT operations and customer service.

Increased revenue collection and better customer 
communication. Hosting the Oracle utility applications in 

the cloud improves the fl ow of data from customer to ledger, 

eliminating many error-prone, manual processes to verify and 

adjust the data in customer bills. Real-time dashboards provide 

fi nancial transparency for utility accounts, allowing customer 

service staff  to provide accurate information and immediate 

assistance to residents. WSBA can also implement new billing 

rates within weeks instead of the months-long period required 

in the past.

Lower IT infrastructure costs. The cloud implementation 

reduces Jackson’s infrastructure costs when compared to the 

capital and operating expenses of the on-premises server 

hardware, software and maintenance contracts. The fast and 

reliable batch processes mean the city no longer incurs costs for 

IT staff  overtime.

Jackson also reduces IT costs and staff  burden by using the 

cloud to host smaller applications associated with the billing 

system. 

“We can use the cloud scalability to avoid the costs of buying, 

racking and maintaining large-capacity servers just to host small 

applications,” says Sims.

Higher infrastructure performance and reliability. 
The move to OCI reduced the run time of nightly batch 

jobs from an average of 5 hours to 40 minutes. Users 

experience faster response from the billing and customer 

service applications, and applications integrated with 

CCB also operate with faster performance. System uptime 

increased from 60 percent to 100 percent, which benefi ts 

the work of utility staff , especially for serving customers.

Moving the CSS app to the cloud reduced the 

frequent server outages experienced by customers 

trying to use the portal. 

“The mayor’s offi  ce would get calls when this happened, so 

availability of this application is a key part of rebuilding customer 

trust in our billing operations,” says Dazet.

Flexibility During the Pandemic 
With the utility’s servers and applications hosted in OCI, most 

Jackson staff  were able to work remotely during the time of 

COVID-19 stay-at-home orders. 

“Our previous server infrastructure didn’t have the capacity to 

support a fully remote workforce,” says Sims. “And for IT, we no 

longer have to rely on physically getting to a server in order to 

see and resolve an issue.”

The pandemic prompted Jackson to deploy new ways to 

serve customers, such as installing kiosks to accept cash 

payments. 

“We couldn’t have supported kiosks with our old system design,” 

says Dazet. “Now kiosks will give us a better way to serve customers 

who need this payment option and eliminate the need to have staff  

on-site simply to accept cash.”

A New Foundation
With Oracle Utilities core billing systems running on Oracle 

Cloud Infrastructure, WSBA gained more than a new server 

infrastructure. The city now has a foundation that supports timely 

revenue collections and support the delivery of vital services to 

its constituents, now and well into the future.

This piece was developed and written by the Government Technology 

Content Studio, with information and input from Oracle and Mythics.
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spectrumMore research, more science, more technology.

Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com

 I.D., PLEASE:
Vancouver, B.C.-based Active Witness Corp. has developed a 
visitor access management system for high-security facilities that 
it reports is 100 percent eff ective at making sure each person 
who goes through a door is supposed to be there. Most facial 
recognition systems scan a face, then search a database to fi nd the 
person closest to that, which can lead to incorrect identifi cation. 
Active Witness’ SIMA system uses multifactor access control: 
When it scans a face, it sends the person’s mobile device a QR 
code they then scan in so the system can match the ID.
SOURCE: ACTIVE WITNESS

That’s the number of high-definition 

movies you could download in one 

second with Internet speeds tested 

in July at the National Institute of 

Information and Communications 

Technology in Japan. By upgrading 

every part of a fiber line, scientists 

managed to move data at 319TBps, 

almost double the previous test in 2020.

SOURCE: ENGADGET

Anyone who was planning 
to get married via Zoom 
in New York should make 
other plans. In June, the 
governor’s offi  ce lifted 
an executive order that 

made virtual weddings 
legal during COVID-related 
lockdown, and the state 
reverted to its law that a 
couple “must state in the 
presence of an authorized 

public offi  cial or authorized 
member of the clergy and at 
least one other witness that 
each takes the other as his 
or her spouse.”
SOURCE: THE VERGE

7,000

A SNAIL TALE
Four years ago, researchers from the University of 

Michigan found a high-tech solution to a small-animal 
problem. The carnivorous rosy wolf snail was involved 
in the extinctions of up to 134 snail species across the 
world — except one. In the valleys of Tahiti, the tiny 
Partula hyalina managed to survive the rosy wolf’s 

trail of terror. But how? The scientists were guessing 
that the partula hyalina’s pale-colored shell enabled 

it to spend more time in sunlight than most other 
land snail species that would simply dry up in the 

sun. To test the theory, researchers partnered with 
an engineering lab that had designed the world’s 

smallest battery-free computer, just slightly bigger 
than an aphid. They used sensors to track sunlight in 
snail habitats, and affi  xed the computers to the shells 
of rosy wolf snails in Tahiti to track their movements. 
The result was a confi rmation of the theory: The tiny 
partula hyalina skirted extinction by staying in areas 

that would prove lethal to its predator. 
SOURCE: NEW YORK TIMES

Cold Feet

46           September 2021 //  www.govtech.com

S
H

U
T

T
E

R
S

T
O

C
K

.C
O

M

GT09_46.indd   46GT09_46.indd   46 8/9/21   9:40 AM8/9/21   9:40 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

GOVERNING FUTURE OF WORK Q&A

How to Share Data 
Effi ciently and 
Securely Across 
State and Local 
Government Lines

What are the most challenging 
aspects of sharing data across 
state, municipal and county lines? 
When two or more government 
entities share data, they need to 
enforce policies on who can access 
which data, and for what purposes. 
These policies may vary from one 
jurisdiction to the next. Governments 
need to control who can manipulate 
data, and when someone does make 
changes, they need a single source 
of truth to keep the information 
consistent. They also need standards, 
protocols and technologies to protect 
the data. Many state and local 
agencies are using legacy technology 
that doesn’t provide visibility into 
who’s accessing data, how they’re 
using it or whether they’re changing 
it. That can create major problems 
for data integrity and security.    

How do Elastic’s solutions help 
with those ownership issues 
and the ease of data sharing?
Elastic provides a single trusted store 
of data that multiple agencies and 

jurisdictions can access. Because the 
technology resides in the cloud, users 
can start sharing almost immediately, 
with no need to implement new 
hardware and software. Also, 
Elastic lets users scale their systems 
horizontally rather than vertically, 
adding new virtual nodes as data 
volume swells and agencies add 
more users. That ease of deployment 
provides tremendous fl exibility. 

How does Elastic promote 
security across siloed state and 
local government systems? 
Pane: Our security features — such as 
role-based access to data, encryption, 
and fi eld- and document-level security 
— are available right out of the box. 
The technology includes full threat 
hunting capability, which allows 
agencies to not only monitor suspicious 
activity, but take proactive measures 
to protect their data and infrastructure. 
Our data sharing capabilities are 
all API-based, with an API keys 
management system that lets users 
monitor who is doing what, when, 

where and why. In addition, everything 
is encrypted from end to end. 

To sum up, what features should 
governments look for in a solution 
for sharing data across state 
and/or local government lines?
Ease of implementation is important. 
So is fl exibility. You don’t know how 
data sharing policies will change in the 
coming years, or which additional local, 
state or federal agencies will need 
to access the data. If the system is 
easy to scale, it can evolve along with 
government needs. Look for a system 
with role-based security, limiting 
access to data based on who needs 
it and is authorized to use it. Finally, 
look for a system that complies with 
important security standards such as 
the Federal Information Processing 
Standard (FIPS). In short, to meet 
the need for cross-jurisdictional data 
sharing, seek a system that offers ease, 
fl exibility, scalabilty and strong security. 

Governments increasingly need to share data across state and local 
boundaries. Whether they’re monitoring purchases of prescription opioids, 
collaborating on criminal investigations, coordinating health and human 
services, or performing a wide range of other activities, state and local 
governments face signifi cant challenges in cross-jurisdictional data sharing. 

Who owns the data? What’s the most effective way to 
share it? How can they maintain data privacy and security?

In this Q&A, Jared Pane, senior lead solutions architect at 
Elastic in Mountain View, Calif., talks about these issues 
and discusses solutions that make data sharing effi cient, 
cost-effective and safe.

Elastic is a search company that maximizes data utility in real time. Customers worldwide use our search, 
observability, and security stack to achieve data-dependent use cases like website search, application 
performance monitoring, user behavior analysis, security investigations, and threat hunting. Deployable on 
cloud or on premises, Elastic delivers powerful insight, no matter the mission
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Every day on govtech.com, we explore a question about something 
new happening in the tech (and tech-adjacent) world. Here’s a look at 
a few recent Questions of the Day. For more, visit govtech.com/QoD, 
or subscribe to our newsletter to get them daily in your inbox. 

The Utah Division of Wildlife Resources (DWR) is taking 

fish to new heights, literally. The agency in July released a 

video showing how it restocks the fish in remote lakes in 

the Boulder Mountain region: planes. Carrying hundreds 

of pounds of water and flying just above the tree line, the 

planes can deposit 35,000 fish in a single flight.

The lakes in question don’t have many fish in them, 

but they’re very popular for fishing. Every year, Utah 

stocks them with fish specifically raised for fishing. These 

fish are often sterile, allowing for population control and 

preventing them from affecting the native fish populations. 

And don’t worry about the safety of the fish as they fall 

from the planes — it’s actually a very safe way to do it and 

is less traumatizing than other methods. Post-drop surveys 

have also found that the survival rate for the fish is much 

higher than when they are brought in on dirt bikes or 

backpacks, or horse-drawn milk cans as was done before 

the 1950s. “Because the fish are small and released along 

with water, they easily survive their airplane drop without 

injury,” DWR said. “They fall a bit like leaves.”

Where can you find
35,000 fish flying all at once? 
Answer: Above Utah’s remote lakes.

spectrumMore research, more science, more technology.

Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com

There’s no denying that electric 

vehicles are on the rise. More and more 

automakers are building them, even 

vowing to eventually switch over entirely, 

and the infrastructure to charge them is popping 

up everywhere. And consumers are paying attention.

In June, EY conducted a survey of 9,000 consumers in 13 different 

countries: Australia, Canada, China, Germany, India, Italy, Japan, New 

Zealand, Singapore, South Korea, Sweden, the U.K. and the U.S. Overall,

41 percent said that they wanted their next car to be electric. That’s up from 

30 percent in September 2020.

Italy, Singapore and South Korea all saw over 50 percent of consumers 

wanting to get an EV, at 63 percent, 53 percent and 51 percent, respectively. 

In both China and Sweden, 48 percent said the same, while in Japan and 

the U.K. the numbers stood at 42 and 40, respectively. Thirty-eight percent 

of German drivers want to go electric, while 35 percent in Canada and 

30 percent in New Zealand do. And in both India and the U.S., only 28 

percent answered that they wanted an electric vehicle, with that number 

dropping to just 17 percent in Australia.

What percentage of global consumers 
want an EV for their next car? 
Answer: 41 percent.

What nostalgic feature did
 Microsoft ‘threaten’ to resurrect? 
Answer: Clippy.

If you used Microsoft Office at all between 1997 and 2001, you

likely remember Clippy. The animated paperclip can be considered

an early attempt at a virtual assistant, appearing to offer users help

and tips with the Office platform.

Though it’s been 20 years since Clippy officially graced our screens, 

Microsoft appears to be entertaining the idea of resurrecting it. In a tweet

July 14, the company announced that if said tweet received 20,000 likes,

it would replace the Office 365 paperclip emoji with Clippy.
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How do you envision the future of 
work in state and local government?
State and local governmnet is going to 

see a major shift going forward around 

the whole idea of remote work. We’ll see 

much greater flexibility in how many days 

someone is in the office. Historically, that 

wasn’t ever really on the table. But the 

pandemic gave organizations a lens into 

the fact that some employees can be very 

effective — sometimes even more effective, 

depending on the role — working remotely 

a few days a week, or even all the time.

How will that change the relationship 
between managers and employees?
Agencies have really had to evolve 

the dynamic between employers 

and employees.

One thing that stands out to me 

is remote employee onboarding. The 

disruptions of the past year really exposed 

holes in the process or inefficiencies 

that drove organizations to look at the 

entire hiring process from top to bottom. 

Organizations are asking questions like, 

how are we handling the onboarding 

process for those new hires? How do we 

handle the seasonality of some workers — 

like for special events, or summer workers 

for parks and rec departments — versus 

ongoing turnover related to retirement? 

And how can we do that in a more 

efficient manner?

How can technology aid the remote 
onboarding process?

Of course, there’s things like remote ID 

verification, I-9s and W-4s. But it goes 

way beyond just the forms process. The 

right technology gives organizations the 

ability to say, “Can we verify eligibility 

to work? Can we also verify identity of 

a user who’s submitting an application? 

And how do we handle all that from an 

infrastructure standpoint?”

Beyond just emailing paperwork, how 

do state and local government organiza-

tions ensure that everything that needs to 

be completed during the hiring and on-

boarding process is completed correctly?

It’s imperative to focus on hiring the best 

people. To achieve this, it’s always better 

to include personalized human interactions 

as part of the process to make sure the 

best talent is hired. People aren’t being 

displaced with technology; instead the 

process is enhanced.

How do these changes in the future of 
work impact public organizations?
A lot of places are now looking at hiring 

people from outside the geographical 

boundaries they used to have set for 

themselves. This has given agencies the 

ability to tap into an entire talent pool that 

they conceivably didn’t realize existed before.

And greater flexibility around remote 

work is also a big benefit that agencies 

can offer to employees. The government 

loses a lot of high-quality talent to the 

private sector. These are ways to become 

more competitive. This absolutely will give 

them the ability to retain high-performers 

and backfill those positions being vacated 

by retiring baby boomers.

How should agencies be laying the 
groundwork for these changes now?
Agencies are really going to have to 

analyze their HR policies. They need to 

ask themselves, are there things we’ve 

learned over the past year that are, one, 

more efficient and, two, that support better 

health and safety for our employees? They 

then should create tangible plans to ensure 

they are creating better experiences for 

candidates and employees alike.

© 2021 e.Republic. All rights reserved.

DocuSign helps organizations connect and automate 
how they prepare, sign, act on, and manage 
agreements. As part of the DocuSign Agreement 
Cloud, DocuSign offers eSignature, the world’s #1 
way to sign electronically on practically any device, 
from almost anywhere, at any time. Today, more than 
890,000 customers and hundreds of millions of users 
in over 180 countries use DocuSign to accelerate the 

process of doing business and to simplify people’s lives.

Visit docusign.com

GOVERNING FUTURE OF WORK Q&A

Hired Over 
Zoom:
Onboarding Employees in 
the New Era of Remote Work

The disruptions of the pandemic have 

transformed the relationship between 

employers and employees. In this Government 
Technology Q&A, BARTON PHILLIPS, VP, Public 

Sector, DocuSign, discusses the challenges and 

benefits of hiring, onboarding and managing 

workers who may never set foot in the office.
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Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people. 

50       September 2021  //  www.govtech.com

Utah Adds Two Tech Roles 
Utah has added a pair of new leadership roles to its tech 
and innovation ranks. Former Utah Department of Health 
Executive Director Rich Saunders is the state’s fi rst chief 
innovation offi  cer, while former Department of Human Services 
Director Christopher Bramwell is the state’s fi rst government 
operations privacy offi  cer. Both positions are governor 
appointments. 

Georgia Names 
Shawnzia Thomas 
as State CIO 
Georgia has named Shawnzia 
Thomas as the state’s next 
CIO. Thomas previously held 
a number of positions with 
the state, including Georgia 
Department of Human 
Services assistant deputy 
commissioner, executive 

director of the Georgia Commission on Equal Opportunity 
and director of the Georgia Secretary of State’s Corporations 
Division. Thomas replaces former longtime CIO Calvin Rhodes.  

Bill Kehoe Appointed Washington CIO  
Washington state appointed gov tech veteran Bill Kehoe as 
its new CIO. Kehoe comes to the job after holding the same 
position for Los Angeles County, the most populous county in 
the nation. Previously, Kehoe served as King County, Wash., 
CIO, leaving the role for Southern California in 2017. 

Shawnzia Thomas

Bill Kehoe

Katrina Flory

Atlanta Selects Jason Sankey 
as Permanent CIO 
Atlanta has named Jason Sankey as the city’s new permanent CIO. 
Sankey previously served as CIO for Ohio’s Department of Job and 
Family Services. He replaces Tye Hayes, who served as interim CIO 
following the departure of Gary Brantley in late 2020. 

Evanston, Ill., CIO Luke Stowe Absorbs 
New Role, Responsibilities 
CIO Luke Stowe has been elevated to a new title in Evanston, Ill.: 
administrative services director. Stowe will continue his work as 
CIO while also adding new responsibilities, including overseeing 
human resources, parking services, and facilities and fl eet 
management. 

Ohio Appoints 
Katrina Flory CIO  
Ohio has named 
Katrina Flory its new CIO, 
elevating her from her 
prior position as deputy 
CIO, which she held 
dating back to 2011. Flory 
replaces Ervan Rodgers, 
who left for the private 
sector in June. 

Oakland, Calif., CIO Departs 
for Private Sector 
Oakland, Calif., CIO Andrew “Pete” Peterson left the city for a 
job as chief technology offi  cer of San Francisco-based executive 
search fi rm Riviera Partners. According to the city’s website, 
Oakland has not yet named Peterson’s replacement. 

L.A. Innovation Officer Leaves City Service 
Los Angeles Chief Innovation Offi  cer Amanda Dafl os departed 
her role for a position as the executive director of the Bloomberg 
Center for Public Innovation at Johns Hopkins University. This 
concludes a roughly two-year stint in the position for Dafl os, who 
had also been director of the city’s innovation team since 2015.  
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GOVERNING FUTURE OF WORK Q&A

Why is agility so diffi  cult for 
governments to achieve?
Part of it is societal: Interactions used to 
take days or maybe even weeks. Now we 
are in a society of instant gratifi cation; 
people expect a response in near-
real time. Government agencies have 
struggled to keep up with the technology 
infrastructure changes that promote 
speed of interaction. At the same time, 
enterprise systems have become 
inordinately more complex, which 
presents a challenge to delivering at 
speed. The pandemic showed how hard it 
can be to make changes overnight.

In government, culture can also make 
it hard to achieve agility. When I was in 
government, I often heard, “This is the 
way we’ve always done it.” Government 
also is constrained by policy concerns 
around security and privacy. It is going 
to take a new mindset to achieve agility, 
and it will require new tools.

What do agile tools look like?
In general, the tools that support 
agility will themselves be agile. They’ll 
be tools that enable you to adopt or 
combine whatever methodologies you 
need to be successful. They’ll be able 
to scale with you and tightly integrate 
with whatever you are using now and 
in the future.

For example, it’s very hard to do an 
agile development methodology like 
DevSecOps if your tool is too rigid or 

if it takes six months for a software 
developer to change a simple workfl ow. 
How will you be agile if every time you 
identify a change, you need to wait six 
months for your tool to catch up?

How does Atlassian’s Jira fi t into this?
Jira is an agile workfl ow tracking tool. In 
order to be agile, you have to formalize 
your process. When you can do that, 
instead of spending six months changing 
a workfl ow, you can spend 60 seconds. 
You literally drag a line from one box to 
another and you’re done. 

Jira also integrates with purpose-built 
tools like Bitbucket, which is where we 
host our source code, or even GitLab 
or Bamboo or Jenkins — all software-
development specifi c tools. That 
integration piece is important when you 
need to track work. When you deploy 
code that knowledge comes right back 
into Jira. Then you’re able to move your 
ticket automatically to track that the work 
is done and deployed into production. 

So Jira acts like a central source 
of truth?
Exactly. It’s not a document repository, 
though I should point out that 
Confl uence is a great place to put 
your knowledge in a collaborative 
workspace. Jira is a single pane of glass 
that improves workfl ows, planning and 
budgeting. All of that helps you refi ne 
your processes and ultimately be more 

agile. And if it’s a bit much for your non-
tech teams, you can always do the same 
with Trello and get started in minutes.

What does that look like in action?
We recently supported NASA’s latest 
mission to Mars. With Atlassian, the 
code they write on Monday is literally 
driving the Perseverance Rover on 
Mars on Tuesday.

How can government agencies 
begin to pivot toward agile 
development processes?
Don’t wait to get it perfect. Aim for 
small iterative improvements. If you’re 
spinning up a completely new project, 
that can be an opportunity to try out a 
new methodology without impacting 
any of your current work.

Atlassian delivers the solutions that help 
every government team unleash their 
full potential. 
 
Every Atlassian solution helps you connect, 
accelerate, and scale your entire agency or 
program, regardless of employee location.  
Remote work, telework, fi eld work, or just 
plain work — Atlassian solutions and services 
can help your agency work better, together.

Delivering at Speed:  

Driving Agile 
Processes in the 
Public Sector

The COVID-19 pandemic demonstrated the need for greater agility in government, as agencies 
scrambled to adopt new processes in the face of disruption.

Government needs new development workfl ows to break down silos and support cross-functional 
and multidisciplinary teams. In this Q and A, Atlassian Public Sector Evangelist Ken Urban describes how 
new tools can help drive agile development processes across the public sector.
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Longtime San Mateo County, Calif., 
CIO Steps Down 
San Mateo County, Calif., CIO and Director of the Information 
Services Department (ISD) Jon Walton departed from the role after 
holding it for more than eight years. Michael Wentworth, formerly 
assistant CIO, will take over as ISD’s interim director until the county 
concludes a recruitment for a permanent replacement. 

Wayne County CIO Carlos Perez 
Announces Departure 
Carlos Perez has left his position as CIO of Wayne County, 
Mich. The county has not yet selected a permanent replacement; 
Hector Roman will serve as interim CIO and director of the 
Department of Information Technology. Perez held the position 
since September 2016. 

Aleine Cohen Named 
DTI Deputy CIO 
Delaware has appointed 
Aleine Cohen as the fi rst 
deputy chief information offi  cer 
for the state’s Department of 
Technology. Cohen has worked 
for the state for over six years as 
deputy attorney general of the 
Civil Division of the Delaware 
Department of Justice. In her 
new role, she will work with 
Delaware CIO Jason Clarke.  

Lynchburg, Va., CIO Terry Hutchens Retires 
Terry Hutchens announced his retirement as the CIO of Lynchburg, 
Va., concluding a nearly 22-year stint as a city tech employee. He 
became the city’s CIO in January 2020. Tom Williams, the city’s 
assistant director for network services, will take over the post.  

Alaska CISO Leaves for 
Homeland Security Position 
Alaska’s chief information security offi  cer, Mark Breunig, has left 
his position for a new role as a cybersecurity adviser for the U.S. 
Department of Homeland Security. Alaska is currently in search of 
Breunig’s replacement. 

Seattle Appoints Interim Technology Officer 
Following the departure of Saad Bashir, Seattle has appointed 
deputy CTO Jim Loter as its interim CTO. The next mayor — to be 
chosen in November’s election — will likely select a permanent 
replacement for Bashir when they take offi  ce. 

Beth Niblock

Aleine Cohen

Jon Walton

Beth Niblock Joins Biden Administration, 
Detroit Names New CIO 
President Biden has appointed Detroit CIO Beth Niblock 
as the new CIO for the Department of Housing and Urban 
Development. With Niblock departing, Detroit Mayor Mike 
Duggan appointed Art Thompson as the city’s new chief 
information offi  cer. 

Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people. 

continued
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The vast majority of state and local government agencies 
say many of their employees will never return to the 
offi  ce full-time, according to new nationwide research, 

which is driving new requirements for secure connectivity and 
remote collaboration.

The Center for Digital Government (CDG) surveyed 125 state 
and local offi  cials to better understand how jurisdictions 
adapted their operations during the COVID-19 pandemic, 
how these experiences shaped their current and future IT 
priorities, and what they must do to develop a robust remote 
work infrastructure.

The survey, commissioned by Google Cloud, indicates state 
and local governments are in the middle of big changes in 
how they operate, both internally and in terms of public-
facing services — but especially around the future of work for 
public employees. The survey fi ndings also highlight the key 
technology capabilities and investments governments need 
to make to be more nimble, agile and resilient going forward.  

As remote and hybrid work become key enablers of resiliency 
and continuity of government services, public agencies will 
need to leverage interoperable digital collaboration tools and 
technologies that fully align with their business needs and 
existing IT investments.

Government Embraces 
A New Workforce Model  
The permanent move toward hybrid work resets technology priorities 

CENTER FOR DIGITAL GOVERNMENT PUBLISHABLE REPORT

Job role 

36%
Subject matter expert/Practitioner

29%
Senior management

15%
Supervisor

14%
Executive/C-level

7%
Other

1%
Elected offi  cial

RESPONDENT DEMOGRAPHICS 

Level of government 

37%
State

31%
City

25%
County

5%
Special district

1%
Other

State and local governments are in the middle of big changes 
in how they operate.

Percentages may not equal 100 due to rounding.
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THE FUTURE IS HYBRID
Almost 75 percent of survey respondents believe hybrid work — 
where employees work from home at least on a part-time basis — 
is their long-term model. It’s clear remote work isn’t a temporary 
solution that disappears once workers get vaccinated. It’s the future 
of public sector work in the majority of jurisdictions. 

The trend is particularly strong at the state level, where just 
16 percent of respondents anticipate returning to a fully in-person 
work environment.

How will your agency work long term?

  74%
Hybrid

  21%
In Offi  ce

 7%
Fully Remote

State and local governments began laying the groundwork for this new workforce model during their initial response to the 
COVID-19 pandemic, but they face ongoing challenges with eff ectively supporting remote work going forward — especially 
around connectivity, employee training, end-user devices, and communication and productivity. 

At the outset of the pandemic, about half of survey respondents — 52 percent — said their organizations were largely prepared to 
respond to the pandemic from a technology standpoint. Across state, county and city governments, respondents said video and 
chat solutions were the most important technologies they already had in place for business continuity when the pandemic hit. 

City governments also ranked public-facing technologies as particularly important to their pandemic response, likely because 
municipal organizations often deliver services directly to residents. On the other hand, state agencies said they relied heavily on 
collaboration and productivity platforms, perhaps because they tend to manage larger workforces. 

What technologies were most critical to your COVID-19 response?

1. Video and chat
  64%

  70%
 68%

2 Collaboration and productivity
  65%

  53%
 45%

3. Public-facing applications
  38%

  49%
 60%

4. Workforce management
  35%

  47%
 47%

5. Cybersecurity
  47%

  41%
 35%

6. Cloud infrastructure
  35%

  26%
 37% 

Multnomah County: Supporting 
a Virtual Workforce
Cloud-based collaboration technology supported 

Multnomah County, Oregon’s move to remote 

work in 2020. The county is a long-time user of 

Google Workspace, leveraging the platform to 

streamline workfl ows, deliver digital services, 

gather citizen feedback via digital forms, provide 

shared documents across desktop and mobile, and 

provide video conferencing capabilities. 

When the pandemic struck, the county quickly 

scaled these services to support a largely remote 

workforce. For instance, the number of video 

meetings hosted on the platform went from 35 a 

day prior to the pandemic to as many 1,200 per day 

after COVID-19 struck.

  State

  County

  City

Percentages may not equal 100 due to rounding.
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Overall, 67 percent of respondents said they acquired new technology products or services to deal with the pandemic, with 
video and chat solutions representing the most common purchases.

Which technologies were purchased to support your pandemic response?

  72%
Video and chat

  55%
Collaboration and productivity

 31%
Cloud infrastructure

  30%
Cybersecurity

 20%
Public-facing digital services

  12%
Workforce management

 12%
Other

Giving employees the basic tools they need — devices, connectivity and training — to be productive in the new work-
from-anywhere model continues to be a top challenge. Respondents also are prioritizing capabilities that strengthen 
employee engagement and workplace culture in virtual settings, such as communication and productivity solutions and 
document collaboration platforms.

 

Rank your biggest 
workforce challenges 

  48%
1. Connectivity

  47%
2. Tech training for staff 

 46%
3. Devices for remote workers

  39%
4. Communication and productivity

 30%
5. Security

  24%
6. Document collaboration

City of Chattanooga: Increasing Workforce 
Responsiveness and Service Delivery
The city of Chattanooga, Tenn., uses Google Workspace to increase 

responsiveness and effi  ciency. Before adopting the solution, city departments 

used legacy productivity tools that made collaboration cumbersome and 

created tedious manual work for department staff  and IT teams. Now, city 

employees can share fi les easily and cross-functional teams have timely 

information when they collaborate on projects. 

The integrated workspace enhances the employee experience, and in turn, 

improves constituent service delivery. Chattanooga has integrated Google 

Cloud applications into citizen-facing websites to solicit feedback from 

residents. Library staff  also use Google Calendar to manage reservations, 

replacing a hard-copy registration book.  

FUTURE TECHNOLOGY PRIORITIES 
AND OPPORTUNITIES 
Survey results on future priorities show how state and local 
technology plans are being reshaped by the ongoing need to 
support remote work and digital service delivery, as well as 
anticipated fi scal pressure. Respondents’ top fi ve IT priorities for 
2021 all revolve around these issues.

What are your IT priorities for the next 12 months?

1. Budget and cost control
2. Cybersecurity
3. Constituent engagement
4. Business process automation
5. Disaster recovery
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The budget outlook
My agency/jurisdiction’s budget situation will improve by the end of fi scal 2021

  25%
  55%

 21%

IT spending will increase by the end of fi scal 2021
  23%

  42%
 35%

IT is more important now than before the pandemic
  3%

  24%
 73%

  Disagree

  Neutral

  Agree

 
©2021 e.Republic. All rights reserved.

Google Cloud is helping state and local governments empower their workforce and improve the lives 

of their constituents with our secure, interoperable, intelligent platform. Whether your organization is 

looking to build new applications in the cloud or transform your current infrastructure, we can help 

modernize service delivery.  https://cloud.google.com/solutions/state-and-local-government   

The Center for Digital Government, a division of e.Republic, is a national research and 

advisory institute on information technology policies and best practices in state and 

local government. Through its diverse and dynamic programs and services, the Center 

provides public and private sector leaders with decision support, knowledge and 

opportunities to help them eff ectively incorporate new technologies in the 21st century. 

www.centerdigitalgov.com.

For: Produced by:

Nearly half (49 percent) of respondents said they were delaying projects to save money, but an almost equal number (46 
percent) said they are deploying new technologies intended to cut expenses. Many survey respondents indicated they are 
relying on existing budget appropriations to fund IT projects. Twenty-three percent are relying on grants, while 6 percent are 
relying on emergency appropriations from federal stimulus funds.

Even with an infl ux of federal funding, respondents ranked budget and cost control as their biggest concern, signaling worries about 
future fi scal challenges. Survey respondents also prioritized cybersecurity, refl ecting the need to create a secure infrastructure 
to support their shift to remote work. In fact, 69 percent of respondents said cybersecurity has become more important since the 
beginning of the pandemic. Disaster recovery, critical to combat emerging security threats and provide resilience during disruption, 
also made it into the top fi ve. Finally, respondents prioritized business process automation and citizen engagement, indicating they’ll 
continue to roll out new digital services for internal staff  and external constituents.  

Overall, most survey respondents agreed that IT had become more important to their organization because of the pandemic. And 
despite their focus on cost control, many respondents expect IT spending to hold steady or even increase over 2021.

West Virginia: Saving Money 
Through Innovation
The state of West Virginia expects to 

save $11.5 million by moving 22,000 

employees to Google Workspace. 

State offi  cials say the cloud-based 

productivity and collaboration 

platform also will strengthen 

protection for sensitive data, improve 

access control and provide advanced 

video meeting capatilities.

EMBRACING THE FUTURE OF WORK 
A once-in-a-generation public health crisis just may lead to a once-in-a-lifetime opportunity to transform how governments operate 
and serve the public. As the nation recovers from the pandemic, state and local agencies can implement secure digital collaboration 
solutions that will facilitate remote work and produce cost savings over time — either through cost avoidance or mitigation. 
Governments can build on the foundation they’ve laid during the pandemic to bring about long overdue innovation and chart a course 
for the future of work.

Percentages may not equal 100 due to rounding.
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By Daniel CastroDATA POINTS 

Daniel Castro is 

the vice president 

of the Information 

Technology and 

Innovation Foundation 

(ITIF) and director of 

the Center for Data 

Innovation. Before 

joining ITIF, he worked 

at the Government 

Accountability Office 

where he audited 

IT security and 

management controls.
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A s the United States emerges from 
 the pandemic, many state and 

local government agencies are 
struggling to hire and retain workers. Not 
only have many retirement-age employees 
decided to accelerate their plans to retire, 
but agencies face stiff  competition for 
workers from the private sector. As a result, 
for a number of key positions, especially 
those in IT, many government agencies are 
receiving fewer qualifi ed applicants than 
the number of jobs available. To address 
this challenge, government agencies should 
start making use of AI tools to improve 
how they acquire and retain workers. 

A growing number of tools make use 
of AI to help organizations recruit and 
hire talent more eff ectively. First, AI can 
help candidates and employers fi nd one 
another. Job boards like ZipRecruiter and 
LinkedIn use recommendation algorithms 
to suggest candidates and job openings, and 
services like Textkernel can parse resumes 
with natural language processing to build 
semantic search engines that allow recruiters 
to search for concepts like “IT security” 

rather than specifi c keywords 
or job titles. For example, the 
U.S. Departments of Labor, 
Defense and Veterans Aff airs 
worked with the private 
sector on an AI challenge to 
help employers hire veterans 
who have valuable skills but 
whose profi les might not show 
up on a typical search based 
on their previous job titles.

Agencies can also use applicant tracking 
systems, such as those off ered by Oracle, 
SAP and Workday, to help recruiters and 
hiring managers be more effi  cient by 
digitizing the hiring process. These systems 
can help manage job postings, sort and rank 
candidates, and automate many routine 
tasks such as scheduling interviews. Some 
even off er chatbots, providing job seekers 
with immediate feedback on the status of 
their application or answering questions 
about the employer or position. The result 
is that hiring managers can move faster, 
increasing their productivity, making 
off ers to qualifi ed candidates sooner and 
obtaining higher acceptance rates.

One of the most signifi cant innovations in 
AI and hiring is the use of automated video 
interviews. An update to the traditional 
phone interview often used to narrow 
a fi eld of candidates, automated video 
interviews present applicants with a set of 
pre-recorded questions that they can then 
record responses to. Hiring managers can 
then review the responses, or for openings 
with many qualifi ed applicants, use a tool 
like HireVue that uses speech analysis to 
assess and rank candidates’ responses.

Since human bias at every stage of the 
talent life cycle can create biased outcomes, 
AI can also help employers create fairer 
employment practices that promote 
diversity and inclusion. Addressing bias in 
hiring should be a priority for government 
agencies. A recent study found that Black 
women were half as likely to be hired 
for state or local government jobs than 

white men. AI tools can, for example, help 
identify if a job description uses words 
that may discourage women from applying 
and suggest more neutral alternatives. 
Employers can also use AI tools to 
redact demographic and socioeconomic 
indicators from candidates’ job 
applications to combat unconscious bias. 

Employers can also use AI to help decide 
how to appropriately compensate workers, 
helping them make more competitive off ers 
and retain valuable employees based on 
changing market demands for specifi c skills. 
In addition, AI can help employers identify 
and address wage gaps between individuals 
with equivalent experience and performance 
and forecast their future employee costs 
so that they can keep their workers with 
highly sought-after skills. Finally, AI can 
help employers develop fl ight risk models 
that identify workers who are most likely 
to leave the organization so managers can 
develop strategies to reduce turnover. 

The goal of using AI in workforce 
decisions is not to take the “human” 
out of “human resources,” but to help 
organizations use the latest technology 
to manage their talent as eff ectively as 
they manage other key resources. As the 
private sector increasingly adopts these 
technologies, government agencies will 
need to do so as well to remain competitive 
employers. Moreover, adopting these 
technologies can help those leading 
government agencies create better 
workplaces that value skilled workers, treat 
employees fairly and recruit top talent. 

Making the case for using AI to recruit and retain government workers.

Talent Search

040_GT_Sept21.indd   57040_GT_Sept21.indd   57 8/9/21   1:06 PM8/9/21   1:06 PM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

58           September 2021  //  www.govtech.com

The federal government must step up to help defend school districts against cyber attacks.

School’s in Session

Keith Krueger is 

the CEO of the 

Consortium for 

School Networking.

Michael Casserly is 

the former execu-

tive director of the 

Council of the Great 

City Schools.

A s school districts across the United  
 States closed for the summer this 
  year, education leaders were left 

refl ecting on one of the most challenging 
school years they’ve ever faced. After 
many abruptly switched to remote 
learning at the onset of the COVID-19 
pandemic, 2021 brought a host of 
new changes; some students returned 
to the classroom and others did not. 
One particular ed-tech issue has been 
consistent throughout the ups and downs: 
cyber threats. School systems are largely 
still unprepared and technologically 
underequipped, and they need the 
federal government’s help to protect 
themselves from this often-international 
threat in today’s digitally driven world.

A December report by the Federal 
Bureau of Investigation, the Cybersecurity 
and Infrastructure Security Agency 
(CISA), and the Multi-State Information 
Sharing and Analysis Center (MS-ISAC) 
found that over half of all reported 
ransomware attacks this fall targeted K-12 
school districts. With cyber criminals 
routinely holding school networks 
hostage and threatening the sensitive 
personal data of students, teachers and 
families, only the federal government 
has the ability to collect and disseminate 
interstate data about new cyber threats, 
provide resources to help school districts 

acquire technological 
safeguards and work across 
international borders 
to target bad actors.

In Toledo, Ohio, and 
Fairfax County, Va., 
attackers threatened 

to make the personal information of 
students and educators public. School 
districts in Baltimore, Md., and Hartford, 
Conn., were forced to cancel several 
days of school due to ransomware. On 
the fi rst day of classes in fall 2020, the 
Miami-Dade County Public Schools in 
Florida, the fourth-largest U.S. district, 
saw their networks overwhelmed by a 
ransomware attack. And in May, Buff alo 
Public Schools in New York discovered 
that students’ names, birthdays, addresses 
and more had been exposed, along with 
bank account details for vendors.

These experiences are traumatizing, 
dangerous and extremely costly for school 
districts. Many have already stretched 
their resources to get students connected 
for virtual learning and don’t have the 
funds or expertise to ensure that their 
connections and devices are secure and 
safe. And cybersecurity insurance is 
getting harder to get and more expensive. 
School budgets certainly cannot aff ord 
to pay millions of dollars in ransom 
to threatening data thieves, especially 
knowing they could return again and again.

While many students are returning to 
physical classrooms this fall, technology 
for learning is here to stay in the new 
school year — and with that, so are cyber 
attacks. Targeted cybersecurity funding 
from the Federal Communications 
Commission (FCC) is urgently needed 
and would allow at-risk schools to 
protect their students, educators and 
networks. Federal leaders should 
not only seek to connect schools and 
students to broadband, but also protect 
them and their data from predators.

The FCC should modernize its existing 
E-rate program, the largest funding source 
for school connectivity, by updating its 
defi nition of “basic” fi rewall protections 
to refl ect what schools’ basic needs 
really are; increasing budget caps for 
cybersecurity investments; and changing 
the meaning of “broadband” to be 
inclusive of cybersecurity measures. Other 
federal agencies, such as CISA and the 
Department of Education, should step up 
as well to be partners with school systems 
in addressing cybersecurity, including 
by providing additional real-time 
information about emergency threats. 
All told, the federal government will 
need to step up in several ways, including 
strengthening the E-rate program, if we 
are to be prepared for the year ahead.

Getting students and teachers online 
to increase learning equity is a noble and 
important cause, but doing so without 
proper network and personal protections 
in place is foolish. The FCC must bring 
the E-rate program into this day and age, 
or it risks leaving critical institutions 
and sensitive student and personnel 
data vulnerable to ongoing attacks. 

By Keith Krueger and Michael Casserly   ED TECH

 School budgets 
certainly cannot 

aff ord to pay millions 
of dollars in ransom 

to threatening 
data thieves, 

especially knowing 
they could return 
again and again.
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YubiKey: the easy 
way to 100% MFA

For government 
employees that

use mobile authentication 

candonwon
Many state and local government employees can’t, don’t, or won’t use 

mobile multi-factor authentication (MFA), creating security gaps.
YubiKey is a Department of Defense approved, hardware security key 

that helps state and local governments stop phishing attacks, 
account takeovers, and achieve 100% MFA. 

Learn more at: yubico.com/statelocal

yubico
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Today’s cybersecurity 
challenges are truly 
unprecedented. Governments 
are creating and storing more 
information than ever before, 
including sensitive internal 
records as well as the personal 
data of their constituents. 
They’re charged with the 
security of an ever-shifting 
mix of desktop hardware and 
mobile devices; on-premises 
servers and cloud storage; and 
traditional software, apps and 
third-party platforms. Agencies 
everywhere—especially at 
the state and local level—
are constantly bombarded 
by attempted hacks and 
other cyberthreats through 
ransomware and malware. 
Election systems and other vital 
networks are under attack by 
state-sponsored enemies with 
more funding, organized support 
and technical sophistication than 
any time in history.

All of that was prior to a global 
pandemic, which redistributed 
millions of state and local 
workers and drove agencies 
to adapt to new work-from-
home policies overnight. The 
disruption of COVID-19 exposed 
networks to new threats and 
vulnerabilities. As the edge of the 
network moved from the office 

to employees’ kitchen tables, 
cybersecurity leaders confronted 
challenges to maintain security in 
a world of home computers and 
personal wireless networks. 

“All of these factors have 
conspired to make cybersecurity 
a more herculean task than ever,” 
says AT&T Cybersecurity Director 
Kim Bilderback. “With many 
organizations forced to move to 
an entirely remote workforce, the 
pandemic redefined the definition 
of an organization’s computer 
system. And cyberattackers 
have taken advantage of this to 
deploy their malware, challenging 
traditional models used for 
network security.” 

Security has been a major 
concern among public CIOs for 
years; cybersecurity remained 
the top priority for state 
technology leaders for the 
seventh year running in the 
National Association of State 
Chief Information Officers’ 
(NASCIO’s) annual survey 
released at the end of 2019.1 It is 
also an issue that impacts the 
business sector, of course, with 
numerous high-profile data 
breaches in recent years of retail 
companies, credit agencies, 
banks and other financial 
institutions. And hackers have 
successfully targeted many 
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federal agencies, including the 
Defense Information Systems 
Agency in 2019 and the Office of 
Personnel Management in 2015, 
believed to be the largest breach 
in U.S. government history.2

But as the threat landscape 
has evolved, hackers have 
increasingly trained their 
sights on state and local 
government. According to one 
industry estimate, two-thirds 
of ransomware attacks in the 
first six months of 2019 targeted 
state and local agencies.3 

“Governments are challenged 
to keep up,” says Kevin Miller, 
an AT&T sales executive who 
supports states and localities. 
“Some governments do have a 
robust cybersecurity posture. 
They have the right policies 
and procedures in place, the 
security tools they need, and the 
budget and staffing resources 
to meet the task at hand. But I 
would say that’s about 5 percent 
of jurisdictions. The other 95 
percent need support.”

Network security has never 
been more important, or more 
challenging. As governments 
work with the private sector 
to build out new technologies, 
including 5G and the Internet 
of Things (IoT), public sector 
cybersecurity will be even more 
imperative. To highly secure 
the network of the future 
requires a better understanding 
of cybersecurity threats and 
a new way of thinking about 
security solutions. This guide will 
show you what steps you can 
take today to help protect the 
network of tomorrow.
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The same factors that are redefining the 
network are also creating new ways to 
help protect it. Software-defined networking 
(SDN) allows organizations to manage and 
monitor their networks with comprehensive 
solutions that are more efficient, highly 
secure and more resilient than traditional 
decentralized hardware systems.

This network of the future is better at 
protecting itself, repairing itself and reacting to 
disruptive conditions, and can do so at a much 
faster speed than any human intervention. 
These capabilities are going to be critically 
important to state and local governments in 
an evolving work and threat environment.

“As more and more of us need access across 
the environment—from home to office to 
cloud, from various devices—we need tools that 
provide a holistic approach to security,” says 
Miller. “Cloud-type security tools offer instant 
scalability and access from a variety of different 
environments, and they help protect users in the 
network as close to their endpoint as possible.”

In other words, governments need a security 
profile that follows the same shape as their 
changing networks, says Pete Balles, an AT&T 
cybersecurity representative who works with 
state and local agencies. “What we’re seeing is 
that networking topology and cybersecurity 
tools are combining. SDN creates an atmosphere 
where you don’t have to stack appliances 
in a data center and protect them behind a 
firewall with content filtering. Instead, you can 
enable those same functions in the cloud. You 
make security part of the network itself.”

Smarter Networks are 
Designed to be Safer Networks

In addition to providing a more comprehensive 
security posture across the entire network,  
SDN and cloud-based tools deliver other 
cybersecurity benefits:

Agility: Cloud security offers greater flexibility 
than traditional physical approaches, allowing 
organizations to implement universal, updated 
solutions on the fly and instantly scale them  
across the enterprise. 

Automation: Centralized, virtualized networks  
are better equipped to help detect and fight 
threats automatically and react in near  
real-time. Cyberthreats are coming faster  
and constantly changing—security responses 
have to be automated to keep pace.

Smarter focus: Greater automation and 
artificial intelligence (AI) technology means 
network architecture is actually learning 
from previous incidents and working to help 
mitigate future attacks. That frees up IT 
leaders to focus on strategic responses to 
more serious threats from bad actors.

Resilience: SDN and cloud-based networks 
allow for greater visibility into an organization’s 
networking environment, making it easier to 
monitor and detect potential threats—and 
respond to them fast. And 5G technology will 
enable “network slicing”—running multiple, 
isolated virtual networks on the same 
architecture, limiting access to those who need it 
and helping contain any breaches that do occur.    

 //  5 
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ust as crooks rob 
banks because that’s 
where the money is, 

“attackers target state and 
local governments because 
that’s where the data is,” 
says AT&T’s Bilderback.  

In today’s information 
marketplace, data is money. And 
public entities are a veritable 
treasure trove of citizen data. 
That includes personally 
identifiable information (PII) 
such as Social Security numbers, 
birth dates, addresses and 
driver’s license numbers, along 
with health records, payroll 
information, credit card data, 
court records and more. 

These valuable pieces of 
information make government 
agencies rich targets. In addition, 
states and localities often rely on 
legacy systems, and they don’t 
have the same cyber defense 
budget or staff resources as 
private sector companies. 

“The criminals aren’t going 
after specific people’s data,” says 
AT&T’s Miller. “They just want 
the most data they can get. 
The more data they have, the 
more they can monetize it.” 

A user may need to access 
the information from her 
work computer or a mobile 
device—or perhaps even her 
personal laptop at home. 
“There’s been this huge growth 
not only in the data that’s being 
collected but where the data 
is being stored,” Miller says. 

Operationally, governments 
have had to expand their 
networks to stay effective. 

“But it becomes a challenge 
because you’ve effectively 
increased your attack surface, 
and you’ve expanded it 
exponentially across the number 
of devices that now have access 
to the network,” Miller adds. 

Other factors are rapidly 
expanding that attack surface 

Protecting  
Data in an  
Ever-Expanding  
Network

 //  7 



even further. The pandemic 
instantly redrew the security 
perimeter for every jurisdiction 
in the country, requiring 
remote access for millions of 
workers and adding an untold 
number of new devices to 
the network. And that shift 
is only a precursor to the 
transformation ahead, as the 
continued rollout of smart-
city technologies and 5G 
networks will enable a vast 
array of connected sensors and 
endpoints to be brought online. 

“5G and the IoT are game-
changers,” says Bilderback. 
“The number of devices that 
can be connected to 5G 
versus 4G is revolutionary.” 

Safeguarding citizen 
information also extends to 
third-party apps and vendor 
technologies. States and cities 
rely on private industry for a 
growing number of services, 
such as toll road concessions. 
Those companies often 
maintain sensitive citizen data 
as well. Recently, for example, 
a company that sells “smart” 
parking meters and parking-
enforcement technology to 
cities around the world was 

the victim of a ransomware 
attack that exposed not only 
the company’s own employee 
records, but its contracts with 
cities and garage vendors, 
as well as bank information 
and credit card numbers 
for people who had paid to 
park using its products.4

And it’s not enough to 
consider only your own 
jurisdiction’s network. In 
an increasingly connected 
world, forward-thinking 
security professionals 
know they must take their 
peers and other levels of 
government into account. 

“You have to make sure 
the entire ecosystem is highly 
secure. If a small city or town 
goes down, so does the state,” 
says Kristin Judge, a national 
cybersecurity expert and 
the CEO and founder of the 
Cybercrime Support Network. 
She notes that Michigan, 
where she lives, has embraced 
a collaborative approach, 
including the state’s innovative 
CISO-as-a-service initiative, 
which offers cybersecurity 
help to smaller cities and 
counties throughout the state. 

“You have to make sure 
the entire ecosystem is highly 
secure. If a small city or town 
goes down, so does the state.” 
-  Kristin Judge, CEO and Founder, Cybercrime Support Network
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Changes in technology are rapidly redefining 
what networks look like and how to help protect 
them. Here are some emerging best practices 
for governments.

Know your network. Governments may not 
always have the most current view of their 
network infrastructure, let alone how it may 
change in the future. 

“Just knowing what you have on your network 
is critical,” says Trent Redden, AT&T’s director 
of public sector cybersecurity solutions. “One 
good-sized U.S. city we worked with thought it 
had about 5,500 endpoints on its network. After 
just a 24-hour assessment, we found it had over 
15,000.” 

Rethink your access. Not everyone requires 
access to the entire enterprise. With an 
increasingly mobile and remote workforce, 
governments must focus on providing users 
access only to the information they need. 

“We have effectively put everything behind 
a network segmentation zone, and we have 
developed an adaptive architecture where 
the closer you get to sensitive data, the more 
security checks come into play,” says Irvine, 
Calif., Chief Information Security Officer Deepak 
Lakhiani. “Network zoning has become even 
more crucial and we are implementing no  

cross-talking between zones and denying if 
it’s not necessary.”

Take a holistic security approach. 
Government security solutions are often a 
patchwork of firewalls, antivirus software and 
other legacy tools. Conduct a risk posture 
assessment and create a comprehensive 
strategy to address your needs. Cloud-native 
security tools can offer instant scalability and 
access from a variety of different environments.

Prepare for a connected future. The evolution 
of 5G and IoT-connected devices “is going to 
change the paradigm for cybersecurity best 
practices,” says Bilderback. “We’re going to have 
to rely on better endpoint security, whether 
that’s better encryption or another solution.”

Consider your other entity relationships. A 
comprehensive network security plan can’t just 
focus on your own jurisdiction’s systems. It must 
also include private data storage vendors you 
work with and other companies that carry out 
government functions. Your plan should include 
the networks of other levels of government 
you interact with, and it may even include your 
employees’ home Wi-Fi networks. Require that 
all entities that have contact with your network 
have the same security standards you do.

Smart Strategies for  
a Growing Network

 //  9 



10  //  SECURITY FOR THE NETWORK OF THE FUTURE



Fighting  
New Threats  
from Home  
and Abroad 

overnments face 
dangerous new enemies 

in their efforts to 
maintain network security. 
On one front are nation-state 
actors looking to disrupt 
American elections and other 
systems, including physical 
infrastructure. Meanwhile, 
increasingly sophisticated 
criminal enterprises—both 
overseas and here at home—
are threatening state and local 
systems with ransomware 
and other crippling attacks.

“Fifteen years ago, you 
had this classic stereotype 
of a lone hacker sitting in his 
basement, deviously trying 
to break into systems mostly 
just for bragging rights,” says 
AT&T’s Bilderback. “That era is 
over. As cybercrime evolved, 
hacking became big business 
for criminal enterprises. It also 

opened the eyes of nation-
states that cyberattacks could 
become another weapon in 
their arsenal for warfare.”

Nation-state attempts to 
meddle in American elections 
have been well documented. 
But these bad actors aren’t 
just targeting elections. 
They want to hack into state 
and local networks to steal 
technological and intellectual 
property. Even more insidious 
is the idea that cyberattackers 
could infiltrate critical physical 
infrastructure in the U.S. 
such as energy grids, transit 
systems and dams. The federal 
government has consistently 
said that specific nations are 
engaged in those efforts. With 
the advent of IoT-connected 
street sensors, water meters, 
electricity meters, traffic lights, 
video cameras and more, 

G
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securing control systems 
for physical infrastructure 
will become an even greater 
challenge in the years to come. 

“There is a very real and 
present danger in these critical 
infrastructures,” says Oklahoma 
CISO Matt Singleton. “As you’re 
starting to bring on more 
devices that feed into the 
network, you’re just creating 
additional compromise 
locations.” In general, he 
says, “nation-state actors are 
much more advanced, with 
much greater capabilities. It’s 
a very different adversary.”

In addition to those threats 
from abroad, governments 
in the U.S. have increasingly 
been targeted by criminal 
organizations seeking to extort 
them for money. Much of this 
criminal activity comes from 
overseas, as hackers know 
it may be harder to find and 
prosecute them if they’re in 
a foreign country. But many 

of these attacks come from 
domestic cybercriminals as 
well. In either case, these 
hackers are fueling a meteoric 
increase in ransomware attacks 
against U.S. governments. 
States, counties and 
municipalities suffered an 
unprecedented barrage of at 
least 162 ransomware attacks 
in 2019. The full picture is 
far worse: According to one 
industry report, ransomware 
attacks in 2019 impacted at 
least 966 U.S. public agencies, 
healthcare providers, higher 
education institutions and 

school districts, at a potential 
cost of more than $7.5 billion.5  
These attacks, which can lock 
users out of a network for 
days or weeks, don’t just cost 
money. They shut down 911 
services. They force hospitals 
to cancel surgical procedures 
and redirect emergency 
patients. They prevent courts 
from processing cases. They 
disable critical police functions 
like background checks and 
surveillance systems.

High-profile attacks in 
Baltimore, Atlanta, New Orleans 
and elsewhere have made 

“Nation-state actors are  
much more advanced, with 
much greater capabilities. It’s  
a very different adversary.” 
-  Matt Singleton, CISO, Oklahoma
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Today’s technology leaders need new capabilities and soft skills to 
combat tomorrow’s evolving threats. 

Technical acumen. It goes without saying that CIOs and CISOs must 
have a deep understanding of technology. But cyberthreats have grown 
more complex, and so have the tools to fight them. “This job is far more 
technically oriented than how it’s felt in the past,” says Oklahoma’s 
Singleton. “You need to understand how different technologies work 
and how they work with each other.”

An open mind. Two of the most important capabilities for 
tomorrow’s tech leaders? Objectivity and humility, says Singleton. 
“You’re going to get stories and data from multiple sources. You need 
to be able to step back and scrutinize it to ensure there aren’t biases 
that are being read into it.” And check your ego at the door: “As soon 
as you feel like you know what’s going on, you will be corrected.” 

A natural curiosity. Now more than ever, cybersecurity officials must 
have an inherent interest in a wide range of current events. Staying on 
top of the news—from geopolitics to pandemics to financial turmoil—is 
a key part of staying prepared.

Ability to talk to elected leaders. Technologists must be able to make 
their case for ROI to lawmakers and budget directors outside of IT. They 
need to show how their team helps other departments do their job. 

“Approach this as a risk-management issue,” says Judge of the 
Cybercrime Support Network. “Cybersecurity is not a technology issue 
when you’re sitting in an elected office. It’s a public policy, public health 
and national security issue.” 

Ability to tell your story. Ironically, the more effective your IT team is 
at stopping cyberattacks, the less most people will hear about it. Figure 
out how to convey your successes to the right people. Judge recalls 
one city CISO who sent a report to the mayor every Friday with a list of 
all the attacks that had been thwarted that week. She noted, “He was 
able to make the case about just how many threats they’re up against. 
You’ve got to put it in terms other people can understand.”

Smart Skills for 
New Challenges

national headlines.6 But as the 
incidents have proliferated, 
they’ve also targeted smaller 
localities—and demanded 
staggeringly high payouts. 
Jackson County, Ga., paid 
hackers $400,000 in 2019 to 
unlock its files after an attack.7 
Riviera Beach, Fla., paid out 
$600,000; less than a week 
later, another small town in the 
state, Lake City, paid $460,000 
after its systems were knocked 
offline.8 And attacks are 
evolving into more coordinated 
assaults: One Friday in August 
2019 saw a simultaneous attack 
of 22 small towns in Texas.9 

How can states and 
localities help protect their 
networks against these 
growing threats? The key, 
says Singleton, is a layered 
framework of security 
solutions that protects you 
from mundane malware and 
allows you to learn from 
previous attacks. That way, 
you can focus instead on 
advanced threats from more 
sophisticated attackers. 

“Ultimately, we’re trying 
to get to the point where I 
don’t care about [smaller] 
attacks anymore, because 
the architecture is strong 
enough and smart enough to 
learn from previous attacks. 
That allows me to carve out 
the white noise and let the 
technology and the processes 
handle that. And it lets me 
focus my people on those 
uncommon threats,” he says.
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Protecting the network of the future isn’t just 
about technology. It’s about making sure the next 
generation of IT workers has the right cybersecurity 
skills for the jobs in today’s marketplace. NPower, 
an innovative nonprofit, has been focused on doing 
just that, while also providing new opportunities to 
a critically underserved community—U.S. military 
veterans and their spouses and families.

Since its founding in New York City 20 years ago, 
NPower has trained more than 5,200 veterans and 
young people from underserved communities. With 
locations now in several other cities—including 
Baltimore, Detroit, St. Louis, San Jose, and multiple 
places in New York and New Jersey—NPower is 
providing more individuals with critical workforce 
skills in tech fundamentals, cybersecurity and 
cloud computing. One especially noteworthy 
venture is NPower’s Dallas location, which has been 
in operation since 2013 and provides advanced 
training for veterans and their families in the area of 
cybersecurity.

“NPower is an organization that aligns with AT&T’s 
skills building strategy for our nation’s heroes,” 
says Roman Smith, Director-Corporate Social 
Responsibility at AT&T, which recently announced an 
enhanced relationship with NPower. “Our relationship 
with NPower supports veterans and their families 
with opportunities to upskill their education and align 
their experience with digital careers of the future.”

AT&T has provided financial support to 
NPower for the past several years. All of NPower’s 
programs are completely free for participants; the 
nonprofit is supported by corporate donations, 
philanthropic foundations, individual donors and 
government entities. The Dallas program receives 
some state funding from the Texas Veterans 
Commission. Now the company is doubling down 
on its commitment to the cybersecurity program, 
joining other corporations in working directly with 
NPower to hone its curriculum so graduates learn 
the exact skills they need for IT security jobs. 

There are plenty of cybersecurity certification 
programs out there. What sets NPower apart, 
in addition to its focus on veterans and their 
families, is how comprehensive it is. Students 
receive 18 weeks of in-class instruction, followed 
by a 12-week internship and, in some cases, a six-
month cybersecurity apprenticeship. The holistic 
curriculum includes specific tech skills as well as 
broader topics involving policy and governance, 
research, data science and cyber ethics. There’s a 
strong focus on soft skills as well, with extensive 
training on interviews and personal presentation, 
time management, resumes and LinkedIn™ 
profiles, and professional networking. NPower even 
provides students with a social support manager 
to help mitigate any personal challenges—such 
as housing, family issues, financial hardships or 

Training Up: 
How One Program is Leading 
the Workforce of the Future

14  //  SECURITY FOR THE NETWORK OF THE FUTURE



healthcare needs—that might prevent them from 
continuing their education. 

“Honestly, it’s more comprehensive support than 
most college students receive,” says Patrick Cohen, 
NPower’s Vice President for Strategic Partnerships.  
“It’s a real soup-to-nuts approach, from recruitment  
to internships to placements and apprenticeships,  
and then the alumni network and the social capital 
they’re exposed to during the program and after  
they graduate.”

Another defining aspect of the NPower program 
is the intensely close involvement of corporations 
like AT&T to continually refine the coursework, 
giving students a skillset that’s attuned to shifting 
marketplace needs. 

“Obviously, technology constantly changes. And 
so do the skills, roles and job titles,” Cohen says. 
“So we want to make sure we’re really aligned with 
the market and we’re agile about evolving our 
curriculum.” That’s the opposite of many training 
programs, he notes. “We look at it as a combination 
of understanding the needs of our target population 
plus the availability of entry-level tech jobs that 
we’re training for. We review the available jobs and 
then work backwards.”

It’s a valuable partnership that goes far beyond 
corporate altruism, says AT&T Cybersecurity 
Training Director Rick Stiffler. The company can 
support a successful nonprofit that’s upskilling 

national heroes—veterans and their families—
while also developing a pool of cybersecurity 
professionals to meet public and private sector 
hiring needs. 

“There’s both a social return and a business 
return for us,” says Stiffler. AT&T’s close 
involvement even allows students to train on 
actual tech platforms, rather than simulators or 
publicly available tools that may be outdated. 
“They’re working hands-on with a product that’s 
in the marketplace right now, getting real-world 
experience that will allow them to start working 
immediately when they walk into their new roles.”

For program alumnus Ray Genova, NPower proved 
to be a valuable rung on his career ladder. “It helped 
me market myself,” he says, noting that NPower 
worked with him to receive an internship and, later, 
a full-time job. “The connections I made and the 
networking I’ve gotten to do—it really helped me with 
job placement.” 

An Iraq War veteran who received a Purple 
Heart for being wounded in combat, Genova had 
struggled with finding a career after he left the 
military. But today he works as an instructor at 
MyComputerCareer, a national IT training program. 
That’s thanks in large part to NPower, he says. 
“NPower put their trust in me, and they invested a lot 
in me. They really helped me get where I am today.”
Visit us for more information about the program.
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Helping to Keep  
Elections Safe

n the morning of 
Good Friday, April 

19, 2019, officials in 
Potter County, Texas, 

arrived at work to discover 
their computers had been 
infected by a malicious virus. 
The county was set to begin 
early voting in a local election 
that Monday, and the attack 
threatened to derail the vote. 
As IT workers scrambled to 
assess the damage, county 
election leaders were told 
to prepare for the worst.

But the worst didn’t happen. 
The elections department 
immediately began 
executing its emergency 
plan, a comprehensive 
document based on an 
assessment that included 
strategic workarounds for 
communicating with polling 
sites, the public and the 
Texas secretary of state’s 
office. The department was 
in the process of obtaining 
a firewall, laptops and other 
things recommended when 
the event occurred. But 

because vulnerabilities were 
known as a result of the 
assessment, the department 
was prepared. Voting was able 
to start on schedule Monday 
morning, and the election 
went off without a hitch.

That was all thanks to an 
innovative Election Security 
Assessment Program that had 
been rolled out in the state. 
Using Help America Vote Act 
(HAVA) funds, Texas in 2018 
began working with each of 
its 254 counties to enhance 
election security measures. 
The program includes a 
full accounting of every 
county’s election processes, 
fiscal controls, software 
and hardware. The county 
receives a risk assessment with 
recommendations about how 
to prioritize its needs. Other 
state and federal funds are 
then available for technology 
upgrades. Potter County 
underwent its assessment 
in January 2019, received 
its report in February and 
began implementing the 

O
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recommendations in March, a 
month before the cyberattack. 

“We did it just in time,” 
Potter County Elections 
Administrator Melynn 
Huntley told a newspaper.10 
“It saved an election.”

No cybersecurity issue 
has received more attention 
in recent years than election 
security. Attempts to influence 
the 2016 presidential election 
galvanized much of the 
American public and many 
elected leaders to focus on 
election security as a signal 
issue of national security. 
In 2018 and 2020, Congress 
appropriated a total of more 
than $800 million in HAVA 
grants for states to upgrade 
and protect election systems.11  

Election attacks weren’t 
limited to disinformation 
campaigns on social 
media. They also included 
direct attempts by foreign 
adversaries to infiltrate election 
systems across the country. 
The FBI and the Department of 
Homeland Security have said 
they have direct evidence that 
cyber actors “conducted online 
research and reconnaissance to 
identify vulnerable databases, 
usernames and passwords” 
in at least 40 states in 2016; 
the investigators said they 
assume that all 50 states were 
targeted for exploitation.12  
In August of that year, just 
weeks before the election, 
foreign military intelligence 
launched a cyberattack on at 
least one U.S. voting software 
supplier and sent spearphishing 

emails to more than 120 local 
election officials in Florida. 
Two Florida counties were 
successfully infiltrated.13

Attacks like these aren’t 
necessarily aimed at changing 
vote totals. 

“They’re trying to affect 
public trust in the whole 
system,” says AT&T’s Gene 
Moore, who is leading the 
implementation of the Election 
Security Assessment Program 
in Texas. “The bad actors want 
to shift public perception so 
that the people don’t have faith 
in the integrity of their vote.”

The intense focus on 
shoring up election systems is 
undoubtedly a good thing, says 
Texas Elections Director Keith 
Ingram. But he worries it has 
led to a perception problem. 

“Since 2016 and the concern 
about foreign interference, 
there has been a pronounced 
emphasis in the media 
about voting systems being 
susceptible to manipulation,” 
he says. “But in my experience, 
that’s the part that I worry 
the least about. I think it’s 
the least susceptible.” 

Much more important, 
Ingram says, is highly securing 
all the other aspects of the 

election management process. 
Voter registration databases, 
electronic poll books, campaign 
finance records, methods for 
reporting county vote totals 
to the state, and each election 
department’s own network and 
computers are all more valuable 
targets. And unlike the actual 
voting machines themselves, 
those systems all must be 
connected to the internet. 

“It’s important to remember 
that the election isn’t just one 
day, it’s an entire process,” 
says Ingram. “So that’s where 
our focus has been.” 

That’s also been the 
focus in Los Angeles County, 
which has engaged in its own 
initiative over the past few 
years to strengthen election 
security. The nation’s largest 
voting jurisdiction, L.A. County 
has 5.2 million registered 
voters—more than 42 states. 

“Security has to be holistic,” 
says Aman Bhullar, the CIO 
for the L.A. County Registrar-
Recorder/Clerk’s Office. “We 
had to step back and look 
at the whole picture.” 

That meant security 
upgrades for election 
infrastructure and endpoints,  
but it also meant rethinking 

“ It’s important to remember
that the election isn’t just one
day, it’s an entire process.”
- Keith Ingram, Elections Director, Texas
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HAVA is an important vehicle to provide 
federal funds to help states upgrade voting 
systems and improve voter access. Since 
the act became law in 2002, Congress has 
appropriated more than $4 billion in HAVA 
funds.14 New appropriations in recent years have 
specifically targeted security and cybersecurity 
improvements:
•  In 2018, Congress appropriated $380 million 
in HAVA grants to states to improve election 
security, responding to concerns about foreign 
meddling in the 2016 presidential election.15

•  In December 2019, Washington allocated 
another $425 million in state grants to improve 

the administration of federal elections, 
including to enhance technology and make 
election security improvements. States were 
required to fund a 20 percent match to receive 
the grants.16 
•  In March 2020, the federal CARES Act provided 
an additional $400 million in HAVA emergency 
funds to help states prepare for and respond 
to the COVID-19 outbreak for the 2020 federal 
election cycle. These supplemental funds, which 
also required a 20 percent match from states, 
were intended to provide states with additional 
resources to help protect the 2020 elections 
from the effects of the coronavirus.17

Funding Election Security
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Smart Strategies to  
Help Safeguard Elections

Election security concerns are at an all-time high. 
Here are some ways to help safeguard voting.

Make a plan and write it down. The most 
common failure in an elections office is a lack 
of documentation and repeatable processes. 

“Walk through your whole process and ask tough 
questions,” says AT&T Client Representative Patrick 
Robinson. “Play devil’s advocate. What if there’s a 
fire? What if you lose power on election day? What 
if you’re hacked? For every problem, articulate 
a solution. And now you’ve got a playbook.”

Assess your current risk. Many jurisdictions 
may not have the same in-depth assessment 
capabilities as Los Angeles County or the 
state of Texas. But there may be HAVA funds 
available for you to conduct one on your own. 
Additionally, the Department of Homeland Security 
provides vulnerability reviews at no cost. 

Protect your system. Most big counties have 
segregated their elections office from the 
rest of their network. But in many smaller 
and more rural counties, the systems are “still 
completely co-mingled,” says Moore. Separating 
elections infrastructure helps keeps it safe 
in case a virus hits the rest of the county.

Think beyond election day. The risk of a hack 
at polling sites is extremely low. Focus on highly 
securing your entire elections management 
process, including voter registration databases 
and your elections office system. Texas, for 
example, is instituting multifactor authentication 
for all its county election endpoints. It’s also 
piloting a security software that’s behavior-based 
rather than signature-based. Instead of relying 
on passwords for access, the new platform 
can better sense when a user starts behaving 
differently and can flag the suspicious behavior. 

policy and governance, 
looking at risk and compliance, 
improving identity management, 
expanding training for users 
and developing strategies for 
combating misinformation on 
social media.   

Bhullar’s office worked 
with AT&T to conduct a risk 
assessment of its baseline 
security posture. Then it set 
about improving it. The team 
pulled in best practices from 
established cybersecurity 

frameworks from places like the 
National Institute of Standards 
and Technology (NIST) and the 
Multi-State Information Sharing 
and Analysis Center (MS-ISAC). 

“But there wasn’t an exact 
model for us to follow,” says 
Bhullar. “There was nothing 
parallel to what we are and 
how we wanted to establish 
our cybersecurity program. 
So we built it ourselves.” 

One important move, 
which Bhullar instituted 

in April 2019, was actually 
bringing the AT&T consultants 
into the Registrar-Recorder’s 
offices, allowing them to 
physically work alongside 
the county team. 

“That was very new and 
very different from how the 
county normally operates,” 
says Janet Ifekwunigwe, the 
AT&T strategic lead for the 
initiative. “It created this sense 
of synergy, and it allowed us 
to walk down the hall and 
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Smart Strategies to  
Help Safeguard Elections

have a conversation, or run 
upstairs and grab someone 
for 10 minutes. That was a 
really big piece for us.”

“Los Angeles County 
elections are much more 
protected now than they were 
two years ago,” says Bhullar. 
But he plans to continue 
conducting risk assessments 
on an annual or biennial basis. 
“The threats will never stop 
evolving, and you must be able 
to continually evolve as well.”

Indeed, the single biggest 
challenge with election 
security is inaction, says 
Moore in Texas. “We’ve been 
talking about election security 
for years. But most counties 
still don’t think an attack will 
happen to them. You need 
to take action. Make yourself 
stronger today than you 
were yesterday. The threat 
is real, and the bad guys 
are just getting smarter, 
faster and better funded.”

Recognize your role in managing disinformation. 
Unfortunately, part of protecting modern elections means 
combating false and misleading information online. 

“We live in an overheated environment where 
disinformation can get a foothold and cause trouble,” 
says Texas’ Ingram. “That’s actually what worries me 
most of all in the entire election process.” He uses 
tools to stay on top of trending posts, and fervently 
scans social media for any inaccurate information 
that needs to be corrected or taken down.

Collaborate with your peers. Numerous resources 
are available to help improve your election security. 
The NIST and MS-ISAC frameworks are widely 
recognized standards. Texas has published its own 
34-page best practices guide on the secretary 
of state’s office website.18 Los Angeles County 
and other places that have improved security 
welcome the opportunity to share their learnings 
with counterparts in other jurisdictions.
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Confronting the 
Human Factor

he most heavily fortified 
castle in the world can’t 

keep out the enemy if 
someone on the inside opens 
the door and hands them a 
key. Helping to protect the 
network of the future isn’t 
just about building defenses 
around your hardware, 
software and the cloud. It’s 
about engaging and educating 
your employees and users. 

“We know 80 percent of all 
cyber breaches today are from 
an internal perspective,” says 
AT&T’s Trent Redden. “Most 

employees today are still  
not trained as to what to 
look for, whether that’s 
via email, texts or physical 
on-site attempts.”

Almost every successful 
ransomware attack or malware 
infection occurs when an 
unsuspecting employee clicks 
on the wrong link or unwittingly 
provides credentials to the 
wrong website. Hackers prey 
on trust, and phishing emails 
and scam sites have grown 
increasingly sophisticated and 
convincing in recent years. 

The employee education 
gap is the single most pressing 
issue today, says AT&T’s 
Bilderback. “If I had one dollar 
to spend on cybersecurity,” 
he says, “it would be on 
user awareness training.” 

Addressing the human 
element has become even 
more crucial in the age of 
the coronavirus. Any crisis 
that causes confusion is 
seen by cybercriminals as 
an opportunity to exploit 
users’ trust. But the massive 
disruption of the workforce 

T
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Human error is the single biggest threat to network security.  
Addressing it requires better training and tighter limits on access.

Outline your goals. Before implementing any new employee 
training initiatives, take a step back and define your broader 
cybersecurity plan. Then align your training with it. 

“The best training model is the one that aligns with your 
procedures and policies,” says AT&T’s Miller. “If you don’t have 
those in place, a training program will not work.” 

Develop the right program. Find a comprehensive training 
model that educates your employees about high-risk behaviors 
and equips them with the information they need to help protect 
themselves and the network. Proper training isn’t about checking 
off a list of do’s and don’ts. It’s about helping employees create 
new behaviors and better habits around staying highly secure.

Train and train again. Mandatory annual trainings are good; 
twice-a-year trainings are better. Beyond that, find ways 
to engage employees in an ongoing conversation about 
cyber hygiene, as Lakhiani has done in Irvine with his weekly 
newsletters. Frequent communication helps provide that 
cybersecurity remains a top-of-mind concern for everyone. 

Adopt a zero-trust model. Even the best education programs 
can only go so far. A zero-trust approach treats all users as 
potential threats and prevents access to data and resources until a 
user can be verified. Multifactor authentication and other tools can 
help make your systems mistake-proof. 

Empower employees. Humans may be the weakest link in the 
cybersecurity chain, but they can also be one of your strongest 
assets. Help employees understand the essential role they play 
in your overall security posture. 

“Employees are the firewall,” says AT&T’s Balles. “From the top 
C-level executive down to the guy taking the trash out, if they 
have an email or credentials, they’re part of the whole solution to 
any threats from the outside.”

Smart Strategies  
for User Awareness

has made it especially difficult 
to guard against phishing 
attempts and other scams. 
Remote employees may 
be more likely to let their 
guard down, and more willing 
to open an email or click 
on a link without verifying 
it first. In late April 2020, 
Google reported that it was 
identifying more than 240 
million coronavirus-related 
spam messages per day, and 
more than 18 million malware 
and phishing emails related 
to the pandemic each day. 
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One “notable” effort, Google 
said, specifically targeted 
U.S. government employees 
through their personal email 
accounts with phishing 
messages posing as COVID-
related updates or coupons 
from fast-food chains.19 

Even before the coronavirus, 
some forward-thinking tech 
leaders were making user 
awareness a centerpiece of 
their cybersecurity strategies. 
Lakhiani, the Irvine, Calif., CISO, 
has transitioned employee 
education to incorporate an 
ongoing focus on digital health. 
“We have weekly emails where 
we talk about good digital health 
practices and how to recognize 
malicious communications 
versus legitimate ones.” 

Lakhiani’s campaign 
includes standard tips 
about complex passwords, 
hovering over a link before 
you click on it and verifying 
all requests before providing 
any personal information. But 
he also focuses more broadly 
on improving employees’ 
own security posture. 

“What are you doing to 
protect your own social 

presence? How many 
applications do you have 
running in the background 
right now, quietly collecting 
information about you? 
What’s your browser health? 
Do you even know how 
many plug-ins and add-ons 
you have? That’s the level 
of education we’re trying to 
push right now,” he explains.

Education campaigns 
are important, but they 
have some limits, says 
Judge of the Cybercrime 
Support Network. IT 
officials should also put 
tools in place that prevent 
mistakes in the first place. 

“I’ve been doing education 
and awareness for a long 
time,” Judge says. “And unless 
you sit someone down and 
really show them how to fix 
things, how to add security, 
it’s not going to be as 
successful as if it was built in.” 

Security features that are 
baked into products, such as 
two-factor authentication, 
are extremely effective, 
she says. “We can’t just 
rely on the human user 
to opt-in to security. We 
have to build it in.”

“ If I had one dollar to spend 
on cybersecurity, it would be 
on user awareness training.” 
- Kim Bilderback, Cybersecurity Director, AT&T 
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States and localities don’t worry just about 
potential threats to their own networks. They 
also have a role to play in protecting citizens and 
businesses’ online activities and helping them 
recover when they’ve been the victim of cybercrime 
or online fraud. But without a standardized 
cybercrime reporting structure, it can be difficult for 
government entities to exchange information about 
cybercrime that could help apprehend criminals.

That’s the idea behind the Cybercrime 
Support Network (CSN), a public-private-
nonprofit collaboration founded in 2017 by 
Kristin Judge to work with federal, state and 
local law enforcement and consumer protection 
agencies to help businesses and consumers 
affected by cybercrime. A former county 
commissioner in Michigan, Judge later worked 
at the Center for Internet Security, where she 
helped connect state and local governments 
to federal cybersecurity resources. She then 
served as the director of government affairs 
at the National Cyber Security Alliance, where 
she worked with a number of federal agencies, 
private sector groups and other stakeholders 
to help educate businesses and consumers 
about the need to protect themselves online.

CSN has launched a number of efforts, including:

FraudSupport.org – CSN created this  
first-of-its-kind database with guidance on 

Coming Together to Fight Cybercrime

how to “report, recover and reinforce,” as the 
site says, following a cybercrime. The group is 
working with law enforcement agencies across 
the country to raise awareness about this 
important resource for cybercrime victims.

Cybercrime Hotline – Using funds from the 
Department of Justice Office for Victims of 
Crime and the Victims of Crime Act, CSN is 
piloting a nationwide hotline for cybercrime 
victims using states’ existing 211 call/chat/
text networks. CSN has trained 211 referral 
specialists to assist victims, and the program 
is already being piloted in several states.

National Cybercrime Incident Reporting  
Program – CSN is currently working with the 
Department of Homeland Security’s Cybersecurity 
Infrastructure Security Agency (CISA) to develop 
this standardized cybercrime reporting and 
information sharing structure. This uniform 
reporting mechanism will enable state and local 
authorities to capture threats impacting consumers 
and small and midsize businesses (SMBs) and will 
equip government entities and law enforcement 
with real-time, integrated and operational 
cybercrime data to help combat cybersecurity risks. 

Learn more about these and other resources  
at cybercrimesupport.org.
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ybersecurity is 
changing. Securing the 

network of the future 
requires holistic solutions that 
protect you at every step from 
endpoints to servers to the 
cloud. You must be able to 
adapt to evolving threats and 
changing network perimeters 
that can shift on a daily basis. 
You have to engage employees 
to help improve their own 
security intelligence quotient.

But the single most important 
aspect of security is simply 
understanding that you’re a target. 
Recognize the fact that you will get 
breached at some point. Antivirus 
tools and anti-ransomware 
solutions are important parts 
of preparedness, but the new 
cybersecurity isn’t just about 
building the strongest fortress 
you can. It’s about managing and 
mitigating the impact of attacks 
when they inevitably occur. It’s 
about resilience.

Begin by assessing your risks 
and developing a comprehensive 
cybersecurity framework for 
your organization, and then let 

that guide you in prioritizing your 
needs. Treat your vendors as 
trusted knowledge consultants, 
not just a source for new 
products.

You cannot meet this 
challenge on your own. Reach out 
to your peers in other jurisdictions 
and collaborate with other levels 
of government. Exchange as 
much real-time information as 
possible and share the lessons 
you learn with each other. When 
you don’t have the skills you need 
on your team, utilize the expertise 
of private sector partners. 
According to AT&T’s Bilderback, 
research shows 62 percent of 
state and local entities still try 
to handle all their cybersecurity 
needs in-house, making it much 
harder to stay on top of the latest 
threats and the newest ways to 
thwart them. 

Above all, know that we’re 
in this together. “We like to say 
that there are two types of 
organizations in this world,” says 
Balles of AT&T. “Those that have 
been hacked, and those that don’t 
know they’ve been hacked.”

Conclusion:  

The New 
Cybersecurity

C
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dhs-fbi-say-election-systems-in-50-states-were-
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15. https://www.eac.gov/payments-and-grants/election-
security-funds 
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security-funds 
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