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By Noelle Knell  /  EditorPOINT OF VIEW

If money were no object, state CIOs 
would point more of it toward their 
workforce. That’s what many of 

them told us during interviews earlier 
this year. And if that’s the response 
coming from some of the highest-
ranking technology offi  cials at the 
state level, it’s likely a pretty popular 
opinion among public CIOs at large.

“We can’t do anything without the 
people,” said Delaware CIO Jason 
Clarke at a NASCIO panel in May. 
“Workforce has been the priority.”

Several said that they would add 
sheer numbers. In a recent story on 
govtech.com, we dug into trends 
in the government tech workforce 
in recent years. 2021 was the fi rst 
year since 2014 in which this overall 
workforce segment shrunk in most 
states. CIOs are feeling the eff ects. 
A related piece of data doesn’t help 
government IT recruitment eff orts: 
While the median salary nationwide 
has steadily increased, real wages for 
government IT staff  haven’t kept up.   

Another frequently named staffi  ng-
related line item CIOs have their eye 
on is investing in their existing talent 
pool. Leaders now realize that up-
skilling current staff  to meet evolv-
ing organizational needs is especially 
important in technology fi elds, where 
legacy skills often correlate to legacy 
technology. A more modern enterprise 
requires newer capabilities, and priori-
tizing professional development can 
also help foster organizational loyalty. 

New York Chief Information 
Offi  cer Tony Riddick encapsulated the 

past few years, we’ve added several 
positions, representing increased 
investment in editorial coverage of 
state and local IT and education. 

One area I’m particularly excited 
about is the capacity we’ve added 
to do data journalism. We can now 
dig more deeply into the numbers 
behind our reporting, off ering a 
fuller picture of the stories we’re 
doing for our readers. The work-
force story I mentioned earlier 
features six interactive graphs 
based on recent Bureau of Labor 
Statistics data on technology jobs 
in state and local government, 
where you can see overall trends 
as well as state- and role-specifi c 
details directly relevant to you. 
For example, did you know there 
are four states where government 
IT workers make more than their 
private-sector counterparts?

Another recent piece breaks 
down election tech used across the 
country, revealing the one state still 
working on getting a voter-verifi ed 
paper trail in place to back up its 
direct recording electronic system. 
Still in the works is an updated 
look at state CIOs as fall elections 
approach: how long they typi-
cally stay in their jobs, how often 
a new governor means a new CIO 
and much more. Bookmark this 
page to keep up on our data re-
porting: govtech.com/biz/data.

And let us know if there are top-
ics you’d like us to dig into. We look 
forward to hearing from you.  

sentiment of many of his colleagues 
in answer to the “if money were no 
object” question: “Getting more people, 
enhancing our workforce, making 
sure that our people are trained and 
that they’re agile and that we put 
them in a position to be successful.”

But even though state and local 
government budgets are reporting 
surpluses, and seeing a healthy injec-
tion of capital due to recent federal 
spending, government CIOs will 
never have limitless resources. With 
very few exceptions, all are reso-
lutely focused on cautiously guarding 
the bottom line and managing their 
departments eff ectively while mov-
ing them ever forward toward orga-
nizational goals. And they’re clearly 
doing so with an eye on supporting 
the people who make it all possible. 

Despite the salary disparity between 
the public and private sectors for 
technology jobs, government work 
remains stable through uncertain 
economic times. Whether or not we’re 
on the cusp of a full-blown recession, 
it’s a good time for a stint in public 
service, and for those already on the 
payroll, it’s a good time to stay put, 
avoid the increased volatility of the 
private sector and make a diff erence. 
The people choosing to do so should 
be acknowledged and rewarded for it.  

Turning the lens inward, I am for-
tunate to work with a talented editorial 
team at Government Technology that 
has grown signifi cantly as we look to 
build on the legacy of this publica-
tion that is now 35 years old. In the 

Investing in What Matters
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The amount Panasonic plans to 
invest in the development of an 

EV battery manufacturing plant in 
De Soto, Kan. 

The percentage of gov tech 
employees in user support

 roles in 2021. 

tech/bytes 

The number of Maryland 
households expected to be connected 

to broadband through a funding
 program announced in July. 

15

23.6

4B 

K

$

%

19 
The number of nonprofi ts 

receiving money from Seattle’s 
digital equity grant program, now

 in its 25th year. 

Fairer Fares 

WHO SAYS?
“Insurance is the backup for when things go wrong … Cyber insurance 

is plan D or E or Z — that’s for if everything else has failed.”

govtech.com/quoteseptember2022 

Fare capping is making transit more equitable in some major 
metro areas. The idea is that once a rider has taken enough 
trips to equal the price of a monthly pass, they’ll pay no 
more fares in that month, making the cost of the pass more 
aff ordable for those who might not be able to pay 
the total up front. While tech like contactless pay-
ment systems and mobile tickets make tracking 
fares this way easier, offi  cials note that riders who 
pay in cash still need access to the benefi ts of 
fare capping. 

Biz Beat 

SHARING THE BURDEN 

Michelin, one of the world’s oldest tire companies, 
has acquired RoadBotics, a gov tech startup that uses 
AI to monitor roadway conditions. Terms of the deal 
were not disclosed, but Michelin said in a statement 
that making road maintenance more effi  cient is part 
of its larger strategy, noting that the company plans to 
have 30 percent of its revenue come from areas other 
than tires by 2030. 

To boost the cyber defenses of New York’s 
62 counties, Gov. Kathy Hochul announced 
a $30 million shared services program to 
protect county governments. The program, 
which will work in conjunction with the 
state’s Joint Security Operations Center, will 
off er CrowdStrike endpoint detection and 
response services for free.  

MOST READ STORIES ONLINE:
Digital Counties 2022: Winners Innovate 

and Collaborate 

10 Universities Plan ‘Digital Twin’ 

Metaversities for Fall  

The Results Are In: U.S. Moves Toward 

Paper-Based Elections  

Newark, N.J., Takes the Mystery Out 

of Aff ordable Housing  

Google Announces New Public 

Sector-Focused Subsidiary  

Popular California Trails Remain Off  

Limits to E-Bikes  
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Park It 

P eter Little, the executive direc-
tor of the Parking Authority of 
Baltimore City, oversees a large 

portfolio — including 13 city-owned 
parking garages, two dozen surface 
parking lots, residential and disabled 
parking permits, and 12,000 metered 
spaces. Yet he describes his responsi-
bility as remarkably straightforward: 
“making parking work” by fi nding 
and implementing innovative solu-
tions. He broadly defi nes this mandate, 
encouraging biking and bus services 
because they too help parking work.  

Little has continuously demon-
strated that parking is not just an 
everyday operation that the city runs, 
but an opportunity for innovation and 
human-centered design to improve 
the quality of life for Baltimore resi-
dents. He previously implemented 
a virtual parking permit system that 
ties license plates to residential per-
mits as opposed to stickers manually 
placed on dashboards, which saves 
time and eff ort for parking enforce-
ment offi  cers and residents. 

This focus on the larger goal 
explains why Little describes his 
demand-based parking approach not 
as a way to raise revenue, but rather 
as a method of optimizing curb usage 

and decreasing traffi  c 
congestion (from cars 
idling or driving around 
looking for parking 
spots). He believes this 
process also increases 
the time that patrons 
spend shopping and 
dining since they can 
more easily park. The 
Baltimore demand-based 

parking program continuously collects 
anonymized parking occupancy 
data, which Little’s team analyzes to 
optimize meter rates. Hourly parking 
meter rates are adjusted every six 
months to meet the city’s goal of 
having 15 to 25 percent of parking 
spots available at any given time.  

Little increases rates in areas 
where there is more than 85 percent 
occupancy, in increments no greater 
than 25 cents per hour every six 
months. Where occupancy is low, 
the Parking Authority will reduce 
rates by 25 cents. Little’s team places 
stickers on the parking meters to 
clearly signal the price changes.  

Equity for end users is an important 
concern for city leaders. Little hopes 
that demand pricing will open more 
parking options, similar to the way 
transportation offi  cials view the benefi t 
of HOV lanes. In addition, cities should 
consider how extra revenues from 
appropriately priced parking can be 
distributed to support transit options 
in underserved areas. If lower-income 
residents in a city more often take 
public transit while parking meters 
are underpriced, then the outcome 
is inequitable, since those driving 
could end up paying less for greater 
convenience. In Baltimore, low-income 
people of color make up the majority 
of transit riders; with higher fees 
from parking meters, the increased 
city revenue can be funneled toward 
improvements in public transit and 
access to and from underserved areas.  

Baltimore is not the only city to 
adopt dynamic pricing. San Francisco 
implemented a demand-responsive 
pricing program in 2011. The city 

conducted a study in 2015 to analyze 
the impacts of the program and saw 
success in achieving ideal parking 
spot occupancy rates of 60 to 80 
percent, increases in transit ridership 
and decreases in traffi  c congestion.  

Little and the Parking Authority 
of Baltimore continue to push the 
envelope with parking innovation. 
They have found ways to increase city 
revenue, enhance effi  ciency, improve 
equity and more, all by harnessing 
new ideas and the power of data and 
technology. Over the past few years, 
cities have seen dramatic increases 
in ride-sharing, deliveries and shared 
micromobility, all of which compete 
for curb space. These increased 
demands highlight the importance 
of optimal pricing of curb space as a 
planning, congestion and mobility tool.  

Parking agencies face substantial 
challenges, not just in parking but as 
part of the larger mobility and customer 
service framework. A fully digital system 
will work across modalities, from transit 
to parking, and provide digital insights 
to manage and fairly price curb space. 
And even Little with his entrepreneurial 
bent sees many additional changes 
and challenges, including how to 
handle electric vehicle charging, 
setting pricing from IoT-generated 
data and computer-assisted parking 
counts, plus possible event pricing 
so city curbs more fairly recoup their 
event expenses. Thankfully, Baltimore 
leaders have already proven that they 
can meet these types of challenges 
with fl exibility and fairness.     
Kamya Jagadish, dual MPP/MBA student 
at the Kennedy School and Harvard 
Business School, co-authored this article.

Baltimore’s data-driven parking strategy is saving money and driving equity. 

Stephen Goldsmith 
is a professor at 

Harvard Kennedy 

School and director 

of the Innovations in 

Government Program 

and Data-Smart City 

Solutions. The former 

mayor of Indianapolis, 

his latest book is 

The Responsive City: 

Engaging Communi-

ties through Data-

Smart Governance.

By Stephen GoldsmithBECOMING DATA SMART 
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The largest public school district in Kansas was deep into 
the modernization of its IT systems when COVID-19 
presented an entirely new level of complexity. With more 

than 49,000 students and 9,000 employees to serve, Wichita 
Public Schools needed a nuanced approach that enabled a rapid 
shift to remote learning by taking advantage of a multicloud (two 
or more cloud service providers) deployment. The district’s cloud 
migration project shows how modernization eff orts can help 
tackle some of the toughest technology issues confronting K-12 
educational organizations.

The Needs
Wichita Public Schools had several goals that needed to be 

addressed in its cloud migration process, including:  

Greater fl exibility. Outdated technologies tied the district’s hands 
at a time when it had to move quickly. “We supplied over 14,000 
families with internet access during the pandemic,” recalls Rob 
Dickson, chief information offi  cer of Wichita Public Schools.1 “That 
has grown to about 30,000 [in 2022].”

Multicloud management. The district had an elaborate 
existing Microsoft and Oracle environment that needed to 
be migrated to diff erent cloud platforms. Components of the 
district’s ERP, HR, student information, and building and 

maintenance systems were migrated to clouds hosted by Oracle, 
Microsoft and IBM. THe school district needed to ensure cross-
platform compatibility.

Data modeling and integration. “We had to shift our data to the 
cloud and begin to model it diff erently based upon the availability 
of enormous amounts of data,” Dickson says. “Data modeling has 
become a huge piece of this strategy,” he adds, noting that federal 
pandemic stimulus funds and other compliance requirements have 
led the district to collect and manage “more data than we’ve ever had 
to measure before.” 

In a multicloud environment, the district needed to be able to pull 
data from multiple sources without an increase in latency or a loss 
of performance. 

Stronger cybersecurity. The district needed help to patch soft-
ware, remediate vulnerabilities and strengthen backup-and-restore 
capabilities. And it needed to make sure sensitive information would 
be protected as it moved among diff erent platforms. 

“You want to be sure that you have addressed how you get that 
data securely from one cloud to another,” says Mary Olson, Oracle’s 
strategic program lead for education and research.

Remote and hybrid work. The “Great Resignation” and the 
growing prevalence of hybrid work schedules have transformed 
the district’s workforce. Moving to a multicloud environment 

Wichita Public Schools Masters the 
Subtleties of Multicloud Deployment
An ambitious cloud migration helps a large K-12 district transform 
its IT architecture while responding to the pandemic.

A GOVERNMENT TECHNOLOGY CASE STUDY | ORACLE
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was one way to accommodate that shift. “There’s a work-life 
change happening in society,” Dickson says. Everything in the 
modernization project had to refl ect the new realities of work.

The Solutions
Over the course of seven months, Wichita Public Schools 

completed a multicloud migration eff ort that provided new 
technology access for students; streamlined its ERP, HR, student 
information, building and maintenance systems; and improved 
network, infrastructure and application security. The widescale 
modernization initiative included:
• Creating a multicloud environment with a strategic mix 

of Oracle Cloud Infrastructure (OCI), Microsoft Azure and 
IBM technologies.  

• Optimizing the Oracle investment: E-Business Suite (ERP) 
was moved to OCI in archive mode; PeopleSoft HR was also 
migrated to OCI; and the cloud-native Oracle ERP Cloud SaaS 
application was adopted. 

• Entering into a multi-year managed services agreement 
with Astute Business Solutions for the district’s OCI hosted 
systems to provide patch and vulnerability management.

The engagement started with thorough coordination of planning 
and strategy. “We needed to sit down and think about what new 
requirements we have, and whether this migration meets those new 
requirements,” Dickson says. “I asked a ton of questions.” 

Some workload decisions were easy for the district: Microsoft 
Offi  ce tools perform better on Azure; Oracle’s software runs better 
and is easier to manage on OCI. Other applications are more 
complex, such as integrating PeopleSoft to Oracle ERP cloud. 

“The biggest piece to this is making sure the customizations 
and integrations you were doing before — or you want to do in 
the future — can be supported in that hybrid and multicloud 
infrastructure,” Dickson says.    

 Teamwork and collaboration are the keys to pulling everything 
together on a migration of this scale. That’s why the district 
partnered with Astute Business Solutions, a strategic Oracle public 
sector partner, for the migration and integration of its OCI systems.

“These projects come together best when you have technical 
people and non-technical people working hand in hand, and you 

have a very clear vision about where you’re trying to go,” says 
Astute Chief Technology Offi  cer Joe Finlinson. An experienced 
technology partner is crucial. “There are always snags or hitches. 
A partner has seen the snags and knows how to get around them.” 

Dickson agrees. “The vendors have been great across the board 
in helping us to evolve digital equity and access for kids,” he says. 
“And I think it’s only going to get better as we look forward.” 

The Results 
“It is amazing to see the transformation we’ve experienced over 

the last two-and-a-half years,” Dickson says. The district will enjoy 
greater agility with Oracle software-as-a-service (SaaS) applications 
and PeopleSoft hosted in OCI. The multicloud environment 
preserves Microsoft technologies where they make the most sense 
while using Oracle tools where they deliver the best performance.   

During the pandemic, the school system distributed more than 
50,000 laptops to students for remote learning. Cloud infrastructure 
was able to support simultaneous logins for online classes. 

Moreover, patching, device monitoring and backup with 
Astute services contribute to a more secure and future-focused 
technology environment. 

“When you think about the impact to the community of making 
sure your services are available outside the walls, ensuring 
protection of your on-premises network and allowing all those to 
have availability in the cloud, it’s huge,” Dickson says. He points 
to Astute’s security services as an example. “We used to do patches 
about once a year, and we’d have to have so much professional 
development to teach someone the changes that had happened over 
that time,” he says. Relying on Astute for those services ensures 
continuous security updates, freeing district IT staff  to focus on 
other critical duties. 

The evolution of IT in school districts will lead to architectures 
that merge on-premises data centers with cloud technologies, Olson 
says. “It’s important to recognize that we’re going to be in a hybrid 
and multicloud environment for a while,” she says. 

As Wichita’s experience shows, strategic investments in cloud today 
will help any school district remain sustainable for years to come. 

This piece was written and produced by the Government Technology 
Content Studio, with information and input from Oracle and Astute.

© 2022 e.Republic. All Rights Reserved.ADOBESTOCK
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1
What’s on your priority list?
On the technical side, our priori-

ties are fourfold: data governance, 

modernization of our IT infrastruc-

ture, updating our communications 

technologies and ensuring that the 

software applications our 19 depart-

ments use are of the highest quality. 

It used to be in government that there 

was an IT department and that that 

was the tech department. Today that’s 

not true. In Pittsburgh, every depart-

ment is a tech department.

2
Pittsburgh has a Silver 
Certifi cation from What 
Works Cities. How are you 

working toward Gold?
We’ve established a data governance 

committee composed of data coordi-

nators from every department in the 

city. This summer those data coor-

dinators are going through training 

Heidi Norman
CIO, Pittsburgh

FOUR QUESTIONS

Heidi Norman was named Pittsburgh’s acting CIO in 2020, and the city made

her position permanent this year. Pittsburgh has long been a city that punches above 

its weight in government tech and innovation work, doing so in part by collaborating 

with many partners, from nearby academic institutions like Carnegie Mellon University 

to local startups. Norman recently talked to GovTech about priorities for her depart-

ment, the benefits of partnerships and plans for the future.

are Carnegie Mellon and the University 

of Pittsburgh. We’re fortunate to work 

very closely with both. Their professors 

love to test new ideas and technology 

on the city, with really interesting results, 

where we learn things we didn’t know or 

discover a new way of doing things that 

didn’t seem possible. We also partner 

with a lot of nonprofi t and for-profi t 

organizations in the region. A good 

example is our collaboration with the 

RAND Corp. They do a lot of work with 

public data and government innovation. 

We also partner with startups that want 

to test products or services in the public 

market or in some type of government 

organization. We have an incubator in 

our department called PGH Lab, and it’s 

been so successful that other cities have 

copied the program and established 

innovation incubators for startups in 

their own communities. We’re constantly 

learning and absorbing the “best of” that 

other organizations have to off er.

4
What are you looking to next?
Broadband and closing the digital 

divide. That for me is a huge 

focus, and it is a challenge because in 

Pennsylvania we are not legally allowed 

to charge residents or businesses for 

Internet services, so I cannot create a 

public municipal network to provide 

those services to my residents. There-

fore, within my IT department, I haven’t 

had anyone who is dedicated to those 

types of policies and thinking about 

what the needs of residents are. So, 

it’s going to be me. I’ve got a strategy, 

and I know the mayor and administra-

tion are excited about it. I hope that I’m 

able to be a leader within the Pittsburgh 

community to not only bring excellent 

broadband services to all of our resi-

dents, but to ensure they are aff ordable, 

that our people have access to devices, 

and that they have the knowledge 

to use those devices on the Internet 

well and safely for their jobs, for their 

children’s education and for accessing 

health care. 

— Zack Quaintance, Associate Editor

camp to learn what it takes to identify 

data that their departments create 

and to create data dictionaries so we 

know what data is available, where it’s 

available and how often it’s updated. 

Ultimately, we will be able to train all of 

them on how to access our data rivers 

— which is our name in Pittsburgh for 

our data warehouse — and also how to 

use the analytics tools available to them 

to support the leaders in their depart-

ments with understanding how their 

departments are performing, setting 

targets and making decisions about 

how they might want to do things diff er-

ently as a result. 

3
How do you engage with local 
and regional partners?
Our collaborations are very 

important. In Pittsburgh, we are very 

fortunate. Within the city limits we have 

10 colleges, maybe more. The big two 
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A GOVERNMENT TECHNOLOGY HANDBOOK

Artifi cial intelligence can 
revolutionize government 
processes and services 
in the coming years.

A Roadmap 
for Creating 
AI-Ready 

Government

AI-READY 
GOVERNMENT

A GOVERNMENT TECHNOLOGY HANDBOOK | MICROSOFT

This handbook lays 
out the strategies and 
best practices agencies 
need to prepare for an 
AI-enabled future.

www.govtech.com/ai-ready-handbook
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BIG PICTURE
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What would it take to live well in space? It’s not a 
new question, but one that kids are tackling in a new 
way at Institut auf dem Rosenberg, a boarding school 
for 6- to 18-year-olds in Switzerland. The Rosenberg 
Space Habitat, created together with SAGA Space 
Architects, is an experimental lab where students will 
explore what it will take to live beyond the Earth’s 
atmosphere without leaving the ground. 

The habitat is the world’s tallest 3D-printed 
polymer structure at 23 feet high, designed to 
fi t inside a SpaceX Starship rocket. Built from 
sustainable materials, the three-story building 
can accommodate two crew members as they do 
research, relax and sleep. The habitat allows for 
hands-on learning about sustaining good mental 
and physical health in space, as well as hardware 
and software for monitoring the environment 
and conducting remote missions. In partnership 
with robotics fi rm Boston Dynamics, the habitat 
also features a robot dog that can take itself on 
automated walks to collect data.  

According to Bernhard Gademann, director of 
Institut auf dem Rosenberg, “Our aim is to provide 
future leaders with early exposure to the question of 
advanced space exploration, allowing our students 
to approach and solve these complex questions from 
a collaborative and holistic point of view.” 

“This is just the beginning of the habitat, and 
now the research and education begin,” said SAGA 
Space Architects founder Sebastian Frederiksen. 
“Hopefully, we are going to learn a lot about living 
on the moon.” 

Living 
Spaces 
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EVERYTHING 
AS A 

SERVICE

BY ADAM STONE
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S
tate and local IT 
leaders are gal-
loping toward the 
cloud, whether they 
know it or not. 

Thirty-seven 
percent say they moved on-premise 
infrastructure to public cloud this past 
year, according to the 2022 CompTIA 
Public Technology Institute (PTI) State 
of City and County IT National Survey. 
And 32 percent said that migrating sys-
tems and applications to the cloud will 
be a top priority in the next two years.  

Yet much of state and local cloud 
adoption still goes unrecognized as 
such, said Alan Shark, vice president 
of public sector and executive director 
at PTI. “People say they’re not in the 
cloud very much, and when you start 
asking questions, it turns out that 
they’re very much in the cloud.” 

Another stat from the CompTIA 
survey helps explain why. Among 
public-sector IT leaders, 80 percent 
said they began using a new software 
as a service this past year. They may 
not be closing down data centers or 
signing contracts with cloud service 

providers, but those SaaS applications 
by and large reside in … the cloud. 

Taken together, formal migrations 
“to the cloud” and adoption of cloud-
based SaaS indicate a steady shift in IT 
resources: away from on-prem legacy 
solutions and toward the cloud. “It’s 
continuing to gain traction,” Shark said. 

In Utah, for example, the building 
that housed the state’s main data 
center is slated to be demolished, and 
CIO Alan Fuller is seizing the moment 
to jump-start his cloud migration. 
“We’re hoping to get better scalability, 
elasticity, security, redundancy 
and lower cost,” he told GT at the 
NASCIO Midyear Conference in 
May. “We have a multi-vendor cloud 
strategy and we want to move as 
many services and applications as we 
can from on-premise to the cloud.” 

Of course, diff erent government 
entities are moving at diff erent paces. 
Some municipal IT leaders have 
jumped in with both feet, moving 
all or nearly all their civic functions 
to the cloud. For others, the going 
has been slower. Some wrangle with 
the shift from a capex to an opex 

CLOUD FIRST?
    CLOUD SMART? 
CLOUD ONLY? 

WHERE IS GOVERNMENT 
IN ITS PURSUIT OF 
CLOUD TECHNOLOGIES? 

OF PUBLIC-
SECTOR 
IT LEADERS 
BEGAN USING A 
NEW SOFTWARE 
AS A SERVICE IN 
THE PAST YEAR. 
SOURCE: COMPTIA/PTI
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E V E R Y T H I N G  A S  A  S E R V I C E
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he said, “you inherently gain access to 
scalability and elasticity, as well as a 
whole set of feature functions that you 
don’t inherently have in your current 
on-premise data center environment.” 

There’s a benefi t on the personnel 
side as well. “You get people out 
of having to do the managing, the 
administration, all the care and feeding 
for physical servers. Now the same 
number of people are able to do more 
things. They have more time to put 
into more valuable activities,” he said. 

One big adjustment has been 
the shift from capital to operational 
budgeting. Here, Sloan advocates 
for a gradual approach. “It takes 
time. If you try and fl ip a big switch, 
there can be some real challenges, 
depending upon where you are 
in your capex cycle,” he said. 

“If you’re not at the end of a capex 
cycle, you potentially end up having 
duplicate costs,” he said. “So we work 
with our people to plan ahead. We 
will say: ‘You’re not going to be buying 
new servers the next time this comes 
around, so if you’re in year two of your 
fi ve-year server cycle, plan now. You’ll 
need to make the transition when 
those are up on their life cycle.’” 

Web Services, Microsoft Azure, 
Google Cloud and IBM’s Z Cloud. 

The way a particular agency’s 
infrastructure has matured over time 
infl uences which cloud option is 
best suited for their needs. The child 
protection agency, for example, had 
already replaced an aging case manage-
ment system with a solution that was 
based on Microsoft Dynamics. “That 
went into the Dynamics 365 cloud,” 
Sloan said. “We’ve allowed the agencies 
to have a voice in selecting the cloud 
providers that best meet their needs.” 

It shouldn’t come as a surprise that 
Sloan makes a strong case for the ben-
efi ts of cloud adoption. As government 
services and data shift to the cloud, 

spending model. Others face chal-
lenges related to personnel or to the 
phasing out of physical data centers. 

Here, a range of state and local 
leaders help to paint a picture of the 
state of cloud adoption: the early wins, 
and the challenges yet to be faced. 

A COST-AVOIDANCE 
STRATEGY

Arizona state CIO J.R. Sloan’s 
IT organization is well along on its 
cloud journey. “In 2017 we intro-
duced our ‘cloud fi rst’ policy and 
that started a countdown for us 
to exit our data centers and adopt 
cloud technology,” he said. 

The push came from a Deloitte 
assessment, which found in part that 
the state could uncover a lot of sav-
ings by consolidating its data center 
investments. Through cloud migra-
tion, “we could avoid a $15 to $30 
million investment that would have 
been necessary just to keep our pri-
mary data center facility going.” 

The state subsequently demolished 
its primary data center. (The site is now 
a parking lot.) Sloan reports that 80 
percent of that activity moved directly 
to the cloud, and an additional 5 per-
cent migrated to a shared data center 
with a much smaller physical footprint. 

In the process, the IT team identi-
fi ed about 96 “data centers” across state 
agencies, including everything from 
formal data centers to servers running 
in spaces under desks. Ninety-two of 
those have since been decommissioned, 
with only a few outliers kept online. 

“I have one agency that needed 
an exception to our policy because 
they have tape backups that they 
are required to be able to continue 
to access, to fulfi ll public records 
requests,” Sloan said. “Over time, that 
will go away as the retention sched-
ule for what’s on those tapes expires. 
But until then, they still need to be 
able to physically access that.” 

In order to ensure the push to 
cloud aligns with specifi c agency 
needs, the IT team has established 
relationships with multiple cloud 
service providers, including Amazon 

4X
LOUISVILLE HAS 
QUADRUPLED ITS 
SPENDING ON TRAINING 
SINCE 2018 TO UPSKILL 
STAFF FOR THE CLOUD 
TRANSITION. 

“PEOPLE SAY THEY’RE 
NOT IN THE CLOUD 
VERY MUCH, AND 
WHEN YOU START 
ASKING QUESTIONS, 
IT TURNS OUT THAT 
THEY’RE VERY MUCH 
IN THE CLOUD.”
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to look carefully at what is included 
in that, because it may not include 
all of the pieces that you would need 
as an organization in order to main-
tain your security posture, in order to 
gain access to functionality,” he said. 

In fact, Louisville initially under-
subscribed for its offi  ce productivity 
suite. “It lacked some of the practical 
security aspects that really needed 
to accompany it,” Seidt said. “If you 
stepped up a tier, a lot of those security 
tools were just included. Of course, 
there’s a cost jump there too.” 

In addition to working through those 
technical details, Seidt has also focused 
heavily on change management. 

One big barrier is “staff  willingness 
to go along,” he said. “I’ve got a couple 
systems engineers that have been with 
me for decades, and now we’re asking 
them to do ‘cloud.’ So one of the fi rst 
steps was to make sure people got 
comfortable. When people are worried 
about losing their jobs, you have to 
get out ahead of that. We certainly 
didn’t go into our cloud journey 
looking to reduce our headcount. If 
anything, we wanted to repurpose it.” 

To that end, the city’s cloud journey 
has included not just messaging about 

MANAGING THE DETAILS 
While the Louisville Metro 

Government is fairly mature in 
its cloud journey, some of the big-
gest work is yet to come. 

The city has its offi  ce productivity 
tools and online collaboration tools in 
the cloud, along with an e-signature 
platform and a records request tool. 
Next up: enterprise resource planning 
for human capital management and 
fi nance, followed by public safety. 

“We will have a big ERP system 
launching here the fi rst week of Octo-
ber, and right on the tail of that, probably 
in late January or early February, we’re 
doing a major public safety systems swap-
over to cloud,” said CIO Chris Seidt. 

While the transition has gone 
smoothly, Seidt is candid about 
the bumps he’s hit along the road, 
and the need to manage thought-
fully through the details of a cloud 
migration. When subscribing to 
cloud services, for example, “it’s 
important to pay close attention, to 
ensure you are subscribing to all of 
the things that you need,” he said. 

Because there may be diff erent 
tiers of subscription models for dif-
ferent cloud services, “you really have 

Gov Weighs In 
In the most recent surveys 

of cities, counties and states 

from the Center for Digital 

Government*, here’s what 

systems CIOs are thinking 

about migrating to the cloud: 

Cities (2021)
  

■ Finance/administration  

■ Human resources  

■ Geospatial services  

■ Application development 
and testing  

■ Public safety/law 
enforcement  

Counties (2022)
  

■ Geospatial services 

■ Finance/administration 

■ Human resources 

■ Permitting and licensing 

■ Application development 
and testing 

States (2020)

■ Health and human services 

■ Finance/administration 

■ Application development 
and testing 

■ Human resources 

■ Transportation 

www.govtech.com // September 2022         17      

* The Center for Digital Government is part 

of e.Republic, Government Technology’s

parent company.
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here, it is hard to fi nd the time to get up 
to speed, to learn the newer technolo-
gies and to get to that comfort level.” 

The city has nonetheless already 
shifted a few applications to the cloud, 
including 311, permitting and a nearly 
billion-dollar road program that’s 
leveraging cloud-based tools for project 
management. Romero said he’s already 
seeing the benefi ts of a modernized 
approach. “The upside is certainly 
that it’s less taxing on my department, 
my resources, my staff ,” he said. 

Still, Romero has questions. He’s 
particularly concerned about data 

portability, or the lack thereof. “Once 
all the data is in the cloud, how do 
we get it out of the cloud in a way 
that we can either use it for histori-
cal purposes or convert it for use in 
another system?” he said, noting that 
his sense is that cloud service pro-
viders don’t want to make this easy. 

He said he’d like to see more data 
on cloud reliability, too: downtime 
metrics and the like. He’d also 
like some assurance that a cloud 
provider would be able to respond 
quickly to an urgent need. 

“When we have an issue, 
something that might not seem 
critical to them might be extremely 
critical to us. If we had it in-house, 
my guys would be working on it 24 
hours a day until it got resolved,” 
he said. “That might come through 
with the contract process, but 
will they really understand it?” 

With so many unknowns, Romero 
is taking a deliberately cautious 
approach. “It’s almost an application-
by-application process,” he said. 

At this point, when he does make a 
move, it’s typically a matter of cloud 
by necessity. “For example, we’re 
running an old version of Exchange 
for email and every time that we get a 
patch from Microsoft, we have issues 
getting the servers back online,” he 
said. “We just fi nally came to the 
conclusion that we had to move.” 

In tandem with such eff orts, Romero 
has been communicating with folks 
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the virtues of cloud, but also training 
to reskill IT for the task that lies ahead. 
Seidt said he’s quadrupled the train-
ing spend since 2018, in an eff ort to 
upskill staff  for the cloud transition. 

“When you let them know that you’re 
willing to train them in those new skill 
sets, it makes them more engaged,” Seidt 
said. “Some of our systems guys are our 
biggest champions now, because they see 
the bigger picture.” 

While others work with multiple 
cloud providers, Seidt for now is 
focused solely on AWS engagements. 
With a single provider, he said, he can 
more easily control and manage his 
cloud resources. 

At the same time, Seidt has been 
working with others in the city to 
repurpose the data center space he’s 
no longer using.  

“In a lot of city governments, 
the data center serves as more than 
just a place to house compute and 
storage. It may also have your network 
core redundancy. It may also have 
fi ber terminations for municipally 
owned fi ber. There’s a lot of other 
things that live there,” he said. 

As he moves to decommission 
compute and storage, he’s looking 
for opportunities to refresh the 
HVAC systems for downsized 
demand and potentially repurpose 
those spaces for other uses. 

As for the shift from capex to 
opex spending, Seidt said good 
communication is the key to success. “It 
does require a lot of cooperation with 
your chief fi nancial offi  cer and your 
elected offi  cials, making sure that they 
understand the business case for it and 
the benefi ts that come with it,” he said. 

AN INEVITABLE 
EVOLUTION 

In Baton Rouge, La., the shift to 
cloud has come at a slower pace, 
in part by necessity (there’s lots 
of other work to do) and in part 
by design (IT leaders want to be 
sure they’re on the right path). 

“We have been slow to embrace the 
cloud,” said Director of Information 
Services Eric Romero. “We’re so busy 

$15M TO

$30M
ARIZONA’S POTENTIAL COST 

AVOIDANCE BY MOVING TO THE 
CLOUD INSTEAD OF INVESTING 

IN ITS PRIMARY DATA CENTER

ON THE MOVE FROM 
CAPEX TO OPEX: 

“IT TAKES 
TIME. IF YOU 
TRY AND FLIP 
A BIG SWITCH, 
THERE CAN BE 
SOME REAL 
CHALLENGES, 
DEPENDING 
UPON WHERE 
YOU ARE IN 
YOUR CAPEX 
CYCLE.”
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How do non-traditional devices 
contribute to the visibility gap in 
public sector IT?
Many agencies have visibility into 
traditionally protected IT devices. The 
visibility gap comes from the growing 
landscape of non-traditional devices, 
everything from cameras to speakers 
to thermostats to televisions. Endpoint 
monitoring software can tell agencies 
where they are with traditional devices. 
But they need to know where they aren’t
— that is, what are they missing if they 
can’t see every device on their networks? 
A unifi ed Asset Intelligence and Security 
platform can help provide full visibility 
and remediate vulnerabilities. 

What’s the diff erence between 
managed and unmanaged devices? 
Managed devices are typical IT assets 
like desktop PCs and laptops — 
something you can load a software 
agent on to actively monitor. Unmanaged 
devices are things like cameras, TVs, 
smart speakers and Internet of Things 
(IoT) sensors. Unmanaged devices 
cannot use agents, so they must be 
passively monitored. Up to 90% of 
devices in enterprise environments 
are unmanageable with legacy IT 
security solutions.  

Bad actors and nation-state attackers 
know managed IT devices are protected 
— so they’re fi nding other ways in, via 
unmanaged devices.

Most of the nation’s critical 
infrastructure is owned by 
the private sector. How can 
government and industry better 
work together to improve security 
of these assets?
President Biden’s Executive Order 14028 
mandates federal agencies to work more 
closely with service providers to secure 
cloud services, improve Zero-Trust 
security and establish baseline security 
standards. The objective is information 
sharing across public and private service 
providers to increase transparency 
around cyber threats. Public-private 
partnerships are the foundation for 
eff ective critical infrastructure security, 
and trusted information sharing among 
stakeholders is essential to the security 
of the nation’s critical infrastructure.

How well are most states 
adhering to the standards in 
that executive order? 
I’ve crisscrossed the country and spoken 
to a lot of state chief information security 
offi  cers (CISOs) and CIOs. They’ve 
done a great job. The problem is the 
landscape has changed signifi cantly as 
the number of unmanaged devices has 
exploded due to the convergence of IT, 
operational technology and IoT. They 
now need to close the visibility gap — 
gaining a holistic view of their entire 
environment and intelligence on every 
asset that touches their network. 

How can public IT leaders ensure they have visibility into 
everything on their networks, including IoT sensors and other 
non-traditional devices? Mike Bimonte, chief technology offi  cer 
for the SLED public sector division at Armis, says the right 
software helps agencies detect threats other technologies miss.  

Armis is the global leader in cyber asset security. Fortune 
500 companies trust our real-time, comprehensive 
asset intelligence to deliver full visibility and automated 
enforcement across every connected asset and environment. 
Armis helps organizations across any industry continuously 
secure their entire cyber-asset attack surface.

The Infrastructure Investment and 
Jobs Act makes $1 billion available 
to improve cybersecurity. How can 
states access that funding?
The $1 billion commitment calls for 
each state to develop a comprehensive 
cybersecurity plan. States that put 
together this plan are eligible for monies 
to be distributed over three years. States 
must consult with localities to align their 
cybersecurity plan with the needs of local 
governments. States can then pass some 
of the funding in the form of grants to local 
governments within their jurisdictions.

Before joining Armis, you served as 
deputy IT commissioner for New York 
City. What were some of your biggest 
infrastructure security challenges?
Similar to today, I faced the same problem 
for the better part of two decades: I could 
not get complete visibility of what was 
running on my network. We tried a multitude 
of visibility tools, but we could never be 
100% certain we knew what we had. 

The foundation to any cybersecurity 
platform is knowing what’s running on my 
network and in my airspace. If I can’t see it, 
I can’t secure it. Not having 100% visibility
into network devices threatens the mission. 
A unifi ed Asset Intelligence and Security 
platform like Armis eliminates gaps and 
visibility issues.

Detecting Unseen Threats
to Digital Infrastructure 

SECURING DIGITAL INFRASTRUCTURE  

ADVERTISEMENT

A GOVERNMENT TECHNOLOGY Q&A | ARMIS

GT22 QA Armis Bimonte.indd   1 9/1/22   10:32 AM

https://www.armis.com/blog/zero-trust-mandates-require-100-percent-device-visibility/
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on the budgeting side to ensure a 
smooth transition to opex as needed. 

American Rescue Plan money 
is helping bridge the gap between 
capex and opex for the moment, but 
eventually those new cloud-based 
contracts will come due again — 
maybe two or fi ve years down the 
road — and Romero said it will be 
important to have solidifi ed the funding 
model in support of that spending. 

“I was very upfront with our 
fi nance folks and the administration 
here, saying: ‘These are my needs … 
and we are going to use ARP funds 
for this, but we’ve got to address the 
budget or else in fi ve years we’re 
going to be cutting these services.’” 

In the long run, he said, changes to 
the budget process and incremental 
steps toward the cloud together will 
put the IT team on a better footing. 
Cloud will ultimately lower the 
management burden, freeing talent 

to tackle higher-level tasks. And a 
move to the cloud could also make it 
easier to hire the people he needs. 

“As candidates come in and they 
see that you’re not fully embracing 
the cloud, that can be a detriment to 
their considering the position,” he 
said. Seen in this light, cloud becomes 
increasingly a must-have for state and 
local governments looking to attract 
the best and brightest in a highly 
competitive talent market. 

More to the point, Romero describes 
cloud as an inevitable technological 
evolution. 

“We know that this is coming. 
We’re seeing more and more: not just 
software applications, but solutions 
that are being pushed to a subscription-
based model, most often cloud-based,” 
he said. “We know that it’s coming and 
at some point, we will get there.” 

adam.stone@newsroom42.com
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“IN A LOT OF CITY GOVERNMENTS, THE 
DATA CENTER SERVES AS MORE THAN 
JUST A PLACE TO HOUSE COMPUTE AND 
STORAGE. IT MAY ALSO HAVE YOUR 
NETWORK CORE REDUNDANCY. IT MAY 
ALSO HAVE FIBER TERMINATIONS FOR 
MUNICIPALLY OWNED FIBER. THERE’S A LOT 
OF OTHER THINGS THAT LIVE THERE.” 
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Everything your team needs to 
track the legislation, officials, and 
news that impact your agency.
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While working remote from a far-
fl ung village is an extreme example, it’s 
a fact that the workplace has evolved 
dramatically since the COVID-19 
pandemic ravaged the world, sending 
employees across the globe to work 
from home to avoid spreading and 
contracting the virus. But what will 
the workplace look like now that the 
pandemic is shifting to the endemic 
stage and employees have proven 
they can be productive working from 
home — and many prefer doing so?  

Government Technology spoke 
with tech leaders in city, county and 
state government to learn where they 
are landing in terms of developing 
permanent remote work policies. 
Many have rolled out hybrid policies 
that allow employees to work a 
portion of their work week from 
home if their job allows. Others are 
going so far as to consider “borderless 
hiring,” where staff  needn’t even live 
in their employer’s state. But nearly 
all agreed that work life has been 
forever changed by the great work-
from-home experiment necessitated 
by the COVID-19 pandemic.  

“I’m very happy that the 
discussion has changed overnight 
from ‘Can we work remotely?’ to 
‘When should we work remotely?’” 
Alaska’s Smith said. “That was 
groundbreaking. … Our leaders are 
focusing on the right questions.” 

An Abrupt Shift, 
Then Spending Sprees 

In March 2020, as the COVID-19 
pandemic took over, workplaces in 
the public and private sectors across 
the globe scrambled to develop 

work models to keep employees safe 
while continuing their missions. 
For most white-collar employers, 
that meant sending employees 
home with laptops, headsets and 
new conferencing software to allow 
them to toil from a home offi  ce.  

In those early days, many public-
sector employers needed to buy more 
hardware and software to allow unprec-
edented numbers of employees to work 
from home. Many moved to upgrade 
their computer security systems. 

“We used CARES funding [the 
Coronavirus Aid, Relief and Economic 
Security Act] and went out and 
replaced a lot of desktops with 
laptops,” said Mesa, Ariz., CIO Travis 
Cutright. “We made about a $1.5 
million investment in laptops to be 
more mobile. … Our infrastructure and 
fi rewalls were upgraded. Already, we 
had two-factor authentication in place.” 

Lea Eriksen, director of technology 
and innovation for Long Beach, Calif., 
said her city moved quickly to purchase 

more software and hardware once it 
became apparent troves of employees 
would be working from home. 

“Pre-COVID we had Webex 
accounts for virtual meetings,” Eriksen 
said. “With COVID we rolled out 
Webex for every employee, so that 
tool just blew up. Then we started 
rolling out [Microsoft] Teams.” 

Eriksen said Long Beach also 
purchased Microsoft Azure application 
proxy. She and other tech leaders say 
they moved quickly to scale up their 
computer systems to accommodate 
the shift, enhancing security in some 
cases and expanding cloud services.  

“We went in and increased VPN 
capacity by about tenfold,” Smith 
said of Alaska’s eff orts. “Prior 
to COVID we had the capacity 
to have about 10 percent of our 
workforce work through the VPN. 
We increased that within weeks.” 

Smith added that Alaska also 
updated some of its security systems, 
mostly due to needed cyclical upgrades, 
not necessarily because of increased 
remote work. The changes were 
implemented, however, with an eye to 
increasing security for a larger number 
of remote workers. 

Work collaboration tools 
such as Teams, Slack and others 
were also brought on by many 
governmental agencies, and those 
new or expanded tools required 
initial training for employees. 

S H I F T / W O R K
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One senior tech position in Alaska is held 
by an employee living full time in a rural 
village that has no roads connecting 

it to any city. His chances of making it into the 
state capitol for a meeting are almost zero. But 
it’s working, and having new remote voices at the 
table is a value add, said state CIO Bill Smith. 

Alaska CIO Bill Smith 
said leadership’s 
shift from asking 
whether remote 
work is possible 
to when is it most 
advantageous was 
“groundbreaking.” 
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Evolving Policies, 
Balancing Fairness 

For businesses and governments 
throughout the world, the shift to 
remote work was abrupt, happening 
virtually overnight as the world 
shut down in mid-March 2020. 
Some employers already had remote 
work policies on the books, but few 
of those allowed for off -site work 
more than a few days a month, far 
from the massive amount of remote 
work most employers were forced 
to adopt. Now, with COVID-19 
vaccines and therapeutics rolled 
out, employers are calling their staff  
back into the offi  ce and are working 
to develop remote-work policies to 
accommodate many employees who 
prefer to work from home. In a tight 
labor market, the fl exibility allowing 
for remote work has been critical 
in retaining and hiring workers. 

Orange County, Fla., has a hybrid 
model, explained CIO Rafael Mena. 
County employees may work fully 
off site depending on their job 
functions and with manager approval. 
In his department, 60 percent of 
employees work from home, and 
the remainder come into the offi  ce. 
Those who need to do hands-on 
work such as desktop servicing 
come into the offi  ce. Countywide, 
the split is 30 to 70 percent, with 
the majority of workers onsite. 

Many tech leaders say managers 
are trying to balance fairness with 
employees’ desires to continue 
to work from home. Many jobs in 
government cannot be completed 
away from the work site. Positions 
such as police offi  cers, meter 
readers, correctional offi  cers and 
others must be performed onsite. 
Cutright says the Mesa city manager 
landed on a permanent policy of 
two remote work days per pay 
period for employees outside of the 
tech department because he was 
trying to be fair to those whose jobs 
require them to be onsite during 
all of their shifts. The technology 
department is allowed more fl exibility 
given the nature of its mission. 

Mena added that Orange County 
employees who work fully from 
home have the fl exibility to come 
into the offi  ce for department 
meetings if they choose. 

“I give the teams fl exibility,” Mena 
said. “If they want to come into the 
offi  ce, they can do that. If they want 
to stay at home, they can do that.” 

The city of Long Beach adopted 
its hybrid work policy in the fall of 
2021, Eriksen said, giving department 
managers a wide berth in determining 
who could work remotely. In the 
Department of Technology and 
Innovation, managers look at the 
nature of the job, employee preference 
and city needs in determining who 
may work from home and how often. 

“We have about two-thirds of our 
employees teleworking on any given 
day and a third onsite,” she said. 
“In some cases, our programmers, 
development team, project managers 
are able to work 100 percent 
from home. They had to fi ll out 
an application to work remotely 
and the supervisor reviewed it. 

“In other cases, the nature of the 
work really is onsite. For instance, 
our desktop teams have to go and 
touch computers. In those cases, 
they are approved to work one day 
remotely. The other days they have 
to work onsite,” she continued. 

Maine CIO Fred Brittain said 
the offi  cial date for IT workers to 
return to the offi  ce is Sept. 6 of this 
year. He and managers are currently 
reviewing each position to determine 
how many remote days that position 
could sustain. Employees will then 
request the number of remote days 
— if any — they would like to work. 
Maine’s remote work policy leaves the 
decision in the hands of managers. 

“We’ve heard from some folks 
who’ve said, ‘I would like to come 
back to the offi  ce. I won’t even submit 
a request.’ But I don’t think we’ll 
see a lot of people coming back to 
the offi  ce full time,” said Brittain. 

Building Collaboration, 
Avoiding Burnout 

Remote work can often help to 
build a stronger work-life balance and 
eliminate long, stressful commutes. 
Worker burnout from lack of 
delineation between home and work 
can, however, be a problem. Managers 
say most employees prefer to work 
remotely at least for part of the week, 
although not all do. But remote work 
can pose challenges as managers work 
to build collaboration. The shift to 
remote work has made many work 
more intentionally on building teams.  

Eriksen said many Long Beach 
employees report that they endure 
fewer disruptions when working 
from home, but some fi nd it harder 
to collaborate and feel connected 
in a remote environment. 

“When people aren’t getting 
together physically, some feel 
disconnected,” she said. “You don’t 
have the same opportunity for water 
cooler chats, for getting together in 
the lunchroom or going on walks.” 

Eriksen says that during the height 
of COVID-19, her offi  ce worked 
to develop virtual events to bring 
team members together. Recently, 
they held an optional spring offi  ce 
cleanup and ice cream social. 

“It gave employees an opportunity 
to come to City Hall and clean 
out their desks,” she said. “The 
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According to 
CIO Rafael 
Mena, Orange 
County, Fla., is 
moving toward 
“borderless 
hiring.”
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ice cream social was outside, 
and it was a really fun event.” 

While building teams virtually 
requires more intentionality, the virtual 
environment does off er advantages in 
that larger meetings are easier to orga-
nize, as are trainings, managers report. 

“It used to be such a challenge to get 
all employees all together. We would 
have all-hands meetings every couple 
of years,” Eriksen said. “Now, they are 
held a couple of times a month and are 
recorded for people who miss them.” 

She reported that about 15 people 
used to attend the department’s data 
learning events, but now that they 
are virtual and recorded for later 
viewing, up to 80 people can attend. 

Smith said managers in Alaska 
are maturing in “understanding the 
social dynamics of hybrid work” and 
in monitoring employee output. 

“There is a potential for isolation,” 
Smith said of employees who work 
from home. 

Brittain said he believes his teams 
have been very eff ective working 
remotely on transactional work; 
however, it has been more diffi  cult to 
successfully integrate multiple teams 
into a project. 

“We have had strength in core 
teams, but it has been more diffi  cult 
reaching across boundaries and making 
sure others are involved,” he explained. 

One of the big questions hovering 
around remote work is worker 
productivity. Are they more or less 
productive in a remote environment 
and how can productivity be measured? 
For Cutright, productivity is measured 
in the same way in a remote environ-
ment as it is in an offi  ce: Did the 
needed projects get completed? 

“To me, the measure is if the 
work gets done. … In the end it is 
about business services and whether 
we are serving our customers and 
being eff ective,” Cutright said. 

Mena, of Orange County, said his 
department measures employees’ 
productivity through weekly status 
reports based on projects and timelines. 

“I oversee 911 and 311 calls. Those 
are simple to measure based on how 

many calls were responded to, the 
time it took to respond and how many 
were not responded to,” he explained, 
adding that productivity has been 
good in the remote environment. 

“At the same time, if we see 
something is not working as expected, 
maybe [an employee] needs to come 
in and spend a week in the offi  ce and 
we brainstorm and we see what the 
issues are,” Mena said, adding that he 
has rarely had to bring an employee in. 

But burnout also is a growing 
problem among remote workers, since 
the line between work and home is 
blurred. Some employees actually work 
longer hours at the same time that their 
home commitments may be greater 
due to having children learning from 
home. Employers need to be mindful 
of this growing problem. A recent 
Microsoft workplace survey of both 
the private and public sectors found 
that 54 percent of respondents felt 
overworked while working remotely 
and experienced a 148 percent increase 
in weekly meeting times and 42 
percent more Teams chats after hours. 

Brittain, of Maine, made mindful-
ness training available to employees 
in an eff ort to help them achieve a 
stronger work-life balance. Workplace 
experts advise managers to check in 
with employees regularly to see how 
they are faring with remote work.  

Remote Work 
as Hiring Tool

The ability to work remotely has been 
received positively by the majority of 
workers, tech leaders say. It has boosted 
morale. Now, as more employers have 
adopted the practice, employees con-
sider the possibility of working remotely 
when they are deciding whether to stay 
in their current positions or are weigh-
ing another employment opportunity. 

“We don’t mention in job ads that 
telework is an option, but I think 
we may incorporate that. It may 
off er an attraction,” Cutright said. 

None of the tech leaders contacted 
for this story allow employees to live 
out of state, primarily due to the issues 
presented in calculating state taxes 
owed. Some are considering the practice 
of so-called “borderless hiring,” how-
ever, where employees live in the state 
of their choosing. Mena said Orange 
County “is moving in that direction.” 

Some government employers do 
require that employees live within driv-
ing distance of the city or county so 
they can come into the offi  ce in the case 
of an emergency or other need. Long 
Beach requires that employees live 
within a three-hour drive of the offi  ce. 
Offi  cials in Maine advise employees 
to be prepared to come into the offi  ce 
should their electricity or Internet fail. 

A recent report from the National 
Association of State Chief Information 
Offi  cers (NASCIO) recommends remote 
and fl exible work as a way to increase 
diversity and inclusion. Remote work 
can bring more underrepresented groups 
into the workplace. Smith said that has 
been the case in Alaska, pointing to 
the staff  member who works remotely 
full-time from his home village. 

“Individuals not located near a 
government offi  ce have been able to be 
hired,” he explained. “It has allowed 
us to increase economic opportunity 
to some more remote villages and 
locations in the state and bring more 
voices into state government that 
have not been there before because 
they did not want to relocate.” 

pamelamartineau@yahoo.com
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In Long Beach, Calif., Director of 
Technology and Innovation Lea 
Eriksen said about two-thirds 
of employees work from home 
each day.
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Funding, Planning and Transforming 
the Way We Move

Ransomware attackattacks and other cybersecurity 
threats conticontinue to increase for state
and loand local governments. To combat these 
growing challenges, it’s imperative for these 
organizations to integrate security tools and 
strategies into every stage of IT planning
and implementation. In other words,
cybersecurity must be “baked in” to every 
new solution and every modernization effort.

That approach has transformed the 
ecuritsecuritecurity posture for the city of Frisco, Texas.

cent yIn recent ycent years, Frisco — a Dallas suburb 
0 andof over 200,000 and0 and one of the fastest-

ation —growing cities in the nation ation — has taken
operaseveral steps to modernize its operaoperations 

Theand standardize its IT infrastructure. TheThese
changes were integral in giving the city 
the agility it needed to deliver responsive 
service to constituents and maintain business 
continuity during the pandemic. And they 
will enable Frisco to continue to improve 
service delivery and incorporate artificial 
intelligence (AI) and other important 
emerging technologies.

But the city wouldn’t have been able to
increase its operational resilience if it hadn’t
also focused on building its cyber resilience.

Implementing Microsoft’s suite of 
integrated solutions, which incorporate 
robust multi-layered security, have helped the 

city automate various security tasks, access
analytics that facilitate proactive threat 
detection and response, and build a more 
secure, future-ready enterprise.

Dealing with a Fragmented 
Security Ecosystem 

Before implementing Microsoft solutions,
Frisco faced several cybersecurity challenges. 
Steve Leblond, the city’s chief technology 
officer, says the biggest risks were related to 
the need for more cyber awareness among 
employees to mitigate incidents such as 
phishing attacks, and the lack of automated, 
analytics-driven security tools. 

“The biggest cybersecurity challenge is 
always people,” Leblond says. “It’s people
eithereithereither not understanding the technology or 

ing ennot having ening enough training.”
timateThe city ultimatetimately found a way to timate

frastradvance its security infrastrfrastructure at thefrastr
nfrassame time it upgraded its IT infrasnfrastructure.nfrast

dernLeblond and his team decided to moderndernizedern
with Microsoft’s integrated suite of 
products, including Azure Government 
Cloud to advance their existing compute and 
analytics capabilities and Microsoft Office
365 to increase enterprise collaboration. 
The city is also beginning to use Power BI
for business intelligence and data-driven

decision-making, and Microsoft Enddpoint 
Manager for mobile device managemment
and protection. All of these solutionns 
feature security components that arre fully 
integrated from the start. 

Leblond, who became familiar wwith 
Microsoft’s cloud solutions after atttending its
annual Ignite conference for developpers and 
IT professionals over the last decadee, says the 
integration offered by Microsoft maade it the 
best fit for his organization.

“Seeing what they had in their rooadmap 
— the server infrastructure side, thee client 
management side and then you havee the 
office productivity side — and how all that 
intertwined and played together was really a 
main reason for going forward with a lot of 
this,” Leblond says. 

Advancing Security witth 
Microsoft Cloud

Frisco has leveraged the Microsooft 
ecosystem to strengthen enterprise
security as it continues to modernizze.
BeforBeforBefore adopting Microsoft solutionss, the Befor

ied oncity relied onied on multiple different poinnt ied on
its sesolutions, and its seits security infrastrucctureits se

mentedwas much more fragmentedmented. mented
as co“Prior solutions weren’t as co ed as connnected as connected ted

lot oas the Microsoft solution. We had a lot of ad a ad a 

AI-REEADY 
GOVEERNMENT

Integrated Microsoftoft 
Cloud Solutionsns

gg
How the City of Frisco, Texas, Built ItBuilt Its Cyber Resilience
with Integrated Microsoft Clout Cloud Solutions

SE SA GOVERNMENT TECHNOLOGY CASE SE STUDY

NMENT TECHNOLOGY HANDBOOK FORA GOVERNME

Guide to Government Platforms of the FutureA Guid

Plug and Play
A New Era for Child Support 
System Modernization
Leveraging advancements in technology and
new federal guidance for your modernization project

A GOVERNING Q&A

Advancements in technology, simplifications to the Office of Child Support Enforcement’s 
(OCSE) Feasibility Study requirements, and the infusion of federal stimulus funds make child 
support system modernization attainable at a lower cost and on a faster timeline than states 
have historically experienced. In this Q&A, Landis Rossi, national Child Support Practice 
Lead at CSG Government Solutions, provides guidance to states aiming to enhance customer 
service and improve program performance through child support system modernization. 
Over her career, Rossi has worked with child support programs in 10 states. Here she shares 
lessons learned and best practices to help states launch their system modernization projects.

Upgrading ssecurit
more imporrtant th
is how agen le ncies can do so while
meeting bu ints.dget constraints.

S ms inecurity systems inms inn both the physical and digital realmsn both the physical and dig
k are of work are k are evolvin plexity. As ng and increasing in comp

meal piecemeal meal systems prol  demand foriferate, there is increasing

ndscape,pane of glass. In this fast-growing and complex lan

pment and security defenses while working with legacy equip
keeping an eye on the budget. 

capeThe State and Local Security Lands
creasing clamor Spurred by changes in the way we work and an inc

olving rapidly.physicboth physiphysical and digital security systems are evo
ies face rowtWhile such growtrowth is exciting, government agenci
ms.odernchallenges when moderodernizing these critical syste

 Legacy technologies. e solution might rip-aWhile a rip-arip-and-replace
a practical s, it isgive agencies leading-edge capabilities, it iss, it is not 

ght have “A big challenge is that these physical assets mig
s of modernity,” electronic security systems with varying degrees
ons for Security says Eric Young, senior vice president of operatio
onitoring and Information Systems (SIS), a provider of alarm mo

interface services for the security industry.

have created Workarounds to accommodate legacy systems 
ese systems a patchwork of solutions for many agencies. “The
. “They are often don’t talk well with each other,” Young says

oprietary often siloed due to age and compatibility and pro
versus open-source solutions.” 

 Geographically dispersed assets. Because agenciees 

an area, security also needs to spread out across physsical 
entities and assets on the ground. When you are only aas safeentities and assets on the ground When you are only aas safeentities and assets on the ground When you are only aas safe
as your weakest link, vulnerabilities multiply and it can be

operations center (SOC) that uses cameras and monitors 
buildings using an intrusion alarm system but if they arre 
not co-located, that becomes a very complex problemm,”
Young says.

 Physical and digital security are coming under one
umbrella. When they do so, operational technology (OTT) from
physical assets has to seamlessly integrate with informaation
technology (IT). If there is dissonance between infrastruucture, 
software and monitoring, teams are frequently burdenedd with 
too much repetitive or unnecessary information.

 Competitive labor market. Operating complex securrity
systems needs a deep bench of talent that might not always
be available in house. Contractors need solutions that aare 
easy to work with.

Advantages of ModernizationThe Adva
mplex security landscape and its many Given this complex

e for government agencies tochallenges, it is time for g
nd digital security systemsmodernize their physical and di . 

tegrates all security A modernized security system integra
vers monitoringsolutions, physical and digital, and delivers m g 

oing socapabilities through a single pane of glass. Doing s
offers a range of benefits, including:

ty systems is
han ever. Here
an do so while

Moddernizing 
Physsiccal and
Digittal Security 
in Govvernnment
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G
overnment agencies are facing signifi cant challenges 

in recruiting and retaining employees, especially for 

technical roles. Organizations have diffi  culty hiring staff  

for agile software development; device and software testing; 

cybersecurity; robotic process automation; and data analytics, 

preventing many agencies from moving forward with much-

needed modernization eff orts.  

The public sector faces especially tough competition for fi lling 

cybersecurity related roles. As of mid-2022, the CyberSeek project 

reported nearly 715,000 cybersecurity job openings across all sec-

tors in the U.S.1 Government agencies are struggling to compete 

against large private companies for cybersecurity employees, leav-

ing them with unfi lled positions and talent gaps that put agencies 

and constituents at risk. 

There are also many government functions that require employees 

who can tackle highly analytical and structured tasks. Accounting, 

audit and risk management initiatives, for example, often involve 

complex processing tasks and data analysis. Public benefi ts 

programs require detail-oriented focus to handle data entry and 

claims administration. 

These areas are also being impacted by the workforce crisis, 

opening government agencies to risk and delays in services. 

Governments can fi nd help by looking to an underutilized talent 

pool: Neurodivergent individuals who work in a team that’s fully 

managed to support their success and deliver better outcomes. 

States and localities also face challenges in meeting their goal 

of hiring a diverse workforce. Many agencies rely on vendors 

to help meet goals for diversity, equity and inclusion (DEI) 

contracting and employment. As one example, these vendors 

may manage networks to simplify contracting with businesses 

owned by veterans, women and minority individuals. 

This model is also available for neurodiversity employment and 

off ers an alternative to maintaining an internal program. Partnering 

with a vendor that off ers a fully managed service can help attract 

talent, identify the right job match, develop training and provide 

support for ongoing job success.

Considering neurodiverse talent
When matched with the right job, neurodivergent individuals 

off er the specialized skills and focus needed for government 

operations. Neurodivergent employees bring new perspectives 

on how to overcome obstacles through attention to detail and 

innovative, creative thinking. 

CAI Neurodiverse Solutions off ers a unique and proven model for 

neurodiversity employment, which includes a complete team and a 

range of supporting services. An embedded, neurodiversity-certifi ed 

leader oversees the team’s work and handles functions such as:

• Being the fi rst point of contact for the agency and employee, available 

to provide guidance that directly resolves any needs and concerns

• Providing ongoing supervision, support, mentoring and coaching for 

team members, including identifying additional training needs and 

determining when a team member is ready for advancement

• Developing team member productivity metrics, reviewing work 

product for accuracy and driving operational effi  ciencies

• Delivering weekly and quarterly status reports and conducting status 

meetings to update everyone on team activities, tasks and issues

• Supporting reinforcement of neurodiversity training concepts

This robust management approach fosters a successful experience 

and outcome for the agency, the team and the employees. In addition, 

during the COVID-19 pandemic, when remote work was forced for 

many agencies across the country, programs utilizing neurodivergent 

What is neurodiversity? 
Neurodiversity refers to the range of diff erences in individual brain function and behavioral traits, 
regarded as part of normal variation in the human population. The term encompasses conditions 
such as autism, ADHD, dyslexia (which aff ects reading and writing), dyscalculia (which aff ects 
working with numbers) and dyspraxia (which aff ects physical coordination and movement). 

Neurodivergent individuals often have strong capabilities for attention to detail, concentration, 
pattern recognition and problem-solving. Yet this population experiences a high unemployment 
rate, estimated at 30% to 40%.2

Untapped Source of Talent Provides Critical 
Skills, Helping to Alleviate the Workforce Crisis
Governments can fi ll many technical and analytical roles with help from neurodivergent individuals.

A GOVERNMENT TECHNOLOGY THOUGHT LEADERSHIP PAPER | CAI   
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1  https://www.cyberseek.org/heatmap.html

2 The Center for Neurodiversity & Employment Innovation, University of Connecticut, 

 https://entrepreneurship.uconn.edu/neurodiversitycenter/#

How to get started
A full partner-managed neurodiversity employment program 

does not require agencies to make major changes to their internal 

processes. However, subtle adjustments in HR and procurement 

can make a diff erence for a successful neurodiversity program. An 

experienced partner can assist agencies with these adjustments. 

Leveraging its proven program model, CAI aligns the best 

talent with the right engagement. The model is summarized 

into three phases:

Solution defi nition. CAI experts partner with agency stakeholders 

to defi ne a strategic solution aligned with exceeding business 

objectives. They follow a proven process that builds the roadmap 

for successful execution.

Talent selection and acquisition. CAI has honed the process of 

fi nding and aligning the best talent. The company’s neurodiversity-

certifi ed recruiters utilize CAI’s global partner network and 

talent acquisition team to identify neurodivergent candidates. 

Candidates complete a one-on-one introductory call and fi ve-day 

talent discovery session to ensure the best placement for both the 

agency and individual.

Program execution. CAI experts utilize an organizational 

readiness process that ensures program adoption and success. 

Workplace assessments, awareness training, ongoing program 

governance, oversight and support are critical success factors. 

The contributions of neurodiversity 
In the right roles and with the right support, neurodivergent 

employees can make signifi cant and meaningful contributions 

to any government agency. By considering a neurodiversity 

program, an agency can reduce workforce challenges, lower the 

underemployment and unemployment rate, make progress toward 

DEI goals, provide rewarding and meaningful careers, 

and achieve its mission of service to all.

This piece was written and produced by the Government Technology

Content Studio, with information and input from CAI.

CAI is a global technology services fi rm with over 7,500 associates worldwide and a 

yearly revenue of $1 billion+. We have over 40 years of excellence in uniting talent and 

technology to power the possible for our clients, colleagues, and communities. As a 

privately held company, we have the freedom and focus to do what’s right — whatever it 

takes. Our tailor-made solutions create lasting results across the public and commercial 

sectors, and we are trailblazers in bringing neurodiversity to the enterprise. 

Learn how CAI powers the possible at: https://www.cai.io

Produced by: Sponsored by:

individuals were able to adapt to these new stipulations with the 

same success as an on-site program. As more agencies embrace 

hybrid work models, neurodivergent employees can continue to be 

a vital part of the team.

How a neurodiverse team benefi ts IT 
The IT department at the University of Pittsburgh needed 

a team of software developers that could work in an agile 

environment on projects to automate system testing. Department 

leaders also wanted to expand the diversity of their teams while 

hiring employees with a high attention to detail.

The university fi lled its needs by contracting with CAI 

Neurodiverse Solutions for a neurodiverse development team. 

The department worked with CAI to clearly defi ne goals, assign 

work tasks and structure the project schedule. The team of 

developers also had the ongoing support needed to fulfi ll the 

goals and objectives set out during the initial client meeting.

The CAI Neurodiverse Solutions team automated a test suite 

for one application that previously required up to four hours to 

test manually. Given the lengthy testing time, the manual test 

suite was previously run only for major new software releases. 

The automated suite now runs daily and requires only 15 

minutes for an employee to review the logs.

As the team takes on new tasks, employees have readily adapted 

to the work. The outcomes have been better than expected.

“Getting this team was a win-win,” says James Craig, the 

university’s associate director of enterprise applications. “The 

employees are extremely eager to learn and contribute in any 

way they can, and we now understand how much we can really 

accomplish with this team.”

How supported work benefi ts the employee
In a traditional workplace, neurodivergent people often 

struggle to fi nd and keep long-term employment that makes 

full use of their talents. But these individuals can fl ourish when 

they’re matched with the right work and the right support 

structure. The employees become valued contributors to 

their teams and organizations. They also gain the skills and 

confi dence to take on new responsibilities and grow their career.

“We have seen on many occasions where providing a career 

opportunity has led to so much more than just the career,” says 

CAI Neurodiverse Solutions Vice President Anthony Pacilio. “It 

has led to greater confi dence, independence, individuals living 

on their own for the fi rst time, getting an apartment, applying 

for a driver’s license. It is about helping build a person’s 

journey, not just a career.” 

If your agency is interested in working with CAI Neurodiverse 
Solutions, please contact us at inquiries@cai.io to arrange a 
meeting and learn how to get started today. 

Government Technology is about solving problems in state and 

local government through the smart use of technology. Government 

Technology is a division of e.Republic, the nation’s only media and 

research company focused exclusively on state and local government 

and education. www.govtech.com
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AS PUBLIC AGENCIES EMBRACE REAL-TIME DATA AND OTHER 
SOPHISTICATED TOOLS, EDGE COMPUTING CAN HANDLE ALL THAT 
INFORMATION MORE QUICKLY. BUT SIGNIFICANT HURDLES REMAIN. 

BY THAD RUETER
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F
ourteen streetlights 
in Philadelphia 
could help shine a 
light on the future of 
computing for state 
and local governments. 
A smart city project 

in that city’s Midtown Village will put 
sensors on the lights so that offi  cials 
can gain real-time data about air 
quality, weather, transportation and 
other urban topics of interest. The data 
will be processed in the cloud — or, 
more specifi cally, via edge computing, 
which is the term for deploying 
servers close to data sources in order 
to make communication faster.  

City technology professionals will 
then take the lessons learned from 
this project to potentially craft better 
edge computing-backed eff orts. And 
Philadelphia is not alone. As public 
agencies across the country emerge 
from the pandemic and take stock 
of all they learned during that era 
from remote work, virtual public 
meetings and increased use of digital 
tools, edge computing is beginning 
to look more attractive as a tool, one 
that can help governments become 
more effi  cient and responsive.  

But the path to that future does 
come with uncertainties and potential 
hurdles — and requires more education 
on the part of those agencies, at 
least according to what experts told 
Government Technology.  

Edge Promise 
Even so, the promise of edge com-

puting in the public sector is signifi cant, 
said Zheng Song, an assistant professor 
in computer and information science at 
the University of Michigan-Dearborn.  

“I believe technology-wise, edge 
computing and AI will be the two main 
opportunities for reshaping public ser-
vices and infrastructure,” he said. “The 
massive amount of sensors deployed 
in the fi eld can already provide useful 
insights for public safety, disaster relief, 
smart transportation, social welfare 
and other domains related to public 
services. Edge computing along with 

AI will process and make sense of the 
huge amount of data generated by 
these sensors in a real-time, privacy-
preserving fashion, which will unleash 
the true potential of such data.” 

In response to that promise, pro-
viders of cloud computing services 
— including Google and Amazon — 
are beefi ng up their edge technology 
off erings.  

As Song pointed out, Amazon 
Web Services has released multiple 
edge products, including private edge 
servers (Snowball), publicly shared 
edge servers (Outposts), AI on the edge 
(SageMaker), IoT edges (Greengrass) 
and edge computing integrated with 
communication networks (Wavelength).  

“With the help of these various 
platforms, there will be more edge 
computing applications available to 
the general public,” he said.  

There is other data around spend-
ing that supports those predictions and 
illustrates how edge computing busi-
ness opportunities are growing, which 
in turn will lead more public-sector 
IT professionals to consider how to 
respond to this trend. For instance, 
the economic research group Report 
Ocean found that the North America 
mobile edge computing market will 
increase by 32.2 percent annually 
through 2030 as more consumers — 
and citizens — use interconnected 
devices and come to rely on faster data 
processing and more automation.  

More specifi cally, the fi gures related 
to the government market also show 
the potential for edge computing.  

Market intelligence fi rm IDC 
estimates in its most recent EdgeView 
study that local and state governments in 
the Americas will spend $3.8 billion on 

O N  T H E  E D G E 
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“edge solutions” in 2022 , a fi gure 
that will increase to $4.9 billion in 2026. 
Most of that spending will come from the 
U.S., according to Jennifer Cooke, IDC’s 
research director for edge strategies.  

Worldwide, that spending 
stands at $8.2 billion and will 
increase to $11.6 billion by 2025.   

The IDC report also found that 
74 percent of survey respondents 
plan to increase edge computing 
spending, with the average planned 
increase at 34 percent — answers 
that might be “aspirational,” she 
said, but which still underscore 
the interest in the technology.  

Drivers of that interest include 
the need to store data for longer peri-
ods of time, the increasing amount 
of data used by public agencies, and 
new tools that depend on machine 
learning and artifi cial intelligence.  

Cooke shared her fi ndings with 
Government Technology in June, 
around the time that an Amtrak train 
derailed in Missouri, killing four people 
and injuring about 150. She used that 
accident to explain — in a general 
sense — that edge computing, including 
sensors and other technology, can 
potentially help make transportation 
more effi  cient and safer, largely via 
the use of real-time data. Gathering 
data at “the edge” — and doing it 
with reduced latency — can allow 
the running of digital models that 
can identify potential problems in a 
quicker fashion than is now typical.  

That said, smaller steps will likely 
come before bigger edge computing 
projects, at least in the near term. 

“At the state and local government 
level, they’re probably going to be 
looking for low-hanging fruit,” Cooke 

said. That could include speed cameras 
and the operation of high-defi nition 
cameras with much larger image 
fi les and some AI-supported tools. 

Governments “might use a 
co-location facility that is nearby, 
but that doesn’t mean pushing [the 
data] to the cloud,” she said. “It 
might be ramps to the cloud.”  

As for the increasing use of AI 
tools for public services, many general 
purpose servers will prove unable 
to handle those workloads, thanks 
to cooling, power consumption and 
other factors. That also promises 
to make edge computing more 
attractive over time to governments.  

Edge Reality 
While edge computing is gaining 

ground in government, its use of 
the technology still trails other 
sectors, especially manufacturing 
and even retail, both Cooke and Song 
said. Smart home building, health 
care and gaming also are making 
progress with edge computing — 
and will make use of the technology 
even more in the coming years.  

“Retail and manufacturing are 
probably the most advanced because 
they are seeing the most results from 
it,” Cooke said. 

That’s important for public 
agencies because they will need to 
do their homework on successful 
use cases before deciding what and 
how to deploy when it comes to edge 
computing.   

“Don’t go it alone,” she said. “Look 
at other industries. Learn from their 
mistakes.” 

Public agencies also need to look 
past the ongoing misconceptions 
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“EDGE COMPUTING 
AND AI WILL BE THE TWO 
MAIN OPPORTUNITIES 
FOR RESHAPING 
PUBLIC SERVICES AND 
INFRASTRUCTURE.”
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as they explore edge computing, 
says Hemant Desai, CIO for 
the International City/County 
Management Association.  

For instance, while governments 
are rightly focused on cybersecurity 
— a concern that keeps growing 
in importance — edge computing 
can offer security advantages, he 
told Government Technology.  

“On the edge, providing local 
security is much simpler than the 
complexity with dealing with security 
over the public Internet,” Desai said.  

Another challenge is simple under-
standing — that is, knowing what edge 
computing is and what it can off er, 
and making sure other public offi  cials 
are educated about the technology.  

“IT folks know what it means, but 
for day-to-day stakeholders — the 
important places where decisions are 
made — making it into day-to-day 
language goes a long way,” he said.  

Another important consideration for 
edge computing is a basic lesson that 
applies to other forms of technology, 
at least according to Tulli Manross, 
national director of public-sector SLED 
business development at Lumen, which 
sells cloud and network services.  

“There is a real misconception 
that edge computing is a one-size-
fi ts-all product,” she told Government 
Technology. “They need to take the 
time to understand where they are in 
their journey.”  

As Desai and Manross see it, the 
pandemic really put the spotlight on 
the possibilities of edge computing, and 
made more residents expect more of 
government — they want access from 
anywhere and from any type of device.  

At the same time, governments are 
starting to see more use cases for edge 
computing, and not just for public 
safety and transportation. Deployments 
have yet to approach any type of criti-
cal mass, but progress is happening.  

For instance, Desai pointed to the 
increasing popularity of smart water 
meters as an almost obvious place for 
edge computing technology, along 
with, say, ensuring the safety and repair 
of gas pipelines. Sensors and related 

tools can be installed near the source 
— for example, near a water tower.  

Education, too, is starting to 
show what edge technologies 
might be able to do, with a recent 
example also showing the impor-
tance of the types of partnerships 
that seem likely to play a huge role 
in edge computing deployments.  

In June, Kajeet, a Virginia-based 
provider of hardware and software 
for enterprise Wi-Fi networks, 
announced that it was working with 
Google on a push to help school 
districts operate their own private 
networks. The goal is to bring more 
digital access to students who lack 
reliable high-quality wireless Internet.  

The work involves the Google 
Distributed Cloud Edge product, 
which Google says “brings Google 
Cloud’s infrastructure and ser-
vices closer to where data is being 
generated and consumed. Google 
Distributed Cloud Edge empowers 
communication service providers to 
run 5G Core and radio access net-
work (RAN) functions at the edge.”  

Kajeet’s vision, according to its own 
statement, is to combine its public 
and private wireless networks with 
Google’s Chromebook and Class-
room tools, and otherwise promote 
“immersive” classroom activities for 
some of the 30 million Americans 
whom the White House says lack 
high-quality broadband access.  

“Google Distributed Cloud helps us 
realize economies of scale in a common 
environment encompassing private 
networks at the edge, a private data 
center and the public cloud,” Derrick 
Frost, Kajeet’s senior VP of private wire-
less networks, said in the statement. 
“It enables us to deliver a consistent 
set of security, life cycle management, 
policy and orchestration of resources 
across all customer locations.” 

Edge Future 
As that example shows, edge com-

puting cannot be done in anything 
approaching isolation. The latest IDC 
report about spending on the tech-
nology hammers that point home, 
saying agencies planning to deploy 
edge computing resources need to 
fi nd ways to integrate with exist-
ing legacy infrastructure. That work 
can be as important as pricing when 
it comes to decisions about deploy-
ing the technology, the report said.  

“On the fl ip side, edge management 
strategies are not tightly integrated 
with cloud and core, suggesting that 
organizations may need to revise 
their management strategies as they 
seek to leverage core, cloud and edge 
resources as a cohesive set of fl exible 
resources,” the report continued.  

None of this will be easy, especially 
as many public agencies are still getting 
used to their new digital tools and their 
newer cloud services. But by all accounts, 
edge computing is gaining profi le in 
the world of gov tech, and with all the 
anticipated spending, ongoing funding, 
and new partnerships and products, 
you can bet that edge computing will 
continue to grow in the public sector.  

Some experts are indeed positively 
enthusiastic about the prospects for 
edge computing to become a more 
important part of government.   

“By next year, or by 2024, we won’t 
be talking about ‘Should we be using 
edge computing?’ but about how can 
we now leverage that mountain of data 
that they have collected,” Desai said. 

trueter@govtech.com

O N  T H E  E D G E 
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“BY NEXT YEAR, OR 
BY 2024, WE WON’T 
BE TALKING ABOUT 
‘SHOULD WE BE USING 
EDGE COMPUTING?’ 
BUT ABOUT HOW CAN 
WE NOW LEVERAGE 
THAT MOUNTAIN OF 
DATA THAT THEY 
HAVE COLLECTED.”
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IDENTITY & CYBERSECURITY

Why Identity 
Management 
is Critical for 
Zero Trust

Why is Zero Trust critical for 
state and local governments?

Digital transformation and IT 
modernization were already driving 
explosive growth in the data, 
applications, infrastructure and, 
most importantly, the identities 
organizations were managing. Then 
we had this rapid shift to a remote 
workforce during the pandemic. 

As the complexity of secure 
environments — and the need for 
speed and accuracy — grows, Zero 
Trust becomes a good way to enable 
access to any hybrid or on-premises 
system. It becomes foundational to 
our security model.1 And identity is a 
critical component of that model.

What capabilities are needed to 
apply a Zero-Trust approach?

Zero Trust is a team sport. It 
includes cross-organizational and 
vendor involvement within every 
pillar of the security ecosystem. The 
domains of Zero Trust include identity, 
data, devices and applications. When 
you look at all of the connection 
points between them, there’s a lot 
to unpack. 

Organizations have to start with 
a strong identity management 

SailPoint, the leader in identity management, delivers 
an innovative approach to securing access across 
the enterprise with the SailPoint Predictive IdentityTM

platform. The platform is designed to securely accelerate 
mission objectives while delivering adaptive security 
and continuous compliance. SailPoint provides a 
comprehensive view of access to all resources across 
multi-cloud infrastructure, and helps make faster, more 
informed access decisions, detect potential risks and 
easily enforce access policies for all users. 

https://www.sailpoint.com/identity-for/government 

In a recent Identity Defined Security Alliance (ISDA) survey, 
97% of IT security experts agreed that identity is a foundational 
component of a Zero-Trust security model. In this Q&A, 
Frank Briguglio, a global public sector identity strategist for 
SailPoint, explains how state and local governments can pave 
the way for a strong identity management program.

1 https://www.idsalliance.org/white-paper/2022-trends-in-securing-digital-identities/

— for example, identity life-cycle 
management and automation of 
basic provisioning functions — and 
then separation of duty controls 
and evaluation of different levels 
of access prior to provisioning or 
deprovisioning access. 

What types of changes are 
necessary to support Zero-
Trust access?

Implementing Zero Trust has a huge 
impact on IT strategy, compliance 
strategy and more. In some cases, 
internal organizations are now 
working together, where in the past 
they may have had no reason to do 
so. Overall, that affects the IT staff 
and the task they have. I recommend 
creating a Zero-Trust governance 
board — just as many agencies have 
an identity credentialing and access 
management team — that goes 
beyond traditional stakeholders to 
involve compliance, business and 
application owners. 

program, because even with just 
the identity elements — which 
include things like directory 
services, identity governance 
and administration, multifactor 
authentication, access 
management and federation 
— there’s no single vendor that 
does it all. Identity governance 
provides the context, risk policies 
and workloads for all those things 
I mentioned.

How can organizations 
get started on identity 
governance?

Beginning with the correct at-
tributes about the user — those 
personal identifiers that distinguish 
one user from another — and un-
derstanding organizational policies 
and how you’re going to enforce 
those policies is foundational to 
the Zero-Trust model. Those iden-
tity attributes are used to make 
complex access control decisions, 
so you need to ensure that data 
is up to date and provided in a 
timely manner during the runtime 
authorization process. 

I recommend starting with 
the easier identity challenges 

©2022 e.Republic. All rights reserved.
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A GOVERNMENT TECHNOLOGY Q&A | SAILPOINT

GT22 QA IDC Sailpoint_Briguglio.indd   1GT22 QA IDC Sailpoint_Briguglio.indd   1 8/9/22   9:18 AM8/9/22   9:18 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

Digital Counties /2022

:
The Center for Digital Government’s* 

annual Digital Counties Survey 

chronicles the story of technology 

adoption in America’s counties. 

Read the full story that details winning 

eff orts in fi ve population categories at 

govvtech..com//DigitaalCouunties220222. 

Here, we share a few highlights for a 

quick look at where things stand in 2022.

Making Policy
Respondents call these the 

most infl uential voices on setting IT priorities.

Chief 
Information 
Officer1
Board of 
Supervisors/
County 
Commission

2
County 
Administrator3

Backup Requested
Counties need more staff in these areas.

76%
Cybersecurity

68%
Application Building, Integration and Modernization

63%
Process Improvement and Modernization

61%
Data Analytics/Business Intelligence

58%
IT Support and Help Desk

Leading the Way
These counties rrankked 1sst

in their population category 

(smallest to largest).

Nevada County, Calif.

Arlington County, Va.

Placer County, Calif.

Prince George’s County, Md.

King County, Wash.

69%
24%

7% Decentralized

Shared 
Authority Centralized

How IT Works
Here’s what counties’ 

enterprise IToperating 

approaches look like.

36         September 2022  //  www.govtech.com *The Center for Digital Government is part of e.Republic, Government Technology’s parent company.
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Digital Counties /2022

It’s Getting There

47%
use low-code/no-code development

53%
report using edge computing

56%
are using artifi cial intelligence/machine learning

It’s Everywhere

76%
of counties visualize data with external-facing dashboards

86%
use social media for disaster communications

91%
have self-service kiosks

County IT Spending

IT Internal Staff 

 Software (licenses, purchases)

 Hardware (leased, purchased)

 IT Services (cloud, infrastructure services)

 Telecommunications

 IT Services (contract solutions development)

 IT Contracted Staff

40%

18%
12%

8%

6%
8% 5%

Twenty-eight percent of respondents said more 

than half their workforce works remotely, whilee 

50 ppercennt said more than hhalf of tthem ccould, 

with suffi  cient tools and policies in place. 

Back at the Offi  ce?
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ADVERTISEMENT

6 Keys to Success
with Hyperconverged 
Database Platforms

IT leaders in public sector agencies and higher education 
crave a simpler way to manage their high-availability 
databases. One path to simplicity is the hyperconverged 

database platform, which virtualizes compute, network 

and storage on a device fi ne-tuned to improve database 

performance. 

Familiar examples of hyperconverged database plat-

forms include the Exadata, which Oracle introduced in 2010, 

and its smaller cousin the Oracle Database Appliance, 

which arrived in 2011. These tools represent an evolution 

of hyperconverged infrastructure (HCI), which uses soft-

ware virtualization to give developers and IT leaders vast 

improvements in scale, speed and agility.

Hyperconvergence yields faster time-to-value and a 

fi rmer competitive footing in normal times. In extraordinary 

times like the COVID-19 pandemic, however, the landscape 

is much diff erent. IT leaders know they can pivot quickly to 

implement new technologies. Now could be the right time 

to explore the potential of migrating to hyperconverged 

database platforms. 

With most of the engineering already done, deployment 

timeframes can shrink dramatically. “Instead of taking weeks 

or months to bring up a new database system, we’re doing 

it in hours and days,” says Kevin Ort, Director of Infrastruc-

ture and Open-Source Technology at Mythics, a leading 

integrator of Oracle solutions. 

Moreover, a tool like the Exadata has a simplicity advan-

tage because it puts all Oracle database technologies in the 

same place, making it much easier to resolve the inevitable 

challenges of getting software, hardware and databases to 

cooperate. Everything gets better: troubleshooting, resil-

iency, stability and overall performance. 

“You have one go-to vendor for your hardware issues, 

software issues and bugs. You almost get to where you 

take it for granted,” says Steven Crowder, a senior database 

administrator at Liberty University, an early adopter of 

Exadata systems.   

Randy Hardee, Vice President for Technology at Mythics, 

shares a favorite anecdote: A customer in Florida grew fed 

up with the costs of mixing and matching vendors and suf-

fering two or three outages every month. A hyperconverged 

database platform retired those problems. “They didn’t have 

an outage for the next three years,” he says.

This underscores the value proposition of hypercon-

verged database tools. “It’s just the whole life cycle-cost 

equation: faster implementation and much less time and 

energy in the operations and maintenance,” Hardee says. 

For all the potential of these innovations, success is not 

a sure thing. Following are six keys to getting wins with 

hyperconverged database platforms: 

1 Start with a strategy. Moving to hyperconverged 

database platforms requires a well-thought-out plan 

that assesses the full IT environment, especially when 

IT leaders are moving workloads and databases to the 

cloud. “It’s really important to understand how your applica-

tions relate to one another,” says Scott Dickson, Enterprise 

System Architect with Oracle North America Cloud and 

Infrastructure Solutions. 

2Move carefully on cloud migrations. Many enter-

prise customers have public and hybrid cloud 

architectures on their minds. Dickson advises against 

trying too much at the outset. “I don’t have to go all in right 
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Oracle off ers suites of integrated applications plus 

secure, autonomous infrastructure in the Oracle 

Cloud. For more information about Oracle (NYSE: 

ORCL), please visit us at oracle.com.
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now,” Dickson says. “I can fi gure out how these technologies 

benefi t me on my premises while I’m maintaining data sov-

ereignty as I look for the best place for diff erent applications 

at diff erent points.” Another critical point: Some applications 

have latency issues when moved to the cloud. These kinds 

of challenges cannot be overlooked. 

3Get stakeholder buy-in. Look for data points that can 

sway decision-makers. For instance, many large insti-

tutions have lost control of their database licensing 

because it’s so easy to download software that generates 

fi nancial obligations. Oracle made simpler, more economical 

licensing central to its Exadata off ering, for instance.

“The key to getting stakeholder buy-in, in my experience, 

is asking how are you handling your licenses — is your license 

spending a concern to you?” says Ort. Many stakeholders 

respond well when shown specifi c cost savings, he says. 

4Confront vendor lock-in concerns. A unifi ed data-

base platform has vendor lock-in issues that are 

bound to raise questions. Don’t ignore them. “There is 

a high degree of vendor lock-in because you’re buying your 

entire stack from one vendor,” Ort says. “When we can show 

customers how much more simply their environments will 

operate, they usually embrace that and then move forward.” 

5Don’t go it alone. Strong partners are essential. 

“When customers tend to have problems, it’s because 

they try to do it on their own and get frustrated when it 

takes longer than they expected, or they run into issues they 

don’t know how to deal with,” Ort says. Working with experi-

enced system integrators is essential to avoiding these kinds 

of issues, he says.

Crowder, the Liberty University DBA, advises IT leaders 

to embrace the knowledge of people who implement these 

systems every day. “Let the vendor’s experts do what they’re 

good at. Let them manage the project. Let them walk you 

through the steps of getting it implemented.” 

6Consider services packages. Systems integrators 

often provide service packages that ensure smooth 

transitions and strong support after the migration. 

Services examples might include cloud migrations, taking 

systems online and moving data over properly. On-demand 

services could connect customers with an expert engineer 

for a set quantity of hours. 

“Always take the services,” Ort advises. “It might be an 

additional cost that you’ll be thankful for later.” 

What to Look for in a Hyperconverged 
Database Solution

The experts from Oracle and Mythics say vendors of 

hyperconverged database technologies should be able to 

deliver:

• Integration. Hardware should be engineered to integrate 

with the vendor’s database software.

•  All-in-one simplicity. The end-to-end solution should 

include hypervisors; database management; and virtual-

ized compute, networking and storage.

•  Cloud readiness. Platforms should easily adapt to hybrid 

and public cloud architectures.

• Licensing management. Software should limit redundant 

licensing and enable cost controls.

• Cost savings. Specifi c economies over the platform’s life 

cycle should be spelled out.

•  Compliance. Automation and scripting should enable 

adherence to patching and regulatory policies.

Crowder says IT leaders pulling all the pieces together 

in a hyperconverged database platform need to maintain 

a long-term, big-picture perspective: “Really think critically 

about the environment you’re putting it in and try to make 

sure you’re looking ahead three to fi ve years.”

For more information on this critical topic, download 
the paper, “Succeeding with Hyperconverged 
Database Platforms.”

This piece was written and produced by the Government Technology Content Studio, with information and input from Mythics and Oracle.

© 2021 e.Republic. All rights reserved.

Government Technology is about solving problems 

in state and local government through the smart use 

of technology.  Government Technology is a division 

of e.Republic, the nation’s only media and research 
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government and education. www.govtech.com
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For more information on this critical topic, download 
the paper, “Succeeding with Hyperconverged Database 
Platforms,” at papers.govtech.com.
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Louisiana CISO Changes Roles  

Dustin Glover, who was previously 
Louisiana’s chief information security 
offi  cer, is now the state’s chief cyber 
offi  cer. With the title change comes 
a new partnership with the Louisiana 
Military Department, the Governor’s 
Offi  ce of Homeland Security and 
Emergency Preparedness and the 
state police. 
 
California Leadership Shifts 

In June, California named Liana 
Bailey-Crimmins as its new CIO and 
director of the California Department 

of Technology (CDT). Bailey-
Crimmins is a veteran state tech 
leader, most recently serving as the 
state’s chief technology offi  cer. She 
replaced Russ Nichols, who served 
as acting CIO and announced his 
plans to retire in November. Then 
in July, Rick Klau, California’s chief 
technology innovation offi  cer and 
leader of the Offi  ce of Enterprise 
Technology in the California 
Department of Technology, stepped 
down. Klau held the position dating 
back to February 2021, coming to 
the role from the private sector. 
There is no word yet on whether 
the position will be fi lled following 
his departure. 

St. Paul CIO Joins Private Sector 

St. Paul, Minn., CIO Sharon Kennedy 
Vickers departed her position for 
a role in the private sector after a 
four-year stint in the job. Vickers is 
now the CEO of Software for Good, 
which develops web and mobile apps 
geared toward environmental and 
social change. 

 

Bag to Serve as Indiana Child 

Services CIO 
Anushree Bag — who previously 
served as executive director 
of enterprise governance, risk 
and compliance and resiliency 
services with the Indiana Offi  ce 
of Technology — took a new role 
as CIO of the state’s Department 
of Child Services. Bag’s prior role 
will be temporarily fi lled by Indiana 
CISO Hemant Jain until a permanent 
replacement is hired. 

Rochester, N.Y., Announces 

New CTO 
Rochester, N.Y., named William 
Boudreaux as the city’s new chief 
technology offi  cer. Boudreaux has 
been the acting city director of 
information technology since January, 
and prior to his experience with the 
city, he worked for the University of 
Rochester Medical Center and gained 
private-sector experience with United 
Technologies Corp. and Ultralife 
Batteries Inc. 
 
Iowa Officially Names 

Behrens as CIO 

Iowa named Matt Behrens as 
its permanent CIO after he held 
the position on an interim basis 
since late 2021. Behrens has 20 
years’ experience with Iowa state 
government, with a past stint as 
senior systems administrator for the 
state IT shop, as well as nearly a 
decade serving various roles in the 
state’s Department of Administrative 
Services. Before taking the interim 
CIO title, he was deputy CIO and 
chief technology offi  cer for Iowa. 

Veteran Big-City IT Leader 

Takes Role at SF Startup 

Miguel Gamiño Jr. — a public-sector 
technology vet who has previously 
served as CTO for New York City and 
CIO for San Francisco — took the 
position of chief experience offi  cer 

Anushree Bag
Miguel 
Gamiño Jr.

Sharon 
Kennedy 
Vickers

Liana Bailey-
Crimmins
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A GOVERNING Q&A | LASERFICHEFUTURE OF WORK

What’s the biggest challenge 
that will impact the government 
workforce of the future?
One of the biggest challenges is losing 
institutional knowledge and skilled staff  
due to retirement or because staff  has 
been recruited by other organizations. 
A large percentage of our workforce is 
of, or very close to, retirement age. That, 
coupled with the changes organizations 
have made to their work-from-home 
policies, has caused many of our 
institutions to lose staff . 

It’s hard for any organization to solve 
these challenges 100%. But using 
technology to record and automate 
processes or leveraging innovative new 
technologies can help attract new talent. 

How can agencies do a better job 
of retaining current employees?
Give staff  the opportunity to grow. People 
want to feel heard and valued within 
their organizations. One way to do this is 
to keep employees engaged. 

For example, performing what feels 
like mundane tasks can negatively 
impact employee engagement; an 

increased volume of these tasks can 
make it diffi  cult for employees to 
see the value they are adding to an 
organization. While we cannot get rid 
of tasks, we can use technology to 
alleviate an employee’s workload. By 
automating certain processes, staff  can 
spend time on more satisfying work.

By improving the employee experience, 
government can also improve the 
constituent experience. When staff  
are happy and they feel valuable to an 
organization, it improves the brand of that 
organization and enhances the public’s 
experience with government. 

This in turn can make government an 
attractive workplace. If people see how 
helpful a government offi  ce is, and if 
they see how the organization embraces 
innovation and technology, they will 
more likely want to work there.

What tools and strategies 
will government leaders need 
to support the workforce of 
the future?
Government needs to leverage business 
automation and artifi cial intelligence 

(AI) to increase engagement within the 
workforce. Many governments are already 
embracing technologies like robotic 
process automation to enhance various 
services. For example, a human service 
agency might create an online form for 
people to fi ll out. If a person already 
receives government services, their 
information can autopopulate the form. 

This kind of business automation 
improves the experience of both 
government staff  and constituents. 
Once a resident fi lls out an online 
form, on the back end, government can 
use an automated workfl ow to either 
route it to the right people internally, 
verify approvals, or automate how the 
information is saved or structured in 
government databases. 

Automation allows staff  to focus 
on high-value projects that align with 
their core values, while an intelligent 
algorithm and robot can do other tasks 
for the organization.

Improving Staff  
Satisfaction 
through Business 
Automation

State and local governments are striving to provide vital services to 
the public while facing signifi cant staffi  ng shortages. Laserfi che Public 
Sector Industry Manager Noel Loughrin explains how technologies like 
process automation and AI can help governments better navigate these 
staffi  ng challenges and support the workforce of the future.

SHUTTERSTOCK.COM

Laserfi che (Laserfi che.com) is the 
leading SaaS provider of intelligent 
content management and business 
process automation. Laserfi che’s 
workfl ows, e-forms, document 
management and analytics accelerate 
digital transformation enterprise-
wide. Learn more: bit.ly/3bY106B. 

©2022 e.Republic. All rights reserved.
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Read full reports and breaking news about career changes across tech-driven roles in government at govtech.com/people. 
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and founding partner at Simplicity 
Technology, a San Francisco-based 
startup. Before making that move, 
Gamiño served as executive vice 
president and head of global cities at 
Mastercard. 

Nevada Appoints New CIO 

Timothy Galluzi has been named 
Nevada’s CIO, making him the 
fourth person to hold that position 
within the past fi ve years. The role 
had been vacant for seven months. 
Galluzi previously served as Nevada’s 
administrator for its enterprise IT 
service division. 

Nelson Moe Joins 

Private-Sector IT Firm

Former Virginia CIO Nelson Moe has 
joined a private-sector IT fi rm, taking 
a position as sales strategy principal 
for IT solutions provider Iron Bow 
Technologies. Moe stepped down 
as state CIO in January, following six 
years in the role.  

New Mexico Names

State IT Leader 

New Mexico has tapped Peter 
Mantos as the new leader of the 
state’s IT eff orts. Mantos will be the 
secretary of the state’s Department of 
Information Technology, taking over 
that position from acting secretary 

Raja Sambandam. Mantos brings 
more than 30 years of information 
technology experience to the 
job, much of it from the private 
sector, including work in software 
development and technical and 
project management. 

Orange County, Calif., 

CIO Joins Oracle 

Joel Golub left his position as 
Orange County, Calif., CIO to take 
an executive role in the private 
sector in Oracle’s Industry Strategy 
and Executive Outreach group. 
Golub led Orange County’s tech 
eff orts dating back to 2017. 

Chula Vista, Calif., Hires 

New IT Director  

Chula Vista, Calif., the second 
largest city in San Diego County, 
hired Jose Cisneros as its director 
of the IT Services Department. 
Cisneros, who comes to the job 
from the U.S. Navy, replaces Edward 
Chew III, who retired from the role.  

King County, Wash., Names 

Interim CIO 

King County, Wash., has named 
David Mendel as its interim 
CIO, replacing former CIO Tanya 
Hannah, who left the role in May. 
Mendel fi rst joined the county 
government in August 2005, holding 
various positions, including radio 
communication services manager, 
regional services manager and 
emergency radio communications 
division director. 

Memphis, Tenn., Appoints 

Permanent IT Director 

Memphis has appointed Wendy 
Harris as its permanent IT director. 

Harris had held that job on an 
interim basis for over a year. Harris 
comes to the job with a mix of IT 
experience from both the public 
and private sectors. 

New York State Names 

Cyber Leadership

The New York State Offi  ce of 
Information Technology Services 
in June appointed cybersecurity 
veteran Chris DeSain as the state’s 
newest chief information security 
offi  cer. DeSain brings 24 years of 
experience to the role, including 
building the New York State Police 
Cyber Program, crafting FBI Criminal 
Justice Information Services (CJIS) 
regulations and serving as the 
nation’s fi rst civilian CJIS information 
security offi  cer.

Later that month the state also 
appointed its fi rst-ever chief cyber 
offi  cer, naming Colin Ahern to the 
role. Ahern comes to this job with 
years of cybersecurity experience 
gained through time in both the 
public and private sectors. He also 
has a military background. 

Chris DeSain

Nelson Moe
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The network landscape has changed 
dramatically with the rise of hybrid 
work solutions and the increase 
of mobile and digital constituent 
services. In this Q&A, Chris Cruz, 

CIO for state and local government and education 
at Tanium, discusses strategies for protecting 
endpoints and other assets beyond the traditional 
network perimeter. 

Why is it important for governments to focus 
on cybersecurity beyond the perimeter?
When employees worked on-premises, they were 
authenticated into the network and their access to critical 
systems could be managed from within the walls — the 
building and fi rewall — of the organization. Now, the perimeter 
of access points into the network is beyond those walls. 

In addition, the way people access virtual private networks 
has changed. Most folks have VPN at home, but not 
everybody has a VPN credential set up. So, they’re accessing 
applications through website URLs to key systems without 
data being encrypted. Organizations have been caught off  
guard by the poor scaling of their endpoint solutions. They 
don’t have real-time visibility into every network and device 
and how people are accessing the network. It has created a 
challenge but also an opportunity to be more effi  cient and 
eff ective in remediating and addressing risks.

How can agencies navigate this new frontier?
You can’t protect what you can’t see. It’s important to have 
maximum visibility — a common security posture — into 
your endpoints. That starts with integrating and automating 
standardized tools across the security and IT operations 
environment so the tools can talk to each other. Both the IT 
and security organizations gain real-time visibility into data, so 

they can coordinate decisions about risks, incidents, patching 
and the overall mitigation strategy. As an example, real-time 
visibility supports Zero-Trust capabilities that help authenticate 
users and ensure every device with an IP address back to the 
corporate credentials is properly managed. 

What other capabilities should organizations 
keep in mind when choosing a solution? 
Good cyber hygiene requires a number of foundational 
components. Number one is software reclamation to identify 
every asset that’s plugged into the network, properly manage 
licenses and have a single source of truth for audits. Number 
two is ensuring you can identify and understand all the 
vulnerabilities within your organization’s network. Number 
three is a common patching system that allows you to 
manage patching internally and beyond the perimeter, and 
then measure and report on its effi  cacy. 

You’re a former CIO at the state and local 
levels, and you were the deputy state CIO 
for California. What do you recommend 
regarding a cybersecurity strategy?
First, cybersecurity is everyone’s responsibility. I can’t stress 
enough that your employees are your perimeter. They’re 
your fi rst line of defense. It’s your job as a CIO to work 
hand-in-hand with your chief information security offi  cer and 
your C-level executives to educate all staff  about common 
cybersecurity practices. 

Second, most IT organizations are federated or decentralized, 
but it’s important to have a common security standard and 
governance framework across the organization. Start with 
a thorough risk assessment and a comprehensive incident 
response plan and a well-defi ned cybersecurity plan that 
includes cybersecurity insurance to help mitigate the impact 
of ransomware and other attacks.

The Tanium platform provides rich and accurate data in real time about the state of your assets — their location, software running on 
them, issues they’re experiencing and more. Improving your organization’s cyber hygiene can help prevent many of the breaches, outag-
es and disruptions businesses fall victim to today.  Request a no cost, no obligation cyber hygiene assessment here: 
https://www.tanium.com/cyber-hygiene/

Tanium is the platform that organizations trust to gain visibility and control across all endpoints in on-premises, cloud and hybrid environments. Our approach addresses today’s increasing 
IT challenges and delivers accurate, complete and up-to-date endpoint data — giving IT operations, security and risk teams confi dence to quickly manage, secure and protect their networks 
at scale. State and local governments, educational institutions, federal civilian agencies and multiple branches of the U.S. Armed Forces trust Tanium to help see and control every endpoint, 
everywhere. The power of certainty. Visit https://www.tanium.com/solutions/state-and-local-government/

Cybersecurity & the 
End of the Perimeter

IDENTITY & CYBERSECURITYA GOVERNMENT TECHNOLOGY Q&A | TANIUM ADVERTISEMENT

GT22 QA IDC Tanium_Cruz.indd   1GT22 QA IDC Tanium_Cruz.indd   1 8/9/22   7:36 AM8/9/22   7:36 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

Send Spectrum ideas to Managing Editor Lauren Harrison, lharrison@govtech.com

More research, more science, more technology.

Plans were approved by the U.K. government in July for a 
drone superhighway. Stretching 165 miles across England, 
the Skyway is set to be the world’s longest dedicated drone 

corridor. Led by U.K. fi rm Altitude Angel, the superhighway 
will use “detect and avoid” technology to prevent drone 
collisions and allow for fl ight beyond line of sight. The 

government plans to use drones over the Skyway to “quickly 
and effi  ciently survey infrastructure,” which will mean less 

transportation downtime and faster deliveries. SOURCE: NEW ATLAS 

$2.5B: As part of its Advanced 
Technology Vehicles Manufacturing 
Program, the U.S. Department of 
Energy is giving out a major loan: 
$2.5 billion is going to a project 
between GM and LG to fund 
construction of factories for electric 
vehicle battery cells. Manufacturing 
plants are planned for Michigan, 
Tennessee and Ohio, with 
construction set to start late this 
summer. Called Ultium, the project is 
expected to create 5,000 jobs. 
SOURCE: ENGADGET 

Research into user satisfaction of social media sites has revealed some interesting takeaways. 

According to the 2021-2022 American Customer Satisfaction Index, Twitter users are 11 percent 

happier with the microblogging platform than they were in the previous year. Only TikTok 

and Tumblr also showed improvement in their scores over the same period. Satisfaction with 

Pinterest and Instagram both dropped 3 percent, although Pinterest was highest ranked overall 

in the index; Facebook fell 2 percent and was the lowest ranked social platform studied. The 

e-business component of the index also tracks satisfaction with online search engines and news. 

SOURCE: FAST COMPANY 

(I Can’t Get No) Satisfaction 

44         September 2022  //  www.govtech.com

CALLING IT: At the FIFA World Cup this fall in Qatar, off side calls are 
about to get more high tech with the help of artifi cial intelligence. The soccer ball 
is outfi tted with a sensor that communicates its position 500 times per second to 
12 cameras positioned underneath the stadium roof. The cameras follow 29 points 
on players’ bodies with machine learning, and that data then creates an alert 
when someone makes an off side off ense. Human offi  cials still review all plays and 
determine the calls, but FIFA says the system will make the decisions faster and 
more accurately than referees alone. SOURCE: THE VERGE 
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How much does President 
Biden’s Zoom setup cost? 

Answer: Looks like it starts at more than $7,000.
On July 22, President Biden tweeted an image of himself 

conducting a video call, and while his Zoom setup wasn’t the 
focus of the tweet, it certainly has captured interest. 

Based on some sleuthing by The Verge, we’re fairly certain 
that Biden is using a Neat Board to participate in a Zoom call 
from the Resolute Desk. Made by Norwegian company Neat, the 
board has a 65-inch 4K screen, an integrated touchscreen and 
whiteboard tool, and a 12-megapixel camera with 4x digital zoom. 
That whole setup as it appears in the image costs $7,280. 

Images of this particular device in use at the White House 
have been emerging since Biden’s inauguration, although the 
technology was never the focus of the images. At the end of 
last year, Neat did confirm that it appeared to be their rig. The 
tweet seems to confirm that it’s still Biden’s video-conferencing 
tool of choice. 

At what border crossing does Tesla have its own lane? 

Answer: The U.S.-Mexico border in Nuevo León.
Stay in your lane, Tesla. No, really. 
There is now a dedicated “Tesla” lane at the U.S-Mexico border. The electric carmaker 

reportedly struck a deal with the state of Nuevo León, Mexico, for expedited crossing at the 
border in the form of a dedicated lane. 

But that doesn’t mean anyone driving a Tesla can just sail on through. The Tesla lane is 
designated for the company and its suppliers, so they can have a “much more expedited and 
efficient” crossing, according to Iván Rivas, Nuevo León’s economic minister. 

Nuevo León sits on approximately 10 miles of the U.S.-Mexico border. The decision to give 
Tesla its own border crossing lane demonstrates its commitment to being a business-friendly 
state. “It was a simple incentive … and maybe there will be a lane for other companies in the 
future like there is for Tesla,” Rivas said. 

Here’s a look at a few recent Questions of the Day
from govtech.com. Subscribe to our newsletter to 
get them daily in your inbox. 

More research, more science, more technology.
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Why might you want to keep track 
of the trash you find in nature? 

Answer: To help protect our national parks.
It’s certainly disheartening to see trash while you’re out 

enjoying our beautiful national parks, but what if you could 
do more than just pick it up? That’s where a new website, 
TrashBlitz, comes in. 

Developed by nonprofit 5 Gyres, TrashBlitz was created 
as the first phase of an initiative to help the U.S. get a better 
picture of littering problems in its 63 national parks. Users 
simply register on the website and then use it to enter data on 
any pieces of trash that they find, such as what kind it was and 
exactly where it was. 

This data collection phase of the initiative runs from July 
through September. After that, 5 Gyres will compile all the data 
into a report to be published in the fall. The goal is to help the 
U.S. Department of the Interior improve its plan to phase out 
single-use plastics on public lands. “We hope that the data from 
Plastic-Free Parks TrashBlitz can help to identify the top items 
and brands that are polluting national parks to determine 
where we need to shift our focus first,” said 5 Gyres Policy 
and Outreach Manager Alison Waliszewski. 
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Experienced. Reliable. Trusted.
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State and local governments have a 
remarkable opportunity to access 
signifi cant new federal funds for 

cybersecurity. As agencies prepare to apply 
for these grants and subsequently use the 
funding, it can be helpful to look at how 
some forward-thinking jurisdictions are 
laying the foundation for future investments.

The Infrastructure Investment and Jobs 
Act (IIJA) State and Local Cybersecurity 
Grant Program allocates $1 billion over 
fi ve years to qualifi ed state, local, tribal 
and territorial government cybersecurity 
initiatives. One of the largest cybersecurity 
funding programs to date, the Federal 
Emergency Management Agency (FEMA) 
administers the program and distributes 
funding to states. State agencies then 
distribute at least 80 percent of funds to 
local governments. Agencies are getting 
plans in order, as applications are expected 
to open in Q3 2022. 

Recent federal funding programs have 
required organizations to provide evidence 
of a cybersecurity assessment conducted 
in the last three years as well as a 
corresponding security plan that addresses 
the fi ndings. The IIJA grant program should 
have similar requirements. Organizations 
will likely need to provide a comprehensive 
cybersecurity strategy outlining how they 
will track, monitor, manage and audit 
threats to information systems and network 
activity. These plans must also include 
measures for enhancing information 
system resiliency, as well as proactive 

services for vulnerability assessments and 
threat mitigation. 

State planning committees will think 
strategically about how to use and distribute 
funds. Though $1 billion is a signifi cant 
sum, when divided over multiple years and 
among more than 90,000 local government 
organizations, the competition for these 
funds will naturally increase. Not all will 
receive support, but the need is critical. All 
50 U.S. states have faced cyberattacks over 
the past two years.1 Ransomware attacks 
among government organizations globally 
increased 917% between 2020 and 2021, 
according to one study.2

State and local government agencies 
are vulnerable targets for a few reasons: 

 Not all states’ cyber infrastructures comply 
with National Institute of Standards and 
Technology (NIST) and/or Center for Internet 
Security standards and guidelines. 

 Few state and local agencies have the 
budget to update infrastructure, provide 
additional security awareness training, and 
hire the cybersecurity personnel needed to 
better protect systems from bad actors. Most 
state cybersecurity budgets are less than 3% 
of the total IT budget, compared to 10% in 
the private sector.3

 Government agencies house highly 
sensitive information attractive to hackers.

The IIJA State and Local Cybersecurity 
Grant Program aims to alleviate some of the 
fi nancial constraints, allowing security teams 
to expedite cybersecurity projects that would 

have otherwise taken years to resource. 
Those agencies with a head start on strategic 
planning and implementation stand to gain 
the most value from this landmark program. 

What to Know When 
Securing Grant Funding

With few federal cybersecurity grant 
programs available to date, many state 
and local CISOs may be unfamiliar with 
the application process. It’s important for 
cybersecurity leaders to keep the following 
in mind:

The timeline for application may be short 
and labor intensive. Organizations often 
have short windows to apply for these grants 
(30-45 days). It’s not feasible to assess 
your organization and prepare an educated 
submission within that window if starting on 
the date the notice of funding opportunity is 
released. Prepare now and review often.

The timeline for award may be long 
and labor intensive. In addition to building 
a reasonable timeline for authoring a 
grant proposal, cybersecurity divisions 
must prepare to defend that proposal over 
multiple meetings. The granting body may 
move through multiple rounds of decision-
making, which means multiple rounds of 
questions and defense with several months 
in between.

Supplanting is not allowed.4 Federal 
funding cannot be used to replace state 

Securing Federal 
Cybersecurity Grant Funding 

Key Strategies 
and Best Practices 

A GOVERNMENT TECHNOLOGY THOUGHT LEADERSHIP PAPER  |  MICROSOFT
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or local dollars. That means if the state or 
local agency purchased something in the 
past, it can’t use federal funds to purchase 
it in the future. Security leaders should meet 
with their agency’s accounting departments 
regularly to discuss supplantation. To 
prepare an accurate application, security 
leaders must know the agency’s spending 
and vendor history as well as the purpose 
of each purchase.

Documentation must be well 
organized. In addition to documentation 
to prove or disprove supplantation, 
security leaders must gather appropriate 
processes, procedures and other relevant 
documentation for prospective new 
vendors. Document security strengths and 
weaknesses and identify where vendors 
can optimize the cybersecurity environment.

Best Practices from 
Arlington County

Arlington County, Virginia’s information 
security team is one organization that’s well 
prepared, thanks to the county’s enterprise-
wide approach to planning and regional 
collaboration with other jurisdictions. 
Leadership also emphasizes Zero Trust as a 
foundation to its security approach.

Arlington’s 10-person Security, Privacy, 
Records and Regulatory Affairs division 
within the Department of Technology 
Services works to protect the county 
from ransomware and other malicious 
attacks that could render critical services 
inoperable. It does so partly by deploying 
strategic technologies in an integrated way. 
One such technology is Microsoft System 
Center Confi guration Manager (SCCM) 
for endpoint security, but it is gradually 

transitioning to Intune, which is part of 
Microsoft’s Enterprise Mobility and Security 
Suite. The division also uses Microsoft 
Defender for incident response and Sentinel 
for advanced security analytics. 

However, the department doesn’t 
exclusively use Microsoft Security and 
Compliance solutions. The county continues 
to use a collection of legacy applications 
and enterprise data protection software. 
For decisions to maintain, replace or invest 
in new capabilities, county leaders consider 
the ability to integrate with other solutions 
and resources to administer the technology, 
among other variables.

CISO Richard Archambault says his 
division — like many others around the 
country — lacks the necessary resources 
and budget to obtain all equipment and 
services required to address rapidly 
evolving threats. Grants can help fi ll 
that gap.

“The demand for cybersecurity 
services has outstripped the federal 
government’s ability to provide them,” he 
says. “Grant funding is the bridge between 
what the government used to provide for 
free to bringing more cybersecurity funds 
into our budget.”

Curious about whether other area 
governments needed a similar bridge, 
Archambault reached out to colleagues 
within the Metropolitan Washington Council 
of Governments, including security leaders 
from Virginia, Maryland and the District 
of Columbia. He learned they too were 
pursuing federal grant funding. Together, 
they developed a plan to approach funding 
sources as a unit. 

In anticipation of grant funding, 
Arlington County also identifi ed its top 

priority: assurance services to ensure 
the agency’s security controls and 
requirements are operating as intended 
based on defi ned objectives. Archambault 
and team then started to work on a plan to 
prepare for those meetings.

“Assurance services require a large 
amount of documentation of processes, 
procedures and policy,” he says. “Our fi rst 
step is to organize that documentation so 
we can fully engage with outside experts. 
Some of these reports will generate 
remediation activities, and we have to 
be prepared to follow through on those 
activities, which may require training. If we 
have a large remediation, we need more 
than one person who can respond and 
manage that response going forward.”

Conclusion
While state and local agencies wait 

for the IIJA Cybersecurity Grant Program 
to release additional information, they 
can start developing plans and compiling 
documentation in anticipation of an 
approval. Working together, state and 
local agencies may secure vital funding 
for advanced technology and specialized 
services to help protect systems from 
sophisticated attacks.

In Arlington County, any new 
investment will benefi t the entire region. 

“Our agencies are interconnected,” 
Archambault says. “Our traffi c signals 
hand off to your traffi c signals. Our fi re 
department relies on your fi re department 
for backup. There are so many ways we are 
well-versed at being interdependent in the 
physical world. We want to build that same 
level of trust and interdependence in the 
cyber world.”

Microsoft is committed to developing solutions that enable state and local government organizations to transform 

operations at the accelerated pace required to deliver modern mission outcomes. Our goal is to drive digital 

government transformation by helping departments enable integrated, fl exible cloud-fi rst, mobile-fi rst solutions. 

We help you leverage innovative business process, productivity, and mobility solutions based on trusted and 

secure cloud technologies to empower cross-agency collaboration, improve departmental and remote fi eld 

operations, and better serve your communities. See if your organization is prepared for cyberattacks with our 

Security Operations Self-Assessment Tool — Microsoft Security.
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When Dr. Leana Wen served 
as the city of Baltimore’s 
health commissioner, 

she would often amplify the point 
she was making by saying, “Public 
health saved your life today. You just 
didn’t know it.” Now a professor of 
health policy and management at 
the George Washington University 
Milken Institute School of Public 
Health, Wen is interested in helping 
people know the things she does.

We come to know things by exam-
ple or expert opinion, although the 
objectivity of both can be called into 
question. Then there are hard num-
bers, alternatively called statistics or 
data. Sure, they can be manipulated, 
but they have the advantage of simply 
measuring what exists. As such, there 
is at least the implication of objectivity.

On the downside, data overwhelms. 
Data too numerous or complicated to 
be described adequately in narrative 
form risks losing punch or fostering 
confusion. Also lost is the ability to 
reveal substantiative trends or patterns 
in the data. Translating or visualiz-
ing important information can aid in 
readability, impact and understanding. 
There is a growing suite of increas-
ingly sophisticated software (along 
with talented people in data science, 
analysis and journalism to name but 
three) that can produce eye-popping 
visualizations that bring real value 

and even fresh insights 
to old spreadsheets.

What is sometimes 
missing in the adoption 
of high-tech, high-gloss 

visualization is an underlying expertise 
— a domain or subject matter expertise. 
Florence Nightingale, considered the 
founder of modern nursing, brought 
that domain expertise to her pioneering 
work as a data scientist, evolving simple 
pie charts into what became known as 
rose, or polar area, charts. At issue was 
that Nightingale knew that poor sanita-
tion, not battle wounds, was the cause 

of death of most English soldiers during 
the Crimean War in the 1850s. By com-
paring rose charts before and after 
public health interventions, she showed 
unequivocally that preventable con-
tagious diseases could be eliminated.

Historians and Nightingale’s biog-
raphers agree that she was motivated 
primarily by anger. She was reportedly 

incensed by the terrible conditions 
faced by injured soldiers in army hos-
pitals and camps. She was even angrier 
that simple sanitation techniques, 
such as handwashing that could stop 
the spread of infectious diseases, were 
being ignored. Her charts changed that.

Her work in public health and data 
visualization — and her righteous 
anger — seems particularly relevant 
now, 202 years after her birth. In the 
United States alone, COVID-19 case 
counts have crested 91 million and been 
responsible for over a million deaths. 
Reports of monkeypox began earlier 
this year as curious isolated cases. 
By the end of July, at the time of this 
writing, cases in the U.S. had reached 
5,000, according to the Centers for 
Disease Control and Prevention. Still, 
a couple of centuries later, the notion 
that handwashing and other simple 
public health techniques can stop the 
spread of infectious diseases remains 
a dubious claim in some circles.

The vital public discourse around 
public health will only become more 
diffi  cult. New viruses and mutations 
take time to be understood. In the 
interim, they are subject to politi-
cization and disinformation. New 
variants are met with responses at 
the extremes — fear versus denial 
— and fatigue in the middle. 

As Florence Nightingale showed us, 
data can help us overcome ignorance 
and fear. It also remains the best treat-
ment plan for Leana Wen’s diagnosis of 
our current collective shortcoming so 
we can know with more certainty that 
public health saved our lives today. 

The vast quantities of data we collect can overwhelm, but interpreted well they illustrate fact.

Knowing Through Numbers

50         September 2022  //  www.govtech.com

Nightingale’s most famous data visualization 

(c. 1856) shows how many more English soldiers were 

dying of cholera and other preventable diseases 

(blue) than battle wounds (red) during the Crimean 

War. (Dark gray represents all other causes of death.) 

Source: Creative Commons/Wellcome Collection

050_GT_Sept22.indd   50050_GT_Sept22.indd   50 8/10/22   9:00 AM8/10/22   9:00 AM



100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com

Page #

__________Designer __________Creative Dir. 

__________Editorial __________Prepress

__________Other ____________OK to go

5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100 5      25    50     75    95   100

BLACK
YELLOW

MAGENTA
CYAN

     CMY grey        T1       T2       T3

Real-time understanding of 
assets is the foundation for 
endpoint protection.

Cyber 
Resilience 
Starts with 
Visibility

A GOVERNMENT TECHNOLOGY HANDBOOK | TANIUM

A GOVERNMENT TECHNOLOGY HANDBOOK

Governments and education 
institutions have more 
endpoints – and cyber threat 
vectors – than ever before. 
They need a new strategy for 
real-time endpoint visibility.

Download here: 

govtech.com/
endpointvisibility
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