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introduction

Tod Newcombe, founding editor

Final Words

O

ur moment of opportunity came in the
summer of 2002. Campaigns for 36 gubernatorial races were underway. The economy
was on everybody’s mind, in the wake of the dotcom bust just two years earlier that left a landscape
littered with bankrupt technology companies and
lingering questions about the future of the Internet.
We realized that a large number of state CIO positions would be vacant and rookie governors were
about to begin new agendas at a time when publicsector IT needed guidance and good ideas.
Given all that uncertainty, e.Republic CEO
Dennis McKenna decided to launch a new publication that would focus on IT leadership across the
public-sector spectrum. We called it simply Public
CIO and made quality a top priority, from design,
photography and paper stock to writing and editing. (The emphasis on quality paid off when Public
CIO was named Magazine of the Year in 2007 by the
American Society of Business Publication Editors.)
While the situation at the state level appeared
most in need of coverage, we decided the magazine
should appeal to CIOs at all levels of government,
as well as to the people and firms that developed

Some
opportunities
only come once.
Seize them.

the technology used by the feds, states and localities. McKenna wanted the coverage to be relevant,
informed and intelligent, so we reached out to some
of the best minds to help explain the complexities of government IT leadership to our readers.
Early contributors reflected that mission. David
Osborne, William Eggers, Nicholas Carr, Robert
Atkinson, Darrell West and Jerry Mechling were just a
few of the heavy-hitting experts who wrote for Public
CIO. Along with investigative pieces by staff writers
and astute commentaries by Paul Taylor and senior
fellows from the Center for Digital Government, Public
CIO quickly grabbed the attention of the government IT community. The country’s first federal CIO,
Mark Forman, appeared on our inaugural cover in
2003. Eventually we wrote about all of the federal
CIOs, including Karen Evans and Vivek Kundra.
Other notables included New York City CIO Gino
Menchini, who had the task of turning Mayor Michael
Bloomberg’s idea of a hotline for city residents into
the country’s largest 311 service, and Ian Watmore,
who was the United Kingdom’s first CIO. Not all
our profiles involved government IT chiefs. We had
an exclusive interview with Steve Ballmer, CEO of
Microsoft at the time, and another with Virginia
Gov. Mark Warner, now a U.S. senator, who explained
why IT was an integral part of his policymaking.
Just as important as the people we profiled were the
ideas, trends and issues we covered in many articles.
Government IT is a tricky business and CIOs need
to know what works, what doesn’t, who’s doing it
and how. Public CIO helped fill those gaps, highlighting a broad spectrum of insights from experts
along with new strategies for getting the job done.
But just as technology has changed drastically since
the first issue of Public CIO rolled off the presses 13
years ago, so too has the world of media. What worked
then doesn’t necessarily work now. This will be the last
issue of Public CIO, but the ideas, words and people
who care about CIO leadership will continue to appear
online at Govtech.com and in Government Technology.
We seized the moment at the right time and held
on as long as we could. Now it’s time to let go. ¨
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In

2011, Alabama Gov.
Robert Bentley asked
Joanne Hale, a professor
of management information systems
at the University of Alabama, to serve
on a commission focused on improving state government IT resource
utilization. Among other things, the
commission recommended that the CIO
position be made part of the governor’s
cabinet. “Previously IT was buried
several levels down in the state government, which meant that despite all the
best efforts and intentions, IT-related
issues were rarely discussed around
the cabinet table,” Hale recalled.
Little did Hale realize that in 2016 she
would be asked to become the state’s
secretary of information technology.
“Without recognizing it at the time, I
helped create the office that I now hold,
never dreaming I would be asked to
serve,” she said. And, she added, if the
position hadn’t been elevated to cabinet
level, she wouldn’t have been interested
in taking it. “It wouldn’t have fit my
background and skill set. It would have
required somebody more focused on
execution instead of proactive in making
sure technology best serves the state.”
When filling their top technology
positions, governors are increasingly
interested in turning to executives
such as Hale who come from other
sectors and can bring a fresh perspective and new ideas to public-sector
organizations from their experience in Fortune 500 companies,
higher education and health care.
Bringing CIOs into state government from other sectors is becoming
more commonplace, said Todd Sander,
executive director of the Center for
Digital Government (a sister organization to Public CIO). “One reason is
that the CIO position is more political
and visible than it used to be,” he said.
8
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A Path

of

Their

Own
There’s more than one way to the
CIO’s office. Here’s the story of how
five state IT leaders got there.
By David Raths / Contributing Writer

Joanne Hale,
CIO, Alabama

www.public-cio.com
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A PATH OF THEIR OWN

Hale is convinced she has been able to
bring a different perspective than somebody whose whole career was in state
government, but she relies on her team
to navigate the political minefields. “It is
valuable for me to come in with a fresh
perspective, but that doesn’t take away
the value of having people who understand why things have been done a certain
way or why change has been difficult.”

A Millennial CTO
in New Jersey
In June 2016, Gov. Chris Christie
appointed 28-year-old Dave Weinstein as
New Jersey’s chief technology officer. The
choice of Weinstein may have foreshadowed two future trends in IT leadership:
picking millennial-generation execs and
those with cybersecurity backgrounds.
Weinstein came to the CTO position from the state’s Office of Homeland
Security and Preparedness, where he
served as its chief information security
officer and chief cybersecurity director.
Previously he served in the Defense
Department’s U.S. Cyber Command center.
Sander explained why cybersecurity
executives are being considered for CIO
and CTO posts. “Governors are realizing that they are vulnerable in the area
of cybersecurity,” he said. “Although
efficient technology is important to
them, the thing that is going to get them
in the headlines faster than anything
else is some type of data breach.”
In a recent interview, Weinstein reflected
on how his experience in cybersecurity

shapes his views. “I spent a few years at
Cyber Command, which is co-located
at the NSA [National Security Agency],
so I developed an intimate understanding of the techniques and tools used by
relatively sophisticated adversaries in
cyberspace,” he said. “The most important lesson I learned is that everything
is hackable. As we increasingly embrace
the Internet of Things and integrate technologies with IP addresses into our daily
lives, we are exponentially increasing the
attack surfaces for cyberadversaries. It
informs my thinking about technology
in general. We cannot let our fears about
this omnipresent cyberthreat landscape
impede our embrace of technological
innovation, because it is always going to
be there. Instead we need to think about
it in terms of broader risk management.”
Weinstein wasn’t surprised to be
appointed CTO, because he said Christie
has always taken security and risk management very seriously. “He realized that we
can no longer think of technology as its
own discipline separate from security.”
Weinstein also was not surprised that
Christie was willing to give the state’s top
technology job to a 28-year-old. “Given the
dynamism in the technology landscape,
chief executives who appoint CIOs or CTOs
are willing to explore different perspectives and skill sets for this job,” he said. “I
think about tech a little differently just by
virtue of my generation. I can’t remember
a world without the Internet. And I think
that characteristic, combined with my
experience in cybersecurity, allows me to
bring a different perspective to this role.”

Dave Weinstein,
CTO, New Jersey

THE STATE OF NEW JERSEY

Previously, administration officials would
come in and pick between the top technology people they found. “It wasn’t a position
that transition teams really thought about.
It wasn’t seen as a critical part of the governor’s policy team. I think Mississippi had
a CIO who served for 23 years. I just don’t
see that happening today,” said Sander,
who previously served as CIO and assistant city manager of Tucson, Ariz., and
deputy CIO for the state of Washington.
Public CIO asked four state CIOs who
came to their positions after careers in
other fields and one longtime state IT
executive to reflect on how their experiences informed their priorities, decisionmaking and relationship building.
In Hale’s case, one thing she has learned is
that government is more like academia than
she would have thought. “Academics are
entrepreneurs off doing their own thing,” she
noted. They collaborate under a university
umbrella, but they see themselves as individual contributors and researchers. State
government is similar in that state agencies
focus on delivering quality services, but they
are not glued together by a single bottom
line profit as they would be in a corporation.
“As a result, you have got to be an influencer
rather than a control agent,” said Hale. “As
in academia, you have to make decisions
through consensus, recognizing a diverse
and sometimes competing set of priorities. That helped me make the transition.”
She also realized there were gaps in her
experience that she needed help with from
others in the state IT leadership. “My focus
for 20 years has been on solutions development on the application side and project
governance work, but not on infrastructure
or security. So I have had to learn a lot
about infrastructure and cybersecurity. It
is also about putting a capable team around
you to fill those gaps, and having the confidence that you don’t have to know it all.”
Not surprisingly, she has found that
the biggest obstacles to overcome are
about politics, competing priorities and
getting the business to change the way
it works. “I had an idea that would be
my focus,” she said, “but I didn’t realize
quite the extent that my role was going
to be about relationship management
and getting people to collaborate when
they were used to working in silos.”
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A PATH OF THEIR OWN

Bringing a Sense of
Urgency from Health Care
Suma Nallapati, secretary of technology and CIO for Colorado, sees her shift
from a career in health-care IT to state
government as a natural transition.
With a master’s degree in nuclear physics, she originally wanted to go into nuclear
medicine, using her knowledge of radiation physics and isotope technology, but
she was not able to pursue that ambition.
“When I got an opportunity to work in
health-care IT at Catholic Health Initiatives,
it was my way of achieving a little bit of
what I had hoped to do by using technology to help patients,” she said. “I was in
charge of a lot of hospital technology and
electronic health record implementations. I was very happy doing that kind of
work, where the technology was impacting patients and improving outcomes.”
She was always interested in government, but didn’t actively pursue it because
she was so busy in her career. “I was asked
to apply for a public-sector job once and
they had my resume,” she recalled. “When
the CTO position for the state of Colorado
opened up, they gave me a call and that
was when I decided to take it seriously.”
One of the things she brought from
the private sector was a sense of urgency.
“When you are in health care, it is 24/7.
There is no downtime,” Nallapati said.
“You can’t just say, ‘I will get back to you.’
I felt that in state government that sense
of urgency was missing before. When I ask
people to do something, now they know that
they can’t take their own time. Everybody
works with a sense of purpose or urgency.”
Before working in health care, Nallapati
also owned an IT consulting firm, and she
said that entrepreneurial experience has
been important as well. “For me, that experience was the most valuable of my whole
career — having my own company. I was
responsible for the bottom line. When you
own your own company, you are the janitor
and the CEO. You do everything. It helped
me think like an owner. I take accountability
for all my actions. The buck stops with you.
That is the attitude I bring to my current
job,” she said. “It has been very helpful to
think like an owner. My team at OIT sees
me working very hard, and I have to lead
by example. You can talk about it all day

Suma Nallapati,
CIO, Colorado

“When you are in health care, it is 24/7. There
is no downtime. You can’t just say, ‘I will get
back to you.’ I felt that in state government
that sense of urgency was missing before.”
long, but when they see you working at 10
o’clock at night when there is an outage,
or when they see that I take accountability for issues, and don’t find someone to
blame, they automatically follow my lead.
That culture is very important to me.”
Since she started working in state
government, Nallapati has lost some of
the skepticism she had before about why

government is so slow. “Now I understand the constraints and challenges you
have to work with. It is not just about
the technology. Working with a limited
budget, you have to balance the needs of
everything from programs for homeless
people to roads and bridges to technology. It has given me a unique perspective and I am grateful every single day.”

www.public-cio.com
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A PATH OF THEIR OWN

“I am talking to both state
agencies and municipalities
to see if we can bring our
resources together to get
quantity discounts and a bigger
voice with vendors on things
like disaster recovery.”
Shannon Rahming, CIO, Nevada

Similarities and
Differences to
Higher Education
Like Alabama’s Hale, Shannon Rahming
had worked for years in higher education
before being asked in 2015 to serve first as
interim CIO, then full-time CIO of Nevada.
Rahming, who spent 11 years with the
Nevada System of Higher Education, first
with the University of Nevada, Reno, and
then as a business analyst for Truckee
Meadows Community College, said
she enjoyed working in higher education and was intrigued by the possibilities of working for state government. “I
am a native Nevadan, and I do love my
state. Besides higher education, I had
worked in IT in health care, gaming and
manufacturing. I like the idea of helping people and giving back to the state.”
Rahming, who reports to the director of
the Department of Administration, found
some similarities to higher education. The
state government and university system
work on the same biennial budget cycle and
have a lot of the same bylaws and regulations
for personnel. But the constituents have
different expectations, she said. “Students,
faculty and staff are a demanding group of
high-tech folks. Students expect everything
to work all the time. They can’t imagine not
having all the data and information they
need at their fingertips. That is not how it
is in state government. I had to deploy a
lot of mobile apps in college. When I got
here, they had no mobile-based anything.”
She is trying to bring a spirit of collaboration from her previous career stops to

government. “I am talking to both state
agencies and municipalities to see if we
can bring our resources together to get
quantity discounts and a bigger voice with
vendors on things like disaster recovery.”

A Career in State
Government
Doug Robinson, NASCIO’s executive
director, pushed back a little against the
notion that hiring private-sector CIOs is
a recent trend. He sees an ebb and flow
between hiring outsiders and deputy
CIOs. One big deciding factor, he said, is
whether the hire is at the beginning of an
administration or mid-term. “With two
years of a governor’s term left, it is very
difficult to do a national search and get a
private-sector CIO to come in,” he said.
“And if a private-sector CIO does come
in with half a term left, they usually find
that the pillars of power have already been
established, so they are always behind.”
Robinson added that some privatesector CIOs are surprised by how
different the procurement and reporting requirements are in state government. “I had one CIO say to me, ‘If they
had told me I would have to defend my
budget and testify before the legislature,
I would never have taken the job.’”
Tom Baden, CIO of Minnesota,
epitomizes the type of CIO who
comes up through the ranks. He has
spent 35 years as a business analyst,
coder, systems engineer, project
manager and enterprise architect.

He described the enterprise architect
position as dealing with a “combo plate”
of the state’s technical, policy and political issues. “That was a good foundation
to see the lay of the land across all of state
government.” He also served as CIO of the
state Department of Human Services. One
benefit, Baden said, is that although he
doesn’t know all of the state’s approximately
2,100 IT employees, he knows a lot of them.
Baden said he had some clear ideas about
what he wanted to accomplish as state CIO
when he took the job in 2015. “I came into it
with an altruistic idea of creating a fully integrated intelligent innovation platform for
government, including integrating government across jurisdictions,” he said. “We
want to use big data and analytics to become
more effective in the services we provide
as a state government. But I was kind of
caught by surprise. We were not quite ready
to dive into that yet.” First, he said, the state
had to improve its cybersecurity posture
and further consolidate its data centers.
Although he is a longtime state employee,
Baden sought out a few top staffers from the
private sector. For instance, Jesse Oman, the
deputy commissioner and chief operating
officer, previously worked as a “turnaround
manager” for Deutsche Asset Management.
Baden said that because the state was four
years into a consolidation process that he
likened to a merger, he thought he needed
those turnaround skills in the agency.
Baden said executives from the private
sector help push the pace of change. “It takes
those folks a little while to know when and
where we can push the pace. The wheels of
government grind slow, but sometimes they
grind really fine and well too. We needed to
find that balance of what we can accomplish
and do it within the rules and above board.”
The Center for Digital Government’s
Sander said some governors continue to
believe that businesspeople “get” technology better than longtime state employees.
“We saw that philosophy at the federal level
when the health insurance website problem played out,” he said. “The president
got frustrated after a traditional government team struggled with it. Once he
had to pay attention to it, he reached out
to people in Silicon Valley with the idea
that people outside the government had
a better understanding of the issues.” ¨
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A PATH OF THEIR OWN

JESSICA MULHOLLAND

Tom Baden,
CIO, Minnesota

www.public-cio.com

PCIO11_.indd 13

12/22/16 1:01 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

13

CMY grey

95 100

5

T1

25

T2

50

75

__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

ADVERTISEMENT

5 Steps to Secure
Your Print Environment

While government agencies work to combat evolving and sophisticated cyber threats to their networks, email systems and
databases, they can’t forget the risks associated with their print environment. In June 2016, CDG surveyed 178 government
decision-makers to better understand threat levels, compliance and decision-making around print security.1

Step 1: Align goals among key personnel
Having common security goals among decision-makers, including chief information oﬃcers (CIOs)
and chief information security oﬃcers (CISOs), is an important factor in keeping data safe.

2/3

1/3

of CISOs say their
priorities are completely
aligned with the
priorities of their CIO.

say they are
somewhat
aligned.

Step 2: Conduct a cybersecurity assessment

%
37

%
Only 35

found that their
print environment
is more vulnerable
than other
endpoints on
the network.

of executive-level
respondents said
they’ve conducted
a cybersecurity
assessment of their
print environment.

Consider potential vulnerabilities such as printer configuration, data encryption and authentication.
1. The Center for Digital Government surveyed 178 state and local government IT oﬃcials in June 2016. The survey instrument was constructed in conjunction with HP, Inc.
Responses were gathered from members of the Government Technology exchange community. All percentages noted are reﬂective of the survey results.
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Step 3: Establish clear rules – and help staﬀ follow them

%
51

%
37

of agencies have
regulations around
print security, but only

No.1

say staﬀ are
completely
compliant.

Top 3 consequences of non-compliance:

The
reason for non-compliance
was lack of awareness
and training around
those regulations.

1
2
3

Disciplinary action

51%

Legal ramifications
Negative publicity

45%
37%

Step 4: Plan for the future
Only

of agencies that have a cybersecurity
%
47 plan include print security in their plans.

As technology evolves, so should the approach to print security.
Establish a long-term cybersecurity plan that considers the print environment.

Step 5: Turn to experts for help
of decision-makers say vendors need to play an
%
63 active role in explaining risks and oﬀering support.
Lean on vendors to provide expertise and innovative options to secure your print environment.

To learn more, visit:
www.hp.com/go/PrintersThatProtect

Produced by:

For:

© 2016 e.Republic. All rights reserved.
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Dan Hoffman,
chief innovation
ofﬁcer of
Montgomery
County, Md.

Freedom
to Fail
Government
innovation is going
back to the lab.
Here are four takes
on the concept.
DAVID KIDD

By Tam Harbert

www.public-cio.com
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FREEDOM TO FAIL

A

California
Innovation Lab
Government entity:
California
Director: Scott Gregory
Launched: July 2016
Examples of projects:
Green Buyer, SmartFLEET
Website: innovate.ca.gov

PGH Lab
Government entity:
Pittsburgh
Director: Debra Lam
Launched: August 2016
Examples of projects:
Pilots with startups
HiberSense, TransitSource
and Renergé Inc.
Website: pittsburghpa.gov/
innovation-performance/
pghlab/index.html

Montgomery
County Innovation
Program
Government entity:
Montgomery County, Md.
Director: Dan Hoffman
Launched: October 2012
Examples of projects:
Autism Communication and
Technology Pilot, the Safe
Community Alert Network
Website:
mcinnovationlab.com

Denver Public Schools’ imaginarium looks
for new approaches to improve education.

IMAGINARIUM.DPSK12.ORG

sk a technology executive
what “innovation” means and
you probably won’t get a fast,
succinct or even very useful
answer. Innovation is one of
those things that’s hard to
define, but you know it when you see it.
Nevertheless, government has started
to experiment with innovation labs.
While there seems to be no hard data,
most observers say the trend is growing. And it’s happening at all levels of
government: state, county, municipal and
even school districts. But the concept of
an innovation lab — a place where risky,
out-of-the-box ideas are given space to
grow, succeed and sometimes fail — is at
odds with traditional government operations. Government likes clearly defined
missions and measurable goals. Because it’s
responsible for spending taxpayer dollars
wisely, it shies away from risky ventures.
This all makes running an innovation lab
within government a tricky prospect.
To explore how governments are
handling the challenge, Public CIO looked
at four labs at various government levels.
Each has a different model, a different
goal and different sources of funding.
Each uses different criteria to select projects. Each measures success differently.
The one thing they all have in common:
Each is trying to push the limits of traditional government bureaucracy by infusing
their organizations with fresh ideas and a
greater willingness to push the envelope.

Where It’s Done

One man’s innovation ...
To begin with, government innovation
labs struggle to figure out exactly what
innovation is. That struggle affects how they
operate and what they can, and cannot, do.
“Our innovation program has had to
work hard to define what innovation
is,” said Dan Hoffman, chief innovation
officer (CInO) of Montgomery County,
Md., and director of the county’s innovation program. After its launch in October
2012, Hoffman spent months meeting
with other public-sector innovation officers around the country and found a
wide disparity in their missions. Some
had merely changed their titles to CInO
for the coolness factor, yet the job had
not changed. One CInO’s idea of innova-

imaginarium
Government entity:
Denver Public Schools
Director: Peter Piccolo
Launched: July 2015
Examples of projects:
Virtual reality tours,
mobile maker cart
Website: imaginarium
.dpsk12.org

tion “was setting all of the printers to
double-sided by default,” said Hoffman.
Most agree that innovation involves taking
some kind of risk, but the degree varies
dramatically. The California Innovation
Lab creates space within the state’s
private cloud (CalCloud) for programmers to experiment with developing Web
applications using open source code.
“It’s a place where people can come
in, develop and fail,” said Scott Gregory,
state geographic information officer and
director of the program. If they succeed,
California will become more efficient in
developing code that can be repurposed.
At the other end of the spectrum is the
imaginarium, an innovation lab launched
last year by Denver Public Schools. Part
of its reason for being is to counter traditional approaches to improving education,
explained Peter Piccolo, director of innovation at the lab. “My colleagues are making
sure the trains go down the tracks while
I’m trying to build the rocketship,” he said.
There’s also a big difference in the amount
of money that governments are willing to
spend. Gregory couldn’t put a number on
the cost of his program, but it probably
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amounts to little added expense. The cost
of provisioning space on CalCloud is low.
There is also the cost of the manpower
of the developers. Currently, any other
expenses are coming out of the state’s
enterprise IT fund, which already supports
approved IT projects that are developed in
the lab. But the program is brand new, and
the state is still discussing how projects
might be funded in the future, said Gregory.
The imaginarium, on the other hand, is
a big investment. It has a staff of 20 and
a budget this year of almost $6 million,
with about $3.8 million coming from
the school district and $2 million from
philanthropies, according to Piccolo.
The Montgomery County lab operates
on less than $1 million, about 80 percent of
which comes from outside sources including federal grants and corporate sponsors, Hoffman said. Funds for his salary
and supplies are provided by the county
executive’s office. Departments within
the county that are co-sponsoring innovation projects also kick in some funding.
In addition to Hoffman, staffing varies
from three to four people, with various
interns and fellows coming and going.

Different missions, different goals
Each lab takes a different approach in
terms of goals and projects. The mission
of the imaginarium is to explore and
create nontraditional learning experiences for students. It actually grew out of
the failure of an earlier approach, Piccolo
said. Five years ago, he and his colleagues
would identify things they thought
needed changing, then try to alter them.
“We realized over the span of several
years that top-down innovation was not the
best approach,” he explained. “So we basically flipped the paradigm to bottom-up.”
Nevertheless, he believes that “the
bureaucracy cannot help itself — it’s an
uncontrollable organism that will smother
innovation.” He hopes the imaginarium
can be a safe space for students, teachers and others in the education community to try new things. In that way, “we
are trying to plant seeds of innovation
directly into the belly of the beast.”
The lab is structured and run like a
consulting company, serving “clients”
within the school district and helping to
develop their ideas. In terms of selecting
projects, the lab “casts a broad net,” but

each project incorporates what Piccolo
called “student agency.” In other words,
students must have some influence on
what they are learning and how, he said.
One project is focusing on developing a
mobile maker space. Most public schools do
not have the space or funds to create maker
spaces, in which kids can experiment with
3-D and other technologies. So this project
puts 3-D printers and other equipment
on a cart, similar to the roving computer
carts schools use when they can’t afford a
laptop for every student. In another project, two guidance counselors developed a
virtual-reality-based product that can give
underprivileged students an economical
and engaging way to experience job shadowing, visit colleges and explore careers.
The PGH Lab, launched in August as a
partnership between Pittsburgh and the
city’s nonprofit Urban Redevelopment
Authority, aims to forge stronger connections with the local startup community.
“I get a lot of ideas from local startups. But under our [previous] structure
there was no way to try out their products
or services and provide feedback,” said
Debra Lam, chief innovation and performance officer for the city. “We launched
PGH Lab specifically for that purpose.”
Startups whose projects are approved
test their product with the city for three
months. They get a chance to learn how it
works in a real-world environment. The
city, in turn, gets plugged in to new technology developments that may be useful.
Projects are chosen based on several criteria, including their extent of innovation and
feasibility, as well as potential benefit for the
city and its citizens. The first three startups
began pilots in August and were expected
to be completed by October. HiberSense
is testing a network of sensors and smart
vents for micro-zone climate control in the
Urban Redevelopment Authority’s office.
TransitSource has built a box that can
be mounted on a bicycle to record “close
calls” to help identify potentially dangerous spots in a city. It works with a cyclist’s
smartphone to record location, time of
day and other details, and sends them to a
central database. The company is working
with city transportation planners to show
how the aggregated data might highlight
problem areas and help them make better

www.public-cio.com
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DAVID KIDD

Brandon Bedford, innovation program
specialist, Montgomery County

decisions on infrastructure improvements.
Renergé Inc. has invented the Water Horse,
a transportable piece of equipment that
can generate electricity in a novel and environmentally sustainable way from rivers.
It is working with the city’s sustainability
manager and small-business department.
The most important aspect of each project, said Lam, is matching it with a “city
champion” in an appropriate department
that will ensure good communication
between the innovators and Pittsburgh.
The mission of Montgomery County’s
lab is to explore new ideas, processes and
technology to improve its citizens’ quality of life. Project ideas come from citizens, the County Council, companies and
other outside sources such as universities.
In addition, Hoffman is trying to build a
mix of projects that will create an innovation ecosystem and inspire more ideas.
At the same time, the lab had to develop
criteria that would encourage innovation but
screen out ideas that were not appropriate.
As Montgomery County defined the kind
of innovation it wanted, it developed three
criteria by which to choose projects. “We
needed a very clear definition and criteria
for what was innovation and what was not
innovation,” Hoffman said. First, it must be
testable in a lean, iterative and entrepreneurial manner. Second, there must be potential to scale the idea if it proves successful.
Third, it must be experimental and risky.

Picking winners
Having operated for four years, the lab in
Montgomery County now sponsors a wealth

of projects. One of the most successful is its
Safe Community Alert (SCALE) Network,
a prototype showing how the Internet of
Things (IoT) might help vulnerable populations. At a senior living facility, the project
installed a network of sensors that could
monitor things like smoke and carbon
dioxide, as well as some facets of residents’
physical health, such as heart rate. The
network transmits this sensor data to the
cloud. If a problem is detected, the system
dispatches an emergency response team.
SCALE is a collaborative partnership
between the county and researchers from
the University of California, Irvine and the
Massachusetts Institute of Technology,
along with multiple vendors. The project
received national attention when it was
showcased at the SmartAmerica Challenge,
an event sponsored by the White House
Presidential Innovation Fellows program
and the National Institute of Standards and
Technology last year. SCALE’s success led to
the creation of an entire focus area specifically on the IoT, called the Thingstitute.
The goal of California’s program is to
encourage the use of open source software.
Launched in July, it is the first major initiative by the state’s newly created Office
of Digital Innovation and Technology
Engagement. Employees pitch ideas, which
must be approved by their manager and
innovation program staff. Then a virtual
machine is provisioned where the developers can build, test and deploy applications.
The idea for the lab came partly from the
state’s Green Gov Challenge, a code-a-thon
in fall 2015 to inspire ideas for software to

help California adopt more sustainable practices. Gregory and his staff had already been
exploring how open source could benefit the
state. While open source is commonly used
in industry, the state did not have many open
source projects except in “a few pockets,”
he said. “This is our first step forward in
providing a formal environment for organizations to experiment with [open source].”
The lab’s first two projects are winners of
the Green Gov Challenge. One, Green Buyer,
helps identify how many sustainable products California agencies purchase. Another,
SmartFLEET, is a dashboard that shows
environmental statistics, such as carbon
dioxide output, on the state’s vehicles.
Another problem innovation labs
present government is how to measure
success. Government likes quantifiable results, which can be hard to get
when you’re experimenting with new
technology and novel approaches. Still,
some labs do have specific yardsticks.
The imaginarium, for example, uses
a common one for education: standardized test scores. But Piccolo said
the lab is also trying to track other,
hard-to-measure information, such as
whether projects help students develop
emotional and social intelligence.
Montgomery County considers a project successful if it carries through on all
three of its criteria. One such success, said
Hoffman, was a pilot in county schools
that used technology to improve the
performance of autistic children. The idea
originally came from parents. It was risky,
and it was iteratively testable. Four of five
kids in the initial pilot started to perform
at or near grade level. It is also scalable,
and therefore is being handed off to the
county’s public school system for growth.
But the ultimate test for these government
innovation labs will be the test of time. Will
government continue to support programs
where more projects fail than succeed?
After all, the idea of innovation is much
more attractive than the messy business of
innovation. “Everyone wants to innovate;
no one wants to be a dinosaur,” Piccolo
said. “That is, until it’s time to innovate.” ¨
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SPONSORED CONTENT

3 ESSENTIAL ACTIONS
FOR GOVERNMENT TRANSFORMATION

1.
2.
3.
4.
5.

SECURE.

SUSTAIN.

STREAMLINE.

A Center for Digital Government (CDG)
survey found cybersecurity was the
highest priority for state and local
government agencies in 2016, yet only
29 percent of government employees
were very conﬁdent of the security of
their printing environment.1

It takes up to three gallons of water
to produce every piece of paper
printed,2 which means each government
employee uses the equivalent of up to
30,000 gallons of water per year.3

A CDG survey found 47 percent of
government respondents indicated
useful data was inaccessible due to
existing paper-based workﬂows.4

WHAT TO DO:

WHAT TO DO:

WHAT TO DO:

•

Implement administrative,
technology, and physical controls
and training to mitigate risk.

•

Adopt a print management
system to enable employees to
electronically access the most
commonly used documents.

•

Identify processes that can be
digitized and eliminate manual
and repetitive operations within
your agency.

•

Canon’s solutions are equipped
with technology to assist with
safeguarding the privacy of state
and local data and can help agencies
comply with HIPAA regulations.

•

Canon devices can help government
agencies comply with environmental
regulations and implement
essential sustainability initiatives
through centralized policies and
administrative controls.

•

Use of scan and capture
technologies instead of paper can
enable a government agency to
serve its citizens four times faster.5

2016 Center for Digital Government survey
USGS Water Science Board / WaterFootprint.org | http://water.usgs.gov/edu/activity-watercontent.php
Mashable.com, http://mashable.com/2014/04/22/earth-day-paper-infographic/#wvEPSbSRukqn
2016 Center for Digital Government survey
AIIM Industry Watch, July 2013, “Winning the Paper Wars – capture the content and mobilize the process troops,” www.aiim.org/research

See how we are transforming government at: bit.ly/transformgov

Canon is a registered trademark of Canon Inc. in the United States and elsewhere. All other referenced product names and marks are trademarks of their respective owners and are hereby acknowledged. ©2017 Canon Solutions America, Inc. All rights reserved.
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Automation. Its appeal in states and

localities is universal, where the demand
to do things faster, better and cheaper
has echoed for decades. Yet, infusing
government services and operations with
new technology while overhauling existing, backend systems continues to be
a struggle. Austerity remains a given in
many state and local government entities. Even where IT budgets are stable
or growing modestly, there remains the
challenge of doing “business as usual.”
The problem public CIOs face is
that the need to optimize government’s
operational and service models is greater
than ever. Fiscal constraints and societal
challenges have put new demands on
states and localities, making it imperative to have a government that is more
efficient and more responsive. But that’s
hard to do when moving slow and avoiding risk is in the public sector’s DNA.
“Government by design is meant to
be stable, to help ameliorate some of
the sweeping changes that can overtake
society,” says Rick Howard, research vice
president at Gartner. “But that need for
constraint and stability can become a liability when change is needed at a rapid pace.”
That tension has made it necessary for CIOs to run their IT operations

at two speeds: one that maintains
a stable infrastructure, keeping the
proverbial lights on, while the other
speed allows for experimentation with
new technologies, to fail fast and to
take advantage of new developments.
But not every public CIO is willing to
do that; some opt instead to sustain
the IT pipes and programs while avoiding what’s coming over the horizon.
Failing to develop an IT strategy that
embraces the new while evolving the
legacy environment can have significant
consequences, according to Howard. “In
the past few years, an increasing portion
of IT spend has shifted away from the IT
budget and come directly from the business units instead. It’s what’s referred
to as shadow IT,” he says. “Our surveys
indicate shadow IT is a growing challenge
for CIOs in all industries, including the
public sector. Rather than trying to stop
shadow IT activities, CIOs must become
effective business partners to help
manage and facilitate the IT decisions that
are being made in the business units.”

The Roadmap

This report will help CIOs stay current
with existing systems and networks while
learning what technologies are emerging
or maturing, and which ones have the
potential to disrupt and change government’s operational and service models.
We begin by looking at several new technologies that have started to plant seeds
in the public space, opening the door to
solutions that have vexed government
services and operations for too long.
Some of these new technologies,
such as artificial intelligence (AI) and
smart machines, are already in prototype
or pilots for some governments. Others,
such as blockchain and augmented reality (AR), are just beginning to develop
some use cases for CIOs to ponder.
The good news is public sector technology leaders are taking notice. “We’re

always looking at new technologies that
have relevance to what we are trying to
accomplish from a business perspective for state government,” says Dave
Fletcher, chief technology officer (CTO)
for the state of Utah. “There are a lot of
new things out there and some technologies will have a huge impact over time.”
Next, this report looks at key technologies that, while new, have matured with
value propositions that are paying off in
government. These include the Internet
of Things (IoT), flash storage, softwaredefined networks and cloud computing.
Lastly, we examine core technologies
that are part of many governments’
strategic IT portfolios, but continue
to evolve. These include broadband,
geographic information systems (GIS),
customer relationship management
(CRM), analytics, open data and security.
By learning about these technologies
and where they are headed, CIOs will
be in a position to do several important
things. First, they can educate government executives, elected officials and
agency leaders about the impact of
these technologies on policies and
programs. Second, they can determine the impact of these emerging
and maturing technologies on their
legacy systems and figure out what
changes might be necessary without
putting their stability at risk. Third, they
can plan for how these technologies
could trigger a broader disruption of
government services and programs.
Consider the smartphone. Ten years
ago, Apple’s iPhone didn’t exist. Today, it
and other mobile smart devices are universal tools that have significantly changed
how governments interact with constituents and deliver services. “Five years ago,
mobile traffic was about 2 to 3 percent of
total online traffic in Georgia,” says Steve
Nichols, Georgia’s state CTO. “Now it’s more
than 50 percent. So yes, you need to be
aware of the next big thing that’s coming.”
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Kicking
the Tires
on Emerging
Technology
Artificial
Intelligence

SHUTTERSTOCK.COM

Technology, like a shark in
water, continues to move
forward. New advances
seem to continually
emerge out of the labs
of MIT and Stanford or
the 21st-century version
of garages in Silicon
Valley. While the general
public gets excited about
technologies that trigger
expectations of disruption
and transformation, for
state and local governments the question is
whether a new technology will have a meaningful impact on operations
and services. Despite
the importance of taking
a wait-and-see attitude,
the public sector needs
to know what’s coming,
even if its impact is years
away. Keep your eyes on
these new technologies.

IN OCTOBER 2016, North Carolina’s
Innovation Center began testing a
chatbot to aid internal IT help desk
personnel, marking one of the first
times a state government began
using a form of AI to perform a task
normally handled by a human, noted
Government Technology. Chatbots
are computer programs that can hold
text- or voice-based conversations,
query information and even complete
transactions. Though chatbots aren’t
technically a new technology, the
rise of AI development and cognitive computing makes them far more
useful than their predecessors.

AI, once the domain of
research labs, has become
this year’s hot technology.
“AI is getting to the point where
it’s actionable,” says David McCurdy,
CTO for Colorado. “There are use
cases for it. Given the sheer amount
of data going into the cloud, organizations need AI to help with that.”
Recent examples include AI
programs that power internet search
engines, block spam, suggest email
replies, set up meetings, recognize
voice commands (which includes
chatbots), detect credit card fraud
and self-drive autonomous vehicles.

North Carolina’s Innovation Center recently began testing
AI, in the form of a chatbot, to assist help desk personnel.
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The health department in the city of
Las Vegas uses AI to analyze social
media for mentions of food poisoning.

GOVERNOR.NC.GOV

State and local governments are just
beginning to figure out how to use AI for
services and operations. For example,
the health department in the city of Las
Vegas uses AI to pinpoint outbreaks
of foodborne illnesses. The government agency uses software, which
includes natural language processing, to analyze social media to quickly
spot mentions of food poisoning. For
example, according to TechRepublic,
when a number of tweets — about a
dozen out of more than 16,000 that
were analyzed daily by AI — indicated
a possible outbreak, health inspectors
moved quickly and issued citations
for restaurants that showed up in the
social media stream where mentions
of food poisoning had occurred.
Other examples are emerging where
machine learning has brought benefits
to civil rights, public health, conservation, energy efficiency, financial
services and health care, according
to the Center for Data Innovation.
Criminal justice and public safety is
another area that could benefit from
AI. Following the Boston Marathon
bombing in 2013, image recognition
software combed through hundreds of
thousands of photos and videos taken
at the detonation site to find clues.

Industry perspective:

Keeping apps
available and fast

“AI is getting
g
g to
the p
point where
it’s actionable.
There are use
cases for it. Given
the sheer amount
of data going
g g into
the cloud, organig
zations need AI to
help with that.”
David McCurdy, CTO, State of Colorado

In Utah, the state’s Department of
Motor Vehicles developed a digital
assistance tool that answers questions
for drivers who want to take a license
exam. “Right now, answering basic
questions are simple, straightforward
applications of AI,” says Fletcher. “Over
time, we’ll get into applications that are
a little more involved and challenging.”
Colorado is also investigating
the use of chatbots. McCurdy calls
them personal digital assistants and
sees a large business benefit from
shifting routine queries currently
handled by human call center reps
to AI-programmed assistants, freeing up humans to handle the more
complex issues that constituents face.
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How do Airbnb, Uber and other
app-dependent companies maintain their
services with such a high degree of availability and speed? It’s a question every state
or local government should be asking themselves as more citizens expect to interact
with public services through public apps.
The answer is a combination of flash
storage and predictive analytics that uses
machine learning to continually optimize
application performance and solve problems
before users even notice. Rod Bagg, vice
president of analytics and customer support
at Nimble Storage, calls this the “predictive
infrastructure” — and it’s key to managing
complex environments and meeting rising
expectations around customer experience.
“It’s about speed to insight today,” says
Bagg. Predictive infrastructure eliminates
gaps between applications and data that
disrupts delivery of valuable insights and
vital services.
While states and localities might not
think of themselves in the same league with
the big internet firms, Bagg argues that they
are already moving in that direction. Just
look at how many public utilities have shifted
to smart meters; cities are already turning
parking meters into smart meters as well.
As these functions are automated,
IT departments assume the burden of
maintaining the integrity of what were
manual systems just a few years ago,
Bagg points out.
“Obviously reading meters and collecting
parking fees becomes simpler,” he says.
“But as the public sector increasingly relies
on applications and data, the difficulty
becomes ensuring infrastructure is up all
the time. Today’s infrastructure has so many
different technologies that have to work
together that the challenge for the public
sector is ensuring continuity despite having
limited resources to manage it all.”
Meeting these challenges will drive a
shift toward both faster storage and smarter
infrastructure. It’s how app-centric companies
stay successful — by being available and fast
for their customers. The same is going to
happen in government.
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Government officials say
AI could improve the
quality of decision-making

Smart
Machines

Do you believe AI has the
potential to help people make
better data-driven decisions?
Yes
63%
No 8%
Don’t know
29%

ARTIFICIAL INTELLIGENCE has also
helped launch another emerging technology: smart machines. A smart machine is
an intelligent device that uses machineto-machine (M2M) technology, such as
robots, self-driving cars and other cognitive computing systems, that can make
decisions and solve problems without
human intervention. In other words,
these aren’t the robotic-type machines
found on factory floors, but technological hardware and software that can
“sense, learn and change the way they
overcome challenges and respond to
solve problems — just the way humans
do — to an extent,” says TechTarget.
In particular, autonomous vehicles
could have a large impact on how
America moves and, by extension, on
how state and local governments provide
public transportation as well as regulate
transportation on roads, highways and
bridges. While most forecasters say we
are still years away from a full transformation brought on by autonomous vehicles,
changes are occurring at a rapid pace.
In 2016, self-driving taxis hit the streets
of Singapore. Helsinki, Finland, is testing
self-driving buses that can ferry passen-

And it could be useful
in the public sector ...
Do you believe AI could potentially
be used in governmental
decision-making?
Yes
59%
No
15%
Don’t know
26%

But few state or local
governments are
taking concrete steps
when it comes to AI
Have you taken any steps toward
investigating or procuring AI tools
for your agency?
Yes 8%
No
71%
Don’t know
21%

Source: 2016 Center for Digital Government survey

Blockchain

Uber introduced self-driving cars
in Pittsburgh that customers
can hail with a mobile app.

gers along public roads. In Pittsburgh,
Uber introduced self-driving cars that
customers can hail with a mobile app.
At the same time, state and
local officials are running tests and
experimenting with another autonomous
vehicle: the drone. Police want to
use them for surveillance activities,
while first responders for believe they
can provide fresh — and vital — views
during emergencies. Transportation
departments want to use the unmanned
aerial vehicles to inspect bridges and
roadways. Even environmental and

In 2015, the state of Vermont launched an investigative foray
into using the technology to help manage state records. That
effort triggered blockchain advocates to investigate other
areas of the public sector that might benefit from the technology. Blockchain could be a means to ensure validity in social
service programs like food stamps and welfare checks, James
Haight, an analyst at Blue Hill Research, told Government
Technology. A blockchain record would guarantee recipients
received their allotment, while potentially helping government
track when and where those funds were used. Such transparency could help ensure the system’s integrity.
The hope is that blockchain could strip out waste
and fraud from social service programs, as well as from
health care and taxes. According to the Government

WHAT IF THERE WAS a digital way to eliminate fraud from voting,
taxes, land records and other vital transactions? Too good to
be true? Possibly, but an emerging technology has caught the
attention of government precisely because it can create a process
that is trustworthy and accountable. Blockchain is the underlying
technology to the better-recognized digital currency, Bitcoin.
The technology — and math — behind blockchain is complicated, but in its simplest terms, it is a type of distributed ledger
that can’t be tampered with by its users once an entry has
been made. “Everyone has a copy of the ledger, and because
of the cryptography used, it contains all the previous transactions, so there’s no way you can try and go back and adjust
anything without making the forgery obvious,” says Georgia’s
Nichols.
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natural resources agencies are working
with universities and nonprofits to
test drones that can survey wildlife.
Back on land, researchers at MIT are
testing a variety of robotics that could
impact the public sector. Robotics could
help first responders enter structures
deemed too unsafe for humans. Radiation
damage resulting from the 2011 earthquake at the Fukushima Daiichi Nuclear
Power Plant in Japan could have been
better managed using robotic technology, Sangbae Kim, a professor of
mechanical engineering at MIT, told

Government Technology.
Because of the high levels
of radiation, workers couldn’t
get inside and stem the radiation leaks and mitigate the damage.
But the right kind of robot could have
worked its way through the rubble
to get to the source of the leaks.
The robot that Kim has in mind is
based on “biomimicry” and has the
ability to traverse uneven terrain under
its own propulsion. In other words, a
robot that can mimic human- or animallike motions, with the ability to walk or
even run. “It will be a robot that can go
where humans cannot or should not
go,” he says, “surpassing the capabilities of humans in dangerous locations.”

While MIT’s biomimicking robot is
years away from being fully functional,
according to Kim, drones, autonomous
vehicles and other types of smart
machines are starting to impact society.
While regulatory hurdles and legal issues
could slow the pace of their development and production, the use of smart
machines will only grow and mature as
demand increases. Already, commercial
companies have spent $10 billion on
smart machines, according to Gartner.

SHUTTERSTOCK.COM

WIKIPEDIA

SMART MACHINES: A smart machine is an intelligent
device that uses machine-to-machine (M2M) technology,
such as robots, self-driving cars and other cognitive
computing systems that are able to make decisions
and solve problems without human intervention.

Yet, blockchain is definitely an emerging technology, with most
of the ideas on how to use it in the public space purely theoretical at this point. Actual uses of the technology are limited. “We
have talked to some start-ups here in Utah about blockchain, but
haven’t done anything yet,” says Utah’s Fletcher.
Echoing that point, Nichols says he has
followed what a couple of governments are
trying to do, “but I can’t see anyone actually doing anything yet with blockchain in
the public space here in the U.S. There is a
lot of blockchain software running in labs or
demos, but there are also a lot of competing
standards and not many customers using
blockchain in production yet.”

Accountability Office (GAO), the improper payment error
rate for benefits is close to 5 percent, representing billions
of dollars drained from important federal social programs.
The Internal Revenue Service (IRS) says tax refund fraud is
also in the billions of dollars and growing annually. At the
2016 annual conference, the Federation of Tax
Administrators took a look at how government
could use blockchain to collect taxes.
The idea of having a highly transparent,
peer-to-peer ledger system, with no central
trusted authority as a possible point of failure,
gives blockchain a high level of resilience, trust
and transparency with a low-cost technology,
according to blockchain advocates.

The hope is that
blockchain could strip
out waste and fraud
from social service
programs, as well as
from health care
and taxes.
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Virtual and
Augmented Reality

WIKIPEDIA

IS THERE VALUE IN VIRTUAL? While its
entertainment and retail worth seem to
be taking hold, the role of virtual reality
(VR) and its cousin, augmented reality (AR), in government is less clear.
VR is an interface that can give the
viewer a computer-generated simulation
of a three-dimensional (3-D) image that
can be interacted with in what seems
like a physical way. While VR replaces
the real world with a simulated one, AR
uses elements in the real world that are
supplemented by virtual ones. AR builds
upon the physical world by displaying
information overlays and digital content
tied to physical objects and locations.
Public education has been quick to
jump on the technology, thanks to a
recent reduction in cost and the release
of content that works for teachers and
students, according to Maureen Brown
Yoder, professor of education technology at Lesley University. “VR has been
around for many years, but I don’t think
it was very widely used at all in education,” Yoder told Converge magazine
earlier this year. “But the real difference
is that now there’s better content.”
While the idea of allowing children to
explore the ocean or ancient Rome through
a VR program makes sense academically,
it seems less clear how the immersive,
3-D environment can make a difference in
government operations. One idea is to use
VR for first responders the way battlefield
commanders might use the technology:
complement GPS tracking data with a
near real-time display of a disaster area
to give the viewer a better understanding of the terrain, possible routes through
the location and other types of information that normally can only be obtained
by actually being at the site. That kind
of virtual information could help speed
decision-making at an emergency center
and reduce guesswork before personnel
and equipment enter the disaster site.

Another potential application is in
health care. Health agencies can use the
combination of VR and analytics to drive
improved outcomes from telehealth visits.
Instead of conducting a telehealth consultation over a telephone or video call, doctors
could interact with their patients in a virtual
reality environment, overlaid with a display
that provides the physician with relevant
health data for treating the individual.
In September 2016, Boston’s regional
commuter rail service gave smart
glasses to field mechanics so they can
communicate with expert technicians in
its main maintenance facility. The aim
is to speed up train repairs and reduce
the disruptions they cause. The technology is known as alternative reality, a
light version of augmented reality that
enables the wearer to stream video and
converse in real time — typically from
the field — with someone located elsewhere, such as an office. Right now,

the rail service is testing the technology with the goal of giving the glasses
to train drivers who would use them
to make repairs via remote mechanics while passengers are on board.
For now, however, the actual content
or applications that include VR or AR are
extremely limited in the public sector. Until
practical uses are more commonplace,
government CTOs and CIOs will take a
wait-and-see attitude. But for those who
have seen and experienced it, the future
potential is strong. Dan Lohrmann, who
has more than 30 years of experience in
computer technology, including a stint
as Michigan’s state CTO, had this to say:
“Get ready for VR platforms to be a major
part of our new technology infrastructure
moving forward. I’ve been burned too
many times by other hot trends to doubt
how this trend will take off,” he says. “I
don’t know exactly when, but VR will transform the internet over the next few years.”
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SPONSORED CONTENT

Reduce infrastructure
complexity and

ACCELERATE
APPS
How Nimble Storage is helping government
agencies close the app-data gap.

I

n today’s tech-driven age, users expect
instant access to data. Citizens that face
delays from government apps can easily
become frustrated. When your applications
slow down, you’ve hit the app-data gap.
Faster storage alone isn’t enough,
because 54% of issues are not caused
by storage.1 You need to take out the root
cause: infrastructure complexity. Nimble
Storage’s InfoSight continuously monitors
your infrastructure and uses predictive
analytics to predict and prevent the
issues that cause the app-data gap.
You can use All Flash, Adaptive
(Hybrid) Flash or a combination of the
two to consolidate and scale, while
providing fast, reliable access to citizen
services. With All Flash, you can achieve
unmatched performance and scalability
with radical simplicity at 33% to 66%
lower TCO than other all flash arrays.
IT visibility and flexibility have been part
of Nimble’s value add for some time. In
fact, Nimble was recently recognized as a
Leader in the 2016 Gartner Magic Quadrant for General-Purpose Disk Arrays.2
Nimble also offers SmartStack™ —
a converged infrastructure solution

Our Net
Promoter Score
(NPS) is top in the
storage industry,
underscoring our
deep dedication
to customer
satisfaction.
with Cisco that saves organizations
$385,0003 by reducing time and
resources, including vendor selection
activities, implementation labor, servers,
storage, networking and maintenance.
Finally, Nimble offers the support
necessary to help you make storage
environments simpler, more predictable
and more flexible. Through all-inclusive
licensing, flat support pricing and
guaranteed satisfaction, Nimble takes
the angst out of accelerating apps.
Why make tough choices between
app speed and infrastructure efficiency?
With Nimble Storage you achieve both.

ENDNOTES
1. http://info.nimblestorage.com/rs/364-BLA-665/images/nimble_research_labs_InfoSight_report_Machine%20Learning.pdf?
2. https://www.nimblestorage.com/nimble-is-the-leading-ﬂash-visionary/
3. http://info.nimblestorage.com/Forrester-SmartStack-TEI.html
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SPECIAL REPORT

Cloud
Computing
It starts with cloud computing.

The government IT
myth is one in which
states and localities
are saddled with legacy
systems and platforms
that devour most of IT’s
budget. The result is a
computing ecosystem
that is hopelessly
out of date and gives
government less value
as time goes on. The
reality is that while
cities, counties and
states do have aging
backend systems that
need to be maintained
or replaced, they have
forged ahead with
new technologies
that are taking root
as they continue to
mature and deliver
more capabilities
and capacity.

Outside of mobile computing, cloud
computing has been one of the most
significant advances in government
IT. And despite its presence for much
of this decade, it remains a maturing
technology. NASCIO ranked cloud as
the second most important priority for
state CIOs in 2016. Similarly, for the
nation’s top digital cities in 2016, cloud
computing is developing a maturing
role for running platforms, portals and
programmatic applications. Globally, the
government market for cloud computing
is expected to reach $18.48 billion by
2018, according to MarketsandMarkets,
a global market research company.
One key trend that has spurred
growth in cloud technology is the
adoption of federal security standards,
such as FedRamp and FISMA, by
leading vendors. FISMA (Federal
Information Security Management
Act) is a comprehensive framework
to protect government information,
operations and assets while FedRamp
requires federal agencies to give
preference to cloud-based technologies
with an eye toward proper security
controls. Law enforcement has its own
set of requirements when it comes
to cloud security for data storage,
adding a further layer of compliance
to government cloud projects. These
requirements have set a well-recognized
bar for security that cloud service
providers must meet if they want to
do business in the public sector.
Vendors have also responded to
government concerns about keeping

data in house, rather than stored
or processed outside of state or
even national boundaries. “Near”
cloud services let customers acquire
computing and storage capacity as
a service, but locate the equipment
within the customer’s own facility.
Together,
g
, the federal compliance
p
requirements and industry responses
have
tto concerns about
b t data
d t storage
t
h
expanded the acceptance of cloud
services as a legitimate IT strategy
in state and local government.
Ever since Vivek Kundra, the first
federal CIO, made cloud computing
a top priority because of its ability to
deliver a lot of choices quickly, the
shift toward hosted infrastructure,
platforms and services has been
gathering steam. A prime driver is the
ability to reduce in-house IT costs.
Cloud computing can also improve
how a government uses its IT assets.
Cloud computing offers an alternative
to wasteful investments, such as data
centers that operate far below capacity,
allowing agencies and IT departments
to pay for (or rent) processing power
and storage space when they need it.
The latter point is especially
important. Scalability affects a variety
of government programs that can
surge in growth at certain periods,
only to shrink when usage drops.
With cloud computing, agencies can
add servers, storage and network
bandwidth when it’s needed and
then dial back their use as demand
slackens, saving taxpayer dollars.
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The Governing Institute
asked nearly 200 city and
county officials about
their transition to smarter
and their
One key trend that has spurred communities
adoption of connected
growth in cloud technology is
technologies to accelerate
the adoption of federal security this transition. These are
the technologies shaping
standards, such as FedRamp
their environments:

and FISMA, by leading vendors.

Public safety cameras/sensors
for real-time monitoring:
49%
Perhaps the most intriguing benefit
from cloud computing is the door
it opens to government innovation.
Rather than waiting years to upgrade
technology, government now has the
capability to move to the next phase
of technological innovation more
rapidly. The cloud has also opened
the door to collaboration, managed
services and shared services between
different levels of government and with
public service-driven third parties.

Controllable traffic signals:
40%
Electric car charging stations:
37%
Smart meters/automated energy
management:
29%
High-tech signage:
23%
Commuter/parking apps:
23%

Software-Defined
Networks

Intelligent street lights:
20%
Smart building construction:
19%

One new but maturing technology
that can attribute its growth in large part
to cloud computing is software-defined
networks (SDN). For years, networks
have relied on hardware devices like
routers to direct traffic across network
infrastructure. SDN removes control from
these individual hardware devices and
centralizes control in software known as
a controller. The new approach promises
better network management — because
the controller makes decisions based
on an end-to-end view of the network
— and more precise control over traffic
flow because it enables prioritizing,
de-prioritizing or even blocking of
specific types of information packets.
Government demand for SDN
can be attributed to a need for faster
response to business problems. SDN
is agile, simple to use and has a lower
cost of ownership. With SDN, an
agency can deploy a new application
in hours instead of weeks. The federal
government has been quick to jump on
SDN for several reasons, but the biggest
one has to do with the consolidation

Air quality monitoring stations:
19%
Smart crosswalks:
14%
Infrastructure enabled to
communicate with connected
vehicles:
12%
Connected or autonomous
fleet vehicles:
10%
Source: 2016 Governing Institute survey

taking place within its agencies.
For states, which have already
virtualized their data centers
and normalized their switching
infrastructure, the appeal of SDN is
in how it can optimize applications.
Will SDN take off in the state
and local sector? The market itself
is modest right now, but is growing
at a rate of nearly 54 percent
annually and is expected to be

Industry perspective:

Taking ERP to
the next level
When Sherry Amos, the managing
director of industry strategy of government
and education at Workday, gives a quick
history of ERP, she likes to use cartoon
metaphors. There’s the “Flintstone
era” in which the financial and human
resource software was custom coded into
mainframe systems that have been around
for decades, slowly losing their value and
efficiency. Then there’s the “Jetson era”
with ERP operating as a transactional
and reporting system, but struggling to
keep up with new technology, such as
mobile, social media and analytics.
The next generation of ERP is moving
out of government data centers. “We’re
seeing a wave of replacements of these
two types of systems in government,”
says Amos. Innovative governments are
shifting toward cloud-first policies that
include ERP. “We are now moving into
the ‘Transformer’ era of ERP,” she says.
“The real innovators are leaders
who see themselves as stewards of
their organization’s resources, wanting
to advance the organization in terms of
being prepared for the future,” she says.
“They also want to see what modern
technology can do when you really
have unified applications, including
mobile technology and analytics.”
Governments that embrace the
cloud have to accept there’s no more
customization, but the early leaders
understand that, Amos explains. “They
totally understand how cloud can relieve
burden. As new technology emerges,
the cloud provider increasingly takes
care of all that — from security to
analytics, to social, to mobile and so
on. Cloud firms understand how to
keep that forward-looking vision, and
not be bypassed. And this is all within
the constraint of being cost effective.”
More importantly, ERP is evolving
into a platform in which you can use
analytics to better understand how your
business or agency works, says Amos.
And that means better management
and better use of public resources.
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SPONSORED CONTENT

REDUCING TAX
FRAUD WITH
ADVANCED ANALYTICS
TAX FRAUD IS A GROWING PROBLEM FOR
STATES, BUT ANALYTICS CAN HELP.

I

than it had in the past, with an accuracy rate of about
65 percent — a big improvement over the department’s
historical 10 percent success rate. Advanced analytics
also helped the team recover approximately $10 million
in the 2015 ﬁling season (under the old system that
would have been about $3 million).
The new system not only reduces false positives
so the state can zero in on the most likely cases
of attempted fraud, it’s also helping the Maryland
Comptroller of the Treasury team work faster and
more efficiently while handling a heavier and more
complex workload.

n 2013, the Internal Revenue Service (IRS) successfully
foiled attempts — which were based on stolen identities
— to cheat the federal government out of $24.2 billion
in tax refunds. However, that same year the IRS paid out
$5.8 billion on claims it only later identiﬁed as fraud.
States also lose money when fraudsters use stolen
Social Security numbers, W-2 forms and other personal
information to ﬁle false tax refund claims. This kind of
crime has increased at an alarming rate in recent years.
In 2015, the Maryland Comptroller of the Treasury
began working with Teradata and ASR Analytics to
develop a new system — including a data warehouse
and a set of sophisticated analytics models — to better
identify and ﬂag fraudulent tax returns. The result was
a far more nuanced portrait of the typical fraud return.
Today, instead of ﬂagging returns one by one,
the system identiﬁes groups of returns that appear
suspicious. The system also assigns a score to each
return based on how likely it is to be fraudulent, and
produces a prioritized list to direct the team’s workﬂow.
Using the system, Maryland suspended about
50 percent fewer tax forms during the 2015 tax season

Using its new analytics system,
Maryland suspended about 50
percent fewer tax forms during the
2015 tax season than it had in the
past, with an accuracy rate of about
65 percent – a big improvement
over the department’s historical
10 percent success rate.

50%
fewer

65%

accuracy rate

To learn more, visit
www.teradata.com/government.
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Industry perspective:

Deep, cheap
and fast
the power needed to run a hard drive,
yet read data 100 times faster. Overall,
flash is still a fraction of the $26.5 billion
storage market, but is growing rapidly,
according to Bloomberg Technology.
The city of Delaware, Ohio, is an early
adopter of flash storage. The city has
moved GIS, various databases and other
applications to flash storage, reducing the
time it takes to access archived emails
from minutes to seconds. In addition,
the city reduced processing time to
complete reports and the IT department
cut the overall number of servers in the
city’s data center, lowering cooling costs.
While startup costs for the city were more
expensive than with traditional hard drives,
the performance and speed of flash
storage has boosted the effectiveness
of various municipal applications.
Other government agencies use
flash storage to overcome the storage
challenges associated with virtual
desktop infrastructure (VDI). VDI is
considered a storage drain because
users access remotely hosted virtual
desktops instead of resources
stored on local drives, which means
operating systems, applications and
data reside on a server. Some large
government agencies use flash for
high-performance computing tasks
in computing clusters, which can
have thousands of compute nodes.

As of 2015, 20% of counties
and 15% of cities were using
software-defined networks.
worth $12.5 billion by 2020, according to
a recent International Data Corporation
(IDC) forecast. Industry experts say
SDN is better at supporting more dataintensive applications like big data and
virtualization than traditional networks. Big
data is growing, along with virtualization
in state and local governments. That kind
of growth could open the door for SDN
to provide state and local government IT
shops with the means to manage virtual
machines and big data network traffic.

Flash Storage

Another part of IT infrastructure is also
changing for the better. The computing
industry has been building and selling
hard disk drives for nearly 60 years. Now
the days of using mechanically driven
storage devices are numbered. Flash
storage, which quickly caught on as a
cost-effective way to handle storage in
small mobile devices such as phones
and tablets, is becoming an accepted
storage platform in the business sector.
With no moving parts, flash storage
can consume as little as 20 percent of

COLIN WOOD

Archana Vemulapalli, CTO
for the District of Columbia

If you haven’t looked inside a data center
recently, you may be in for a surprise. Data
stored on spinning disks continues to be
replaced by solid state, flash technology.
Data that’s considered long-term and
archival is moving off tapes and into the
cloud. And don’t expect the trend to slow,
says Vaughn Stewart, VP & Architect, Global
Technology Partners at Pure Storage.
“Organizations are making data storage
decisions that leverage the cloud and
modernize on-prem IT. There’s a shift to
automate operations and to transition
a significant portion of the staff to take
on higher-value functions,” he says. This
transformation enables IT organizations
to apply legacy staffing resources to the
next generation of technology initiatives,
he explains. This includes everything from
cybersecurity and analytics to artificial
intelligence and smart machines.
Data storage is changing on many
fronts as organizations demand technology
that stores data to be “deep, cheap and
fast,” says Stewart. Needs are growing as
government organizations expand the role
of the Internet of Things, which has led
to an exponential growth in unstructured
data. Governments want to exploit that data
through analytical tools that can deliver
results in minutes or hours rather than days
or weeks. “It’s not just about big data, but
fast data,” he says.
Reaching that level of performance
isn’t easy. The speed of an outcome is
determined by the slowest link in the
chain. In other words, every element in
the process must be fast, says Stewart.
Governments need to review and, where
necessary, update their architecture to take
advantage of what flash storage brings with
respect to innovation.
Still, even for organizations that invest in
flash storage alone, the performance gains
are significant. And the future of flash will
continue to grow exponentially, indicating
further boosts in performance down the
line. “Densities are growing in terms of
storage capacity,” says Stewart. “The
density of our flash storage quadrupled
just this year. You never have that rate of
increase with disk drive storage.”
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Industry perspective:

URBAN CENTER FOR COMPUTATION AND DATA

Connecting
everything

The city of Chicago’s Array of Things project will use sensors to collect important data around the city.

Internet of Things
If government can access data more
quickly thanks to flash storage, it can
also appreciate the data trend generated
by the Internet of Things (IoT) and
sensor technology. While IoT in general
means the connecting of everyday
devices (refrigerators, thermostats,
etc.) to the internet, for state and local
governments the technology centers
around sensors, valves and meters,
as well as cameras and other devices
that can send and receive important
data about public safety, transportation
and other public lines of business.
For cities, the road to IoT is less about
grand visions to make every aspect of
urban infrastructure smart, and more
about building incremental projects
that fit the priorities and personalities
of individual cities. Smart city projects
work when the focus is on what the
city or agencies want, where they are
now, what tools they currently have and
what is needed to get going in the right
direction, says Archana Vemulapalli, CTO
for the District of Columbia. With good
planning and management, incremental
IoT projects, built with low-cost, off-theshelf technology, can be integrated
eventually to create the kind of smart city
ecosystem many urban areas crave.

States are also benefiting from IoT. In
Idaho, the Department of Transportation
has installed sensors on state highways
that can tell officials when and where
the roads need to be plowed, saving
time and money, while making better
use of labor and resources.
One discernable sign that IoT and
sensors are moving up the maturity curve
for government can be found in the
growing number of use cases. One of the
brightest spots is in the city of Chicago,
which partnered with the University of
Chicago and Argonne National Laboratory
to create a citywide testbed of projects
known as the Array of Things that will go
a long way toward answering fundamental
questions that involve IoT and sensors.
The project, which is installing the first 80
sensors for what will be a network totaling
more than 500 devices, will tackle several
key issues, including their reliability, cost,
operation and even where they should
be placed for maximum effectiveness.
Since this is a research project, the
data and results will be available to the
public. While it will also tackle several
non-technical issues, such as privacy
and governance, the project’s focus
on sensors and what makes a true IoT
platform will make the effort important
for the technology’s long-term future.

As the IoT builds out, almost everything
will be connected — but the question
is how? There are multiple wired and
wireless network technologies to choose
from, and the IoT will force organizations
to get smarter about matching the right
type of connectivity to the task at hand.
“We’re looking to connect the millions
of devices that have not connected yet,”
says Alex Khorram, general manager of
Comcast’s new IoT-focused machineQ
business service. “We have to get the
data from everything everyone wants
to connect out there into the cloud and
make that valuable and actionable.”
The bulk of these new connections
will link to sensors, tracking tags or
similar devices requiring simple, reliable
and long-term M2M communications.
That, along with thousands of new
IoT applications, will drive growth of
technologies such as LoRaWAN, an
industry standard wide-area network
specification created for battery-operated
sensors and other low-power devices.
LoRaWAN will gain importance as
public agencies seek a reliable and
cost-effective method to connect and
integrate sensors. “Traditional cellular
technologies were built for powerhungry, high-bandwidth applications that
required expensive device modules. It
hasn’t been economically and technically
feasible to connect billions of devices,
until now. These are simple applications
that need to work for many, many years
with a long battery life,” says Khorram.
Public CIOs will also need to move
away from proprietary platforms. It
won’t be practical for jurisdictions to
maintain separate networks for reading
utility meters, controlling LED street
lamps or operating smart garbage
cans. Instead, jurisdictions need to
demand that these vertical applications
use common network standards.
A standards-based approach enables
CIOs to scale smart applications as
new solutions emerge — an important
consideration as the IoT grows up, says
Khorram. “We’re still in the first pitch
of the first inning of this evolution.”
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Industry perspective:

Shifting to
enterprise data
Analytics
Thanks to an explosion in
the collection of structured and
unstructured data, state and local
governments are undergoing a sea
change in how they digest and turn
data into actionable information. The
result is a growing sophistication in
the types of algorithms that states
and localities use to extract meaning
from the big data pools that result
from IoT, smart machines and other
data management applications.
While many analytics projects tackle
discrete problems, state and local
governments eventually hope to use
the software tool across the enterprise.
Once government agencies and CIOs
solve problems around data sharing
and data quality, data that is pulled
from different sources can generate
more meaningful results. Meanwhile,
technology advances have made
analytics better. The speed of analytics
is increasing while the technology is
ensuring that governments don’t just
collect all data, but the right data.
Analytics can now be found in a
wide range of government operations,
helping improve outcomes in several
key policy areas and programs:

that could afford it — has come down in
price, opening the door to applications
in government. The value is in the
accuracy and accessibility of the visual
data. Transportation planners can refer
to the data when designing transit
routes; paramedics can optimize on-call
ambulance locations; and police can
schedule patrols based on foot traffic.
Video analytics can classify moving
objects such as cars, pedestrians,
bicyclists and trucks, giving urban
planners valuable information about the
use of public spaces and road design.
• Cities, counties and states are
turning to data analytics and mapping
to help cope with the opioid addiction
crisis and better direct critical
resources to address the epidemic.
The Massachusetts Department of
Public Health uses predictive analytics
to foresee and prevent future deaths.
Using painkiller prescription and
overdose data, in combination with
specifically designed algorithms,
the state can more quickly and
effectively allocate critical resources.
Allegheny County in Pennsylvania also
incorporates data from a variety of
departments, including the justice and
mental health systems, to track drug use
patterns and draw critical conclusions.
Another new advance is the notion
of “analytics everywhere,” which makes
sense of the patterns found in data
streaming from the IoT, in combination
with huge volumes of transactional
data, according to a Gartner report
on government technology trends. An
analytics everywhere approach will
supplement these data sources with
information from operations systems
that manage and control physical
processes, such as public initiatives
that aim to improve traffic flow.

• In Cincinnati, the fire department
now finds 80 percent of its workload
is related to emergency medical
services, not fires. To better use
existing resources for this shift, the
department turned to analytics to
identify and predict when and where
emergency calls and so-called “frequent
flyer” callers are likely to occur based
on historical data. Knowing this in
advance has helped the department
improve emergency service delivery.
• Video analytics — once an expensive
tool available to the few organizations

Tomorrow’s state and local
governments will exploit data in new
ways to make better decisions and
change outcomes. The data will be
available in real time and, with proper
security controls, available at the
enterprise level.
What’s the roadmap to a more
performance-driven data environment
in government? “We are of the
opinion that data needs to be brought
together into a logical data warehouse
environment, where data is rationalized
across agencies, so that when a citizen
is entered into one database, he or
she is the same person in another
database,” says Chris Sullivan, director
of state government for Teradata.

You can’t have dozens
of sta
o
state agencies each
controlling data to
their own standards.
It’s too hard and
complicated.
—Chris Sullivan, Director of State
Government, Teradata

Expanding data volume and rising
user expectations will push agencies
away from decentralized data marts and
toward a consolidated data warehouse.
“You can’t have dozens of state
agencies each controlling data to
their own standards. It’s too hard and
complicated to do that with so much
data collection taking place,” says
Sullivan. States such as Michigan are
building enterprise data warehouses,
with unique citizen identifiers, that
allow multiple agencies to use different
tools and techniques to get to the data
and do their job, he says. “The data
warehouse becomes the foundation
containing clean data that can handle
mixed workloads and do it at scale.”
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SPECIAL REPORT

Criteria for Going Cool
Most CTOs will tell you that adopting a new technology just
because it’s new, or without a valid problem to be solved, is a
recipe for trouble. Government CTOs have a set of criteria they
use when it comes to evaluating and adopting new technologies,
but not all are the same. Here are some examples:
Time to market is the factor that we talk about most these days.
l everyone else, our customers are getting weary of long,
Just like
drawn-out projects that don’t show any product until the end. And
they want their systems available, regardless of end-user device.
Speed and flexibility are driving our decisions.”
Thomas Croyle, CTO, Ohio

For major projects, we look at
ROI pretty closely; for emerging
technologies, there are some
things we just determine we
want to put our foot in the
water and test it out. After
an evaluation, we may feel it
has a lot of relevance in the
future. In those cases, we
may do something simple to
start, and then share what we
learned through our project
management council and then
get feedback from business
people in the state. We also
collect a lot of metrics; we
measure just about everything.”

Either the technology will
increase performance, such as
a chatbot with a conversational
interface for handling queries,
or the solution is going to save
the agency a bunch of money.
These are the kinds of criteria
that drive our lines of business
to try new things.”

First, tthe technology must
meet a business problem.
Second, we evaluate whether
it’s a good or bad technology
before we judge by price. It’s
so important to select quality
technology and a quality
partner, even if it costs a
little more. Third is the cost
issue. How can we afford it?
Do you want to make cuts to
bring it in, or do you ask for
additional funding?”

Dave Fletcher, CTO, Utah

Steve Nichols, CTO, Georgia

David McCurdy, CTO, Colorado

PHO
OTOS BY DAVID
DAVID KIDD
K
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New, emerging and
maturing technologies
generate a lot of coverage
by the media, as well as
at technology conferences
and in meetings with
vendors. But technologies
that sit at the core of
most local and state
governments are also
evolving, even if the
changes are less dramatic.
There’s no set list of core
technologies. But what
follows is a roundup of
established technologies
that would be on most
CIOs’ and CTOs’ lists,
along with some recent
developments that have
kept them relevant.
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SPECIAL REPORT

Broadband

SHUTTERSTOCK.COM

ore

Why would our public internet pipes
be a core technology for government?
CIOs don’t control broadband and IT
departments don’t maintain it. Yet highspeed broadband has become an economic
and educational necessity for every
community and, by extension, crucial to
the operational and service models of state
and local government. Studies show that
metropolitan areas that lack wide adoption
of broadband struggle when it comes to
creating high-tech jobs, struggle when it
comes to educating and graduating students
with the skills needed to advance in college,
and struggle when it comes to cutting
costs by creating more online services.
While 75 percent of Americans had
a connection to broadband in 2014,
according to the Brookings Institution,
connectivity varied greatly among metro
areas, with some areas having adoption
rates below 60 percent. The definition
of broadband also varies. The Federal
Communications Commission (FCC)
describes broadband as having a download
speed of 25Mbps or more, but 44 million
Americans are more likely to have download
speeds of 4Mbps or less, too slow for
many of today’s applications, including
certain online government services.
More CIOs are pushing for universal
broadband and infrastructure upgrades
with speeds that range from 100Mbps
to 1 gigabit per second. This is a new
development and less than 50 cities have
some kind of gigabit service, but the idea of
having such a fast broadband speed is no
longer so far-fetched. The next challenge will
be to keep this core infrastructure affordable.
Keeping broadband both fast and
affordable isn’t just an objective of CIOs.
Nearly 5 million households with school-

age children (ages 6 to 17) do not
have high-speed internet service.
Low-income households, especially
black and Hispanic ones, comprise
a disproportionate share of the
disconnected households. To fix the
problem, companies, nonprofits,
libraries and school districts are
funding and finding ways to put mobile
internet hotspots into disconnected
households. School districts in
Wisconsin are loaning some students
hotspot devices. In Kent, Wash., the
school district set up Wi-Fi kiosks in
community centers located near public
housing. The Forsyth County school
system in Georgia installed nearly 50
Wi-Fi hotspots in public libraries as
well as at local businesses — which
sponsor the connection — ranging
from pastry shops and dentists’ offices
to restaurants and barbershops.
Efforts to boost broadband are
happening at the state level too.
Nearly half of states have an office
dedicated to broadband with a focus
on investment and outreach. Utah’s
Broadband Outreach Center has an
agenda that includes the development
of data on commercial broadband
availability for business recruitment.
Twice a year the center polls the state’s
55 to 60 internet providers to generate
maps of available services — one
residential and one for the business
community. These maps form the core
of an economic development agenda
that will help potential businesses
locate providers and even coordinate
with cities to get the appropriate
permits in place. At the same time,
the office feeds demographic data
back to providers to help them identify
underserved areas of the community.
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Geographic
Information
Systems
devices. With greater availability, GIS
is no longer a back-office system for
specialists, as more cities, counties
and states launch interactive public
services. These include weatherbased apps that map what streets
have been snow-plowed in northern
cities and where flooding might have
occurred in cities susceptible to
sudden downpours. Other cities use
GIS to help residents track pollution
issues and food inspection reports.
Even trash pickup information is
now mapped as a public service.
Cities are also tapping into the
benefits of navigation apps to link
real-time traffic information with
geographic data to improve travel

Location-based data mapping
software, first appearing in the 1980s,
has been a long-term success story
in government technology. GIS has
helped states and localities manage
development, natural resources, road
and sewer repair, to name a few of
many applications in which geographic
and government data intersect.
At one time, GIS required
significant investments and was
historically limited to the biggest local
jurisdictions and state governments.
But new opportunities have opened
up for smaller local governments,
including options such as cloudbased solutions that users can access
by smartphones and other mobile

conditions. For example, data from
Waze, the world’s largest communitybased traffic and navigation app, can
link to sophisticated GIS software
and allow cities to easily share
information about the conditions of
their roads with drivers, while drivers
anonymously report accidents,
potholes and other road conditions
back to the cities. Local governments
can then merge that data into their
existing emergency dispatch and
street maintenance systems.
The state of Kentucky’s
Transportation Cabinet uses Waze
and GIS to monitor and detect traffic
accidents on its roadways with a
high degree of accuracy. The city
of Johns Creek, Ga., uses Waze
to get alerts about possible traffic
situations. The data is automatically
uploaded to the city’s GIS for
analysis. Boston is also using data
from Waze to identify traffic-prone
intersections in the Seaport district.
GIS impacts other city functions,
too. Some city police departments
have started to monitor social
media activity in real time for trigger
words, such as “gun” or “fight,”
and then use mapping data to
identify where trouble might start.
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Understanding Your Financial Story:
One Application, Complete Access for Decision-Makers

G

overnment leaders are expected to be good stewards
of taxpayer dollars by making informed decisions about
how their limited resources are allocated. Unfortunately,
many public agencies keep operating data, personnel
information and finances siloed, meaning users, managers and
executives do not have real-time access to all of the information
they need to do their job effectively.
Workday Financial Management eliminates those silos and
provides all appropriate personnel with user-friendly access to
timely and reliable information. Developed to ensure industry
relevance and functionality, Workday Financial Management
is seamlessly integrated into the Workday suite of cloud
applications, allowing accounting, financial reporting, and

human capital management and governance information to be
available through a single application.
Workday’s unique accounting solution, Worktags, empowers
users to capture every detail of every financial transaction to
create a foundation for robust analytics.
The Workday Financial Management application provides
composite insight into all transactions covering budget, revenue,
procurement, expenses, finance, grants, projects, consumable
inventory and payroll. The application uses analytics embedded
in flexible and easy-to-modify business processes to show any
level of summary or information relevant to the user. This allows
managers and executives to effectively make informed financial
and personnel decisions from “one source of truth.”

Benefits of Workday Financial Management
• Offers a complete picture of your agency’s finances
• Provides access to relevant financial information for all
agency decision-makers
• Increases internal governance and reduces risk

• Facilitates internal and external change without
disrupting business operations
• Provides a consistent, user-friendly interface,
mobile access and powerful analytics

To learn more about Workday’s financial solutions, visit: www.workday.com

© 2017 e.Republic. All rights reserved.

Customer Relationship
Management
Evanston’s advanced CRM platform
has given the city a variety of new
channels to engage with citizens
and to expand services.

WIKIPEDIA

Cities and counties have been
using CRM for years, primarily as the
backend for 311 hotlines. But today,
the technology is evolving in several
directions as software improves on
one end and citizen and government
expectations change on the other. For
example, CRM is moving to the cloud,
making it possible for smaller jurisdictions
to implement online customer
services without all the traditional IT
infrastructure typically needed for an
enterprise application. By 2018, 62
percent of CRM deployments will be
in the cloud, according to Gartner.
Technology trends, such as open
data and analytics, are impacting the
use and cost of CRM. For example,
cities such as Chicago have found that
as much as 40 percent of customer
service interactions are duplicate
requests. By making some CRM data
publicly available, cities can use open
data to answer common questions,
improving customer service while
holding down costs. Other local
governments have begun using analytics
to measure gaps in service performance
and predict what services might need
more funding (or less in some cases).
Perhaps the biggest impact of
advanced CRM on government can
be found in customer service. The
technology has elevated what has been
a weak spot in government, allowing
many local governments to vastly improve
both how they interact with customers
and how they resolve their issues and
problems. In Evanston, Ill., its impact
has been widespread and deep. “In
the four years the city has had 311 and
CRM, it has dramatically changed how
everyone interacts with the city,” Erika
Storlie, Evanston’s deputy city manager,

told Government Technology. “You
name it, 311 has completely changed
accountability and how functions
are performed around the city.”
The advanced CRM platform has
given Evanston a variety of new channels
to engage with citizens and to expand
services. For example, the city’s website
has a 311 page that offers 200 types
of requests for services; residents and
businesses can also submit requests
and questions via chat and text, as
well as phoning the call center.

Meanwhile, CRM software continues to evolve. One feature is known as
“omni-channel” CRM in which customers can connect with government
through one channel, such as Facebook
or a website, and then reconnect over
the phone, but have the same user
experience. Another trend is implementing single sign-on to reduce the number
of accounts a citizen has for government
services. This trend, which is popular
in the retail business, can simplify the
user experience.
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SPEED TO DATA
Few things are more important than protecting constituents,
as well as ﬁrst responders. Real-time data and sharp imagery
can make all the difference.

I

n public safety, the time it takes to access data
can mean the difference between life and death.
Delays as small as three seconds can have enormous
implications for public safety officials tasked with
assessing the seriousness of a situation and quickly
determining the most appropriate response.

PURE STORAGE CAN:
Improve Speed to Data When It Counts – FlashBlade allows
even petabytes of data to be centralized and delivers consistent
all-ﬂash performance without caching or tiering.
Reduce Costs and Overhead – FlashBlade can take what
currently sits in racks of storage down to a single box with
density the industry has never seen. That means a smaller
footprint and a lower cost of ownership.

With an enterprise-level storage array like the new
FlashBlade from Pure Storage, there are no
barriers to delivering critical data and video. Officers
get high-deﬁnition video in real-time, giving them
the exact information they need to better protect
themselves and the public.

Access Data When You Need It – Manage ever-growing volumes
of data in house or in a private cloud. Reduce the security risks
and potential costs of retrieving data from public cloud.

To learn more, visit: www.purestorage.com/government
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Open Data
The concept is
so breathtakingly
simple: take data
that government has
been collecting for
years and publish it
online in a way that
people, whether
they are residents or
government employees,
can understand. In the
short time that open
data has become
both a process and
a movement, it has begun to change
the world in several significant ways.
First, it has improved government
by increasing transparency, while also
advancing public services. Second,
it has empowered citizens by giving
them information to make informed
decisions and to make it easier to
mobilize socially, aided by new ways
of communicating and accessing
information. Third, it has invigorated
innovation, economic growth and
job creation. Lastly, it has played
a role in giving citizens and policy
makers new ways to assess problems
while enabling civic engagement
and enhancing collaboration.
Open data can address the most
mundane of issues and solve a
problem that affects both government
workers and the public at the same
time. In Los Angeles, for example,

In Los Angeles, the city government launched an app that uses open data so
employees can see whether a road they want repaved is also scheduled for utility repair.

the city government launched an app
that uses open data so employees
can see whether a road they want
repaved is also scheduled for utility
work. Residents can look up the same
information and find out in advance
whether a street they commute on
is going to be closed for repairs.
Initially, state and local
governments published open
data by posting it on web portals,
often in non-standard formats that
limited its use, such as PDF files.
Increasingly, however, agencies are
developing application programming
interfaces (APIs) so that coders,
programmers and software
developers can take advantage

of the data to create beneficial
apps for public consumption.
For example, a growing number
of cities have launched bike-share
programs. But savvy cities have
encouraged software developers to
create mobile apps that help guide
bike riders in choosing the best
routes to reach their destinations.
Well-developed APIs allow a user
to query data to find an answer.
As the volume and availability
of open government data grows,
it will drive the formation of public
data marketplaces, which provide
enriched open data, data algorithms
and linked data to create the next
generation of smart city services.
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GEARING UP
FOR THE IoT
FUTURE
Government agencies are expected to install 7.7 billion IoT devices
by 2020, spending $2.1 billion on IoT between 2015 and 2020 and
seeing a return on investment of $4.7 billion.1
IoT is ushering in a new era of interaction with technology,
enabling machines to work together to automate processes
and enhance citizen experiences. IoT can be an effective tool to
deliver public services in a more proactive manner, providing
the right people — and systems — with the right information to
improve decision-making and streamline operations.

Preparing for IoT
IoT is a data-intensive technology, which requires a
dedicated and mobile network infrastructure that can handle
multiple simultaneous transactions occurring repeatedly and
continually. It is imperative for agencies to have a network that
can support an infrastructure designed to power IoT.
Comcast Business Managed Broadband and Ethernet
solutions are built to support the rigorous network
requirements of IoT initiatives. Featuring fast, reliable, secure
and scalable Ethernet up to 10Gbps, Comcast offers a range of
available speeds to meet individual bandwidth needs. Backed
by one of the nation’s largest IP networks, Comcast Business
offers nationwide coverage and direct connectivity to major
cloud service providers plus managed services to help agencies
effectively allocate resources and realize benefits from
new technology.

How can IoT help improve government?
9 Increased Employee Productivity – Improved labor
effectiveness for new and existing government services
9 Reduced Costs – Increased efficiency, better capital utilization,
lower operational costs
9 Improved Citizen Experience – Shorter wait times,
improved environment, better health outcomes
9 Increased Revenue – Improved ability to match supply
with demand, better monitoring and compliance
1. "The Internet of Things Ecosystem Research Report," Business Insider Intelligence, August 2016
http://www.businessinsider.com/iot-ecosystem-internet-of-things-forecasts-and-business-opportunities-2016-2?IR=T

To learn more, visit:
https://business.comcast.com/enterprise/industry-solutions/government

Special Report

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

CMY grey

95 100

5

T1

25

T2

50

75

__________Designer __________CreativeDir.
__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

SHUTTERSTOCK.COM

Cybersecurity
Cybersecurity professionals
are looking for new realtime technologies that can
audit people-to-machine and
machine-to-machine digital
actions and proactively
protect their pre-designed
security policies.

State and local governments
face a constantly changing security
environment that has grown more
complex and multifaceted in recent
years. Exacerbating the problem is
the large amount of legacy systems
in operation, the growth in mobile
technology and IoT applications that
increase the number of possible
security risks. And then there’s the
fact that cybersecurity awareness
training for employees is often static
and limited in scope, despite the
risks posed by employee errors
that can trigger a data breach.
While there are governance and
management-related approaches that
can improve how states and localities
protect themselves from threats, when
it comes to technology, industry best
practices point to several new strategies. They include adopting architectural
approaches to cybersecurity involving
key pieces of IT operations, such as
networks, the data center and applications. Best practices also call for an

adaptive security architecture that
enables IT departments to predict,
prevent, detect and respond to threats.
One key trend, in response to the
current inadequate “patch and pray”
security methodology, is to move toward
a more proactive defense and response.
Cybersecurity professionals are looking for new real-time technologies
that can audit people-to-machine and
machine-to-machine digital actions and
proactively protect their pre-designed
security policies, according to Larry
Karisny, director of ProjectSafety.org.

“We must move forward from historical
analysis to real-time 5GL (fifth generational programming language) event
patterns if we are to successfully monitor
data-in-motion activities. This is where
and how we must deploy new cybersecurity technologies to truly defend
ourselves against cyberattacks,” he says.
Another trend, in connection with
the growth in cloud computing, is the
expanding role of the cloud access
security broker (CASB), which provides
a registry of cloud services, giving CIOs
more insight and clarity into the security
risks that exist in the cloud. These
brokers act as gatekeepers, extending
security policies beyond a government’s
own infrastructure. CASBs ensure that
network traffic between on-premises
devices and cloud providers complies
with the organization’s security
policies. Additionally, CASBs give
CIOs insight into cloud application
use across the enterprise and identity
unsanctioned activities. They can
also identify which cloud applications
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The
Power
to See
Through
the
Cloud

The State of Missouri assumed it only had a
few hundred unauthorized cloud applications
on its networks.
When it used Skyhigh Networks to conduct a full
evaluation, however, the State uncovered close
to 2,500 unsanctioned cloud services in use.
Of those, 163 were considered high risk,
presenting multiple compliance and
security threats to the State.

2,500
unsanctioned

163
high risk

Working with Skyhigh, Missouri reduced the
number of unauthorized cloud apps on its network
to nearly zero in just three months.

A

s the use of cloud increases in government, security
risks, particularly in the form of “shadow IT,”
grow with it. This requires a new approach, including
capabilities and controls to ensure network safety and
prevent sensitive data from leaving your agency via
unsanctioned, often insecure cloud applications.
That’s why government agencies and businesses
are increasingly turning to Cloud Access Security
Brokers (CASBs) like Skyhigh to get a handle on
shadow IT and ensure better security and compliance.
As the first and only CASB to achieve FedRAMP
compliance, Skyhigh allows agencies to meet the U.S.
Cloud First policy by enabling them to adopt Software
as a Service (SaaS) solutions, such as Office 365 and
Salesforce, while seamlessly enforcing their security,
compliance, and governance policies with capabilities
like Data Loss Prevention, Activity Monitoring, Threat
Protection, Encryption, and Access Control.
Skyhigh’s platform approach to cloud security
allows organizations to create cloud security policies
once, and leverage those rules across multiple
applications or the entire enterprise. No wonder 40%
of the Fortune 500 is currently using Skyhigh, and by
2020 Gartner predicts 85% of all large enterprises will
use a CASB to manage and secure cloud services.
With Skyhigh, you gain visibility and control
over cloud services, safely enabling the move from
on-premises infrastructure to the cloud.

For more information, to see a live demo
or to request a complimentary Cloud Audit,
visit https://skyhighnetworks.com/
skyhigh-for-government/
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are high risk, as well as high-risk
users and other key risk factors.
New strategies and the technologies
that support them are increasingly
critical to cybersecurity. Ransomware,
once a small-scale problem affecting PC
users, has emerged as one of the most
dangerous cyberthreats to organizations,
including state and local governments.
The number of new types of ransomware
attacks that have been discovered hit a
record high in 2015 and global losses

is spreading like a virus. Also of
concern are so-called hacktivists,
who aren’t interested in profit, but
in embarrassing institutions and
governments by leaking sensitive data.
Finding the right talent and tools to
fight this increasingly complex security
problem will continue to be a challenge
for state and local governments.
CIOs must focus on ways to invest to
stay ahead of what has become the
21st century’s biggest tech issue.

likely run in the hundreds of millions of
dollars, according to a Symantec report.
The problem continues to grow.
In October 2016, FBI Director James
Comey warned that cyberattacks are
hitting the U.S. in multiple ways. The
highest level of cyberthreats today
are state-supported, and the biggest
players include China, Russia and
North Korea, followed by multinational
criminal syndicates and purveyors
of ransomware, which Comey says

31%

Between January 2015 and
April 2016, the U.S. was
the region most affected by
ransomware, with 31 percent
of global infections. The
average ransom demand has
doubled to $679, up from
$294 at the end of 2015.

2016

AVERAGE RANSOM

$679

2015-2016

The U.S. has
31% of global
ransomware
infections.
2015

$294
Source: “Ransomware and Businesses,” Symantec, 2016

Industry perspective:

Shining a light
on shadow IT

“Governments are working blind
when it comes to the cloud,” Fyffe says.
“They don’t know how many people are
using cloud services, or what type of
services they are using, which puts them
at risk.”
Security brokers or gateways give
CIOs and CISOs a high degree of
visibility into which cloud services are
running on their networks. For instance,
the state of Missouri used a CASB and
found workers were using more than
2,300 unknown cloud services, far more
than what the CISO suspected.
CASBs rate cloud services in terms
of security risks, so CIOs and CISOs can
decide whether to allow their continued
use or shut them down. For the future,
analytics will play a greater role in
helping IT departments decide which
anomalies in their cloud environment are
serious threats worthy of investigation
and which ones to ignore.

The use of cloud services in government
has grown significantly in recent years — in
some cases much more than CIOs, CISOs
and IT departments realize. The cloud
makes it easier than ever for departments
or workgroups to spin up unauthorized
“shadow IT” applications and services.
These unvetted services can come
with questionable overseas ownership
and potentially risky data security
practices, says Jon Fyffe, director of state
and local government and education
at Skyhigh Networks. The issue has
spawned a new category of companies
called cloud access security brokers
(CASBs) or cloud security gateways that
detect services running on government
networks and maintain registries of
known cloud offerings — including those
that government agencies should avoid.

Gove
Governments
are
working
blind when it
w
ork
comes to the cloud.
They don’t know
how many people
are using cloud
services, or what
type of services they
are using, which puts
them at risk.
—Jon Fyffe, Director of
State and Local Government and
Education, Skyhigh Networks

“The tools are going to get more
sophisticated going forward,” says Fyffe.
“As security becomes more complex,
automation is going to help CIOs and
CISOs stay on top of security threats in
the cloud environment.”
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Driving Better Value
through Hyperconvergence
Lenovo helps government agencies realize
the value of hyperconverged systems to
simplify IT and reduce costs and complexity.

How hyperconverged
systems can benefit
government agencies:

Hyperconverged systems are part
of the new thinking for data center infrastructure technology. This
emerging breed of solutions natively
collapses core storage, compute and
storage networking functions into a
single software solution or appliance.
As a result, hyperconverged systems
oﬀer government agencies of all sizes
more streamlined and eﬃcient data
center management.

Hyperconvergence
in Action

Simplifying IT:
Because the time needed to manage
storage can decrease from one to two hours
per day to one to two hours per month,
hyperconverged systems can help agencies
significantly reduce the complexity of their
overall IT infrastructure.
Reducing Costs and Complexity:
Because most systems can be deployed in
less than two hours, as opposed to weeks
with traditional IT hardware, government
agencies can greatly reduce the costs and
complexities around IT deployment and
system integration.
Reducing Demand on IT Staﬀ:
Because they are free from the daily
obligations of managing application-related
tasks, hyperconvergance can help free IT
staﬀ to focus on other tasks. A new virtual
machine, for example, can be provisioned
in minutes with hyperconverged systems
as opposed to hours with traditional IT
hardware/software.

Government agencies are increasingly
leveraging hyperconvergence in a number of
areas, including VDI, video recording storage
and access for police body cameras, as well
as surveillance/security operations centers.
Lenovo and Nutanix recently partnered
to develop a new line of hyperconverged
appliances to help government agencies
leverage the agility and scalability of public
clouds into their data center environments.
Lenovo appliances that feature Nutanix Xtreme
Computing Platform (XCP) software with
models optimized for diﬀerent needs include:
Lenovo Converged HX3000 Series:
Targeted at smaller virtualization workloads
and some remote environments
Lenovo Converged HX5000 Series:
Targeted at big data workloads including
Hadoop and Splunk, in addition to
disaster recovery
Lenovo Converged HX7000 Series:
Targeted at large database workloads and
I/O-intensive workloads such as SQL and
Oracle RAC

To learn more about how Lenovo products and solutions can help agencies
build the data centers of the future, visit www.lenovo.com/government and
follow us on Twitter @LenovoGov.
Intel® Xeon® processor
Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of Intel Corporation in the U.S. and/or other countries.
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The idea of the live government-citizen forum is alive and w
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HEADLINE

own Hall
d well. Here’s how technology is giving it a modern twist.

By Adam Stone / Contributing Writer

W

hen it comes to the accessibility of government, some
might argue that technology
has been a mixed blessing.
Some municipalities are using the latest
communications tools to make government meetings more available. In fact, some
insist upon it: Texas for instance passed a
law last year mandating that large school
districts, cities and counties record audio
and video of board, city council and commissioner meetings and post them online.
Most civic-minded thinkers laud
such tech implementations as a means
to open the doors of government.

But some worry about the flip side of
remote access. When meetings all go
online, will people stop attending in
person? That could be problematic.
“There is a dynamic that comes with
social interaction. It’s why people still go
to shopping malls and churches. People
need to interact, and that is heightened
when you talk about democratic institutions, the ability to petition directly to your
representatives,” said Kevin Duggan, West
Coast regional director of the International
City/County Management Association.
“It’s hard to imagine not having the opportunity to engage the public directly, to let the

public meet directly with their elected
officials,” he said.
In fact, many in government continue
to see value in the traditional face-to-face
meetings. A strong majority of government
supervisors (89 percent) say government
meetings benefit citizens, according to the
U.S. Travel Association.
While some see technology as a valuable way to connect with those who can’t
make it to the council chambers on a
Wednesday night, others are looking in
a different direction. They are exploring
ways in which technology can be used to
enhance in-person meetings. Around the
www.public-cio.com
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TECH TOWN HALL

that server can scale down to next to nothing. So I am only paying for what I utilize.”

nation, municipalities are implementing
instant-polling technologies, sophisticated
agenda planners and speaker registration
systems, all in an effort to make public meetings smarter and ultimately more effective.

On the agenda

Document sharing
In Lucas County, Ohio, the Metropolitan
Housing Authority is using virtualized
computing to enhance its public meetings.
The housing authority represents the
interests of some 17,000 individuals in
7,300 households. Its five-member board of
commissioners meets at least once a month,
and committees convene periodically to
conduct business and hear from residents.
Often the background materials needed to
support a meeting can be overwhelming.
“The board members may get a packet
a week ahead of the meeting, and it will
be this 100-page document. If they are
volunteering their time, it can be a challenge to comprehend that much information,” said housing authority CIO Craig
Patterson. That challenge is compounded
for ordinary citizens, who may only
be seeing that information for the first
time when they arrive at a meeting.
Recently the board virtualized its desktops with Citrix XenMobile, a move that has
made it easier for board members and the
public to interact with information before
and during meetings. “Now we can give you
a link on your iPhone or your tablet or your
laptop, and you will have full access to everything, including all the multimedia, just as if
you were a board member,” Patterson said.
Before virtualizing the network, technical limitations made it difficult to share
data in support of meetings. “If I tried to
stream graphic-heavy video, it was going
to look pixelated. It might not work at all,”
Patterson said. “Now I can upload the video
a week ahead of time, allow the public to
look at it and think about it, and that in turn
enhances their ability to actively and intelligently participate in the board meetings.”
Not only does the virtualized solution
improve the quality of meetings, it also
bolsters the bottom line. “In the past I
would have had to buy a physical server
and pay for all that capacity if I wanted
to do something like this,” Patterson said.
“Now with a virtual sever, for the days of
the month when I am not having a meeting

Meetings are as much about form as
they are about content. What gets talked
about, who talks, in what order: The
agenda itself is very much the substance
of the meeting, and not merely its form.
The commissioners of Brunswick
County, N.C., recognize this and they
take it seriously. They hold two “agenda
meetings” a month for the purpose of setting
the agendas for their two monthly public
meetings. Those regular meetings can draw
anywhere from 25 to 150 people, depending
on the topic at hand, and a regular meeting
of the commission may include upward of
a couple dozen individual agenda items.
That’s a lot of agenda to manage.

In public meetings,
process matters in terms
of the quality of the
communication you are
going to achieve.
“As a manual, paper process it was hard
to update, it was hard to edit, it was not
easy to distribute,” said County Manager
Ann Hardy. “It took a clerk in excess of
40 hours to put together agenda booklets,
and as soon as the booklet went out, there
would be a change that needed to be made,
and there was no way to make a change.”
Recently the county adopted a fix in
the form of cloud-based NovusAgenda
electronic agenda management software. Now commissioners can access
agendas on their mobile devices.
Agendas, minutes, notes and supporting documents can be searched via a
Web portal. The agenda creation and
distribution process has gone paperless, and citizens have direct access to
meeting schedules, past and upcoming agendas, minutes and notes.
Any department head can access the
system to create an agenda item through
a workflow process of approvals that
includes the county attorney, the finance

officer and the county manager. In the
past, this too was a paper-based system.
Beyond merely paring back a laborintensive process, the electronic system
has enhanced democracy. “Now the public
can check the website, they can see what
is on the agenda and have the chance
to speak before the item is voted on,”
Hardy said. “It is a huge improvement.”
Still, the county has come to recognize
the limits of its technology fix. “There
have been dramatic moments when the
Internet has gone down during a meeting, or the equipment has gone down,”
she said. “We have learned to plan for
those things. You always save a PDF of
the agenda packet on your local drive.”

Counting clicks
Here’s a problem with public meetings. Hand a microphone to just anyone,
and you quickly attract a self-selecting
group of loudmouths and narcissists.
“In public meetings the person who
walks up to that microphone is the one
who thinks they have it right, the one who
thinks they know the answer, and who
therefore has the greatest bias,” said Martin
Carcasson, a senior public engagement
fellow at the nonprofit Public Agenda.
As a professor of Communication
Studies at Colorado State University, he
trains students to facilitate public meetings and he said one of the most effective
tools available to the government meetingplanner today is the simple clicker.
A clicker gives you a way to organize a
meeting quickly and efficiently. “Imagine
I put up a PowerPoint with 10 things and
everyone with a clicker can indicate their
top three, in rank order,” he said. “If a
bunch of people want to talk about No. 2
and only a few people want to talk about
No. 7, then I can assign tables quickly
and organize around that. It allows us to
balance breadth versus depth by finding
out what people really want to talk about.”
Where microphones “spark a lot of individual opinion and typically cast a lot of
blame, this creates a collaborative process,
which in turn sparks accountability. It
sparks a different kind of communication,” he said. “In public meetings, process
matters in terms of the quality of the
communication you are going to achieve.”
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TECH TOWN HALL

This would be an
electronic way to
see exactly who the
speakers are and how
much time they have
to speak. It’s a way to
handle the meetings
more efficiently.
to be, and now we are going to bid it out once
more. But if we don’t find a good solution
out there, we will build it in-house,” he said.

Rafael Mena, CIO,
Orange County, Fla.
DAVID KIDD

Visual aids

Carcasson put this principle to work in
Fort Collins, Colo., a big bike-riding community that came together for public meetings
after two riders were killed on the road in
the span of a week. Using clickers, meeting organizers were able to quickly sort
out priorities and initiate brainstorming.
“At the end of the meeting we could
say: Here is the list of actions, here is
the list of people interested in those
actions,” he said. “Changes have actually been implemented since then by both
the city and the biking community.”
Carcasson promotes the clicker as a
way to get people working together, unlike
other technologies that may enhance the
volume of a public gathering, without
really improving its quality. “We have lots of
people talking, but very few people listening. Democracy requires us to interact, to
actually listen to each other,” he said. “Too
often, technology just makes it easier for
you to express your opinion, to ‘get it out
there.’ And that can just create a lot of noise.
Public processes cannot just be about input.
They need to be public learning processes,
where we get a more nuanced vision of
the issues than we had at the beginning.”

Look who’s talking
Who gets to talk when? This is no trivial
question in a large public gathering. Take for
instance Orange County, Fla., where a robust

government meeting may draw hundreds of
participants. It’s hard enough to keep track
of everyone who might want to stand up and
be heard. Now add in the fact that by county
rules, any participant can “donate” his or
her allotted speaking time to someone else,
and the logistics of the meeting will quickly
swamp any paper-based registration system.
CIO Rafael Mena has his eye on an
electronic register that would replace the
present paper-based system. A collection of responsively designed Web pages
would be deployed to mobile tablets on
standing pedestals for on-site sign-ups.
The moderator and meeting-room monitors would manage the queue and text
registrants to let them know the anticipated wait time until their turns.
The electronic system might also give
county board members a way to recognize
at a glance which speakers had come to the
meeting as individuals, versus who would
be speaking on behalf of companies. “This
would be an electronic way to see exactly
who the speakers are and how much time
they have to speak. It’s a way to handle the
meetings more efficiently,” Mena said.
Mena has no set timeline for the new
system, having already contracted with a
vendor once, only to have the project fall
apart when the vendor ran into unexpected
technical hurdles. “They found out it was
more complex than they thought it was going

In his previous role as city manager in
Mountain View, Calif., Kevin Duggan saw
a number of technologies emerging that
promised to improve the quality of public
meetings. He is particularly fond of new
presentation tools that help participants
visualize proposed plans and projects.
“It used to be that someone brought
in blueprints and sketches, or maybe
built a model, but it wasn’t a really good
representation. For a big development
project people want to get a deeper sense
of what they are supposed to be looking
at, what the real scale of it is,” he said.
“Today you can have a computergenerated simulation where you literally walk around a project, walk through
the buildings,” he said. “It becomes a
whole different kind of experience.”
As with many of the meeting-enhancement tools now emerging, these kinds of
presentations do more than just give people
a better sense of what a project looks like.
In the best cases, technology reinforces
the very nature of the public meeting as a
place where government and citizens come
together for a meaningful exchange of ideas.
“All these things help deal with the
perception that ‘maybe we aren’t being
told the whole story,’ the public’s concern
that maybe someone is playing fast
and loose,” Duggan said. “It goes to the
credibility of the institution itself.” ¨

adam.stone@newsroom42.com

www.public-cio.com
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MUNICIPALINNOVATION
HIGHLIGHTS FROM THE 2016 DIGITAL CITIES SURVEY

E

very year the Digital Cities Survey takes a big-picture view of the state of IT in cities to
determine which are moving the needle forward by excelling at using technology. The
Center for Digital Government and Government Technology are recognizing 62 cities this
year for their use of tech to support priorities and improve operations. Our infographic
highlights key findings about how cities are using IT as well as where efforts are headed next. See
our story and analysis at govtech.com/DigitalCities2016.

FULL-TIME FOCUS
CITYWIDE POSITIONS EXIST FOR:
Cybersecurity

70%
Data Analytics/
Business Intelligence

TOP FINISHERS

55%
Performance Metrics

47%
Open Data

36%

ROANOKE, VA

VIRGINIA BEACH, VA

Innovation

35%
Privacy

LOS ANGELES, CA

28%

MOST WIDELY
ADOPTED TECH

93%

Council/Elected Body Public
Meetings Video Recorded,
Archived and Searchable

92%

Wireless Infrastructure

91%

Redundant/Offsite Data Storage

90%

Endpoint Security

85%

Broadband Infrastructure

DURHAM, NC

TAMARAC, FL
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BOUND FOR THE CLOUD?
SYSTEMS IN
THE CLOUD

0–20 PERCENT

20–40 PERCENT

77% 9%

16% 32%

PERCENTAGE THAT
CAN MIGRATE

MOST LIKELY
TO AUTOMATE

73%

PERMITTING
HUMAN RESOURCES
ONBOARDING

50+ PERCENT

6% 55%

of cities include the Internet of
Things in their strategic planning

WORKFORCE NEEDS

PERSONNEL ACTION
REQUESTS

TALENT IS NEEDED FOR:

Business Intelligence
and Data Analytics

Cybersecurity
100%
90%
80%
70%
60%
50%

4%

40%
30%
20%
10%

outsource IT systems to
another government, while 11%
outsource to an industry partner
VendorManaged
Services

Application
Building,
Integration and
Modernization

CIO PRIORITIES

1

CYBERSECURITY

2

OPEN GOVERNMENT/
TRANSPARENCY/OPEN DATA

3

CITIZEN ENGAGEMENT

4

MOBILITY/MOBILE DEVICES/
APPLICATIONS AND IT STAFFING

5

DISASTER RECOVERY/
CONTINUITY OF OPERATIONS
AND PORTAL/E-GOVERNMENT

Contractors/
Temporary Labor

Software
Management
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Facing
competition
and disruption,
IT departments
are overhauling
how they
classify
employees.
By Heather Kerrigan

IT Jobs

Rebooted
28
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SHUTTERSTOCK.COM

ed

or decades, most state and local
governments have had a onesize-fits-all job classification
system. The typical IT department included titles like Technology Officer
IV or Systems Analyst III with multiple
pay bands from entry level to supervisor.
While the classification system has served
a valuable function — creating opportunities for employees to get jobs in higher-paid
classifications or creating new classes of
jobs to attract talent — times have changed,
particularly in the technology sector.
First, the field has become extremely
competitive, with the private sector
aggressively hiring new talent, especially
in the field of cybersecurity. Employees
also want flexibility, with some working
part time or short time, while others can
perform complex tasks, such as configure
a network over a smartphone, that once
had to be performed on an expensive
computer in the office. The result is a
work environment that looks nothing like
it did when the job classification system
started expanding to meet the growth of
the government sector in previous decades.
When you’re dealing with technical jobs
and trying to compete with the private
sector, this setup “doesn’t really work,”
said Meredith Ward, a senior analyst
with the National Association of State
Chief Information Officers (NASCIO).
In September, NASCIO released its
2016 state CIO survey that found the No.
1 concern among respondents in regard
to personnel reform was modernizing IT
job titles and classifications. NASCIO’s
2015 workforce report found that 91.8
percent of CIOs said their salary rates and
pay grade structure “present a challenge
in attracting and retaining IT talent.” The
response has been to review and restructure job classifications and pay bands.
To address this problem, some state and
local governments began undertaking job
reclassification initiatives. They range from
sweeping changes to more nuanced efforts
to modernize classifications in order to
keep the government IT sector competitive
with the private sector wherever possible.
One of the best examples of an IT job
reclassification attempt began in Tennessee
in 2013 and resulted in the opening of all
1,600 state IT positions to competitive
bid; current employees were encouraged

to reapply for the newly reclassified positions. The aim at that time was to halt a
series of failed IT projects by building the
IT workforce Tennessee needed to fulfill
future staffing needs. CIO Mark Bengel
moved first by filling those needs with
current employees who could be put on
new career paths that would help the state
retain its best and brightest employees.
Today, as part of its job classification
overhaul, Tennessee is using a vendor
to develop operational advances and to
improve performance for the IT workforce, according to Deputy CIO Stephanie
Dedmon, who spoke about the experience
during the 2016 NASCIO annual conference. She said the department has developed a “full-circle training experience that
is based on the new job classifications.”
By bringing in a partner — Learning Tree
International — the IT department has
access to courseware and subject-matter
experts to help retool its workforce.
Harris County, Texas — which faces heavy
competition from the oil and health-care
industries — began an effort to retool its
IT job classes in 2011. As an initial step, the
Information Technology Center (ITC) began
working with county leaders to make clear
why it’s important to have “talented people
and not just a whole bunch of people” serving in IT roles, said Bruce High, the county’s
CIO. This meant paying IT staff competitive
rates and ensuring that job descriptions fit
the role being filled. The county worked
closely with a private-sector consultant
and relied heavily on pay scales and titles
developed by Mercer, a firm recognized
for its expertise on compensation and
benefits, to get the county on a level playing field with the local IT industry. Today,
the county has approximately 250 full-time
employees, and continues to fill positions
with candidates who have specialized
talent and can hit the ground running.
In California, the departments of
Technology and Human Resources
are undertaking an IT Classification
Consolidation Project that’s part of a larger
statewide Civil Service Improvement (CSI)
initiative. The project was born out of a
2014 review of the state’s 3,666 job titles
to determine which could be removed,
rewritten and consolidated. Reviewers
ultimately recommended that more than
2,500 classifications be abolished.
www.public-cio.com

PCIO11_20.indd 29

12/20/16 4:22 PM

__________Designer __________CreativeDir.

100 Blue Ravine Road
Folsom, CA 95630
916-932-1300
www.erepublic.com
5

25

50

75

BLACK

29

CMY grey

95 100

5

T1

25

T2

50

75

__________Editorial __________Prepress

T3

95 100

YELLOW

5

25

50

75

95 100

5

25

50

75

MAGENTA
CYAN

95 100

Page #

__________Other ____________OK to go

IT JOBS REBOOTED

The CSI project has led to similar findings
— decades-old job classifications that are
“desperately in need of taking a look at,” said
Bryan Baldwin, chief of the state’s Personnel
Management Division. Ultimately the IT and
HR departments seek to streamline hiring
by making job descriptions easier to understand to prospective employees from outside
of government. “We’re really trying to make
it so that qualified applicants can find good
jobs with the state, that they understand
the jobs and careers that they can have with
the state of California, and how they can
stay and where they can go,” said Baldwin.
Right now, California has approximately
60 IT job classifications, ranging from
entry level to management level. “There
is a lot of redundancy in our naming
conventions,” said Julie Inderbitzen,
the Classification Consolidation Project
manager. She hopes that the modernization effort will help collapse some of the
classifications and remove redundancies.
The IT department is still reviewing existing classifications and is closely collaborating with subject-matter experts to determine
how to make the necessary changes. Once
that effort is complete, the proposed changes will be discussed with the state’s public
employee unions before it can be finalized.
Colorado is expanding its efforts to bring
in the most qualified candidates by reviewing job classifications within the Governor’s
Office of Information Technology (OIT).
The IT effort will look at all current positions and streamline them into more
common working titles like “developer”
and “system administrator.” Currently OIT
has four major classifications, which Karen
Wilcox, the office’s HR director, called “part
of the problem. It’s way too large a band,
and you really want to break it down into
something that is more relevant and meaningful so you can do better market analysis
and benchmarking of the role,” she said.
Across the country in Montgomery
County, Md., CIO Sonny Segal is heading up a job reclassification project that
focuses on creating career paths for various
IT positions. The changes occurred after
the county realized it was losing highperforming individuals to the private sector.
“We could not sustain government
operations using such automation if that
trend continued,” said Segal. In creating

its career paths, the IT department sought
to recognize that “not all technical people
aspire to be in professional ranks doing
professional technical work all the time,”
he said. So the county developed management and supervisory positions within its
Management Leadership Service technical classifications. This set up a system in
which technical people supervise technical staff, while also creating parallel tracks
that let those who don’t desire management roles continue their upward mobility
with the county by becoming IT experts.

Leadership Needed for
Reclassification
Reclassifying IT jobs — or any government jobs for that matter — is difficult.
Much of the classifications’ underlying
structure is tied to pay ranges that are
often written into department policies or
law. Success in job reclassification requires
strong partners and a change champion.
In California, Gov. Jerry Brown has
been an ardent supporter of ensuring
that positions across state government
are reviewed so that they measure up
to similar private-sector positions.
“The governor’s support is really critical. There have been previous efforts to
try to reform and improve state government, but I do think that the emphasis,
the backing of the administration, the
willingness to put some resources in,

has really helped us move faster than we
would have otherwise,” said Baldwin.
While the marching orders are to get as
much done as possible under the current
administration — within the next two
years — the executive support has helped
CSI move on a more aggressive schedule.
Harris County’s support also came
from the top. When the reclassification effort began back in 2011, the IT
department worked with the commissioner, the compensation administrator, the
budget officer and HR. Communication
and collaboration with these individuals helped get the project started.
“At the very beginning, there were
more questions about what we’re trying
to do, and once we took the emotion out
and dealt strictly with the facts, and
everyone understood that we aren’t pulling numbers out of the air just to be able
to pay people more,” the project began
moving forward, said Kevin Russell,
deputy executive director for the Harris
County Information Technology Center
(ITC). This effort included having the
compensation administrator meet with
the agency’s outside analyst to review
salary bands and midpoint salaries for IT
positions in the Houston marketplace.
Transparency has been essential for
sustaining the initiative, but “proving
that you deliver” has been critical, said
Russell. “We try to be accurate with

“We are constantly looking
at and refreshing our titles
and compensation,” said
Bruce High, CIO of Harris
County, Texas.
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IT JOBS REBOOTED

everything we do, and that instills
confidence. That’s given us the support
to do what we need to do, in addition to
attracting and retaining quality talent.”

COLIN WOOD

Bringing Innovation
into Recruitment
Job reclassification is one part of a larger
evolution taking place in the public sector
today. It’s clear that states and localities have
recognized that they face recruitment and
retention problems, and now they’re looking for innovative solutions to overcome
these challenges and ensure they build
the workforce they’ll need in the future.
State and local governments have
employed a number of strategies in this
area, from redesigning websites and creating
mobile-first applications, to focusing on the
benefits of government that cannot be found
in the private sector. In particular, the call to
public service and the ability to contribute
to your community in a positive way are
job qualities that are attractive to millennials, according to Colorado OIT’s Wilcox.
In Harris County and Colorado, they’re
also emphasizing work-life balance and
stability in government work. “They can
leave at the end of the day and have that
personal life,” said Tauna Lockhart, OIT’s
chief communications officer and public
information officer. And, High said, “we’re
not going to be acquired, we’re not moving
overseas. I think that’s important to people.”
Colorado’s reclassification of state tech
jobs is part of a bigger effort to apply
private-sector strategies to recruiting
public-sector employees. Realizing that
its “post and pray” recruitment methodology was no longer working, the state
hired a recruiter to look at its competition to determine how it could attract
new talent to the state, said Wilcox. This
included training managers on how to
recruit necessary talent, reaching out
directly to potential candidates via partnerships with local colleges and universities, clearly defining job duties, and
creating parity between classified and
nonclassified positions. They also began
measuring employee engagement to help
keep the staff they already had. “How do
we keep them … instead of just having
them for two years and then they’re
off to something else?” Wilcox said.

Agencies nationwide are learning that
it isn’t just about getting employees in the
door; it’s also about keeping them there.
In IT positions in particular, government is seen as a stepping stone, a place
to gain experience before moving on
to a new project in the private sector.
The ongoing job reclassification efforts
have established clear career paths to
encourage new and current employees
to continue with the organization.
In Harris County, employees understand
where their roles and responsibilities fit
within ITC, but they also know where
they’re going. ITC’s job descriptions are
accessible to everyone in the organization
so workers can determine the right career
path for them. Every job within ITC is tied
to performance, so that as employees determine their desired career paths, managers
can tell them what they need to improve and
provide the coaching and mentoring needed
to progress along their chosen path. As part
of the reclassification effort, ITC also developed architect and engineer positions to let
employees increase their salaries by becoming experts instead of needing to move into
management to reach a new pay level.
Segal said Montgomery County learned
through its reclassification effort that
many IT employees enter mid-career
from the private sector instead of growing
within government. Because of this, the
consolidation effort reflects employees’
desire to have varied experiences and
opportunities within the department. “The
employees are ensured they’ll get lots
of exposure, they can be moved around
where needed. That keeps them growing
significantly,” said Segal. Today, the county
finds itself attracting contract personnel
to apply for full-time positions with the
county’s IT department, and they’re losing
fewer staff members to the private sector.
Retaining the best employees also
includes investment in those who want to
continue to gain new skills in their current
roles or who desire management roles. In
Colorado, a learning development program
not only offers technical recertifications,
it also provides learning opportunities for
softer skills required of IT managers. “If
we want to build the best quality leaders we can, we needed to provide those
trainings,” Wilcox said. In 2017, OIT will

introduce a leadership program for those
who want to move into management.
Many public-sector organizations are
learning that when you begin making
changes to help candidates find their
niche within IT departments — and when
you invest in your talented employees
who are already there — word travels fast. Wilcox said that the employee
referral program has grown by 6 to 7
percent during the past couple of years.
“[Employees] realize there is some really
cool stuff they are working on and there
are positives for working for the state,
and they tell their friends,” she said.
The same is happening in Harris County.
“When people find out we’re hiring and
doing innovative things, it’s interesting
to see the people who are showing up to
get jobs here,” said High. Although ITC
loses an estimated 40 to 50 people each
year through retirement and attrition,
most job openings are quickly filled.

Constant Refresh
For Harris County, reclassification wasn’t
a one-time thing. Every year, when ITC
gets a new compensation analysis, it looks
at the midpoint numbers to determine if
they increased or decreased, and review
the job titles that were cut and those that
were created so leaders understand where
the tech sector in the region is headed
and how Harris County needs to adjust
its own offerings to keep pace. “We are
constantly looking at and refreshing our
titles and compensation,” High said.
Because the reclassification process takes
so long in California, the state is seeking
opportunities to write new job classifications and descriptions with the future in
mind, instead of focusing solely on immediate needs, according to Inderbitzen.
The rapidly evolving skills required of
IT employees necessitates such forward
thinking. “CIOs are trying to be innovative and they’re trying to do what they
can,” said NASCIO’s Ward. The key is to
continue evolving to ensure that government has the most effective IT workforce
possible. “Be flexible, be adaptable, really
push to get the best and most qualified
talent,” she said. State CIOs, just like everyone else in the workforce, have to be ready
to adapt to the different changes.” ¨
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Quick! Think of a city leading the way in the
technology space. What name first comes to
mind? Is it Boston, New York or San Francisco?
Maybe it’s Philadelphia, Seattle or Chicago. Those
are all good answers, but Kentucky’s technology
gem of Louisville deserves a position closer to
front of mind for all it has done and for what its
newest tech hire indicates for the city’s future.
Each year Louisville ranks highly in the Center
for Digital Government’s Digital Cities Survey
for its dedication to innovation. One of its most
high-profile innovation projects is Air Louisville,
which distributed smart asthma inhalers to help
the city get a bead on its air quality. But for years,
Louisville has launched different technology
projects that could serve the public in some way.
In 2012, the city integrated alerts into an
online mapping tool that allowed citizens to
receive granular information about the crimes
they cared about where they lived. The city
adopted an “open by default” data policy in
2013, years before many even knew what
the term meant. Earlier this year Louisville
invested in solar power through the purchase
of 400 kW from the Clean Energy Collective.
In addition, programs around education and
data, 3-D modeling, and citizen engagement
have kept Louisville continually in the news
for its transformative, tech-driven efforts.
Louisville was among the first cities to hire
an innovation chief, and when Chief of Civic
Innovation Ted Smith departed this summer,
he was replaced by Grace Simrall, a forwardthinking techie who said she’s done a little bit of
everything in the technology space. The change
raises questions, like what this means for the
direction of technology in Louisville and what
new projects Simrall’s leadership will spawn.

Grace Simrall is bringing
her technical expertise to
help Louisville, Ky., continue
implementing cuttingedge initiatives as its new
chief of civic innovation.

nd

Q: What attracted you to a position in
the public sector?

O’NEIL ARNOLD

By Colin Wood / Contributing Writer

I had my own startup [iGlass Analytics],
and it was focused on the health-care and
data analytics space. I was bringing to bear
a lot of years’ experience as a data scientist in other areas and recognized a major
opportunity in health care, like improving
patient outcomes and health-care delivery.
At the same time, I was working with Ted
[Smith] and the mayor [Greg Fischer] on
various civic engagements, including our
local makerspace, LVL1. The mayor is very
visionary. Back in 2011 when he took office,
www.public-cio.com
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HARNESSING A BROAD BACKGROUND

he absolutely knew he wanted to create a
chief-level position in innovation and a chieflevel position in performance improvement,
recognizing that oftentimes when you go
into an organization that has very well
established core services and day-to-day
operations, it’s very hard for those groups
to get their heads above water and have any
time to spare working on innovative projects
and continuous performance improvement.
I knew that this was a very special
administration, a mayor who understood
innovation the way an entrepreneur would
understand it. And certainly Ted came from
that same entrepreneurial background.
So when the opportunity came up to take
over Ted’s position, it was very attractive
to me because I knew that they recognized
that whether the citizens acknowledge it
or not, cities are living laboratories. They’re
already participating whether they know
it or not, and there is an ability to activate
— especially in a city like Louisville that
is so civically engaged in the first place —
through both leadership and active citizen
scientists to leverage the city as a platform.

never worked with the Internet before,
or they may not be familiar with digital
devices, so we need to make sure that we
include them in that experience as we
galvanize the community around areas
of improving our fiber infrastructure.
That leads into another initiative that is
somewhat nascent — it was underway when
I took over — which is our smart apartments
smart city initiative with CNET. What’s
unique about this particular space, we’re
calling it the LouieLab, is it’s designed to be
a way for us to have a concrete demonstration of what the smart home looks like in
an urban environment and then showing
what that real interface between smart
city and smart home looks like. I know
there’s a lot of talk about smart cities, and
there are certainly plenty of smart city
frameworks being developed both nationally and globally, but I think what I can say
about both the mayor and Ted, traits that
I admire, is that they are show-and-tell
kind of people. It’s not just a matter of talking about things, but they really work on
projects that produce results.

Q: What projects can people expect to see
coming out of Louisville in the near future?

Q: Which of those projects will be your
main priority?

I want to ensure that my predecessor
Ted Smith’s projects will have continuity. That’s very important. He’s wellknown, as is the mayor, for being highly
innovative in projects like Air Louisville.
Crowdsourcing through active patients’
and engaged citizens’ data collection to
identify well-known hot spots as well as
unexpected hot spots is really great.
Then there’s the Code Louisville initiative
focused around transforming our workforce
so it’s a next-generation workforce, and lots
of projects focused around what is referred
to as “digital inclusion” and “digital equity.”
Louisville won a major grant from Next
Century Cities to create a gigabit experience center in an underserved neighborhood. I’m very excited and busy planning
that — having it be more than just a place
where people get gigabit speed Wi-Fi. We’re
in the process of developing that vision
of what the experience really should be,
and even making sure that we don’t take
for granted that there may be citizens that
are less technically savvy. They may have

All of those things are No. 1, so the way I’m
going to be able to pull this off is I have
a wonderful team. I have two innovation
project managers that help me run the
day-to-day operations of the projects, and
in fact they are helping to ensure continuity. Ursula Mullins and Ed Blayney will be
very instrumental in ensuring continuity
and the day-to-day aspects of the projects.
One thing we do very well in Louisville
Metro government is cross-functional
participation, so activating virtual teams
and then finally external partners. For
example, with the Air Louisville project,
we’re partnering with the Institute for
Healthy Air, Water and Soil, as well as
Dr. Aruni Bhatnagar at the University of
Louisville School of Medicine to ensure that
we have the right external partners on that.
From my perspective, coming from
the health-care side, the more you can
integrate data collection with normal
activities of daily living, whether it’s something that’s completely passive — inferring patient behavior from things like

motion sensors and accelerometers and
door contact sensors, perhaps a wearable
device — all the way to Internet-enabled
vital capture devices or things like asthma
inhalers … the more you can automate
the capture of that data, the better.
Our current gold standard for collecting patient behavior is paper journaling.
There have been way too many studies
that indicate that what patients end up
doing — if they do it at all — is they sit in
the parking lot of their doctor’s office and
they fill it out for the whole month. That’s
not accurate. You want to make the system
as frictionless as possible and make it part
of their daily lives with full transparency
so you know what they’re doing. They
have opted into this process with you.

Q: How will your approach to this
position differ from your predecessor’s?
I’m not going to be a 1:1 replacement for
Ted, and in fact I’m coming from a very
technical background. As a way to pay the
bills starting in college, I worked in IT. So
if there is a job in IT, I’ve probably done
it, starting off in tech support and working my way up, discovering that I love
data. The majority of my career has been
focused on the data science aspect of IT.
It’s that interface between the technical
world and the business world. So how do
I see myself as being different from Ted?
I bring a different set of skills to bear.
The nitty-gritty, get-your-hands-dirty
types of details — I do have those skills and
worked in environments where I was both a
coach and a player. I didn’t expect my team
to do all the work, but I would lead by example. The final buck would stop with me, so
I would encourage them if they were stuck
to spend some time trying to get unstuck,
but if they got stuck to approach me and
we would solve the problem together.
My sectors are a bit different. I would say
everything from postsecondary education
— what a university cares about — to supply
chain management, inventory management, asset management and the retail
space, in particular payment processing
in the retail space, all the analytics around
that, and then finally health care. I’m bringing a rather broad set of experiences and
domain knowledge to the role as well. ¨
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“This book is a must for anyone who believes government
can make a difference in our lives. ... Peak Performance details how
a courageous and visionary mayor and a highly dedicated workforce
can give their citizens a more efficient and effective government ...”
Former Pennsylvania Gov. Edward G. Rendell,
author of A Nation of Wusses: How America’s Leaders
Los the Guts to Make Us Great
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cio central

News, Reviews & Careers
California Names a CISO

JESSICA MULHOLLAND

CALIFORNIA APPOINTED FIREEYE executive Peter Liebert as the state’s
chief information security officer, the governor’s office announced in November.
In the position, Liebert also will serve as director of the Office of Information
Security within the California Department of Technology. Liebert, a resident of
Washington, D.C., comes to California with credentials in both the private sector
and the federal government. Most recently, he was a senior product manager for
FireEye and a threat assessment manager for the company from 2015 to 2016.
The state had been without a permanent CISO for about eight months, since
Michele Robinson left the post in March.

Phoenix Hires a Digital Leader
After months of searching for retired CIO Debbie Cotton’s replacement, Phoenix has
selected its man, someone who has taken the city of Virginia Beach, Va., to new technological heights — including taking the top spot for its population category in the
2016 Digital Cities Survey. Phoenix announced Nov. 9 that Matthew Arvay will take
over as CIO the first week of January. During his time at Virginia Beach, Arvay worked
to map the municipal government’s five-year master plan and the six-year infrastructure modernization and life cycle master plan.

GAMIÑO MOVES
TO NYC

ARKANSAS HIRES A CHIEF
TRANSFORMATION OFFICER
Two details about Arkansas’ first-ever chief transformation
officer Amy Fecher, who was appointed Dec. 5 by Gov.
Asa Hutchinson, say a lot about her mission of helping
state agencies do more with less. First, Fecher isn’t
taking a salary in her new position — one she’ll hold
as she works concurrently as executive vice president
of operations for the Arkansas Economic Development
Commission and as the governor’s designee to the Delta
Regional Authority. And second, she heads a department
of just one: herself — a move aimed at dispelling
any notions of shrinking other areas of bureaucracy
while simultaneously creating more of the same.

Louisville, Ky., Hires a Data Officer
Michael Schnuerle is the 12th municipal chief data officer in the U.S., but Louisville,
Ky.’s data is not new to him. More than a decade ago, he launched a Google Mapsbased tool to show users crime reports from around Louisville. Over time, he added
more and more municipal data to the tool and eventually created a company called
YourMapper. He also helped found the Civic Data Alliance, Louisville’s local Code
for America brigade.
Schnuerle started public service Oct. 10, inheriting a data ecosystem the city has
already done quite a bit of work on. Louisville became one of the first cities in the
U.S. to formally adopt an open data plan when its mayor set an “open by default”
standard in 2013. That led to the launch of an open data portal, as well as the
performance-tracking LouieStat.

In New York City’s search for a new chief
technology officer, it found a perfect
match in San Francisco. The New York City
Department of Information Technology and
Telecommunications announced Oct. 24 that
San Francisco CIO Miguel Gamiño Jr. has
accepted its CTO post, which was left vacant
in August when Minerva Tantoco departed.
Under a statewide initiative announced by
Gov. Andrew Cuomo in January, all New York
residents must have access to high-speed
broadband by 2018 — and providing Internet
access is something in which Gamiño is well
versed. During his San Francisco tenure,
Gamiño worked to connect the city through a
comprehensive wireless network project. He
was a driving force in the 2014 launch of free
Wi-Fi along Market Street, within city libraries,
and at other public parks and spaces.

IT TURNOVER CONTINUES
IN PHILLY
Philadelphia Civic Tech Director Aaron Ogle left his
position with the city for a new opportunity, taking
over a role with an organization that holds similar
goals. Ogle now serves as director of product for the
OpenGov Foundation, a civic tech group working to
further transparency in state and local legislatures,
and narrow the void between governments and their
citizens. As a part of former Philadelphia Mayor Michael
Nutter’s government technology team, Ogle was previously in charge of overhauling the city’s website.
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Arkansas CTO Resigns

MetroLab Network Announces Advisory Council

ARKANSAS DEPARTMENT of Information Systems
(DIS) Director and CTO Mark Myers resigned in
November, signaling the beginning of a shift in the
administration’s IT approach. Myers, who was initially
tapped to lead DIS by Gov. Asa Hutchinson in January
2015, was reportedly asked by the governor to resign
from the post on Nov. 23. During his time with the
state, Myers worked to increase the speed of the
Arkansas Public School Computer Network, which
provides Internet connectivity to all of the state’s
K-12 classrooms.
Yessica Jones, the agency’s deputy director, is now
serving as interim director. Jones was appointed to the
DIS deputy post in January 2016 and formerly served
as the governor’s outreach liaison.

In early December, the city-university collaborative MetroLab Network announced
the members of its Advisory Council. The organization — formed to leverage smart
city technology and harness the potential of Internet of Things research being done
in universities nationwide with the communities in which they are located — has
been praised as a means of adding funding and connecting experts to help accelerate
such efforts.
The council will be chaired by Martin O’Malley, former governor of Maryland
and mayor of Baltimore. O’Malley also serves as senior fellow of the network.
The Advisory Council includes:
Jack Dangermond, CEO, Esri
Manny Diaz, 41st mayor of Miami and
former president of the U.S. Conference
of Mayors
Richard Florida, director of the University
of Toronto’s Martin Prosperity Institute and
senior editor of The Atlantic

Joanne Harrell, senior director of U.S.
Citizenship and Public Affairs for Microsoft
and member of the University of Washington
Board of Regents
Paul Hawken, executive director of
Project Drawdown
Ben Hecht, president and CEO of Living Cities

Longtime California IT Leader to Retire
After more than 25 years in public-sector service, one of
California’s chief technologists unexpectedly announced
Oct. 31 that he would be retiring in early 2017. In an internal memo, Robert Schmidt, chief of the California Office
of Technology Services, announced to senior staff and
colleagues that he would be leaving state service. The longtime public servant cited personal reasons for his departure,
but said he would stay on until February to ensure
a “seamless” leadership transition.

Betty Sue Flowers, professor emeritus at
the University of Texas at Austin

Bruce Katz Centennial, scholar at the
Brookings Institution

Shirley Franklin, CEO of Purpose Built
Communities and the 58th mayor of Atlanta

Melissa Mark-Viverito, speaker of the New
York City Council

Rayid Ghani, director of the Center for Data
Science and Public Policy at the University
of Chicago

Tom Murphy, senior resident fellow at
the Urban Land Institute and 57th mayor
of Pittsburgh

Stephen Goldsmith, director of the
Innovations in Government Program at
Harvard University’s John F. Kennedy
School of Government

Leslie Richards, transportation secretary
for Pennsylvania

Hawaii Gets a CISO
THE HAWAII OFFICE of Enterprise Technology
Services announced that Vincent Hoang was named
the state’s CISO Dec. 15 — though he had been
serving in the role since Dec. 1. The position was
created during the 2016 legislative session, and
Hoang said his first two weeks in public service
were spent acclimating to his new environment and
the varied processes of state government.
He most recently served as an enterprise architect for Hawaiian Telecom, and other previous
roles included as a senior systems consultant for
the Bank of Hawaii and a security engineer for
Munger, Tolles and Olson. Hoang said his past
work experience gives him a unique perspective
when it comes to industry verticals and working
with outside partners. until February to ensure a
“seamless” leadership transition.

Marcia Hale, president of Building America’s
Future and former White House director of
intergovernmental affairs

Tony Williams, executive director and CEO of
the Federal City Council and fifth mayor of the
District of Columbia

Clark County’s CIO Departs, Replacement Named
It’s been more than three years since Louis Carr Jr. took on the CIO role for Nevada’s Clark
County, but he’s moving on to head up IT operations for Los Angeles’ premier utility provider.
In an internal bulletin, Los Angeles Department of Water and Power General Manager David
Wright announced that Carr would be joining the municipal utility agency as the chief
information technology officer effective Nov. 14. During his tenure with Clark County, Carr
managed $45 million in operations, 160 employees and IT across
38 departments.
The county Board of Commissioners ratified the permanent appointment of interim CIO
Michael Lane on Dec. 6. Prior to Carr’s departure, Lane served in the county’s deputy CIO role
since August 2013 and brings 20 years of IT experience to the position. Lane said he is set to
kick off internal conversations about how the county can improve its technological standing.
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cio central

News, Reviews & Careers
NEW TECH ROLE
IN COLORADO

Leadership Change for
North Carolina’s iCenter
One of the driving forces behind the state of North Carolina’s
Innovation Center (iCenter) stepped aside for a new role in
the private sector. In an internal announcement released in
October, the Department of Information Technology notified
staff that Chief Technology and Innovation Officer Eric Ellis
was leaving state service for hardware and software reseller
SHI International. He held the technology and innovation
position since January, and formerly served as the CTO
for multiple state agencies, including the departments of
Environmental Quality and Commerce. Ellis’ duties included
directing the Innovation Center’s technology proving
grounds, which will now fall to iCenter Deputy Director
Deanté Tyler (at right) on an interim basis.

Several states now employ innovation officers
or digital officers, but Colorado may be the first
to bring on a digital transformation officer (DTO).
On Nov. 2 the Colorado Governor’s Office of
Information Technology announced Brandon
Williams will become the state’s first DTO.
Prior to the promotion, Williams led the state’s
Google Services team for the last four years.
In the new role, Williams will work with state
agencies to align user and customer experience
with strategic business plans and ensure
Colorado’s public-facing websites and other
digital touch points are efficient and easy to use.

Changes in Long Beach Innovation
In another change in innovation roles. Ryan Murray, the
mayor’s innovation deputy, took a job with New York City
where he’ll be working on procurement innovation. The
movements underscore a fluid innovation environment at
the city predicated on a finite amount of funding: The $3
million Bloomberg grant that established the i-team will run
out at the end of 2017. After that, what happens at the city
is uncertain — mostly, it will come down to what the City
Council and mayor decide.

Long Beach, Calif., named a 10-year veteran of its municipal
government to lead its Innovation Team. Tracy Colunga,
the city’s neighborhood relations officer, will take over
leadership of the Bloomberg Philanthropies-funded i-team
on Jan. 3. Colunga is replacing John Keisler, who was the
first i-team director. His tenure focused on economic
development projects, which he is taking with him as he
transitions to lead the city’s Department of Economic and
Property Development.
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EVERYTHING YOU
NEED TO KNOW
TO START YOUR DAY.

GovTech Today
Original and breaking technology
news for state and local
government readers.

Sign up today at
www.govtech.com/newsletters
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CAN YOUR LOCAL GOVERNMENT’S NETWORK
KEEP UP WITH ITS CITIZENS?
To be ĕective, local governments need to communicate with their
citizens. In today’s world, that means going online. 94% of local
ȯcials agree that e-government requires a ubiquitous network,
but that requires bandwidth. Remain on a weak network and
your citizens may end up dealing with slower response times and

limited access to critical services. Fortunately, Comcast Business ŏers
the high-performance Ethernet network that local governments need
and citizens demand. Plus, its extra redundancy maximizes availability
at a lower cost that meets government budgets and standards of security.
Visit business.comcast.com/government or call 866-429-2241 to learn more.
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INTRODUCING COMCAST BUSINESS ENTERPRISE SOLUTIONS
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